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PaGouas nporpaMma qUCHUIUIMHBI pa3pab0TaHa B COOTBETCTBUU C:

- denepanbHbIi TOCYTAPCTBEHHBIM 00pa30BaTENbHBIM CTAHIAPT BBICIIETO
oOpa3oBaHus - OakaJlaBpuat 1Mo HampasiaeHuto moarotTosku 27.03.04 — Ynpasnenue B
TEXHUYECKUX CHUCTEMaX, YTBEP)KIEHHBbIM NpuKa3oM MUHUCTEpCTBA HAyKd H
BbIciiero odpasoBanusi Poccuiickoit denepanuu Ne 871 ot 31 wurons 2020 rona,
3apeructpupoBaHHbii B Muntocte 26 aBrycrta 2020 roaa, per. Homep 59489 (nanee —
dI'0OC BO).

- y4eOHbIM IUTAaHOM (OYHOM, 3a04HON (opM O0yUYEHHS) MO CHEUUATBHOCTH
27.03.04 — YopapiieHUE B TEXHUYECKUX CUCTEMAX.

PaGouass mporpamMm JUCHUIUIMHBI BKIIIOYAeT B ce0s OLICHOYHBIE MaTepHalIbl
JUISl IPOBEICHUS TEKYILEr0 KOHTPOJISL YCIEBAEMOCTH U MPOMEKYTOUHON aTTECTALNU
no aucuuiuiiHe (1.8 @OOHI OLEHOYHBIX CPEACTB Uil MPOBEACHUS TEKYILIEro
KOHTPOJISL YCIIEBAEMOCTH, NPOMEXYTOYHOM AaTTECTaUMu [0 MTOraM OCBOEHUS
JTUCUUTUINHBI)

Agtop: I[lukuna Hartanus EBrenbeBHa, noueHT Kadeapbl MHOOPMAIIMOHHBIX
TEXHOJIOTHI M CUCTEM YIIPaBJICHUS

(vkazamv OUO, yuenyio cmenenv, yuenoe 36anue uiu 00IHCHOCMb)

[Iporpamma omoOpeHa Ha 3acemanuu  Kadenpsl  MHbopmarmoHHbIX
TEXHOJIOTUI U cucTeM ynpasieHus (mpotokoa Ne 8 ot 12.04.2025 r.).



1. IlepeyeHr mnIaHMPYEMBIX Pe3yJbTATOB O0y4YeHHMsl MO JMCHMILIMHE,
COOTHECEHHBIX C INIAHUPYEMBIMHM Pe3yJIbTATAMH OCBOCHHUSI 00pa30BaTeJIbHOM
nporpammbl (Llesin ocBOeHMsI AW CHMIIJINHBI)

1.1. Hensamu ocBoenust pucuumuinibl «Kpunrorpadudeckiue METOIbI 3alIUThHI
UH(pOpMALUN SIBISIOTCA:

— NOJIy4YEHHE  CTYAEHTaMM 3HAaHHM O  TEOPETHYECKHX  OCHOBAX
Kpunrorpapuu;

— (opMHpOBaHKE HABBIKOB PAa0OTHI C COBPEMEHHBIMU MPOTPAMMHBIMU U
TeXHUYEeCKUMHU cpeactBamu  OBM, oOecneunBaronMMu  3alllUTy  XpPaHUMOW,
oOpalOaTeiBaeMOl M IepenaBaeMod  MHGpOpMalUuMud  OT  CIy4allHOro  WIH
IIPEIHAMEPEHHOIO 03HAKOMJICHUS, U3MEHEHUS U YHUUTOKCHMUS;

— U3y4YeHHE CMOCOO0B U CPEACTB HECAaHKUMOHMPOBAHHOIO JAOCTYyNa K
uH(pOopMaIK, CIIOCOO0B U CPEJICTB 3aIUTHI KOHPUACHITUATBHOU HHPOpMaLIUU

1.2. O6nactu npodeccruoHaIbHOM AeITENHHOCTU U Chephl MpodhecCHOHATHHOM
NESTENTHPHOCTH, B KOTOPBIX BBIMYCKHUKH, OCBOMBIIME TMpOrpaMMmy OakaiaBpuara
(mamee — BBITYCKHUKH ), MOTYT OCYIIECTBIISATH MPOPECCHOHATBHYIO IEATSTbHOCTD:

40 Creo3Hvie 8U0bl NPOGDECCUOHATLHOU 0essMeNTbHOCMU 8 NPOMbIULIEHHOCTU (8
cghepax: obecneuenus vinycka (NOCMAasKu) nPoOOYKYuu, CcoOOMEemcmeayuell
MpeboBaHUAM ~ HOPMAMUBHBIX ~ OOKYMEHMO8 U MEXHUYECKUX  YCI08UlL,
MempoLocu4ecKkoeo obecneuenus paspabomxu, Npou3800Cmed, UCHLIMAHUL U
IKCIILyamayuu npoOYKYuu, Uccied08anus, paspabomku u 3KCHIyamayuu cpeocms u
cucmem asmMoOMamu3ayuu U YNAPAGIeHUs PA3TUYHO20 HA3ZHAYEHUS, NOBbIUEHUS
agpgpexmuenocmu  npoussOOCmM8a  NPOOYKYuu ¢  ONMUMATbHLIMU — MEXHUKO-
IKOHOMUYECKUMU NOKA3AMENAMU NYyMeM NPUMEHEHUs. CPeOCms A8MOoMamu3ayuu u
MexaHuzayuu).

1.3. K OCHOBHBIM 3ajayaM HU3y4YE€HHUS AUCHUIUIMHBI OTHOCHTCS MOJArOTOBKA
oOydaromuxcsi K BBINOJHEHHIO TPYIOBBIX (PYHKIMHA B COOTBETCTBUHU C
npo(ecCHOHAIbHBIMU CTaHAAPTAMH:

O06001eHHBIE TPYIOBBIC QYHKIMN Tpynossie GpyHKINN
Kona u HaumeHoBanue i PyA IZIL pyA by
YPOBEHb
o eCCHOHATHFHOTO YpOBEHB
KO | HauMEHOBaHUE HalMEHOBaHUE KO (momypoBeHB)
CTaHjapra KBan(pUKaIm
KBaJH(PUKAIIAN
IInanupoBanue
HPEABAPUTENIBHBIX
40.057 Cneuuanuct perpapTeis
UCTIBITaHUH 1
o 5 y B/02.5
BBO,Z[ B OIIBITHOHU
ABTOMAaTHU3UPOBAHH . SKCILTyaTaluu 5
B JieficTBUE ACYII
BIM CHCTEMaM ACYII
YIIPABJICHUS 5 Texnuueckoe
MAaIIUHOCTPOUTEIIbH o0ciykuBaHue B/03.5
BbIM IIPEAIIPUATHEM ACYII
C Pa3pabotka 6 Onpenenenue C/01.6 6
ACYII eJIECO00Pa3HOCTH
ABTOMATHU3ALUH
IPOLIECCOB
yIIpaBJICHUS B




OopraHu3auu

ACVII

PaspaboTka
UHPOPMAITUOHHOTO
obecrnieueHus
ACVII

C/02.6 6

Pa3paboTka

3aJaHUN HA

6 MIPOCKTHPOBAHHE

OPUTHHAIBEHBIX
KOMITOHEHTOB
ACVYII

C/03.6 6

KonTpois BBOj1a B
6 NeHCTBUE U

9KCIUTyaTalH
ACVII

C/04.6 6

1.4. Komnerenuuu oOywaroierocs, (GpopmMupyemble B pe3yibTaTe OCBOCHHUS

JTUCIIATUIAHBI
HaumenoBaHue Kon u Kon u nHaumenoBanue | IlepedyeHb miIaHupyeMbIX
KaTeropum HauMeHOBaHMe HHIMKATOpPa pe3yJbTaToB 00y4eHHs
(rpynmbi) KOMIIETEHI U JOCTHKEHHUS]
KOMIeTeHI U KOMIIeTEeHIIUH
ITK-2 Pa3paboTka [1K 2.1 Cnocoben HA YpOBHe 3HAHULL:
I/IHq)OpMaHI/IOHHOFO IMPOCKTUPOBATH 3HaThb MCTOAHUKH ITOUCKA,
obecreuenns ACYI] | ©HopMaimonmyo cbopa u 06paboTku
mozenb nanubix ACVYII, | uadopmaruu;
CTaHIaPTHU3AIHIO HA YPOBHE YMEeHUIL:
JOKYMEHTO000pOoTa U YMETh MPUMEHSATH METOUKU
XapaKTePUCTHK noucka, coopa u 00paboTku
uHpopmarun nHpopmanuu;
HA YPOBHEe HABBIKOS.
BJIQ/IETh IPAKTUUYECKUMHU
HABBIKAMU TIOMCKA U
aHaJlM3a U CUHTE3a
uHpOpMaILNH;
Pa3zpaboTka
ACVYII [IK 2.2 Moxer HA YpOBHe 3HAHULL:
pa3pabaTbiBaTh 3HATh aKTyaJIbHbIE
TEXHOJIOTUYECKHE WUCTOYHUKU UHPOpMAIIUU B

CXeMbI 00pabOTKH
uHpOpMaIUU TIO
OTACITHHBIM
3amagam ACVYII

chepe npodeccruonanTbHON
JIeATEeTbHOCTH;

HA YPOB8HEe YMeHULL:
YMETh HAXOJIUTh U
OCYUIECTBIIATD
CUCTEMATH3ALHNIO,
KPUTUYECKUI aHau3 U
CHHTE3 HH(pOpMaInHy,
MOJTYYEHHOU U3 pa3HbIX
HUCTOYHUKOB;

HA YPOB8HEe HABbIKOS:




BJIAZACTh NPAKTUICCKUMU
HaBBIKAMH MIOUCKA
00paboTku HHpOpMaIuy;

1K 2.3 Cnocoben HA YpOBHe 3HAHULL:
00BEAUHSATD 3HAaTh OCHOBHBIE MPUHIUIIBI
MH(POPMALMOHHBIE 0a3bl | U METOABI CHCTEMHOTO

P CO3JaHUU aHayu3a.

MHTETPUPOBAHHON Ha ypoeHe YMeHUl.

ACVYII YMETh IPUMEHSTh

CUCTEMHBIN ITOAXO0], IS
pereHus TOCTaBICHHBIX
3a1a4 HaHpaBJIeHI/IH
IOJITOTOBKH.

HA YPOBHEe HABLIKOG:
BJIAJIETh METOIUKON
CUCTCMHOT'O Imoaxoaa Ajs
pereHus TOCTaBICHHBIX
3a1a4 HaHpaBJIeHI/IH
IMOJTOTOBKH

2. Mecro nucuuniannsl B cTpykrype OINOII

Huctmmnaa  B1.JI(M).B.JIB.5.2 «Kpunrtorpapuyeckue METOAbl 3alllUThI
uHpOpMaILMN») pean3yeTcss B paMKax BapuaTHMBHOW dacTu bioka 1 «OnekTuBHBIE
JUCLMILIMHBI (MOJIyJIN)» MPOrpaMMbl OakaiaBpuara.

Hucuunnuna  «Kpunrorpagpuyeckue MeTOAbl  3alUTBl  HUHQOPMAIUID)
IpenojaeTcss o0yJaroMMcs Mo o4HoM (popme oOyueHus — Bo  4-M cemecTpe, 1o
3a04HOM opme — B 6 cemecTpe.

Hucuunnuna «Kpunrorpadudeckue MeToIbl 3alUThl HHPOPMAIUID) SBIIIETCS
IPOMEXYTOUHBIM 3TanoM (GopmupoBanus komneteHuuii [1K-2 B mporecce ocBoeHus
OIIOIL

Huciumunaa  «Kpunrorpaguueckre  MeTOAbl  3alUThl  MH(DOpMaLUN»
OCHOBBIBAETCSI HA 3HAHUSAX, YMEHUSAX W HABBIKAX, NPHUOOPETEHHBIX MPU HU3YUYEHUU
JUCUUIUIMH ~ YueOHas TMpakTHKa: O3HAKOMMTENbHAas  MpakThka, HWHTepHeT-
TeXHOJOTUH, WHTEepHEeT-IpOrpaMMHUPOBAHUE U SBISIETCS NPEALISCTBYIOLIEH IS
U3yYEHUs AUCLUUIUIMH  MMKpONpPOLECCOPHbIE YCTPOMCTBA CHCTEM YIIPaBJICHUS,
VYyeOHast mpakTUKa: TEXHOJOrMYeckass  (MPOMU3BOACTBEHHO-TEXHOJIOTHYECKas)
npakTthka, [Ipou3BoaCTBEHHass NpaKTHKAa: TEXHOJOrudeckass (IIPOU3BOJICTBEHHO-
TEXHOJIOTMYEeCcKasl) mpakThka, ba3el naHHbIX, MHTEMIeKTyanbHble cucteMbl, OCHOBBI
CUCTEM MCKYCCTBEHHOI'O HHTEJUIEKTa, [IpOoM3BOACTBEHHAsT NPAKTUKA: IMPOEKTHAs
OpaKkTHKa, ABTOMAaTH3UpPOBaHHbIE HH(GOPMALMOHHO-YNPABISAIONINE  CUCTEMBI,
MopenupoBanue CUCTEM YIPABJICHHUS, [IpousBoacTBEHHAs IpaKTUKa:
OpeaIuIUIOMHAsl MPaKTHKa, ['0Cy1apcTBEHHAas UTOrOBasi aTTecTalus: MOATOTOBKA K
caade M cAadya TOCYJapCTBEHHOIO H3K3aMeHa, |oCylapCTBEHHas HWTOroBas
aTTeCTalUs: BBIIIOJIHEHHE, MOJArOTOBKA K MPOLEIype 3alIUThl U 3allUTa BBITYCKHON
KBTU(PUKALMOHHOMN pabOTHI.




dopMoil MPOMEKYTOUHOM ATTECTAIMU 3HAHUNM 00y4aeMBIX MO OYHOU (opme
oOy4eHHs: SBISETCA 3a4eT BO 4-M cemecTpe, MO 3a04HOM (opme 3a4eT B 6-M

cemectpe.

3. O0beM QUCHUIIIHHBI
ouHas ¢opma 00ydeHHS:

Bua yueOHo# padoThl 110 JUCHMILIIHHE Bcero B 3.e. n yacax Cemectp 4
B yacax

Obmast TPYAOEMKOCTE AHCIAILIHHEI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxmmnasn paboma - Ayoumopnwie 3anamus 36 36
Jlexyuu 18 18
Jlabopamopnvie 3auamus 18 18
Cemunapyl, npakmuyeckue 3aHamus - -
Koncynomayus - -
CamocmoamenvHnas paboma 72 72
KypcoBas paGora (KypcoBOii POEKT) - -
Buja npome:KyTO4HOM aTTeCTAlMH 3ager 3ager
3ao4Hasi hopma OOyUYEHUS:

Bua yueOHo# padoThl 0 JUCHMILIIHHE Bcero B 3.e. n yacax Cemectp 6

B yacax

Obmast TPyAOEMKOCTE AHCLUMILTHHEI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxkmmnuasa paboma - Ayoumopnuvie 3auamus 8 8
Jlexyuu 4 4
Jlabopamopnvie 3ausamus 4 4
Cemunapbl, npakmuyeckue 3aHamus - -
Koncynomayus - -
Camocmoamenvnasn paboma 96 96
KypcoBasi paGora (KypcoBOii POEKT) - -
Buja npome:KyTOYHOM aTTeCTAlHH 3ager — 4 yaca 3aver — 4 yaca

4. Cogepxanue JUCUMILVIMHBI, CTPYKTYPUPOBAaHHOE 0 TeMaM (pasjaesiam)
AMCHUIUIMHBI € yKa3aHueM HX 00beMOB (B aKajeMHM4YeCKHX 4acax) U BU/IOB

Y4eOHBbIX 3aHATHH
4.1. Y4yeOHO-TeMaTHYECKHUI IVIaH
Ounas popma o0ydeHUs

KommuecTBo wacoB Kox
KOHTAKTHas paboTa AHIUKATOpa
Tewma (pasnen) cemmmapnint | CAMOCTOSITENLHAS | o) rrcappri
Jlekun | maGoparopHsie
TIPaKTHYCCKHE pa60Ta
U 3aHATHS KOMIICTCHIIMN
3aHATUSA

Tema 1. OcHoBHbIE TOHATHA U
onpeaenenus. McTouHuku, pucku u IK-2.1.. TIK-
dopmbl  arak Ha uHbpOpMammwo. | 4 4 - 29 HK’ 723
ITonutuka 51 CTaHIapThI v e

0e30MacHOCTH




Tema 2. Kpunrorpadpuueckue
MOJIeTH. AJITOPUTMBI IH()POBAHUSL.
AJITOpUTMBI ayTeHTH()UKAIIH 4 4 ) 18 [K-2.1., ITK-
II0JIb30BaTENEH. Mogenu 2.2., IIK-2.3.
0€30MacHOCTH OCHOBHBIX
OIIePAIMOHHBIX CHCTEM.
Tema 3. AIMUHHUCTPUPOBAHUE CETEHA.
3ammTta WHQOPMAMM B CETAX. 4 4 ) 18 [K-2.1., ITIK-
MHoroypoBHeBas 3aIuTa 2.2., 1IK-2.3.
KOpPIIOPAaTUBHBIX CETEH.
Tema 4. TpebGoBanus K cucremam
3aIIUThl HHPOPMAIIUU M HATIPABJICHHSI
pasBUTHA  CpPeIcTB  0E30MacHOCTH ; ’ 8 TK-2.1., TIK-
MPEANPHUSITHSL. IpaBoBbIe -
TOCIENCTRHA 2.2., 1IK-2.3.
HECAHKI[MOHUPOBAHHOTO JIOCTyMa K
rHhopMaIUu
Koncynbranun IIK-2.1., IIK-
i i 2.2, 11K-2.3.
I1K-2.1., ITIK-
Kontposs (3auer) - 2.2. TIK-2.3,
UTOrIo 36 72
3aounHas hopma oOydeHus
KonunuecTBo uacos Kon
Tema (paSIIeJI) I R pa62:3HHapH u | CaMOCTOsATEIbHAs ;I(I){ CIlTPII/II;'c;T:EE;
oK | nabopaTopHbie MPAKTUYCCKUE pa60Ta
u 3aHATUSA U KOMIICTCHIINH
Tema 1. OcHOBHBIE TIOHATHA W
onpeneneHus. VICTOYHUKH, PUCKH H [IK-2.1.. TIK-
dopmbl  arak Ha uWHpOpMamWo. | 2 - - 24 29 1'_H'<’_2 3
ITonutuka u CTaHJ1apThl - e
0e30macHOCTH
Tema 2. Kpunrrorpapuueckue
MOJEIHA. AJTOPUTMBI IIH(PPOBAHUS.
AJITOpUTMBI ayTeHTH()UKAIIMU ) 2 ) 24 [K-2.1., IIK-
10JIH30BATENEMN. Mopenu 2.2., 11IK-2.3.
0e30macHOCTH OCHOBHBIX
OMIEPAIIMOHHBIX CHCTEM.
Tema 3. AqMUHHUCTPUPOBAHUE CETEIA.
Bammra uHQOpPMAIMM B CETHX. ) ) ) 24 ITK-2.1., ITIK-
MHoroypoBHeBas 3aIuTa 2.2., 1IK-2.3.
KOPIOPATHBHBIX CETEi.
Tema 4. TpebGoBanus K cucremam
3aIUTHl HHPOPMAIMH W HAIIPABICHHS
pa3BUTUSL  CPEACTB  0E30MaCHOCTH 5 ” TK-2.1., TIK-
MPEANPHUSITHSL. ITpaBoBbIe - -
OCIENCTBHA 2.2., TIK-2.3.
HECAHKI[MOHUPOBAHHOTO JIOCTyMa K
rHhopMaIuu
Koncynbranuu IIK-2.1., IIK-
) ) 2.2, 11K-2.3.
Kontpons (3auer) 4 IIK-2.1.,




I1K-2.2., TIK-
2.3.

UToro 8 96

4.2. Conep:kaHue QU CHUNINHBI

Tema 1. OcHOBHbIe NMOHATHS M omnpeaejeHus. VICTOYHUKH, PUCKH H
¢popmbl aTak HAa nHGopmanuro. [louTrka U cTaHaapPTHI 0€30MACHOCTH

Omnpenenenue kpuntorpaduu u e€ pojb B 3a1uTe HHPOpMaIIH.

OcHoBHBIE KpunTOrpaduyeckre TEpMHUHBL: MKU(poBaHue, nemudpoBaHue,
KJIFOUH, X3LIMPOBaHUE, Ay TEHTU(DUKAIUS.

Hcrounnku yrpo3 6€301MacHOCTH: BHYTPEHHUE U BHEIIHUE YTPO3BI.

Bunpl arak Ha uH(OpMaIKIO: MepexBaT, MOJMEHA JTaHHbBIX, TIOBTOPHbBIE aTaKH,
aTakd Ha OTKa3 B OOCITY>KHBAHUH.

Pucku Oe3omacHoCTH: yrpo3bl KOH(PHUIEHIUAIBHOCTH, UEJIOCTHOCTH U
JOCTYITHOCTH MHGOPMAIIHIH.

OcHoBHblE (OpPMBI aTak: MAacCUBHbIE, AaKTUBHBIE, C HUCIOJIb30BAaHUEM
YA3BUMOCTEU, CONUAIBHOW NH)KEHEPHH.

Ponb nonutuku 0€30MacHOCTH U €€ 3IeMEHTOB: Kiaccupukanus nHpopmanuu,
pasrpaHUYeHHE TOCTYIA, YIPABICHUE PUCKAMH.

Mexaynapoansie ctanaaptel 0e3omacHoctu: ISO/IEC 27001, FIPS, NIST, u
UX BIUSHUE HA KPUIITOIPAPUUYECKYIO TPAKTUKY .

[IpuHIUIIBI CO31aHUs U peanu3aluy 0€30NacHbIX HH()OPMAMOHHBIX CUCTEM.

Tema 2. Kpunrorpagpuyeckue MoaeJud. AJTrOpuT™MbI IMUPPOBAHUSA.
AJropuT™Mbl  ayTeHTH(PUKANUM  NoJb3oBaTesieii. Moaean 0e30MacCHOCTH
OCHOBHBIX ONEPALMOHHBIX CHCTEM.

Kpunirorpadpuueckne ™ozaenu 3amuthl WHGOPMAIMK: CUMMETPUYHOE U
acuMMeTpUYHOE muppoBaHue, MUGPOBBIC MOAMUCH, XAII-(PYHKITUH.

AnropuTMmbl mU(QpOBaHUS:

- Cummetpuunsbie anroput™Mbl: DES, AES, RC4 1 ux oco6eHHOCTH.

— Acummerpuunsblie anroputMbl: RSA, DSA, Diffie-Hellman.

— [IpumeHnenrne U OrpaHMYEHHUS AITOPUTMOB MU(POBAHUS B pPeabHBIX
CUCTEMAX.

ANTOPUTMBI ayTeHTU(DUKAIIUHN TIOJIH30BATEIICH:

— [TaposibHBIE U KITHOYEBBIE METO/IbI Ay TEHTU(HUKALUY.

— MHuorodakTopHas ayTeHTU(DUKALIHS.

— [IpoTokonsl ayrentudukarnuu: Kerberos, LDAP.

Mopenu 6€30macHOCTH B ONEPAIMOHHBIX CUCTEMAX:

— OcHoBel  Oe3omacHoct B OC: KOHTPOJMPYEMBIM JIOCTYI, TMpaBa
N0JIb30BATENICH, YUET COOBITU.

— Mopgenu OGe3omacHocTu: Mmojnenu bamna-Jlallagyner (Bell-LaPadula),
bubu-Tanen6ayma (Biba), Clark-Wilson.

— 3amura JaHHBIX B OMNEPALMOHHBIX CUCTeMax: MmudpoBaHue Qailios,
3aIUThI OT YTEUYEK JAHHbIX.




Tema 3. AaMuHucTpupoBaHue cereil. 3amura uHpopMauuu B ceTHAX.
MHoroypoBHeBasi 3allIUTA KOPIOPATUBHBIX CeTeM.

OCHOBBI aIMUHUCTPUPOBAHUS CETEH U YIIpaBiIeHUs 0€30IacHOCTHIO.

CereBble yrpo3bl M aTaku: aTakl HA YPOBEHb TPAHCIIOPTHOTO, CETEBOrO H
KaHajla Iepeiayu.

ITpoTokonsl 6e3omacHocTH B cetsax: VPN, SSL/TLS, IPSec.

MeTtonb! 3a1MThl HHPOPMALIUU B CETAX:

— [udpoBanue Tpaduka, 3alIMTa KAHAIOB CBS3U.

— 3ammra or DoS u DDoS-arak, MexcereBble 3KpaHbl (firewalls),
CUCTEMBI OOHApYX)eHUs U nipenoTBpanieHus Brop;kenuii (IDS/IPS).

— [Iporokonsl 6e3onacHoit nepenayn aanHbix: SSH, HTTPS, SNMPv3.

MHoroypoBHeBas 3aliuTa KOPIOPATUBHBIX CETEM:

- CermeHTanus cetu, wucnonb3zoBanne DMZ (aemuintapu3oBaHHOU
30HBI).

- Hcnonp3oBanne OpaHaMayspoB M IUIIO30B JI 3alllUThl MEpUMETpa
CETH.

— [Tonutnkn 0€300aCHOCTH B KOPIOPATUBHBIX CETAX: YIPABICHHE
JOCTYIIOM, MOHUTOPHHT U ayJIHT.

3ammura OecnpoBogHbix ceted: Wi-Fi  OesomacHocts, WPA2/WPA3,
ucnoJjb3oBanue VPN.

Tema 4. TpeGoBanusi K cucTeMam 3alIMTHI MHPOPMALUHM U HANIPABJICHUS
pa3BuTHus cpeacTB Oe3omacHocTH npeanpusitusa. IIpaBoBbie mociaeacTBUA
HECAHKIMOHMPOBAHHOIO J0CTYNA K MH(pOpMALUKN

TpebGoBaHus Kk cucTemMam 3aluThl UHPOPMAIUU:

- Kon¢uaeHuuanbHoCTb, EIOCTHOCTD, JOCTYITHOCTh HH(OPMALIHH.

— Kontposns poctyma, 3ammra OT yT€UEK JAHHBIX, pPE3EPBHOE
KOIMPOBAaHUE.

— [Tpunnune! co3nanus 0e30MacHbIX HTHPOPMAIIMOHHBIX CUCTEM Ha YPOBHE
OpraHHU3aLHH.

CoBpeMeHHbIe cpe/IcTBa 0€30MaCHOCTH MPEITPUSTHUS:

- AHTHUBHpYCHBIE TPOrPAMMBI, CPEACTBA MOHHUTOPHHIA W YHPABICHHUS
UHUUJICHTaMU.

— NHCcTpyMeHTBI 3allUThl JAaHHBIX: UG POBaHUE, TOKEHU3ALKs, 3alllUTa Ha
YPOBHE MPUIOKEHUH.

— Hcnonb3oBaHrne UCKYCCTBEHHOI'O MHTEIIEKTa U MAIIMHHOTO O0y4YeHHUS
JUTsl IPEACKA3aHus U BBISIBIICHUS YTPO3.

Hanpasnenust pa3BuTus cpeacTB 0€30MaCHOCTH:

— Pa3BuTre 061ayHbIX pEeIIeHUH U 3aIIUTH HHPOpPMAIIHK B 00JIaKe.

- ABToMatu3anus ynpasiieHus 0e3onacHocTeio: SIEM-cucremsr, SOAR.

— Pa3BuTre OMOMETpPUYECKUX METOIOB 3allUThl U MHOT0(paKTOPHOU
ayTeHTHU(UKALIIH.

[IpaBoBbIe MOCIEACTBUSI HECAHKIIMOHUPOBAHHOTO JOCTYyIA K MH(OpMAIUK:



- OTBETCTBEHHOCTh 3a HapylleHHWE MpaB Ha HH(GOPMALKIO B pPa3HBIX
CTpaHax.

- 3akoHbl O 3ammMrTe AaHHbBIX W kuoOepnpectynHoctu (GDPR, 3akon o
kubepoe3onacHoctu, CIIIA).

Bnugnue — 3akoHOAATeNbCTBA ~ HA  OpraHu3alui0  MHPOPMAIIMOHHON
0€30MaCHOCTH U 3aLUTY NEPCOHAIBHBIX JaHHBIX.

5. VY4eOHO-MeTOAM4YecKoe olOecledYeHHe CAMOCTOAATEJbHON PadoThI
CTY/ICHTOB

CamocrosiTenbHast paboTa MPOBOAUTCS C LENbIO: CHUCTEMATH3alUU U
3aKPEIUICHHs] TIOJIYYEHHBIX TEOPETUYECKHX 3HAHMM W NPAKTUYECKUX YMEHHM
oOyJaronuxcsi; yriayOJeHus W pPACIIUPEHUsT TEOPETHUYECKUX 3HAHHUM CTYJIEHTOB;
dopMupoBaHUs YMEHHH HCIOIB30BaTh HOPMATHBHYIO, IMPABOBYIO, CIIPABOYHYIO
JOKYMEHTAIMI0, YYEOHYIO U CHEHAIbHYIO JIUTEPATypy; Pa3BUTHs MO3HABATEIbHBIX
CHOCOOHOCTEM W AaKTHMBHOCTH  OOy4YarOIIMXCA: TBOPYECKOW  HMHHMIIMATHBBI,
CaMOCTOATENIbHOCTH,  OTBETCTBEHHOCTH,  OpPraHM30BaHHOCTH;  (OPMHpPOBAHUE
CaMOCTOSTENIbHOCTH MBIILLJIEHUS, CcrocoOHOCTEM K CaMOpPa3BUTHIO,
COBEPILICEHCTBOBAHUIO M CaMOOpraHu3aiuu; (GopMHUpPOBaHUS MPO(EeCcCHOHATBHBIX
KOMITETEHLIU; PA3BUTHIO UCCIIEA0BATENbCKUX YMEHUN CTYIEHTOB.

@opMbI U BHUJIBI CAMOCTOSITEIbBHOW pabOThl CTYJCHTOB: YTEHHE OCHOBHOU H
JOTIOJTHUTENBHONW JINTEPaTypbl — CaMOCTOSATEIBbHOE W3Y4YEHUE Marepuana 1o
PEKOMEHTyeMbIM JIUTEPATYPHBIM UCTOYHUKAM; pab0Ta ¢ OMOIMOTEYHBIM KaTajJoroMm,
CaMOCTOSATENBHBIN MOA0OP HEOOXOAMMOW JHTEepaTyphl; paboTa CO CJIOBapeM,
CIOPaBOYHHKOM; TOHMCK HeoOxomumoil  uHpopManuu B cetd  HMHTepHeT;
KOHCTIIEKTUPOBAaHUE HCTOYHUKOB; pedepupoBaHUE HCTOYHUKOB; COCTABJICHHE
AHHOTALIMI K MPOYMUTAHHBIM JIMTEPATYPHBIM MCTOYHHKAM; COCTABJIEHUE PELIEH3UN U
OT3BIBOB Ha MPOYUTAHHBII MaTepHall; COCTaBJIeHHE 0030pa MyOIMKalUUid MO TEME;
COCTAaBJICHHME UM  pa3pabOTKa TEPMUHOJIOTMYECKOTO  CJIOBapsi;  COCTaBJIEHUE
XPOHOJIOTUYECKON TaOuIlbl; cocTaByieHue Oubnuorpaduu (6ubnuorpadudeckoit
KapTOTEKH); TMOATrOTOBKA K PAa3IMYHbIM (QopMaM TeKylled U MNPOMEKYTOUHOU
aTTecTalii (K TECTUPOBAHMIO, KOHTPOJIbHOW paboTe, 3a4yeTy); BBINOJHEHUE
JIOMAIIIHUX KOHTPOJBHBIX pPabOT; CaMOCTOSITEIHHOE BBIOJHEHHE MPAKTHUYECKUX
3alaHAi PEnpOAYKTUBHOIO THUIA (OTBETHI HAa BOIIPOCHI, 3aJa4H, TECTHI; BBIIIOJIHEHHUE
TBOPYECKHX 3aJaHul).

Texnomorus  opraHu3alii  CaMOCTOSTEIbHOM  paboOThl  00yYarommxcs
BKJIIOYAET HUCIHOJB30BaHWE HH(DOPMALMOHHBIX W  MAaTepPHAIbHO-TEXHHUYECKHUX
pecypcoB 00pa30BaTEILHOTO YUPEKICHUS: OUOIMOTEKY C UHMTAIbHBIM 3aJIOM,
KOMITBIOTEPHBIE KJIACCHI C BO3MOXKHOCTBIO paO0Thl B UHTEpHET; ayAUTOPUU (KIIACChI)
JUTSl KOHCYJIbTalMOHHOM JIEATETbHOCTH.

[lepen BbIMoOIHEHHWEM OOYYAIOUIMMUCSA BHEAYJUTOPHOM CaMOCTOATEIbHON
paboThl TpenojaBaTenb MPOBOJUT KOHCYJIBTUPOBAHHME MO BBINOTHEHUIO 3aJaHMS,
KOTOpBI BKJIIOYAET 1edb 3aJaHusi, €ro COJEp)KaHHs, CPOKU BBINOJHEHUS,
OpPUEHTHUPOBOUYHBIN 00BbEM pabOThl, OCHOBHBIE TPEOOBaHUS K pe3yJsibTaraM paboThl,
KpUTEPUN OLIEHKH. Bo Bpemsi BBINOJHEHUS OOYYalolMMUCS BHEAYIUTOPHOU
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CaMOCTOATENbHON PabOThI U MPU HEOOXOAUMOCTH TIPENOaBaTeh MOXKET MIPOBOIUTH
VH/IUBU1yaJIbHBIE U TPYIIOBbIE KOHCYJIbTALINHU.

KoHTponbs  caMocTosiITeNlbHOW ~ pabOThI  CTYJEHTOB  MpEIyCMaTPHUBAET:
COOTHECEHHUE COJEP>KaHUS KOHTPOJIS C IEsIMU 00y4IeHHS; 00bEKTUBHOCTH KOHTPOJIS;
BAJIUJTHOCTh KOHTPOJISI (COOTBETCTBHE MPEABSABISIEMBIX 3aJlaHUl  TOMY, 4YTO

Opeanonaraerca MpoBEpHUTH); AU (PepeHIrnanno KOHTPOJIbHO-U3MEPUTEIbHBIX
MaTepUaJIoB.
dopMbl KOHTPOJISI CAMOCTOSITEIbHOM pabOThI: MPOCMOTP U  MPOBEpKa

BBINIOJIHEHUS ~ CaMOCTOATENBHOM  paboThl  mIpemnojaBaTeneM;  OpraHu3alus
CaMOIIPOBEPKH, B3aWMOIPOBEPKU BBIIIOJIHEHHOIO 3a/laHusl B IpyIIe; 00CyXAeHUE
pE3yJIbTaTOB BBIIIOJHEHHOW pa0OThl HA 3aHATUU; IMPOBEAEHUE MUCbMEHHOTO ONpOCa;
IOpPOBEJCHUE YCTHOI'O ONpOCa; OpraHu3alus U TMPOBEACHUE WHANBUAYAIbHOIO
co0ece10BaHus; OpraHU3alys U MpoBeieHne co0eceI0BaHus ¢ TPYIIIOi.

HepequL BOINIPOCOB, OTBOAUMBIX HA CAMOCTOATEC/IbLHOEC OCBOCHUE

ANCIHUIIJINHBI, (l)OprI BHeayI[I/ITOpHOﬁ CaMOCTOSITEJILHOM paﬁoTbl

HaumeHoBaHue TeM
(pa3naesioB)
AMCUUTIMHBI

Hepeqeﬂb BOIIPOCOB, OTBOAUMBLIX HA CAMOCTOATEC/ILHOC
0CBOCHHUE

®opmMbl BHEAYIUTOPHOM
CaMOCTOATEIbLHOMN
padoThbl

Tema 1. OcHoBHBIE
MOHATHUA U
OIpeIeseHH .
WCTOYHUKH, PUCKH U
(hopMBI aTak Ha

1. Onpenenenne kpunrtorpaduu 1 e€ poib B 3alIUTE
MH(pOpMaLINH.

2. OCHOBHBIE NOHATHS: KOH(UACHINAIBHOCTB,
LEJIOCTHOCTD, IOCTYITHOCTb.

3. UcTouHuKHN yrpo3 ¥ pUCKH 0€3011acCHOCTH HH(OPMALIHH.

W3ydenue nureparypsl 1o
OCHOBHBIM ITOHSITUSM
Kpunrorpaduu u
0e30MacHOCTH
uHpopmanuu. [IpoBencHue

MH(OpMALLO. 4. ®opmebl atak Ha HHGOpMAIHIO: B3IOM, purmHr, DDOS, | cpaBHUTENHHOTO aHATN3a
IlonutHka u CTaHAAapPThI
5630MACHOCTIL BUPYCHI U JIp. BO3MOYKHBIX YTPO3 IS

5. ITonutuky 6€30NaCHOCTH: OCHOBHBIE KOMIIOHEHTHI M UX | HH(OpPMAIMK B Pa3HBIX

3Ha4yeHue. coepax.

6. Crannaptel 6e3onacHocti nHpopmarmu: ISO/TEC 27001

U IpyrHe.

7. OueHka pucKoB B 00s1acTi 0€3011acHOCTH UH(POPMALUH.

8. CounanbHas MHKEHepHs Kak opMa aTaku: METOJIbl U

TIPUMEDBI.

9. Ponb 06pa3oBaTenabHbIX IPOrpaMM B HOBBIIIEHUH

0€30MaCHOCTH.

10. byaymiee 3amuThl H”HGOPMAIMK: HOBBIC YIPO3bI U

TIOJTXO/IbI.
Tema 2. 1. O030p kpunrorpaguueckux Mojeneii: cummeTpudHas 1 | MccnenoBanue MeTo10B
Kpunrorpadudeckue aCHMMETPUYHAS KPUITOTPA(HSL. ayTeHTH(DUKAUU
MOZeIH. AJNTOPUTMBL 2. Anropurmel mudposanus: DES, AES, RSA u ux MIOJIB30BATEIEH U UX
MH(POBAHHS. OCOOEHHOCTH. 3P PEKTUBHOCTH.
AJTOPUTMEI 3. llpumenenune xaui-¢pyHKuii B kpunrorpapun: SHA-1, [poBeeHue aHanu3a
ayTeHTU(UKAIHN

MOJIE30BaTEIICH.
Monenu 0€30macHOCTH
OCHOBHBIX
OTICPAIIMOHHBIX CHCTEM.

SHA-256 u napyrue.

4. AnropuT™bl ayTEeHTU(PHUKALMU: TAPOJIU, TOKEHBI,
ouomeTpus.

5. Mopnenu 6e301acHOCTH B ONEPallMOHHBIX CHCTEMaXx:
Windows, Linux, macOS.

Mojienieii 6e30IacHOCTH
OCHOBHBIX OTEPAIlMOHHBIX
cucreM. [Ipocmotp
BUJICOMATEPHAIIOB O
COBPEMEHHBIX
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6. Biusnue xpunrorpau4eckux METOI0B Ha
0€30I1aCHOCTb ONEPaLlMOHHBIX CHCTEM.

7. IlpuMepsl IPUMEHEHMS PA3IMYHBIX AITOPUTMOB
mK(pOBaHUS B peasIbHbIX CUCTEMAX.

8. Ponb ceprudukaros u PKI B ayreHTrdukanum
II0JIB30BATEICH.

9. CooTBeTcTBHE CTaHAApTaM 0€30MaCHOCTH aJrOPUTMOB
mudpoBaHUsL.

10. Bynymiee kpuntorpaguueckux METOJ0B: HOBBIE
peLIeHysI ¥ TOJXObl.

KpUITOrpaguyecKux
MEeTo/1ax.

Tewma 3.
AJIMHHUCTPUPOBaHHE
cereid. 3anura
WHPOPMAIUH B CETSX.
MHoroypoBHeBas
3aIUTa KOPIIOPATUBHBIX
ceTen.

1. OcHOBBI AMUHUCTPUPOBAHUS CETEN: 3a1a4u U
UHCTPYMEHTBHI.

2. YTpo3bl 0€30MaCHOCTHU B CETSAX: TUIBI M UCTOYHHKH.
3. MeTopl 3amuThl HHGOPMALIMU B CETIX: IU(ppPOBaHUE,
VPN, ¢aiipBodsi.

4. MHOroypoBHEBas 3al[uTa KOPIOPATUBHBIX CETEH:
KOHIICTILIUU U TIOJIXO/IbI.

5. Ponb ceTeBBbIX MPOTOKOJIOB B OE30IIaCHOCTH
uHpOpMaLUy.

6. [Ipumenenue IDS u IPS B 3aniute cereil.

7. Cuctemsl ynpasieHus: 6e301acHOCTbIO HH(pOpMAIUU
(SIEM): ¢pyHKIIMU U TPUMEDBI.

8. OCHOBHBIE IPUHIIMITBI TPOSKTUPOBAHUS OE30TIACHBIX
ceTel.

9. O0yueHue COTPYAHUKOB 0€30MaCHOCTH B
KOPIIOPaTUBHOM Cpee.

10. Bynymiee ceTeBoii 6€30MacHOCTH: TPEHABI U
TEXHOJIOTHH.

IIpoBenenue ananusa
MHOT'OYPOBHEBOM 3aLUThI
KOPIIOPAaTUBHBIX CETEH.
Uccnenoanue npumepon
YCIEIIHOTO
aIMUHUCTPUPOBAHUS CETEN
C aKLIEHTOM Ha
0€3011acCHOCTb.

Tema 4. TpeGoBanus K
CHUCTEMaM 3alluThI
nHpOpMaIu 1
HaIpPaBJICHUsI Pa3BUTHUS
cpencTB 0€30MacHOCTH
MPEINPHUSITHS.
IIpaBoBbI€ NOCIENCTBUS
HECaHKITMOHUPOBAHHOTO
JOCTYTa K HHPOPMAITUH

1. OcHOBHBIE TPEOOBAHMSI K CHCTEMaM 3alUThI
nH(popMmaIuu.

2. HopmaTuBHBIE JOKYMEHTHI U CTaHIApPTHI B 00JIACTH
3a1uThl HOPMAIIUH.

3. HampaBnieHus pa3BUTHs CpecTB 0€30MacHOCTH:
TEHJCHIIUY U NTHHOBALIUU.

4. Ponb TexHonoruil B 06ecredueHnu 6e301acHOCTH
nH(pOpMaLIUY HA TPEAIPUATHUSAX.

5. IlpaBOBBIE acMEKTHI 3aIIUTHI HHPOPMALIUU: 3aKOHBI U
PETYIISIHH.

6. [locnencTBusl HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA K
nH(pOpMalUU: IOpUANYEcKre U (UHAHCOBBIE.

7. Ilpumepsl yCEIHOTO BHEAPEHUS CUCTEM 3AILUTHI B
KOMITaHUSX.

8. Bnmussnue GDPR u npyrux perynauuii Ha 3aliuTy
nH(popmanuu.

9. OtieHka yrpo3 u OlIEHKa PUCKOB B KOHTEKCTE MPaBOBBIX
OCJIENCTBUIA.

10. Byaymiee cucrem 3amnThl THPOPMALIMU: HOBBIC
MIOJIXO/IbI U BBI3OBBI.

HccenenoBanue npaBoBbIX
OCJIENCTBUMI
HECaHKI[MOHHUPOBAHHOTO
JIOCTYTIa K HH(POPMAIIHH.
IIpoBeneHue ananusa
COBPEMEHHBIX TEHJICHITUI B
00J1aCTH CPE/ICTB
0C30ITacCHOCTH.

Ixasa oueHNBaHUA

| [IIxasna oueHUBaHUS |

Kputepuu onieHuBanust
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«OTIMYHO» OOyuaromuiics riay0OKO M COJEP)KaTENbHO PaCKpbIBAET
TEMYy CaMOCTOSITEIbHON paboThl, HE JOMYCTHUB OIIHUOOK.
OTBeT HOCHUT Pa3BEPHYTHIN U UCUEPIBIBAIOIINI XapaKTep
«Xopomo» OO6yuarouuiics B LEJIOM pacKpbIBAaeT TEMY

CaMOCTOSITeJIbHOM pabOThl, OJJHAKO OTBET XOTs OBl Ha
OJIUH U3 HUX HE HOCUT Pa3BEPHYTOr'0 U MCUEPIIBIBAIOIIETO
XapakTepa

«yI[OBJIGTBOpI/ITGJIBHO»

OO6yuaroiuiics B 1EeJI0M pacKpbIBaeT TeEMy
CaMOCTOATENBHON pabOThI U JOMYCKAET Psii HETOYHOCTEH,
(dbparMeHTapHO PACKPBIBAET COJEPKAHUE TEOPETUUYECKUX

BOIIPOCOB WJIM HMX PAaCKpbIBACT COAEPKATEIBHO, HO
JIONTyCKasi 3HAYUTEIbHbIC HETOYHOCTH.
«HeynoBnerBoputenbHo» | OOywaromuiics HE  BiIageeT  BBHIOpAaHHOM  TeMOM

CaMOCTOSITEIbHOU paboThl

6. Ouenounbie MaTepuaJbl (POHI OLEHOYHBIX CPEACTB) JIsl NMPOBEACHUSA
TeKyllero KOHTPOJS YCIeBaeMOCTH, MPOMEKYTOYHOH aTTecTaluu MO MTOram
OCBOEHUS JUCHUNIHHBI

6.1. ITacnopt oHIa OLIEHOYHBIX CPEICTB

No | Kontponupyemsie Kon u HNupukarop HaumenoBanu
pasnaensl (TeMbl) HaMEHOBAaHHE JIOCTHOKCHHUS e
JUCITUTUTAHBI KOMIIETCHIINH KOMIIETCHITNH OLIEHOYHOTO

CpeacTBa

1. | Tema 1. OcHOBHBIE [TK-2 Pa3paboTka [1K 2.1 Criocoben
MOHATHS ¥ OLPEICNICHUS. | yH(pOPMALMOHHOTO | POEKTHPOBATH
Wcrounuku, pucku u T — UH(POPMALMOHHYIO
¢dbopMbI aTak Ha ACYII MOJIeJIb TaHHBIX
uHpopmanuto. [Tonutuka ACVII,

U CTaHJapThI CTaHAapTU3ALUIO

0e30macHOCTH JOKYMEHTO000pOTa 1
XapaKTePUCTHK
uHpOopMaun Omnpoc,
[IK 2.2 Moxet JIOKJIa,
pa3pabaTbIBaTh pedepar,
TEXHOJOTHYECKHE MIPOrPaMMBl,
cxeMbl 00paboTKH MIPE3CHTAIHH,
uHpopmaIuu 1o 3a4er
OTJICTHHBIM
zagadyam ACVII
1K 2.3 Cniocoben
00BEINHATE
UH(POPMALMOHHbIE
0a3bl MpU CO3JIaHUHN
MHTEIPUPOBAHHOMN
ACVII

2. | Tema 2. [1K-2 Pa3zpaboTka [1K 2.1 Criocoben Ompoc,
Kpunrorpaduueckue MH(POPMAIMOHHOro | POEKTHPOBATH JOKJIaJ,
MOJIENIU. AJITOPUTMBI MHPOPMALMOHHYIO pedepar,
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mudpoBaHus.
AJITOpUTMBI
ayTeHTU(UKAINH
MoJIb30BaTee. Moaenu
0e30IMacHOCTH OCHOBHBIX
OTIePAITMOHHBIX CUCTEM.

obecneueHus
ACVII

MOJIeTb TaHHBIX
ACVII,
CTaH/IapTU3AIUIO
JIOKyMEHTO0000pOTa U
XapaKTePUCTHK
uHpopmaruu

[IK 2.2 Moxer
paszpabaThIBaTh
TEXHOJIOTUYECKHE
CXeMbI 00paboTKH
UHpOpPMALIUHU TI0
OTJIEbHBIM

3amauam ACVYII

1K 2.3 Cnocoben
00BbEIUHATD
nH(pOpMaITMOHHBIE
0a3bl IpH CO3TAHUH
WHTETPUPOBAHHOMN
ACVII

IIPOrpaMMBbl,
MIPE3EHTALINH,
3a4er

Tema 3.
AJMUHUCTPUPOBAHUE
ceTen.
Kpunrorpaduueckue
METO/IbI 3aILUATHI
UH(POPMALIUU B CETSX.
MHoroypoBHeBast 3aiura
KOPIIOPAaTHUBHBIX CETEH.

I1K-2 Pa3paboTka
UH(POPMAIIMOHHOTO

obecnieueHus
ACVYII

[1K 2.1 Cnocoben
MIPOEKTUPOBATH
nH(pOpMaAITMOHHYO
MOJIeTb TAHHBIX
ACVII,
CTaH/IapTU3AIUIO
JIOKyMEHTO0000pOTa U
XapaKTePUCTHK
uHdopmaruu

[1IK 2.2 Moxer
paszpabaThIBaTh
TEXHOJIOTUYECKHE
CXeMbI 00pabOTKH
uHpOPMALIUH TI0
OTJIebHBIM
3amauam ACVYII
1K 2.3 Cnocoben
00BEIUHATD
nH(pOpMaITMOHHBIE
0a3bl IpH CO3TAHUH
WHTETPUPOBAHHOMN
ACVII

Ompoc,
JOKJIa/,
pedepar,
IIPOrpaMMEI,
Mpe3eHTalHH,
3auer

Tema 4. TpeOGoBanus K
cucreMam 3aIIUTHI
nHbopmanuu u
HaNpaBJICHUS  Pa3BUTHUSA
CpelncTB  0e30MacHOCTH
npeanpuatus. IIpaBoBbie
MOCTIEACTBUS
HECaHKIIMOHUPOBAHHOTO
nocTyna K “HpopMaluu

ITK-2 Pa3paboTka
UH(}OPMALIMOHHOTO

obecneueHus
ACVYII

I1IK 2.1 Criocoben
MIPOEKTUPOBATH
MH(GOPMALIMOHHYIO
MOJIETTh TaHHBIX
ACVII,
CTaH/IAPTU3AIUIO
JIOKYMEHT0000pOoTa U
XapaKTePUCTHK
uHpopmaruu

I1IK 2.2 Moxer
pa3palaThIBaTh

Ompoc,
JOKIIa,
pedepar,
MIPOTPaMMBEI,
Npe3EHTaLNH,
3auer
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TEXHOJIOTUYECKHE
CXeMBbI 00paboTKH
UHpOpPMAaLIUH TI0
OTJIEbHBIM
3amauyam ACVYII
1K 2.3 Cnocoben
00BbEIUHATD
nH(pOpMaITMOHHBIE
0a3bl IpH CO3TAHUH
WHTETPUPOBAHHOMN
ACVII

Jdranbl ¢opMupoBaHusi KommeTeHuuii B mnpouecce ocBoeHus OIIOII
IPsIMO CBSI3aHBI C MECTOM JMCLMIUIMH B 00pa3oBaTesibHON nporpamme. Kaxkapiii atamn
dbopMHUpOBaHUSA KOMIIETCHIIMM, XapaKTEepU3yeTCs OMNpeNeICHHbIMU 3HAHUSMH,
YMEHMSIMM W HaBbIKAMH M (WJIM) ONBITOM MNPO(ECCUOHAIBHON J1eATENbHOCTH,
KOTOPBIE  OLICHMBAIOTCS B  IIPOLIECCE TEKYLIEro KOHTPOJII  yCIEBAEMOCTH,
IPOMEKYTOUYHOM aTTeCTAllMM MO JUCUUIUIMHE (MPAaKTHUKE) U B IPOLIECCE MTOrOBOU
aTTECTallNM.

Hucuunnuna «Kpunrorpadpudeckue METObI 3alUThl HHPOPMAIUID) SBIIECTCS
IPOMEKYTOUYHBIM 3TAallOM KOMIUIEKCA IUCHHIUIMH, B XOJ€ H3YYEHHsI KOTOPBIX Yy
CTyZ1eHTOB (hopmupyrorcs komnereHuuu [1K-2.

®opmupoBanusi komnereHuuu [IK-2 HaumHaeTcs ¢ u3ydeHHs] AUCIUIUIMH
VYyeOHast mpakTUKa: O3HAKOMMTENbHAas TNpakTuka, «VHTepHET-TeXHOIOTun,
«HTEpHET-TPOrpaMMHUPOBAHUEY.

3aBepmiaercs pabora 1O (QOPMUPOBAHUIO Y CTYIEHTOB YKa3aHHBIX
KOMIIETEHUIMA B XOJE€ W3YYEHHUs] AUCHUIUIMH «MHUKpONpPOUECCOPHBIE YCTPOMCTBA
CUCTEM YINpaBJCHUs», YueOHas MpakTHKa: TEeXHOJormdeckas (IIPOU3BOJCTBEHHO-
TEXHOJIOTUYECKAs)) NPAKTUKA, I[[pOM3BOJICTBEHHAs] NpPAKTUKA: TEXHOJOTMYECKas
(MpOM3BOJACTBEHHO-TEXHOJIOTUYECKAs ) IIpaKTHKa, «ba3zsl JTAHHBIX),
«MHTennekryanbHple cucTeMb», «OCHOBBI CUCTEM HCKYCCTBEHHOI'O WHTEJUIEKTa,
IIpon3BoACTBEHHAsT NPaKkTHKA: TIPOEKTHAsA IPAKTUKA, «ABTOMATU3UPOBAHHBIE
UH(OPMAIIMOHHO-yTIPABIISIOIINE CUCTEMBID», «MopnennpoBanue CUCTEM
ynpasieHus», [[pon3BoACTBEHHAS IPAKTHKA: IPEAIUIIIIOMHAS IPAKTUKA.

Hrorosas ouenka cpopmupoBaHHocTH komrereHuuid [IK-2 ompenensiercs B
nepuoa l'ocymapcTBeHHass WMTOroBas arTecTalys: NOATOTOBKA K Clade M chada
roCyJIapCTBEHHOTO AK3aMeHa, [ '0Cy1apCcTBEHHAsi UTOTOBAasl ATTECTALMA: BBIIIOJIHEHUE
¥ 3alUTa BbIMYCKHOW KBaTU(UKAIMOHHON PabOTHI.

B nmpounecce u3yuyeHus TUCHUIINHBI, KOMIIETEHIMH TaK:Ke (POPMHUPYIOTCH
MOJTAIHO.

OcHoBHbiMU 3Tanamu  (opmupoBanust I[1K-2 mpu u3ydyeHHH IHUCUUIUIMHBI
b1.I(M).B.JIB.5.2 «Kpunrorpadudeckue MeTOAbl 3alIUTHI HHPOPMAIUI SBIISICTCS
NOCJIEOBATEIbHOE H3YYEHUE COJEPKATEIBHO CBSI3aHHBIX MEXIy CO0OM TeM
y4eOHbIX 3aHATHIA. M3ydeHue KakIod TeMbl NMPEANoJaracT OBJaJCHHUE CTYIECHTAMH
HEOOXOJUMBIMU JECKPUNTOPAMH (COCTABISIONIUMU) KOMIETCHIIUN. [l OleHKH
YPOBHS C(OPMUPOBAHHOCTH KOMIIETEHLIMI B MPOIECCe HM3YyUYEHHs JUCUUILIUHBI
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IIPEAYCMOTPEHO MPOBEACHHE TEKYIIErO0 KOHTPOJS YCIIEBAEMOCTH II0 TeMaM
(pa3aenam) IUCIUIUIMHBI M TPOMEXKYTOYHOM aTTECTallUK MO TUCLUIUIMHE — 3a4eT.

6.2. KoHTpo/bHBIC 3aJaHUSI U MATEPHAJIbI, HEOOXOAUMBbIE ISl OLECHKHU
3HAHUH, YMEHUI U HABBIKOB U (MJIM) ONBITA JAESITeJbHOCTH, XapaKTePU3YIOIIUX
Tanbl (POPMHUPOBAHUA KOMIIETEHLIMH B IpoLecce 0CBOCHHS 00pa30BaTe1bHOI
NMPOrpamMmabl

6.2.1. KoHTpoubHBbIE BONPOCHI MO TeMaM (pas3jejaM) AJs ONpoca Ha

3aHATHAX

Tewma (pazgen) Bompocsr

Tema 1. OcHoBHbIE [1K-2

TOHSTHS ¥ ONPEICTICHHS. 1. OcHoBHBIE TOHATHA UH(OPMALIMOHHON OE30MTaCHOCTH.
Hcrounukn, pucku n 2. Knaccudukanus yrpo3 6e3omnacHoctu HHGOpMAIUH.

opmbi atak Ha 3. ICTOYHUKY YTPO3 U YSI3BUMOCTH HH()DOPMAIIMOHHBIX CHCTEM.

nHpopmanuro. [lonuruka u

4. ®opMbI 1 METOJIbI aTaK Ha HH(GOPMAIMOHHBIE PECYPCHI.
CTaHAAPTHI 0€30MACHOCTH

5. IIpuHIUIIBI OLIEHKU PUCKOB B MH(POPMAIIMOHHOM 0€30MMacHOCTH.

6. MeTtoabl OCTPOEHUS MOJIENIEH yrpo3.

7. OCHOBHBIE JIEMEHTHI CUCTEMBI YIIPaBIIeHUsSI HHPOPMAIIMOHHON
0€30M1aCHOCTHIO.

8. Mexnaynapoansie cranaaptsl B oosnactu Ub (ISO/IEC 27001 u ap.).
9. lenu u 3aa4u MOJIUTUKHA OE30MACHOCTH B OPTaHU3AIINH.

10. Cucrema yripaBiaeHusi puckaMu B HH(GOPMAIIMOHHON O€301acCHOCTH.
11. CtpykTypa NOIUTUKU UHPOPMALTMOHHON OE30MaCHOCTH.

12. JoxyMeHTUpOBaHUE U peain3anus noJauTuku 1b.

13. Buapl cTaHgapTOB M HOPMAaTUBHBIX JOKYMEHTOB B obnactu Ub.

14. Tlopsinok pa3pabOTKH BHYTPEHHEH HOPMATUBHOW JOKYMEHTAIIUH TI0
Ub.

15. OTBETCTBEHHOCTh COTPYITHUKOB 3a COOJIIOICHHUE TTOJTUTHKH
0€30I1aCHOCTH.

16. Opranusainus CUCTEMBbl KOHTPOJIS 3a coOmoaeHrueM noutuku Nb.
17. BHyTpeHHMIA ayJUT MOJUTHK O0€301MaCHOCTH.

18. MaTerpanusi OJUTUKH 0€301MaCHOCTH B OM3HEC-TIPOIIECCHI.

19. TlpakTrka NpUMEHEHHsI IOTUTUKHN 0€30MaCHOCTH Ha MPEATNPHUSTHH.
20. YopaBieHue HHIIMACHTAMHU B paMKax MOJIUTUKU O€30MaCHOCTH.

Tema 2. IK-2
Kpunrorpapudeckne . Crpykrypa kpuntorpapuueckoil Moieny 3auThl HH(OPMALHH.
MOJeMH. AJITOPUTMBI . CuMMeTpUYHOE U aCUMMETPUYHOE IIU(PPOBAHHE.
wHQpoBaHus. AITOPUTMBL | 3 A jropuTMsl cuMMerpruHoro mmposarus (AES, DES u ap.).
ayTeHTH‘bHKaLEHII’Iv[ . Anroputmbl acummerpuuHoro mupposanust (RSA, ElGamal u ap.).
MOMb30BATENCH. VIOCTIH . X51I-pyHKIMU ¥ UX IPUMEHEHHUE B 3alIUTe HH(OPMALIUU.
0€301acHOCTH OCHOBHBIX N

. DJEeKTpOHHAs MOANHUCH KaK CPEACTBO KPUNITOrpauiecKoil 3aluThl.
OICPAIMOHHBIX CUCTCM. o

. Mexanu3msl ayTeHTU(UKAIMU TTosib3oBaTeneit B IC.
. MHOrodakTopHast ayTeHTH(PHUKAIIHSA.
. Peanu3zamus 1MCKpEMOHHBIX U MAaHAATHBIX MojieJieil 0e30macHOCTH.
10. Ocobennoctu peanuzaiuu 3ammtel B OC Windows u Linux.
11. Ucnonp3oBanue kpunrorpaduaeckux oudanorex u cpeacts B MIC.
12. Yupasnenue KpunrorpapuyecKuMu KIro4aMu.
13. Peanuzanmst PKI (mHGpacTpyKTYphl OTKPBHITHIX KIHOYEH).

O 0 1N DN B~ W —
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14. CpeacrBa anmnapatHoro mu@poBaHusi.

15. Ilpumenenne Kpunrorpaguueckux alropuTMOB B CUCTEMax
JOKYMEHTO000pOTa.

16. UaTerpanust KpunTorpaduyecKon 3aiuThl B OM3HEC-TIPHIIOKEHUSI.
17. IlpakTHKa IOCTPOEHUS 3AIIMUILIEHHBIX KAHAJIOB CBSA3H.

18. Vicriosib30BaHNE TOKEHOB U CMapT-KapT B ayTCHTU(PUKAIINH.

19. CpaBHUTENBHBII aHAINU3 MOJIeNIel O€30MaCHOCTH OTEePalMOHHBIX
CUCTEM.

20. Ucnonws3zoBanue ceprudunmpoanabix CK3M B uHPOpMaLIMOHHBIX
CUCTEMAX.

Tema 3.
AMUHHCTPHPOBAHNE
ceTeil. 3amura
WH(POPMALIUH B CETAX.
MHoroypoBHeBas 3aluTa
KOPIIOPaTUBHBIX CETEH.

IK-2

. Ponb agmMunHmnCcTpaTOopa B 00eCrieueHnn CETeBOW OE30MacHOCTH.

. [IpoTokoel 3amumienHoro B3aumojencteus B cetsix (TLS, SSH u np.).
. [IpyHIMIIBI pabOTHI MEKCETEBBIX IKPAHOB.

. UcnionbzoBanrie NAT u VPN B 3amurte ceTeBbIX COCIMHEHUIM.

. MeToip1 0OHapy>KeHUs ¥ MPEJOTBPAIICHUS CETEBbIX aTak.

. Cucrema oOnapysxenus sropxenuii (IDS) u npenorspamenus (IPS).
. Peanuzanus xonuenuuu Zero Trust B KOPIOpPaTUBHBIX CETAX.

. [IpuHIUIIBI MHOTOYPOBHEBOM 3aILUTHI CETEH.

. AyTteHTudukanys 1 aBTOpU3alMsl B CETEBbIX CUCTEMAX.

10. CermeHTanus 1 KOHTPOJIb JOCTYTIA B CETEBON HHPPACTPYKTYPE.

11. Opranuzanys MOHUTOPUHTA COOBITUH OE30ITAaCHOCTH B CETH.

12. [locTpoeHue 3alUIEHHON apXUTEKTYPbl KOPIIOPATUBHOM CETH.

13. Peanu3zanus pasrpaHuueHUs JOCTYyMa HA YPOBHE CETH.

14. Nnrerpauus SIEM-cucrem B UHGQPACTPYKTYpy MPEIIPUSTHSL.

15. 3amura 6ecipoBOIHBIX ceTel U KopropatuBHOro Wi-Fi.

16. Be3onacHOCTh 00JaUHBIX ¥ THOPUIHBIX CETEBBIX PEILICHHIA.

17. HacTpoiika 1 0OHOBJICHUE CETEBBIX YCTPOUCTB ¢ yuetoM UB.

18. Opranusanus pe3epBHOr0 KOMUPOBAHUS U BOCCTAHOBJICHHUS JIAHHBIX B
CETH.

19. O6paboTKa UHITUACHTOB OE30MACHOCTH B CETEBOU MH(ppACTPyKTYpe.
20. YpaBieHHe CETEBBIMU NOJUTHKAMHU 0€30TIaCHOCTH.

O 0 1N DN B W —

Tema 4. TpeGoBanus K
cHCTEMaM 3aIlUThI
nHpOpMAITUU U
HaIpaBJICHUA Pa3BUTUA
cpencTB 0€30MacHOCTH
npennpusitus. [IpaBoBbie
OCIEACTBUA
HECaHKIIMOHUPOBAHHOTO
JOCTyMa K HHPOPMAIUH

IK-2

. O0mue TpeOoBaHUS K CUCTEMaM 3aIlUThl HHGOPMAIIHH.

. [IpuHIHIBI cepTUUKAIIMNA CPEIICTB 3aMTUTHI HHPOPMAITUH.

. YpoBHu aoepus u knaccupukanys C no ypoBHIO 3alTUIIIEHHOCTH.
. MeTo/ie1 o11eHKH 3P PEKTUBHOCTH CUCTEM 3aIHTHI.

. MuHuM#3a1us npas 10CTyMNa U yIpaBlieHuEe MPUBUICTUSIMH.

. OTBETCTBEHHOCTH 32 HApPYIICHUE PEKUMA KOH(DUICHITNATIEHOCTH.

. [locneacTBust HECAaHKITMOHUPOBAHHOTO JOCTYIA K HH()OPMALIUH.

. Ilopsanok paccnenoBanus HHUUAEHTOB Mb.

. Opranuzanys BHyTPEHHEr0 KOHTPOJIS CUCTEMBI 3aIUTHI.

10. Onenka ymiep0a oT peanu3alny yrpos.

11. HopmatuBHO-1paBoBas 6a3a 3amuThl HHGopManuu B PO.

12. Opranu3anys npoueccoB 3alUThl HHPOPMAIIUN Ha TPEITPUATHH.
13. Arrecrarus 00bekTOB HHGOpPMaTH3aKU 110 TpedoBaHusm Mb.

14. B3aumogeiictsue ¢ koHTponupyromumu opranamu (PCTIK, ®Cb u
ap.).

15. IIpaBoBbIe acieKThl 0OPaOOTKH MEPCOHATBHBIX JaHHBIX.

16. ITpunHITMIIBEI TOCTPOCHHMSI O€30MacHBIX KopropaTuBHbIX VC.

17. TlepcrieKTUBBI pa3BUTHS TEXHOJIOTHH 3alTUTHl HHPOPMAITUH.

18. CootBerctBHe TpeboBanusM ctanaaptoB Mb (I'OCT, ISO).

O 00 1N DN B W —
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19. Pa3zpaboTka BHyTpEeHHEH HOPMATUBHOM JOKyMeHTarwu 1o Mb.
20. YmpaBieHue >KM3HEHHBIM ITUKJIOM WH()OPMAIMOHHOM 0€3011acCHOCTH B
OpraHu3aIMu.

HIkana oneHUBAHUS OTBETOB HA BONPOCHI

[IIkxana orieHNBaHUS

Kpurepuu onieHnuBaHus

OOyuaromuiicsi TIIyOOKO M COJEPIKATEeIbHO PAacKpPhIBAET OTBET Ha

«OTInYHO» KKl TEOPETUYECKUI BOMPOC, HE JOMYCTUB OMHMOOK. OTBET HOCHUT
Pa3BEPHYTHIN U MCUEPIBIBAIOIIMN XapaKTep.

OOyyvaromumiicss B IIEJIOM PACKPHIBAET TEOPETHUYECKHUE BOIPOCHI,

«Xopouio» OJIHAKO OTBET XOTsI Obl Ha OJUH W3 HUX HE HOCUT Pa3BEPHYTOro U

MCUCPIIBIBAIOIIIETO XapaKTepa.

«Y IOBIIETBOPUTEIILHO»

OOyuaronuiicss B 1IeJIOM PacKpbIBaeT TEOPETHUECKUE BOIMPOCHI U
JOMyCKaeT  psii  HETOYHOCTEH,  (parMeHTapHO  pacKphIBaeT
COJICpXKAHUE TEOPETUUYECKUX BONPOCOB WM HMX  PaCKpbIBaeT
COJEPKATEIbHO, HO JOIYCKasi 3HAYUTEIbHbIC HETOYHOCTH.

«HeynoBneTBOpUTEIBHOY

OOyuaromuiicsi He 3HaeT OTBETOB Ha IMOCTABJICHHbBIE TEOPETUUECKHUE
BOIPOCHI.

6.2.2. TeMbI 1)1 TOKJIA10B

Tewma (pazzgen) Bomnpocsr
Tema 1. OcHoBHbIC [IK-2
HOHATHUS ¥ OIPEACIICHHS. 1. Beenenwne B kpunrorpaduio u e€ poib B 3alIUTe HHPOPMALIUU
HcToynnku, pucku 1 2. Tumnel atak Ha HHGOPMALIMIO: KIIAaCCU(UKALIUSA U PUCKH
dopmbi atak Ha 3. [Honutuku 6e30nacHOCTH UHPOPMALMK B OpraHU3aLUAX
unpopmaimio. Ilomtuka n | 4 Kpunrorpadudeckue CTaHAapThl U UX 3HAYECHHE
CTAHAAPTEI Ge30MacHoCTH | 5 OreHka prCKOB B 3alIuTe HHPOpMAITUH
6. Pucku 1 yrpo3ssl B 3amute nHpopMalnuy Ha ypoBHe
rOCy/apCTBEHHBIX U KOPIOPATUBHBIX CTPYKTYP
7. ®opmbl atak Ha HH(GOPMALMIO U METO/bI 3aIUTHI OT HUX
8. [Ipomecc pa3paboTku U BHEAPEHHUS CTaHIAPTOB 0€30MaCHOCTH
9. BnusHue noauTuk 6€30MacHOCTH Ha OPraHU3a[MOHHbIE POLIECCHI
10. CranmapTsl 3ammThl HHOOPMAIMH B ITMGPOBOH dIIOXE
Tema 2. [1K-2
Kpunrorpahuaeckne 1. OcHOBBI KpunTorpadUIeCKuX MOACIICH 3alUThl HHOOpPMAITUU
MOJeNH. ATITOPHTMBI 2. Anroputmsl cummeTpuunoro mudposanus: AES, DES, n ux
H_H/I(l)pOBaHI/ISI. AHI‘OpI/ITMBI 0C06CHHOCTI/I
ayTeHTHUKALKH 3. AJNropuTMBI ACMMMETPUYHOTO 1HppoBanus: RSA, Dib-T'amais
nonk30Batenci. Monemu 4. MeTtoibl ayTeHTU(DUKAIIMY T10JIb30BATENEH: MapoIin, CepTU(UKATDI
0€30MacHOCTH OCHOBHBIX
ONICPALIHOHHBIX CHOTEM. 5. . Mozlc?nn 0€301acHOCTH B ONIEPALIMOHHBIX CHUCTEMax (Harpumep,
Windows, Linux)
6. AnroputMmsl xammposanus: MDS, SHA, ux npumenenue u
ySI3BUMOCTH
7. JIByxdaxTopHas ayTeHTH(UKaLUs U €€ peanu3anus
8. 0O0630p COBpEMEHHBIX METOJIOB KPUIITOTpapuUeCcKON 3alUThI B
OIIEpallMOHHBIX CUCTEMAX
9. Kpunrorpadgudeckne mpoToKobI s 6€30macHOM
ayrentudukanuu (SSL, TLS)
10. Pucku u ys13BUMOCTH Kpuntorpadhuyeckux Mojesneil u
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ITOPUTMOB

Tewma 3. [1K-2
AJIMUHUCTPUPOBAHHE 1. OCHOBBI aIMHHUCTPUPOBAHUS CETEH U 00ECTICUCHUS UX
ceTeil. 3amuTa 0€30IaCHOCTH
MH(OPMALINH B CETAX. 2. MeToas! 3a1ATEl JAHHBIX B JIOKAJIBHBIX U IIIO0AIBLHBIX CETIX
MHoroypoBHeBas salluTa | 3. CereBble yrpO3bl ¥ CIIOCOOBI 3aLIUTH OT HUX
KOpHOpaTHBHLIX CCTCH. 4. [Tporokoibl 6e3onacHoCTH AJist iepenaun qaHHbIX B cetu (IPSec,
SSL)
5. CucreMbl 00HapY’KEHUS U NPEJOTBPAIIECHNS BTOPKEHUIN
(IDS/IPS)
6. MHoroypoBHEBas 3alIUTa KOPIIOPATUBHBIX CETEH
7. CermeHnTanus cetTu U e€ 3HaueHue /i1 0e30MacHOCTH
8. 3amuTa nHGOpPMAIMK B 00JIAYHBIX BIYUCICHUSIX U
BUPTYyaIH3aIMs
9. Texnonoruu VPN u ux pons B 3anmre HHPOpMaLUu
10. NHCTpyMEHTBI MOHUTOPHUHTA W YTIPaBJICHHs 0€30IMaCHOCTHIO CETH
Tema 4. TpeGoBanus K [IK-2
CHUCTEMAaM 3allHThI 1. OcHoBHbIe TpeOOBaHMS K cCICTeMaM 3alluThl UHOpMaIuu Ha
HHpOpMALII 1 MPENIPUATUAX
HalIpaBJICHNUA pa3sBUTHA 2. Ponb cuctem 3amuTel nHGOpMaK B 00ecrieYeHur
cpelcTB besonackocTn HENPEPHIBHOCTH OH3HECA
Egiigggfgp?:‘ Tpasoseie | 3. Tunsl cucTeM 3aIuThl UHYOPMALIMU U UX XapaKTEPUCTHKU
HECAHKIOHUPOBARHOTO 4. OCHOBHBIE IPUHIIUIIBI Pa3pabOTKU CPEJICTB 3aTUTHl HHPOPMAITUU
JOCTyTIa K WH(OPMAIIH Ha Ipe/IpUATHH
5. BinusiHue npaBoBbIX HOPM Ha pa3pabdOTKy CUCTEM 3alllUThI
uHbopmanuu
6. Hanpasnenus pa3BUTHS CPEACTB 3aLIUTHI HH()OPMAIINH B
KOPIIOPATUBHBIX CETAX
7. Brusinue TexHoIOTHIA OJIOKYECITH Ha O€30TTaCHOCTh TAHHBIX
8. [TpaBoBbIe MOCIEICTBUSA HECAHKIIMOHUPOBAHHOTO JJOCTYyTA K
UHPOpPMALIUU
9. Pucku s OusHeca ot yTeuek nH(GOpMaluU U UX MOCIEACTBHS
10. Pouih BHEIITHUX ayAUTOPOB B 00eCIieYeHUH OE30TTaCHOCTH JTAHHBIX

[IIkaaa oueHNBaHUA

[ITkana oneHUBaHUI

Kputepuu oneHuBaHus

«OT1IIHYHO»

OOyuaromuiicst TTyO0OKO U COAepiKaTeNbHO PacKphIBacT TeMy JOKJIaaa, He
JIOIyCTHB OMMOO0K. OTBET HOCUT Pa3BEPHYTHIH M HCUEPITBIBAOIINN XapaKTep.

«Xoporio»

OO0yuJaromuiics B IIEJIOM PacKpBIBaCT TEMY MOKJIaaa, OAHAKO OTBET XOTS OBl
Ha OJTMH M3 HUX HE HOCUT Pa3BEPHYTOTO M MCUEPIBIBAIOIIETO XapaKTepa.

«Y,I[OBJ'IGTBOpI/ITCJ'IBHO»

OOyyaromuiicss B IEIOM pacKpbiBaeT TeMy MAOKIaAa M JOIMyCKAaeT Pk
HETOYHOCTEH, (parMeHTapHO pPACKPHIBAET COJICPIKAHUE TEOPETHUECKHUX
BOIIPOCOB WJIM MX PAacKpBIBAECT COACPKATEIBHO, HO JOMyCKas 3HAYUTEIIbHBIC
HETOYHOCTH.

«HeynoBineTBOpUTENBHOY

OO0yyaroIuiicsi He BJIaJIeeT BRIOPAHHOM TEMOM

6.2.3. OleHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMM (TECT)

IIK-2.

1. Kakoii u3 MmeTronoB mmndpoBanus siBiasieTcsi CAMMETPUYHBIM ?

1) RSA
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2)  AES
3) ECC
4)  Diffie-Hellman

2. Yro Takoe Kpunrorpapuyeckui xm?

1)  Axaroputm mudpoBaHus

2)  Meroa nonyyeHus yHUKaJIbHOTO UACHTU(UKATOPA JAHHBIX
3)  Mertoa revepauuu CiaydaiHbIX YUCET

4) AJTOPUTM JJ1s1 TPOBEPKU MOJJTMHHOCTH COOOIEHUI

3. Kakoii TMII aTak HMCHOJb3yeTCs AJs B3J10Ma MapoJieil ¢ MoOMOIIbIO
NpeIBaAPUTENbHO BHIYHCIEHHBIX XJII-3HAYEHUH ?

1)  Artaka «rpy0oii CUITBD)

2) ATaka 1o cioBapro

3) ATaka ¢ UCIOJIb30BaHUEM PaTyKHBIX TaOIuUIL

4) ATaka «4eJIOBEK MOCEPEIUHE

4. Kakoil aaropurtmM HCHoJb3yercs MJd IMUPPOBAHUA [JAHHBIX B
coppeMmenHbIx Wi-Fi cersax?

1) DES

2) AES

3) RC4

4) RSA

5. Kakoii MexaHu3M ayTeHTH(HUKALMH MCHOJIb3YETCH B IPOTOKOJIE
WPA2 nas 3amutsl Wi-Fi cereii?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4)  AES

6. Kakoii U3 nmepe4ucjaeHHbIX AJrOPUTMOB He SABJISAETCH AJTOPUTMOM
ACUMMETPUYHOr0 mndpoBanus?

1) RSA

2)  ElGamal

3) AES

4) ECC

7. Kakyo ¢pyHKIUIO BBINOJHSAET MyOJNYHBIH KJIKY B aCHMMETPUYHOM
Kkpunrorpapuu?

1) IIudpyer nanusie

2)  JHemmdpyer gaHHbIE

3) [ToamuceiBaeT cooOmeHus
4)  IlposepsieT moanucu
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8. Kak Ha3pIBaercs aTraka Ha CHCTeMY, NPH KOTOPOH MBITAKOTCH
noa00pPaTh CEKPETHBIN KJII04Y METOI0M «Ipy0oii cHabI»?

1) ATaka ¢ UCIOJIb30BaHUEM PaTyKHBIX TaOIuUIL

2) ATaka no cioBapro

3)  Araka Ha ocHOBe mHudpa

4)  Ataka METOJOM IMOJHOTO nepedopa

9. Kakoi aaroputm wucnojndyerca B SSL/TLS nas olecneyenus
KOH(UIEHINATBHOCTH H 1[eJOCTHOCTH JAHHBIX NMPHU Nepeaayde Yyepe3 HHTEPHeET?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe u3 3THX yTBep:KAeHuii 0 uudpoBoii NOANUCH BEPHO?

1) [udposast moANKUCH UCTIONB3YETCS A MUPPOBAHUS COOOIIEHUI

2)  [udposas moamuck odecrneunBaeT KOHPUACHIIMATEHOCTH COOOIICHUS

3) HudpoBas noanuch HUCHOIB3YETCS JUIsi MPOBEPKH TMOMJIUHHOCTH U
LEJIOCTHOCTH COOOIICHUS

4) [udpoBas moanuch UCHOIb3YETCS JJIsl CO3aHUsI TapOJIs

11. Yro Ttakoe PKI (Public Key Infrastructure)?

1) Cucrema ynpasieHus HUGPOBBIMU MOIIHUCIMHU

2) Cucrema y1s mmdpoBaHUsl CHMMETPUYHBIMU aJITOPUTMaMU

3) Cucrema, UCMOJB3yIOIIask TOJILKO OJTHOPA30BbIC KIIOUU

4) MexaHu3M ISl YIPaBICHHS M XpaHEHMs ITyOJIMYHBIX W IIPUBATHBIX
KJIFOUEH

12. Yro Takoe 'crpormii pexum mudpoBaHus'" B KOHTEKCTe
ajqropurma AES?

1)  Pexum, rae kaxplil OJOK JaHHBIX MHUPPYyETCS OTACIBHO

2)  PexuM, KOTOpBII 3alpeliaeT HCIOIb30BaHUE BCEX CHUMBOJIOB, KpOMeE
udp

3)  Pexum, ucnonb3yromuii 6J10ku (UKCUPOBAHHOTO pa3Mepa

4)  Pexum, Korja OJuH KJIH0Y UCIOJIb3YETCS AJIsl BCEX CECCUM

13. Kakoii u3 aJIropuTMoB SIBJISIETCS AJTOPUTMOM X3IIMPOBAHUSA?

1) RSA
2)  AES
3) SHA

4)  Diffie-Hellman
14. B kakowm cayuae ucnosndyercs aaroputm HMAC?

1) s coznanus uu@poBbIX MOAIUCEN
2)  Jlnud 3alMThl HEJTOCTHOCTH JAHHBIX
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3)

JIns reHepanuy ciiy4yalHbIX YHACEI

4)  Jns neumudpoBaHusi COOOIICHUMN

15. Kakoili npoTOKO0J UCIO0JIb3YeTCs JAJIf 3alUUThI JJIEKTPOHHOM MOYTHI €
NMOMOIIbI0 KPpUNITOrpaduIecKUX MeToa0B?

1) SSL

2) IMAP

3) S/MIME

4) SMTP

16. UYrto o3Hayaer TepMUH ''KOHPHAECHUHUAJBHOCTH'' B KOHTEKCTE
3auThl HHpopMauu?

1) 3ammuTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYMNA K JAHHBIM

2) VY ocroBepeHre MO JIMHHOCTH OTIPABUTEIIS

3) [ToarBepxkaeHne 1ETOCTHOCTH TaHHBIX

4)  YgaoctoBepeHue aBTOPCTBA JAHHBIX

17. Kakoit aJIrOpPUTM KPUNTOrpapu4ecKoro XJLIUPOBAHNSA
HCNOJIb3YeTCA [JI1 TNPOBEPKH MONJMHHOCTH MapoJiedi B COBPEeMEHHBIX
cucremMax?

1) MD5

2) SHA-256

3) DES

4) RSA

18. Yrto mpeacrasisieT co00i MeTO] ATAKYKILEro, KOTOPbIH NMbITAETCHA
yraaathb CeKpeTHbII KJIKY, HCCIeAys BO3MOKHbIe KOMOMHALIMU 3HAYECHUI?

1) ATaxka ¢ pagy>KHbIMH TaOJIUIIAMU

2)  Artaka MeTOJOM MOJHOTO nepedopa

3) Artaka no cioBapro

4) Artaka ¢ ucnonab3oBaHueM ysa3pumocreit B [10

19. UYro Takoe "cummerpuuHoe mmndposanue'?

1)  Hcnonb3oBaHMe  OJMHAKOBBIX  KItoued i mudpoBaHus U
nemudpoBaHUs

2)  Hcnonb3oBaHue ABYX KIIOUYEH: MyOJIMYHOTO U IPUBATHOTO

3) Hcrnonp30BaHNe YHUKAIBHBIX KITOYEH [T KOKIOTO CeaHca

4)  Vcnonb3oBaHUE OJHOTO KJIFOYA JIJISl BCEX MOJIb30BATENEH CUCTEMBI

20. Kak Ha3biBaeTcs MeXaHHM3M, IMO3BOJAIOIIUIA AyTEHTH(HUUHPOBATH
M0JIL30BaTe sl ¢ IOMOUIBIO €ro OTNHeYaTKa najbua?

1) buomerpuyeckas ayreHTU(UKAUS

2) MHuorogdakTopHas ayTeHTU(DUKALISA

3)  IlaponbHas ayreHTU(DUKALMSA

4)

PoneBas ayrentudukanms
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21. Kakoil u3 mnepevyMcJeHHbIX MeTOJ0B HIH(POBAHUSA HCHOJb3YeT
acCHMMeTPUYHbIE KJIIOYU?

1) RSA

2) AES

3) DES

4)  RC4

22. [as 4ero ucnoJsb3dyercs mporokoa SSL/TLS?

1) Jlist mmdpoBaHus 31EKTPOHHBIX MMHCEM

2)  Jlns 3amuThl JaHHBIX, IEPEIaBAEMBIX MO CETH

3)  Hnsa ayreHTuduKanuy moyib3oBaTeneu

4) JI1s1 31U Thl 0a3bl JaHHBIX

23. Yro Takoe ABYCTOPOHHSSI ayTeHTU(PUKALMSA (mutual
authentication)?

1) Korna Tonpko cepBep ayTeHTU(DUIMPYET KIUEHTa

2) Korna o6a yuactHuka oOmeHa mHpopMmanueil ayTeHTuGUUUPyIOT APYT
Apyra

3) Korpaa knueHT ayreHTuduimpyet cedst ¢ mOMOIIbIO NapoJis

4) Korpa 06a yuacTHHKA HCTIONIB3YIOT OJIMHAKOBBIE MMAPOIU

24. Kakoi u3 MeTOAOB 3alMThl [JaHHBIX HCHOJb3yeTCHd JJIf
o0ecriedyeHHs] 1EJOCTHOCTH W 3alIMTHI OT MOJAMEHBbI JAHHBIX B Mpolecce HX
nepeaavu?

1) [MudpoBanue

2) DJIEKTPOHHAs MOJIUCH

3) XsIIMpoBaHKe

4) OTKpBITBIE KITFOUU

25. UYro Takoe cucreMa ynpasjeHus Kiawdamu (KMS)?

1) MexaHu3M 115l TEHEpALUK Map KI4Yei

2)  MexaHu3M Jyis yOpaBjiaeHUs JOCTYIOM K JaHHBIM

3) Cucrema 1151 XpaHEHHMS, PaCIPEICIICHUS U 3aIUThI KITI0UEi

4)  Ilpotoxoi /st 3alIMTHl HH(GOPMAIIUU

26. Kak Ha3pIBaeTcsi Cnocod, NpPHM KOTOPOM CeKPETHbIH KJIIOY

HCNOJb3YyeTcH 1A JemudpoBanus 3aliM(PPOBAHHBIX TAHHBIX?

)
2)
3)
4)

27.
HEBEPHO?

[udpoBanue ¢ NCMONB30BAHNEM CUMMETPUYHBIX KITFOUEH
AcummetpuyHoe mudpoBaHue

XdIIMPOBaHKE

DIIEKTPOHHAS MOJIHUCH

Kakoe u3 3TMX YTBepkKJAeHHMH O KPUNTOrpa@uyecKux Xd31Iax
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)
BXOJa
2)
3)
4)

28.

Xsui-(hyHKIMS BCEr/ia FTeHEpUpPyeT YHUKAIBHBIA pe3ysIbTaT AJs KaX/10I0
Xa1I-hyHKIMS UCTIOTIB3YETCS ISl MPOBEPKH LIETOCTHOCTH JTAHHBIX
Xs1-(hyHKIMU HE MOTYT OBITh paciIu(poBaHbl 0OpaTHO

Xo1I-(hyHKIUU ABJISIIOTCS HEOOPAaTUMBIMU

Kakoii u3 3TMX ajaropurMoB mMU(PPOBAHUA SABJSAETCH HaubdoJiee

3¢ GeKTUBHBIM JIsl 3A1UUTHI JAHHBIX B 00JIa4HBIX cepBUcax?

1)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoii npoTokos ucnojb3yercsl MJs YCTAHOBJICHUS 3AIMIIEHHOTO

KaHAaJIa CBSI3U MeKAY KJIHMEHTOM U CepBepOM B HHTEpHeTe?

)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3bIBaeTcsi MeToJ, NMPHM KOTOPOM /JABAa YYaCTHHKA 0OMeHa

MOIryT OOMEHMBATBHCH KJIKYAMH 0e3 TOro, 4ro0bl OHM ObLIM INepexBauveHbI
TpeTheil CTOPOHOM?

)
2)
3)
4)

31.
1)
2)
3)
4

32.
1)

Huddu-Xenaman

RSA

Onb-"amanp

RSA u JTludpdpu-Xemmman

Yro Takoe cepruduxar X.509?

Tun nudpoBoii moanKucH

Crangapt 175 3al0UTHI TApOJIen

dopmMar i XpaHeHUsI 1 0OMeHa MyOJIMYHBIMU KIH0YaMu
Meron renepanyy Ciry4aiHbIX YACEI

Yro npeacrapiisieT co00i aTaka «4eJIOBEK MocepeauHe»?
ATaka, MpU KOTOPOW 3JIOYMBIIIJICHHUK II€PEeXBaThIBACT W HM3MCHSET

JTAHHBIC MEX]TY IByMsI CTOPOHAMU

2)
3)

ATaka Ha cepBep, € LEebI0 IEPErPY3UTh Er0
ATaka, Tpu KOTOpPOM Mapoiib IOJB30BATENSl YKPAJEH C IMOMOUIBIO

nepexBara CeTu

4)

33.

1)

ATtaka Ha mudp ¢ UCTIONB30BAHUEM PAAYKHBIX TaOJIHIL

Yro Takoe '"MHOropakropHasi ayreHrupuxkanus' ?
Meton, npu KOTOpOM JJIsl BXOAA B CUCTEMY HCIOJIB3YETCs 1Ba U Ooiiee

Pa3HBIX CcrocoOa MPOBEPKHU MOITUHHOCTH
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2) Hcnonb3oBaHue eAMHOIO NapoJist 1Sl BCEX MOJIb30BaTEIEH
3) Hcnonb3oBaHue 0HOPA30BBIX HapoJien
4) Meton, nmpu KOTOPOM KCHOJIB3YETCS TOJIBKO MapoJib

34. UYro Takoe KpuNTOorpapuyecKas 3alUTA HA OCHOBE JLIMNTHYCCKHX
KPHUBBIX?

1) Meton, WCHONB3YIOUIMKA JOJITME BBIYMCICHUS I  YBEIMYECHUA
0e30IMacHOCTH

2) MetoJ, UCTIONB3YIONTUH MaTEMAaTUUYECKHE OCOOCHHOCTH AJUTUNTHYECKUX
KPUBBIX JiIs1 oOecrieueHus: 0€30MacHOCTH

3) MeTtoa, HCTIOB3YIOLIUM TOJIBKO OJHOPA30BbIE KIIHOUH

4) MeToa, UCTIOB3YIOLIUM XAIIUPOBAHUE

35. Kakoii u3 MeT010B 3aIIUTHI JAHHBIX MPeANnoJaraeT uCnojab30BaHue
JMYHBIX OHOMETPUYECKHUX XAPAKTEPUCTHK, TAKHX KAK OTHEYATKH NAJbIEB HIU
panys;kHasi 000/104Ka riaasa’?

1) buomerpuueckas ayreHTU(UKAINS

2) [TaposibHas ayTeHTU(UKAUS

3)  CekpeTHblil K04

4) OTKpBITBIN KITFOY

36. Kakoii ajaropurm 3amuTbl HMHPOPMANMM HCHOJb3YeTCH JJIA
u(PoOBbIX MOANMUCEH B JJIEKTPOHHOM mouTe?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoil ajJropuTt™M HCHoJb3yeTcs B OOJBbIIMHCTBE COBPEMEHHbIX
cucreM Ui MG poBaHus JAHHBIX B 0a3e JaHHbIX?

1)  AES
2)  RSA
3)  MD5
4)  SHA-256

38. Kakoii THm arak 4ame BCero HUCHOJb3yeTcs I TOHCKa
YA3BHMOCTeH B KpunTorpagpuyecKkux nNpoToxkojaax?

1) ATaka «rpy00il CUITBD)

2) ATaka ¢ UCIOJIb30BaHUEM PaTyKHBIX TaOIuUIL

3)  Araka Ha ocHOBe mudpa

4) Artaka no cioBapro

39. Kakoil MexaHM3M HCIOJIb3yeTCH Il 3AIUThI JAHHBIX B 00J1ake?

1) CummeTpuyHoe mudpoBaHue
2) AcummetpuyHoe mudpoBaHue
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3) MmuorodakTopHas ayTeHTUDUKAIISL
4) VPN

40. Kaxk Ha3bIBaeTcsi Npouecc, NPH KOTOPOM KPHUITOrpaduyecKui
KJII0Y MCIOJb3yeTcsl IS NPOBEPKH LEJOCTHOCTH [JaHHBIX, a He A HX
mudpoBanus?

1) X3IIMpPOBaHKE

2) DJIeKTpOHHAs MOAHUCH

3)  Ayrentuduxanus

4) Huddu-Xenaman

41. Kakoii aaroputM HCHOJb3yeTcs JJsl CO3JaHUS AyTEHTHYHBIX
undpoBbIX noanuceii B 0J10k4eiine?

1) RSA
2)  ECDSA
3) SHA
4)  AES

42. Yrto Ttakoe meton "nByx¢akropHoii ayreHTHGUKanuun' ?
1)  Hcnonbs3oBaHue ABYX pPa3HbIX KPUNTOrpaUUECKUX aJIrOpUTMOB IS

mUppOBaHUSL
2)  Hcnonp3oBaHue  KOMOMHauuMuM  maposis W OuomMeTpun  AJis

MMOATBCPKACHHUA JTNIYHOCTH
3) Hcnonb3oBaHue mapoja Hu OJHOPA30BOI0 KOO4, OTIIPABJICHHOI'O Ha

TenedoH
4)  Hcnombp3oBaHuE JABYX HICHTU(PUKATOPOB IS KAXKIOTO MOJIB30BATEIIS

43. Kaxk Ha3piBaeTci KpUNTOrpauyecKuii MPOTOKOJ, KOTOPBIi
o0ecnieyuBaeT 0€30MaCHOCTH Be0-caiiTOB?

1)  HTTPS
2)  FTP

3)  POP3
4)  IMAP

44. Kakoil ajaropurM HCHOJb3yeTCd B OJOKYEHH-TEXHOJOTUSAX J1JI
NMPOBEPKHU TPAH3AKIUIA?

1)  SHA-256
2)  RSA
3)  DES
4)  MD5

45. Kakoit Tun mmdpoBaHUS  HCHOJAB3YeTCHA I Iepeaadyu
KOH(UACHUMAIBHBIX JAHHBIX B NPHJIOKEHHUAX € UCIOJb30BAHHEM IIYOJMYHOIO

KJa4a?
1) RSA
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2)  AES
3) SHA
4)  DES

Kirou Kk Tecry:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1

10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2

19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3

28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1

371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

IlIxajna oneHMBaHUSA Pe3YJbTATOB TECTUPOBAHUSA

% BEepHBIX pPELICHU (OTBETOB) [lkana oneHBaHHUS
85-100 OTIINYHO
70 - 84 XOpOoUIo
50- 69 YJIOBJIETBOPUTEIHHO
0-49 HEYAOBIETBOPUTEILHO

6.2.4. Ilpumepsl 32124 NpU pa3dope KOHKPETHBIX CUTyALM A

Tema 1. OcHognvle nonamusa u onpedeneHus. Memounuku, pucku u gopmol
amak Ha ungopmayuro. [lonumuxa u cmanoapmul 6€30nacHocmu

IK-2.

1. Hammcatp oOTY4eT O pa3aUYHBIX MCTOYHUKAX YyIrpo3 OE30MacHOCTH
uH(pOopMaIK, BKIIIOYasi BHYTPEHHUE U BHeIIHUE (pakTopsl. [IpuBecTn npumepsl aTak
U UX MOCJIEICTBHS.

2. Pa3paboTtath NONUTUKY 0€30MaCHOCTH JIJIsi HEOOJBIION KOMIAHUU, BKIIIOYAs
OCHOBHBIE 3JIEMEHTHI, TAKU€ KaK yMNpaBlIEHUE JOCTYNOM, OOy4YeHHE COTPYIHHUKOB U
pearupoBaHue Ha UHLIUCHTHI.

3. OueHuTh PUCKU i1 UHOOPMAIMOHHOW CHCTEMbI, HCIIONb3YS METOAUKY
OLICHKU pUCKOB. OmpeleauTh ySI3BUMOCTH U MPEAJIOKHUTE MEPHI [T MUHUMH3AIUN
PHUCKOB.

4. TIpoBecT aHaIU3 pealbHBIX CIIy4YaeB YTE€UEK JaHHBIX, OMUCKHIBAs, KaK Oblia
OpraHM30BaHa aTaka W KaKue Mephl HE OBbUIM MPUHATHI IS MPEAOTBPAIICHUS
MHLUJCHTA.

5. PazpabGortaTh mpe3eHTAMIO O CTaHAapTax Oe3omacHOCTH (HAmpuMmep,
ISO/IEC 27001), 0OBsACHSS MX 3HAUEHHE U IPUMEHEHNE B OpraHu3aIusX.

6. Coznate Tabauiy, B KOTOpOH OyAyT MepeyuciaeHbl pa3iudHble POpPMBI aTak
Ha MH(POpMAIINIO, UX OMTUCAHUE U CIIOCOOBI 3aIUTHI OT HUX.

Tema 2. Kpunmoepaguueckue moodenu. Aneopummel  wugposanus.
Aneopummol aymenmughuxayuu nonvzosameneu. Mooeru bezonacHocmu OCHOBHBIX
ONepayuOHHbIX CUCTIEM.
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IIK-2.

1. Onucath OCHOBHBIE KpUTITOTPAQUUECKHE MOJIEIH, BKIIOYAsi CHMMETPUYHBIC
U aCUMMETPHUYHBIE aIrOpuTMbl. l[IpuBeCTH mnpuMepbl W OOBICHUTh, B KaKHX
CUTYaLUSAX KaXIYI0 MOJENb CIEAYET UCIOJIb30BaTh.

2. Pazpabotarp aHanu3 anroputMmoB mudpoBanus (Hanpumep, AES u RSA):
MPUHIUI pa0OThI, MPEUMYILIECTBA U HEJOCTATKU KaXJOTO aJrOpuTMA.

3. Omwmcate MeTOAbl ayTEHTU(PUKAIIMU TIOJIH30BATENICH, BKJIIOYas MapOJIH,
TOKEHBI U OuoMeTputo. [IpuBectu npumepsl, I1e MPUMEHSIIOTCS TH METO/IbI.

4. Peanu3oBaTh MPOCTOM MPUMEP HUCIOJB30BaHUS aIrOpuUTMa MIUGPOBAHUS
(manpumep, AES) Ha BbIOpaHHOM s3bIKe MporpammupoBaHusi. Onucarh, Kak
paboTaer Ko ¥ Kakue OUOIMOTEKH UCTIOJIb30BAIUCH.

5. IlpoBectn anHanmu3 Mojelie 0e30MacHOCTH B OJHOM W3 OINEPAIMOHHBIX
cucteM (Hampumep, Windows, Linux). Omnucarh, Kak OHHM pEATH3YIOT 3allUTy
uHGOPMAIIH U YIIPABICHUE JOCTYIIOM.

6. HccrmenoBaTh COBpEeMEHHBIE YTIPO3bl ISl KPUNTOTPA(QUUECKHX METOJOB
3amuThl THHOPMAIHH U MPEIIOKUTH CIIOCOOBI UX TTPEOIOJICHHUS.

Tema 3. Aomunucmpuposanue cemeu. 3awuma ungopmayuu 6 cemsx.
MHnozoyposnesas 3auuma KOpnopamueHsvlx cemeil.

MK-2.

I. Hamucatp OTY4ET O NPHUHIMUIIAX AAMUHUCTPUPOBAHUS CETEH, BKIIHOYAS
OCHOBHBI€ 33/1a4l U OTBETCTBEHHOCTh CETEBOT0 aIMUHUCTPATOPA.

2. Onucarh pa3nMyHble METObl 3alUThl MH(OPMAIMU B CETAX, BKIHOYAs
daepBobl, cucteMbl oOHapykeHusi BTopkeHHil W VPN. IlpuBectu mpumepnl ux
UCIIOJIb30BaHUSI.

3. Pa3paboTarh KOHIEMIIMIO MHOTOYPOBHEBOM 3allUTHI JIJISI KOPIIOPATHBHOM
CEeTH, BKJItoUask (PU3NYECKyI0, CETEBYIO U MPUKIATHYIO 3aITUTY.

4. TIpoBecTy MpaKTUYECKOE UCCIICIOBAHNE 110 HACTPOUKE (haepBOJIa U CUCTEMBI
OoOHapy»EHUsI BTOPKEHUU B TecTOBOM ceru. Omnucath MPOIECC HACTPOUKU H
pe3yJbTaThl TECTUPOBAHHS.

5. Onucate Haubojee pacHpoOCTpaHEHHBIE Yrpo3ax OE30MaCHOCTH B CETAX U
npejaracMble MEPhI IO UX MPEIOTBPAILLICHUIO.

6. Pa3zpaboraTh pyKOBOJACTBO MO MPOBEACHUIO ayAuTa O€30MaCHOCTH CETEBOM
UH(PPACTPYKTYPHI, BKIIFOYasi OCHOBHBIE TAIbl 1 METO/IBI.

Tema 4. Tpebosanus k cucmemam 3awjumvl UHOOPMAYUU U HANPAGTIEHUS

paseumusi  cpeocme 0Oe30nacHocCmu  npeonpusimusl. IIpasosvlie nocneocmeus
HeCaHKYUOHUPOBAHHO20 0OCMYNA K UHGDopMayuu
IIK-2.

1. Omnucate OCHOBHbIE TpeOOBaHUS K CHUCTEMaM 3alIUThl HH(OpMALUH,
BKJItOUasi GyHKIMOHAJIbHbIE, HA/IEKHBIE U YCTONUNBHIE aCTIEKTHI.

2. Pazpabotarh aHanM3 HaIpaBICHUW pa3BUTUSA CPEACTB O€30MacHOCTU
OPEANPUATHS: HOBbIE TEXHOJIOTUU U OAXO/IbI.

3. HccrnenoBaTh MNpaBOBbIE AaCMEKThl 3alIUThl MH(POPMALMM: 3aKOHBI H
HOPMAaTHUBHBIE aKThl, PETYJIUPYIOUIUE O€30MaCHOCTh JaHHBIX.

4. TIpoBecTH Hccaea0BaHNE O NOCIEACTBUIX HECAHKLIMOHUPOBAHHOTO I0CTYIIA
K HH(OpMaLMU, TPUBOIS PUMEPHI U3 PEeaTbHON MPAKTUKH.
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5. IloaroToBUTh OTYET O POJHM PETYISATOPOB B OOECIEUEHUH 3aLIUTHI
UHpOpPMAIMU: KaK OHU BJIHAIOT HAa MPAKTUKU U CTaHJApThl 0€30MaCHOCTH.

6. Omnucarb MNpPaKTUYECKUE PEKOMEHAAIMU 1O BHEAPEHHUIO IOJUTUKH
0€30MacHOCTH Ha yPOBHE MPEANPUATHS, BKIIOYAs MPUMEPHI YCTICHITHBIX peaTn3aruii.

IHIxana oneHUBaAHUA

[ITxana oneHMBaHUA

Kputepuu onenuBanust

«OTInYHO»

00y4JarouIuiics SICHO U3JI0XKHII YCIIOBHE 3aJa4l, pelIeHre 000CHOBA

«Xopoo»

06yqa}om1/1171051 SICHO H3JIOXKWIT YCJIIOBHUEC 3aJda4d, HO B 000CHOBaHUH
pelICHUA UMCIKOTCSA COMHCHUS,

«yI[OBJ'ICTBOpI/ITeJ'ILHO»

06yqa10m1/1171051 H3JI0KWJI PpCHICHUC  3ada4u, HO 000CHOBAJ €ro

bopMyITUpPOBKaMH OOBIIEHHOTO MBIIILICHNUS,

«HeynoBneTBopuTEIBHO»

00ydJaromuiicsl He YSCHWJ YCJIOBHME 3aJauyl, pelieHne He 00OCHOBAI
aub0 He cpan paboTy Ha MPOBEpKy (B Cllydae NMPOBEACHHS PEILCHHS
3aJa4 B MUCbMEHHOH (opme).

6.2.5. Temsl pas pedepaTon

Tema (pazmen)

Bomnpocsl

Tema 1. OcHOBHBIC MOHATHS |
onpeaeseHus. ICTOUHUKH,
prCcKH ¥ OpMBI aTak Ha
mHpopmaruio. [TonuTrka u
CTaHIapThl 0E30MACHOCTH

[1K-2

1. Onpenenenue kpunrorpaduu U €€ pojb B 3aUTe HHPOPMAIIUH.
2. OcHOBHBIE BUIbI aTaK HAa MH(OPMAIIHIO: IPUMEPHI U CIIOCOObI
3aIINTHI.

3. Ilonutuky 6€30MaCHOCTH: KaKUe Mepbl HEOOXO0AUMO MPEAIPUHSATD
JUIS 3aIUTHI HH(GOpPMAMU B OpraHU3alnH.

4. Crannaptbl 0€30MaCHOCTH: MEXTyHAPOIHbIC  HAI[MOHAIbHBIE
cTaHAapThl 1o 3ammuTe nHpopmanuu (Harpumep, ISO/IEC 27001).

5. OueHka pUCKOB B 00J1aCTH HH(POPMAIIMOHHOM 0€301MacHOCTH:
METO/IBI ¥ TTOJTXO/IBI.

6. AKTyanbHbIe yrpo3bl 0€30MacHOCTH HH(OPMAIIK B COBPEMEHHBIX
MH()OPMAIIMOHHBIX CUCTEMAX.

7. Ponb yenoBeueckoro akropa B 6€30macHOCTH MHPOPMALIUU: KaK
OLIMOKY ITOJIb30BaTeNeH MOTYT IIPUBECTH K YTEUKaM JaHHBIX.

8. IIpumepsl peanbHbIX aTak Ha HHPOPMALMOHHBIE CUCTEMBI U aHAJIHN3
HUX IOCIENCTBUIL.

Tema 2. Kpunrorpapuueckue
MOJIEITH. AJITOPUTMBI
ppoBaHus. AITOPUTMBI

Ay TCHTU(PUKAIIH
moJib3oBareneii. Moaenu
0€3011aCHOCTH OCHOBHBIX
OTIEPAIIMOHHBIX CUCTEM.

[TK-2

1. Knaccudukamnus kpuntorpaduaeckux MOJCIICH: CAMMETPUYHBIE U
ACUMMETPUYHBIE AITOPUTMBI IIHPPOBAHUSI.

2. OcHosubie anroputmbl mudpoBanus: AES, DES, RSA: npuHImMns!
paboThI 1 00TACTH IPUMEHEHHUS.

3. ANTOpUTMBI ayTeHTU(PUKAIINH TTOTh30BaTENICH: METOBI U CPEICTBA
(HampuMep, napoJu, TOKEHbI, OMOMETPHS).

4. Monenu 6e30MMacHOCTH B ONEPAITMOHHBIX CUCTEMAX: KaK OHU
peaTM3YIOT 3aIUTy UH()OPMAIIHH.

5. [Ipumenenne kpunTorpagpUUEcKux aaropuTMOB B Pa3IMUHBIX
o0nacTsx: oT (PUHAHCOB JI0 TOCYJAPCTBEHHBIX CTPYKTYP.

6. CoBpeMeHHbIE YIPO3bl 15l KpUNTOTpadhUIeCKUX METOI0B 3aIUThI
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MH(pOPMALIMKU: aTaKl Ha MUQPHI U UX YA3BUMOCTH.

7. aTerpanus Kpuntorpaguueckux METOI0B B IPOTPaMMHOE
o0ecrieyeHne  armnapaTHble perieHusl.

8. Bynymee kpunrorpadun: HOBbIC HAPABIECHHS U TEXHOJIOTHH, TAKUE
KaK KBaHTOBasi Kpunrorpadus.

Tema 3. AnMuHHCTpUpPOBaHHE
cerel. 3amura nHGOpMaIHU B
ceTsax. MHOTOypOBHEBas 3aIInTa
KOPIIOPATUBHBIX CETEH.

I1K-2

1. OcHOBHBIE IPUHIIMIIBI AIMUHUCTPUPOBAHUS CETEH: 3a1a4u U
OTBETCTBEHHOCTb CETEBOT0 aIMHUHUCTPATOPA.

2. Metoabl 3auThl HHGOPMAIK B KOPIIOPATHUBHBIX CETSIX: (hacpBOIIBL,
cucTeMbl OOHApPYKEHUs BTOPKEHUH U IpyTrue CpecTBa.

3. MHOrOypOBHEBAas 3aIIUTa CETeBONH MHPPACTPYKTYPBI: MOAXObI U
TEXHOJIOTUH.

4. Pons VPN u mm¢poBanus B 3amure HHGOPMALIUKU TIPH Iepeade
JAHHBIX 110 CETAM.

5. Ilpumepsl yCnemHou peain3alii MHOTOYPOBHEBOM 3aILUTHI B
KPYIIHBIX OpraHu3anusix.

6. YTpo3bl O€30MACHOCTH B CETSX: aHAJIU3 U CIIOCOOBI UX
IPEJOTBPALLECHHUS.

7. Ayaut 6e301acHOCTH CeTeBON HH(PPACTPYKTYpPhI: METOIBI U
HOJIXO/IBI.

8. [IpakTHueckue peKOMEHIAINH TI0 YIy4IIEHHIO 0€30acHOCTH
KOpPIIOPaTUBHbIX CETEH.

Tema 4. TpeGoBanus K
crcTeMaM 3aIluThl HHQOopMaIun
M HAITPABJICHUS Pa3BUTHS
CpencTB 0€30MacHOCTH
npennpusitus. [IpaBoBbie
MOCIIEeICTBUS
IHCCAHKIITMOHUPOBAHHOT'O
ImocTyna K nHpOpMaLuH

[1K-2

1. OcHoBHBIE TPeOOBaHMS K CHCTEMaM 3aIUThl HH(OPMaLIUU:
(YHKITMOHATTLHOCTD, HAJIGKHOCTD, YCTONYUBOCTD.

2. HampaBneHus pa3BUTHs CPEICTB O€30MaCHOCTH: HOBBIE TEXHOIOTHH
Y TIOJTXOJIBI B 3aIIUTEe HH(POPMAITHH.

3. [IpaBoBbIe aceKThI 3aUTUTHl HHPOPMAIIUHU: 3aKOHBI 1 HOPMaTHUBHBIE
aKThl, pETyJINPYIOIIKE OE30MaCHOCTb JaHHBIX.

4. OTBETCTBEHHOCTh OpTraHU3AlNi 33 YTEUKY JaHHBIX: IPABOBbHIE
MIOCJICACTBHS U MEPBI BO3JCHCTBUS.

5. [Ipumepsl HECAaHKIIMOHUPOBAHHOTO TOCTYIA K MH(POPMAIIUN U UX
IIPaBOBbIE TOCJIEICTBHUS.

6. Poinb perynaropoB B oOecriedeHUH 3a1uThl HHGOPMALUU: KaK OHU
BJIMSIFOT HA TIPAKTUKHU M CTAHIAPTHI O€30MacHOCTH.

7. Pa3paboTka 1 BHeApeHHe MOJUTHKU 0€30MacHOCTH HA YPOBHE
MPEANPUSITHS: IPUMEPHI U PEKOMEHAALINH.

8. bynymiee 3amuThl nH(GOPMAaIIMU: KaK MPABOBBIE U TEXHOJIOTHUYECKUE
M3MEHEHHUS OBJIHUSAIOT Ha CUCTEMBI OE30MACHOCTH.

HIkana oneHNBaHUA

[IIkana oneHUBaHUS

Kpurepuu onieHuBaHUs

«OTIn4HO» OOyuaromuiicss TiIyOOKO W coJepXaTelbHO pPACKpPBIBAET TEMY
CaMOCTOSITENIbHON paboThl, HE JOMYyCTHB OIIMOOK. OTBET HOCHUT
pa3BEpHYTHII U HCUYEPIIBIBAIOIIMM XapaKTep.

«Xopo1iio» OOyuaromuiicsi B 1II€JIOM PAacCKpbIBa€T TEMYy CaMOCTOSITEIbHOU

paboThl, OJHAKO OTBET XOTS OBl HAa OJAMH W3 HUX HE HOCHUT
Pa3BEPHYTOT'O M HCUYCPITBIBAIONICTO XapaKTepa.
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«Y IOBIIETBOPUTEIILHO» OOyuaronuiicsi B 1IeJIOM PACKPBIBAET TEMY CaMOCTOSATEIBHOM PabOoThI
U JIONyCKaeT psjA HETOYHOCTeH, (parMEHTapHO pPacKpbIBAeT
COJIepKAHUE TEOPETUYECKUX BOIPOCOB WIM HX PACKpPbIBAET
COJIEPKaTEIbHO, HO JOIYCKasl 3HAYUTEIIbHbIE HETOYHOCTH.

«HeynosnerBopurensHo» | OOyvaromuiicss He BiaZeeT BBIOPAHHOW TEMOW CaMOCTOSTEILHOU
paboTHI

6.2.6. UnauBuayaIbHbIE 3a1aHKUS AJIs1 KYPpCOBOM padoThI (MpoeKTa)
KP u KII no pmucuummbae «Kpunrtorpapuyeckue METOAbI 3alllUThI
uH(popmalm» pabouyeit mporpaMmMoi 1 y4eOHbIM MIaHOM HE MPEAYCMOTPEHBI.

6.3. OLHEHOYHBIE CPEACTBA INPOMEXYTOYHOI'O
KOHTPOJIA

Bonpocsl AJ151 TOATOTOBKHU K MPOMEKYTOYHOM aTTECTALUM 10 UTOIaM OCBOCHHUS
aucuumInebl Kpunrorpaguyeckue Meroas! 3aliMThl HHGOPMALUU:

IK-2.

1. Komnerorepnsie Bupycsl. X pa3HOBUIHOCTH.

2. AHTHUBUpPYCHBIE CpencTBa. [ [puMeppl aHTUBHPYCHBIX IIPOTPaAMM.

3. [Tonsarue nadpopMalMOHHON 0€30MaCHOCTH.

4. [TonsiTue KOH(MUIEHINATEHOCTH UHHOPMALIMH.

5. [lonsitue pmoctyma kK  uHpopmManuu  (CAaHKIMOHUPOBAHHBIM U
HECAaHKIIMOHUPOBAHHBIN JOCTYII).

6. [TonsiTust uneHTUPUKALUSA, ayTEHTU(UKALIASA U aBTOPU3ALINSL.

7. [TonsiTue yrpo3a 6€30MacHOCTH.

8. [ToHsATHE YSI3BUMOCTDH CUCTEMBI (CETH).

9. [ToHsiTHE aTaKM Ha KOMIIBIOTEPHYIO CUCTEMY.

10. Oxapaktepu3yiiTe TOAXOABI K  OOCCIICUCHHIO  KOMIIBIOTCPHOM
uHbOpMaIuu.

11. TIlepeuucnure OCHOBHBIE W BCIOMOIATEJbHBIE CEPBHUCHI O€30MACHOCTH,
JalTe UX KJacCU(UKAIHUIO.

12.  JlaiiTe XapaKTepUCTUKY TPYII TPEOOBAHUI K CUCTEME 3AILUTHI.

13. «®parMeHTapHbIil»  moaXoa B o0ecneyeHMM — O€30MacHOCTH
KOMIIBIOTEPHOU CUCTEMBI.

14.  «KommuekcHbIi» oaxo B 00ecrieueHnu 0€301acHOCTH KOMIIbIOTEPHOM
CUCTEMBI.

15. B 4em 3akirogaercs MOJIMTUKA O€30MaCHOCTH KOMIIbIOTEPHOI CUCTEMBI?

16. Ha uem ocHOBaHa «u30UpaTeIbHAS» MOTUTUKA 0€30MIACHOCTH?

17. Ha ueM ocHOBaHa «IIOJIHOMOYHAas» MOJIUTHKA 0€301aCHOCTHU?

18.  Tlonsarue kpunrorpaduu. OCHOBHBIC BUJIBI U (POB.

19. OO6o6meHHass cxema KpunTocucreMbl. [IOHATHUS CHUMMETPUYHON U
ACUMMETPUYHON KPUIITOCUCTEMBI.

20. Ilepeumncnure OCHOBHBIE AITOPUTMBI KpUINTOorpadguuecKux
npeoOpa3oBaHU.
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21. Ilepeuucnure OCHOBHBIE METOJBl KPUOTOrpaUUYECKON  3aluThI
UHPOpMAIIUU B KOMIBIOTEPHBIX CUCTEMAX U CETSIX.

22. Kak xmaccupumupyroTcs CpeAcTBa KpUNTOTpauuecKo  3alluThl
uHpopMauu?

23.  OcHOBHBIE [IOCTOMHCTBA H HEIOCTATKH alroputMa MmUGpOBaHUsA
naHHBIX ¢ moMonisio DES.

24. Ilepeuucnaure  OCHOBHbIE  KOMOMHALIMM,  HWCIOJb3yEMbIE  MpHU
mudpoBanuu anrroputmom DES.

25. Ilepeuucnute OCHOBHBIE peKUMBI paboThl anroputma DES.

26. Kak oOecrieuynBaercs KPUIITOCTOMKOCTb ACUMMETPHUYHBIX
KpUOTOCHUCTEM?

27. KakoBO OCHOBHOE Ha3Ha4Y€HHE XeII-PYHKIUU?

28. KakoBbl OCHOBHBIC IPUHITUIIBI (POPMUPOBAHUS XeII-(PYHKITUN?

29.  OtrnuuyuTenbHbIE OCOOCHHOCTH OTEYSCTBEHHOrO CTaHAapTa  Xell-
dbynaknuu (COCT P 34.11-94) ot anroputmoB xemmupoBanus MDS u SHA.

30. Ilepeuucnure OCHOBHBIE AITOPUTMBI SIEKTPOHHON IIUPPOBOI MOAMUCH
U YKQKUTE Ha UX TPUHIUIHAIbHBIE OTIIHYH.

31. TunwuyHble aTaku HA ONEPALUOHHYIO CUCTEMY

32. lloHsATHE 3aMIIEHHON ONEPAIMOHHON CUCTEMBI.

33. AmnmapatHoe 0OecreueHUe Cpe/ICTB 3alUThI OTIEPAITMOHHON CUCTEMBI.

34. TIpoGnemsl 6e3omacHocTH [P-ceTei.

35. Hawubonee pacnpocTpaHeHHbIE BapUaHThl aTaKk Ha KOMIIbIOTEPHYIO
cucreMmy Ha ocHoBe npoTtokoia TCP/IP.

36. CdopmynupyiTe CIUCOK (PYHKIIMOHAIBHBIX NEe()EKTOB C TOUKH 3PEHUS
3allUThI B UCTIOJIb3yeMOoM onepannoHHoi cucteme (OC).

37. Ha3zoBute 3nemenTsl 6e30macHoctu OC UNIX?

38.  OCHOBHBIE TPAKTUYECKUE BOMPOCHI 3aMIUTH HHPOPMAIIHH.

39. IIporpaMMHBIE€ CpeCTBA 3AIIUTHI U YHUUYTOXKEHUS HHPOPMAIUH.

40. OcHOBHBIC NPUHLMUIIBI TMOCTPOCHHS MOACUCTEMBl HH()OPMALMOHHON
0€30MacHOCTH.

41. OOwmue npuHIMUIBI 0OecrieueHHs] THPOPMALIMOHHON 0€30MacHOCTH.

42. CpenctBa obecrnieueHus KOHPUIESHIMAIBHOCTH TaHHBIX.

43. CpenctBa uaeHTU(PUKAIMY U ayTeHTU(DUKALIMY TT0JIb30BaTEIEH.

44. TlpuBenute OCHOBHBIE CXEMbl HUACHTU(PUKALMU U ayTEeHTU(UKAIUU
MOJIb30BATEIIA.

45. CpenactBa ayTeHTU(PUKALKUU STIEKTPOHHBIX TaHHBIX.

46. IlpuBenure  KiIacCU(pUKAIMIO  CHUCTEM  3alUTHl  MPOTrPAMMHOTO
o0ecrnedeHusl.

47. CpaBHUTE OCHOBHBIE TEXHHUYECKME METOJBl M CpPEICTBA 3allUThI
IPOrPaMMHOTO O0ECTICYCHUSI.

48. Ha3oBuTe OTJIMYMS CHCTEM 3aIUTHI OT HECAHKIIMOHUPOBAHHOIO JOCTYyNa
OT CHCTEM 3alllUThl OT HECAHKIIUOHHUPOBAHHOI'O KOIMUPOBAHUSI.

49. IlpuBenuTe ONpeneaeHNUE MOHATUI «IIPOTOKOJIUPOBAHUE» U «AyIUT»

50. HazoBwure 3aa4u, peanu3zyeMble MPOTOKOJIMPOBAHUEM U ayJUTOM.

51. JlaiiTe XapakKTEpUCTUKY 3aa4l aKTUBHOI'O ayUTa.
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52.  IlpuHIUIIBI MOCTPOCHHUS 1 CBOMCTBA MOTOKOBBIX MU(POB.

53. OcHOBHBIE METOABI KPUIITOAHATIN3a CUMMETPUYHBIX U ACUMMETPUYHBIX
¢ poB.

54. IlpumeHeHue KpUnTorpaguueckux METOJI0B IS 3aIUTHI
OeCrpOBOHBIX CETEH.

55. Ponb u crpykrypa ceptudukaToB OTKpbITHIX Kitoue (PKI).

56. Mexanusmsbl u ctavaaptel Hudposoi noanucu (PKCS, X.509).

57.  ANropuTMsbl TeHEpALUMU KIIFOYEN U METObI YIIPABIICHUS KIIFOUAMMU.

58. Meroapl oOecnedyeHUs IIEJOCTHOCTH [HJAaHHBIX B CHCTEMAax 3alllUThI
uHpopManuu.

59. Crangapt I'OCT P 34.10-2012 u ero npumeHeHUE IJisi JIEKTPOHHOMU
MIOJITTUCH.

60. IIpunuumnsl paboThl U TpUMEHEHUE anroputma RSA.

61. OcobeHHOCTH ¥ TpPUMEHEHUE KpUNTOrpaduu C AIUTUNTAYECCKUMH
kpuBbiMH (ECC).

62. MexaHu3Mbl AHOHUMHOCTH U KOH(UICHIIMATBHOCTH B
KpUNTOrpa)uuecKnx CUCTEMAX.

63. OcHoBbl KpunTorpa@uueckod 3alUThl MOOWUJIBHBIX U  0OJIAYHBIX
CEPBUCOB.

64. CoBpemeHHble MpuiokeHus: kpunrorpaduu. [Ipumepsi.

65. Kakue osnementsl  OezomacHoctu  cogepxkur  OC  Windows
2000/XP/Vista?

66.  DTanbl MOCTPOEHUS MOACUCTEMbI HHPOPMALIMOHHOM 0€30MMaCHOCTH.

67. [ocTtouHcTBa  OMOMETPUYECKUX  CIOCOOOB  HJACHTUPUKAIUUA |
ayTEeHTU(PUKAIMH 110 CPABHEHUIO C TPAJAUIIMOHHBIMHU.

68. IlpaBoBble  MOCIAEACTBUS  HECAHKUMOHUPOBAHHOIO  CbEMa WU
MCIIOJIb30BaHUs KOH(DHUICHIINATEHON HH(GOPMAITIH.

69. Oco0eHHOCTH TPUMEHEHUS TEXHUYECKUX CpPEJICTB YHHUUYTOKEHHUS
uH(pOpMaIMU HAa MAaTHUTHBIX U ONTUYECKUX HOCHTEIISX.

70. Ilepeuucnure QyHKIUU U KOMIOHEHTHI ceTn VPN.

71.  Knaccupuuupyiite VPN 1o crnoco0y TEeXHUYECKOW peanusaiuu U
ApPXUTEKTYpE TEXHUUYECKOrO PEUICHUSI.

72. Kakue kpunrorpa@uyeckue MPOTOKOIbl HCIONB3YIOTCA IS 3alUTHI
TEXHOJIOTUU «KIIUEHT-CepBEP»?

73. IlpuMeHeHHME aCUMMETPUYHON  KpUNTOrpaduu B DIICKTPOHHOM
KOMMEPITUH.

74.  Ilpunnumsl paboTsl U puMeHeHue mporokona SSL/TLS.

75.  OcOOEHHOCTH TIOCTPOCHHS W HCIIOJIb30BAHUS KPUNTOTpaPUIecKux
TOKEHOB.

6.4. MeToanueckue MaTepuaJibl, ONpeAeA0lIHe MPoueIypbl OlleCHUBAHUSA
3HaHMi, YMEHHH, HABBIKOB U (MJIH) ONBITA JESATEJIHLHOCTH, XapaKTePH3YyILIHNX
JTanbl (OPMUPOBAHUA KOMIIETEHIM A

33



OCHOBHOI 1IeNbI0 MPOBEACHUS IMPOMEKYTOUHOM AaTTECTALUUU  SIBISETCS

OTpeJeieHNe CTEMEHU JOCTHXKEHUS Ielied 1o ydyeOHOW JUCIUIUIMHE WU €e
pazaenaMm. OCyIIEeCTBISETCS 3TO MPOBEPKOM M OLIEHKOM YpPOBHSI TE€OPETUUYECKOU

3HAHUH,
MPAKTUYECKUX

MOJyYEHHBIX O00y4YarouuMucs,

3aj1ad,

YMCHHA HTPUMCHATL HUX B PCIICHUU
CTCIICHHU OBJIaJACHUSA O6y‘-IaIOIHI/IMI/IC51 MMPaKTHUICCKUMU

HaBbIKAMH M YMEHHUSAMH B 00beMe TpeOOBaHM pabouell porpaMmsl 10 JUCIUIUIMHE,

a TAaK)K€ UX YMEHHE CaMOCTOSITEIbHO paboTaTh ¢ y4eOHOM JIUTEPATypPOH.
OpraHuzanusi MPOBEACHHUS IPOMEKYTOUYHON aTTECTAIlMM perjaMeHTHPOBaHA

«ITonoxenuem 00 opraHuzanu 00pa30BaTEILHOrO TMpoliecca B (eaepaibHOM
rOCy/IapCTBEHHOM aBTOHOMHOM 0Opa3oBaTeIbHOM YUPEKICHUU
TIOJTUTEXHUYCCKUN YHUBEPCUTET

«MOCKOBCKHI

6.4.1. Iloka3zaTre/in OLlCHUBAHUS KOMIIETEHIIHMI HA PA3JIUYHBIX 3TANax MX

(i)OpMI/lpOBaHI/Iﬂ, HOCTHIKCHHUE oﬁyqammnMnm INIAHUPYEMbBIX Ppe3yabTaToB

Oﬁy‘-leHI/Iﬂ o AMCUMIIJIMHE

IIK-2 Pa3pat6orka undgopmanuonnoro odecneuenuss ACYII

Kpurtepuu oueHuBanus

Jran
(YypoBeHB)
HEyI0BJIeTBOPUTEJIHLHO Y/I0BJIETBOPUTEJIBLHO XOpo1o OTJIMYHO

3HATh OO6yyaromuiics OO6yuaromuiics Ob6yuaromuiics OO0yyarommuiics
JIEMOHCTPUPYET MOITHOE JIEMOHCTPUPYET HETIOJIHOE | IEMOHCTPHUPYET JIEMOHCTPHUPYET
OTCYTCTBHE WU COOTBETCTBHE CIICAYIOIUX | YaCTHYHOE HOJHOE
HEI0CTaTOYHOE 3HAHWH: COOTBETCTBHE COOTBETCTBHE
COOTBETCTBHE CIEAYIOIUX | - CTAaHJAPTHBIE 33a41 CIIEeTYIOIINX CIIEYIOIINX
3HaHUM: npodeccuoHaNbHON 3HaHUM: 3HaHUM:
- CTaHJAapTHbIE 3aJa4l JeSITEIbHOCTHY; - CTaHJapTHbIE - CTaHJapTHbIE
po¢ecCHOHANBHOM - CYIIHOCTb ¥ 3HAYEHHNE 3a/1a4n 3a/1a4n
JIeSTEeIHHOCTH; nH(GOpPMAIUK B Pa3BUTUH | MPO(ECCHOHATBHO | MPOPECCHOHATLHOM
- CYLIHOCTb U 3HaYECHUE B Pa3BUTHH COBPEMEHHOIO | I AESATEIBHOCTH; JeSITeNbHOCTH;
nHGOPMALUK B Pa3BUTUM | UH(YOPMALIOHHOTO - CYLIHOCTb U - CYLIHOCTb U
B Pa3BUTHH COBPEMEHHOI'O | 00IIecTBa; 3Ha4YCHHE 3Ha4YeHHE
MHQOPMAILIIOHHOTO - COBPEMEHHBIE nHpOpPMaIUH B MHQOpMaINH B
o01ecTBa; TEH/IEHIIUN PA3BUTHS PasBUTHU B Pa3BUTUH B
- COBPEMEHHBIC WHPOPMATHKH U pa3BUTHHU pasBuTHH
TEHJICHIINN Pa3BUTHS BBIYHCIUTEIBHON COBPEMEHHOT0 COBPEMEHHOI0
UHQOPMATHKH U TEXHUKHU, KOMIIBIOTEPHBIX | HHPOPMAIMOHHOTO | MH(GOPMALMOHHOTO
BBIYMCIIUTENbHON TEXHOJIOTHH U IyTH UX o01iecTBa; o01ecTBa;
TEXHUKH, KOMIIBIOTEPHBIX | IPUMEHEHHS B - COBpEMEHHBIE - COBPEMEHHBIE
TEXHOJIOTHH U ITyTH UX npodeccuoHaNbHON TEHACHLIUN TEHACHLIUU
IPUMEHEHUs B JeSITEIbHOCTH; pasBUTHA pas3BUTHA
npodecCHOHATEHON - OCHOBBI WHPOPMATHKH U UHQOPMATHKH U
JIeSITENIbHOCTH; WHPOPMATHOHHO- BBIYUCITUTEIBHON BBIYMCIIUTENbHON
- OCHOBBI KOMMYHHKaLMOHHBIX TEXHUKH, TEXHUKH,
nH(pOPMAIOHHO- TEXHOJIOTHI; KOMITBIOTEPHBIX KOMITBIOTEPHBIX
KOMMYHHKAIIHOHHBIX - OCHOBBI MaT€MaTHKH Ha | TEXHOJIOTUH U MMyTH | TEXHOJOTHH U MyTH
TEXHOJIOTHI; YpOBHE, HEO0XOAUMOM WX IPUMEHEHUS B | UX IPUMEHEHUS B

- OCHOBBI MaT€MaTHKH Ha
YpOBHE, HEOOXOTUMOM

JUTS pEIICHUS
CTaHJIAPTHBIX 3aJa4

podeCcCUOHATBEHO
H 1esITeIbHOCTH;

npodeccruoHaTbEHOM
JICSITSIILHOCTH;
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IUISL peLICHUS npodeccnoHanbHON - OCHOBBI - OCHOBBI
CTaHIAPTHBIX 33134 JeSITENbHOCTH; HHPOPMALIMOHHO- | MH(OPMALMOHHO-
npodeccHoHATEHON - BUJIBI YTPO3, KOMMYHHKAIIMOHH | KOMMYHUKAIIHOHHBI
JESITENbHOCTH; BO3HHKAIOIIHE B IPOLIECCE | BIX TEXHOJOTHH; X TEXHOJIOTHIA;
- BUBI YTPO3, UH(POPMALTMOHHON - OCHOBBI - OCHOBBI
BO3HMKAIOLINE B IIPOLIECCE | ACSATEIbHOCTH; MaTeMaTUKH Ha MaTeMaTUKU Ha
UHQOPMAOHHON - METOABI U CPe/ICTBA YpOBHE, YPOBHE,
JESITENbHOCTH; oOecrieyeHust HEOOXOOUMOM Uil | HEOOXOAUMOM JUIS
- METOIBI U CPEACTBA UHPOPMALTIOHHON peleHus peleHus
obecrniedeHus 6e301macHOCTH 0OBEKTOB CTaHIapTHBIX CTaHJApTHBIX 3aja4
UHPOPMALTIOHHON npodeccuoHanbHON 3a71a4y npodeccHoHAIBHON
0e30macHOCTH OOBEKTOB JeSITEIbHOCTHY; npoeCCHOHANBHO | IESTEIBHOCTH;
npodecCHOHATLHON - TIOHSITHS W IS TebHOCTH; - BHJIBI YTPO3,
JeSITENbHOCTHY; KOH(HICHINATEHON - BUZBI YTPO3, BO3HHKAIOIIHE B
- IOHATUS UHpOPMAIHH, BO3HHKAIOIIE B nporuecce
KOH(pUICHINAIBHON NEPCOHANBHBIX JAaHHBIX U | Ipolecce UH(QOPMAIIIOHHON
UHQOpMAIIH, roCyJIapCTBEHHOW TalHbl. | HHPOPMAIIMOHHON | JESITEeNbHOCTH;
MIEPCOHANBHBIX JaHHBIX U JeSITEIbHOCTH; - METOZBI U
roCyJapCTBEHHON TalHBI. - METOZBI U cpencTBa

cpencTBa obecrieueHus

obecrieyeHust MHPOPMAOHHON

WH(POPMAIIMOHHOW | 0e30TacHOCTH

0e30macHOCTH 00BEKTOB

00BEKTOB npodecCHoHATEHON

npoeCCHOHANBHO | IESTETIBHOCTH;

I 1eATeNTbHOCTH; - IOHATUS

- TIOHSITHSI KOH(HIEHIINATEHO

KOH(QUACHIIMAIBHO | i HHpOpMAIIWH,

it uaopmanumy, MEePCOHANIBHBIX

HEPCOHAIBHBIX JAHHBIX U

JAHHBIX 1 roCyJapCTBEHHON

TrOCylapCTBEHHOW | TalHBI.

TalHBI.

yMeThb OOyuaromuiicst He ymeer | OOywaromuiics Obyuatomuiics Oobyuaromuiics

WIH B HEAOCTAaTOYHON JEMOHCTPHUPYET HETMOIHOE | AEMOHCTPUPYET JEMOHCTPUPYET
CTETIEHH YMEET BBHITMOJHATH | COOTBETCTBHUE CIEAYIONIUX | YACTUIHOE MOJTHOE
: YMEHUI: COOTBETCTBHE COOTBETCTBHE
-IIPUMEHSTh -IPUMEHSTh CIIEAYIOIINX CIICAYIOIINX
MaTeMaTHYeCKHE METOJbl, | MAaTEeMaTHYECKHE METOMbI, | YMCHHIA: YMEHUI:
BBIYMCIIUTENBHYIO BBIYUCIUTEIBHYIO -IPUMEHSTh -IIPUMEHSTh
TEXHUKY JJISl PeIIeHHS TEXHUKY IJIS1 peICHUS MaTeMaTHYEeCKHe MaTeMaTH4YeCKHe
MIPAKTUYECKUX 3a7ad; - MPAaKTUYECKUX 337a4; - METO/bI, METO/BL,
BBIOMpATh HEOOXOIMMBIC BBIOMpATh HEOOXOMMBIC BBIYUCIUTEIBHYIO | BBIYUCIHTEIHHYIO
MHQOPMaIOHHbIE MHPOPMAIIOHHEIE TEXHUKY IS TEXHUKY IS
pecypchl U HCTOUHUKHU pecypchl M ICTOYHUKU pereHus peleHus
3HaHUH B DJIEKTPOHHOU 3HAHUH B 3JIEKTPOHHOU NIPAKTUYECKUX MPAKTUYECKHUX
CpeZe - BBISIBIISITh YTPO3bl | CpeJie - BBIIBIATH YIPO3bl | 3aay; - BRIOMpaTh | 3a[ad; - BRIOUpaTh
WHGOPMAITIOHHOM MH(OPMAITMOHHOM HE0OXOMMBIE HEOOXOANMEIE
Oe3omacHOCTH; 0€30MacHOCTH; nH(pOpMaITMOHHBIE | HHPOPMAITHOHHBIC
- aHAJIM3UPOBATH U - aHATU3UPOBATH U pecypcesl 1 pecypesl U

BBIOHpATh METOMBI U
CcpencTBa 00eCTIICUCHUS
UHPOPMAITTOHHOH
Oe3omacHoOCTH.

BBIOUPATH METOMBI U
cpencTBa o0OecTieueHUs
WHPOPMAITUOHHON
0e30mmacHOCTH.

WCTOYHHUKH 3HAHUH
B 3JIEKTPOHHOU
cpeie - BBISBIISATH
yIpO3bI
MH(OPMAITUOHHOM

MCTOYHUKH 3HAHUH
B 3JIEKTPOHHOU
Cp€ac - BbIABJIATH

YIPO3BI
WHGOPMAITIOHHOM
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0e30IMacCHOCTH;
- QaHAJIM3UPOBATh U
BBIOMPATHh METO/IBI

0e30IMacHOCTH;
- QHAJTM3HUPOBATH U
BBIOUPATH METOIBI

U CpencTBa U CpelcTBa
obecrnieveHus obecrniedeHus
nH(pOpMaAITMOHHON | HHPOPMAITHOHHOM
0e30macHOCTH. 0e30macHOCTH.

BJaJeTh OO6yuaromuiics He Bnageer | OOywaromuiics Biageer B | O0yyarommMmcs OO6yyarommuiics

WIH B HEIOCTATOYHOM HETOJTHOM 00beMe U JIOITYCKAOTCS CBOOOIHO
CTEIICHH BJIaJEeT : MPOSIBIISIET HE3HAYHTEIbHBIE NPUMEHSET
- JIIEMEHTaMH HEJI0CTAaTOYHOCTh omuoKy, MOJTy4YCeHHBIE
(YHKIMOHAIBHOTO BJIaJICHUS] HABBIKAMH : HETOYHOCTH, HaBBIKH, B TIOJTHOM
aHaln3a; - JJIEMEHTaMH 3aTpyAHEHHS, o0beMe BIIa/ICeT:
- YHCICHHBIMH (GYHKIIMOHATEHOTO YaCTHUYHO BIAJCET | -3JIEMCHTaMH
METO/IaMU PEIlCHHUS aHam3a; HaBBIKAMU: (YHKIIMOHAIBHOTO
cucTeM - YHUCIICHHBIMU -3JIeMeHTaMHt aHaJm3a;
nuddepeHIHaTBHBIX 1 METOaMH PEIICHUS (YHKIMOHAIBHOTO | -YUCICHHBIMH
anreOpanvecKkux cucTeM aHamm3a; METO/IaMU PEIICHHS
ypaBHEHUH, METOAAMHU I PepeHIINAIBHBIX U -YUCIICHHBIMU cucTeM
AHAJTUTUYECKOH anreOpandecKux METOJIaMH UG hepeHITuaTbHBL
TEOMETPHH, TCOPUU YpaBHEHHH, METOJIAMU pEIICHUS CHCTEM X |
BEPOSATHOCTEH H AHATUTUYECKON TG epeHInaNbHBI | anredpandecKux
MaTeMaTH4YeCcKoil T€OMETPHH, TEOPHH XU YpaBHEHUH,
CTATUCTHKH, BEPOSITHOCTEH M anreOpandecKux METOaMHU
MaTeMaTUYECKON JIOTUKH, | MaTeMaTUYECKOMN YpaBHEHUH, AHAITUTUYECKOMN
Teopuu TpadoB ¥ TEOPUU | CTATHCTHUKH, METOAaMHU TeOMETPHH, TCOPUH
AITOPUTMOB; MaTEeMaTHYECKOW JIOTHKH, | aHaJTUTHYECKOH BEPOSITHOCTEH 1
-ouboTeYHO- Teopuu rpad)oB U TCOPHH TEOMETPHH, TCOPHUH | MaTEeMaTHICCKOU
OoubIMorpadUUeCKUMU aITOPUTMOB; BEPOSITHOCTEH H CTaTUCTHKH,
3HAHUSMU; -OnbIMoTeYHO- MaTeMaTHYeCKON MaTeMaTH4YeCKOi
- METOJIAMH U CPEZICTBA oubmuorpadpruuecKuMu CTaTUCTHKH, JIOTHKH, TEOPUH
obecrieueHUs 3HAHWSMU; MaTeMaTHIeCKOM rpadoB B TCOPHH
UHQOPMAOHHON - METOIaMH U CPEeCTBa JIOTHKH, TEOPUH AITOPUTMOB;
0e3omacHOCTH. oOecrieyeHust rpa¢oB U Teopun -OnbnroTeyHoO-
nH(pOpMaITMOHHON AITOPUTMOB; oubmmorpaduueckn
0€30ITacCHOCTH. -OHOIMOTEYHO- MH 3HAHUSIMU;
oubnuorpauyeck | - METOIaMu U

MMM 3HAHUSIMU;
- METOHAMU U
cpencTBa
obecneyeHust
nH(pOpMaAITMOHHON
0€30ITaCHOCTH.

cpezcTBa
obecreyeHust
UHPOPMaOHHON
0€30IaCHOCTH.

6.4.2. MeToauKa OLleHMBAHUS PE3YJbTATOB POMEKYTOYHOI aTTECTAIUU

IlokazarenamMu OlIEHUBaHUSA

KOMIIETEHIIMA Ha JdTame

MIPOME)KYTOUYHOU

aTTecTanuu 1o auciuriinae «Kpunrorpagudyeckre METObI 3alIUThHl HHPOpMAITUN)
SIBJISIFOTCS. PE3YJIbTAThl OOYUCHUS 110 JTUCITUILIHHE.

OueHoYHbIH JUCT Pe3yabTATOB 00y4YeHH sl 0 JUCHHUIJIMHE

Kon

KOMIICTCHIIMH

3Hauus

YMeHusa

Hasrpixkn

c(hOpMUPOBAHHOCTH

YpoBeHb

KOMIIETEHIIUN Ha
JaHHOM dTare /
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OIICHKA

I1K-2 Ha ypOBHE Ha ypOBHE YMEHHUI: Ha ypOBHE
Pa3pabotka 3HAHMM: YMETb IPUMEHSATh HaBBIKOB!
UHQOPMALIMOH | 3HATH METOAMKH MTOUCKA, cOOpa | MPAaKTUYECKUMHU
HOTO METOIUKU 1 00paboTKH HaBBIKaMH
obOecrieueHus | mowmcka, coopa | uHbOpMaIUy; MoMCcKa U
ACVYII 1 00paboTKH YMETbh HaXOJIUTh U aHaIu3a u

UHPOPMALIMK; | OCYIIECTBIISAThH CHHTE32

aKTyaJIbHbIE CUCTEMaTH3alHIo, uHpopMaIuy;

UCTOYHUKHU KPUTUYECKHI aHAU3 U METOAUKOMN

uH(pOpMalyU B | CUHTE3 HHPOpPMAIHH, CHUCTEMHOTI'O

chepe HOJYYEHHOM U3 pa3HbIX | MOAXOJA JUIs

npodecCuoHall | UICTOYHUKOB; petieHus

bHOMU YMETb NIPUMEHSTh HOCTaBJIEHHBIX

JeSITEIbHOCTH; | CUCTEMHBIN MOAXOM U1 | 3aJad

3HaTh pELICHHS TOCTABICHHBIX | HalpaBJIEHUS

OCHOBHBIE 3a/1a4 HaIrpaBJICHUS MOJITOTOBKU

HPUHIUIBI U HOJTOTOBKH.

METO/IbI

CHUCTEMHOT0

aHaJIM3a.

OreHka o JUCIUILIMHE (cpeaHee apupMeTHIecKoe)

Oune”ka 110

JUCLHUTLINHE

3aBHCHUT oT

YPOBHA

c(hOpMHUPOBAHHOCTH

KOMITETEHIIUN, 3aKpeIJICHHBIX 3a ANCIHUIUIMHOW M TPEACTaBIseT OO0 cpenHee
apu(pMETHIECKOE OT BBICTABIICHHBIX OIEHOK IO OTJEIHHBIM pe3yJibTaTaM O0y4YeHUs
(3HaHMSI, YMEHUSI, HABBIKH).

OreHKa «3a4TEHOY» BBICTABIISIETCS, €CITU CpeiHee apu(PMETHIECKOE HAXOIUTCS
B uHTepBasie oT 2,4 no 5,0. OueHka «HE 3a4TEHO» BBICTABISETCS, €CIU CPEAHEE
apudpmeTnyeckoe HaxoauTcss B uHTepBaie ot 0 1o 2.4.

[IpomexyTouHast artectarusi oOydaromuxcs B ¢Gopme 3adeTa MPOBOJUTCS IO
pe3yJibTaTaM BBINIOJIHEHUSI BCEX BHUJOB Y4eOHOW paboOThl, MPEIyCMOTPEHHBIX
y4eOHbIM IUTaHOM 1o auciuiuinHe «Kpunrorpadguueckue wmeToabl 3aluThI
uHbopMaIMK», TMPU OATOM YUYUTHIBAIOTCA PE3YJNbTaThl TEKYLIErO0 KOHTPOJIS
yCIIEeBa€MOCTH B TeueHue cemectpa. OleHKa CTeNeHH JOCTUKEHUST 00y4YaroluMUCS
IUTAHUPYEMBIX ~ pe3yJbTaTOB ~ OOy4YeHUS MO  JUCHUIUIMHE  TMPOBOJUTCS
penojaBaTeyeM, BEAyLIIUM 3aHATUS 110 AUCUUILIMHE METOJIOM 3KCIIEPTHOU OLEHKHU.
[To uToram mNpOMEXKYTOUYHOW AaTTECTAUUM IO JUCIUIUIMHE BBICTABISAETCS OLCHKA
«3aYTEHO», WIH «HE 3aYTEHOM.

HIxana
Onucanue
OLICHUBAHHUSA
BoinmonHensl Bce BUIbl y4eOHOI pabOThI, MPEeIyCMOTPEHHbBIE YUeOHBIM IIAHOM.
3auTeHo CTyaeHT 1eMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHUI, HABBIKOB IPUBEICHHBIM B
TabIuuax IMokasareneil, omepupyer NpPUOOPETEHHBIMU 3HAHUSMHU, YMEHUSIMHU,
HaBBIKAMU, MPUMEHSIET UX B CUTYalMsIX MMOBBIIIIEHHOM ciiokHOCTH. [Ipu aTOM MOTyT
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OBITh JIOMYIIEHbl HE3HAYUTENbHbIE OIMMOKH, HETOYHOCTH, 3aTPyJHEHUS TpU
aHAIMTUYECKUX  OMNepalusX, IMepeHoce 3HaHUW M YMEHHH Ha HOBBIE,
HECTaHJapTHbIC CUTYyaIUH.

He BemmosneHn oguH wim Oosnee BHIOB y4eOHOW pabOTHI, MPEayCMOTPEHHBIX
yueOHbIM IaHOM. CTyJeHT JNeMOHCTPUPYET HENOJIHOE COOTBETCTBHE 3HAHMUH,
YMEHHH, HaBBIKOB IO d3TanaMm (ypoBHSAM) C(HOpPMHUPOBAHHOCTH KOMIIETCHIINH,

He 3auteno . N
JOITYyCKArOTCA 3HAYHUTCIIbHBIC OI_HI/I6KI/I, IMPOABJIACTCA OTCYTCTBHUEC 3HAHUU, YMCHHU,
HAaBLIKOB I10 pAOY HOKa3aT€H€fI, CTYACHT UCIHBITBIBACT 3HAYUTCIIbHBIC 3aTPYAHCHUA
IIpu ONICpUPOBaHNU 3HAHUAMU U YMCHHUAMU IIPU UX IIEPCHOCEC HA HOBBIC CUTYAILIUH.
7. JJIeKTpPOHHAasi MH(POPMAIIMOHHO-00pa30BaTe/IbHAsA Cpe/a

Kaxmprii oOyuaromuiicss B TeYSHUE BCETO Meproja 00ydeHnuss 00ecTieunBaeTCs
WHJMBUIYaJIbHbIM HEOTPAHWYEHHBIM JIOCTYNIOM K S3JIEKTPOHHOW HH(POPMAIMOHHO-
oOpazoBatenbHOM cpene YebOokcapckoro wuHcTUTyTa ((unnana) MOCKOBCKOTO
MOJIMTEXHUYECKOTO0 YHUBEPCUTETA U3 JIOOOM TOUKH, B KOTOPOW MMEETCSl AOCTYI K

UH(OPMAIIMOHHO-TEIEKOMMYHUKAUUOHHON cetn  «MHTepHeT» (nmamee — ceThb
«HTEepHeT»), KaKk Ha TEPPUTOPHUH (PuiIHalia, TaK U BHE €e.
DnexTpoHHas MH(OpPMaLMOHHO-00pa30oBaTeNlbHAsg Cpela — COBOKYIHOCTh

UH(OPMAIIMOHHBIX M TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHM, COOTBETCTBYIOIINX
TEXHOJIOTUYECKUX  CPEJCTB, OOCCHEYMBAIOIIMX  OCBOCHHUE  OOYYaIOIIUMHUCS
o0pa3oBaTeNbHBIX MPOTPaMM B MOJTHOM 00BEME HE3aBHUCHMMO OT MECTa HaXOXKICHUS
oOyJarommxcs.

DekTpoHHas HH(POPMAIIMOHHO-00pa3oBaTelIbHas cpefia 00eCIIeUnBacT:

a) I0CTyN K y4eOHBIM IUTaHaM, padOYuM MporpaMMmaM JUCIHUIUIUH (MOAYyJei),
MPAKTUK, AJICKTPOHHBIM YUYEOHBIM HM3IAHUSAM UM D3JIEKTPOHHBIM 00pa30BaTEIBHBIM
pecypcaM, yKa3aHHbIM B pa0ouuX MporpaMmax AUCIUIUINH (MOAYJIeH), TPaKTHK;

0) dopMupoBaHue >IEKTPOHHOrO MOPTHOIUO OO0YUYAIOIIErocs,, B TOM YHCIIE
COXpaHEHHE ero padoT U OLICHOK 3a 3TU PabOTHI;

B) pukcanuio XoJ1a 00pa3oBaTeabHOTO npolecca, pEe3ynbTaTOB
IPOMEKYTOYHOM aTTeCTAllMK U PE3yJIbTaTOB OCBOCHHUSI MPOTPaMMBbI OakanaBpHuara;

I') IPOBEJICHUE YUYEOHBIX 3aHATHH, MPOLEIYp OLIEHKH PEe3yJbTaTOB 00y4YeHUS,
peanuzaiys KOTOPBIX MPEIyCMOTpPEHA C NPUMEHEHHEM 3JIEKTPOHHOrO0 OOyYEHHS,
JTUCTAHITMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTUH;

1) B3aUMOJICHCTBHE MEXKIy YYaCTHUKaMH 00pa3oBaTEIBHOTO MpOIlecca, B TOM
YUCJIE CUHXPOHHOE W (WJIM) AaCHMHXPOHHOE B3aWMOJICHCTBUS TOCPEICTBOM CETH

"Nntepuer".

QOYHKIMOHUPOBAHUE JIEKTPOHHOU MH(POPMALIMOHHO-00pa30BaTEIbHON Cpe/Ibl
obecnieunBaercs COOTBETCTBYIOIIMMHU CpelCTBAMHU MH(OpPMAMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTMA W  KBajmudukamuedn  paOOTHHKOB, €€

WCTIOJIb3YIOIIUX U OAAEPKUBAIOIIHX.
OYHKIIMOHUPOBAHUE AJIEKTPOHHON MH(POPMAIMOHHO-00pa30BaTEILHON CPEIbI
COOTBETCTBYET 3aKOHOAATENbCTBY Poccurickon denepauni.
OcHoBHbIME cocTaBstomumMu DMOC dunuana SBISIOTCS:
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a) calT wuHCTUTYyTa B ceTu VHTepHET, pacHoJOKEHHBIM 10 aJpecy
www.polytech21.ru, https://chebpolytech.ru/ koTopslii o6ecrieunBaeT:

- JocTyn OOydYalImmXcsi K Yy4eOHbIM IUTaHaM, padodyuM MpoTrpaMMam
JTUCIUTUINH, TPAKTUK, K W3JAaHUSM DJCKTPOHHBIX OHOJMOTEUHBIX CHCTEM,
ANIEKTPOHHBIM HMH(POPMAIIMOHHBIM W 00pa30BaTEIBHBIM pecypcaM, yKa3aHHBIX B
pabounx mporpammax (pazaennl caiita «CBeneHuss 00 00pa3oBaTeIbHOU
OpraHu3alumn»);

- nH(opMupoBaHUe 00yUaroLMXCs 000 BCeX U3MEHEHUIX Y4eOHOro rnpoiecca
(HOBOCTHas JICHTA caiiTa, JIEHTa aHOHCOB);

- B3aUMOJICHCTBME MEXIy YyYaCTHMKaMU 00pa3oBaTeIbHOrO Ipoiiecca
(mompaszaensl caitta «3agaTh BONPOC AUPEKTOPY»);

0) oduiumambHbie SJICKTPOHHBIC ajJpeca MOApa3IeNeHUH U COTPYIHUKOB
UHCTUTYTa ¢ SHaekc-momeHoMm (@polytech2l.ru (crUCOK KOHTAaKTHBIX JAHHBIX
nonpasneneHuit Ounnana pasMmeinieH Ha odunmanbHOM caite Punmana B pasjene
«KOHTaKThI», CHUCKA KOHTAKTHBIX OQUIIMATBHBIX  OJEKTPOHHBIX  JIAHHBIX
npernoaaBareneii  pasmemieHsl B moapazaenax  «Kadempe») obecrneumBaior
B3aMMOJCHCTBHE MEXAY YYaCTHUKAMHU 00pa30BaTEIbLHOTO MPOLIECCa;

B) JUYHBIN KaOuHeT oOyuarouierocs (moptdosno) (BXOJI B JUYHBINA KaOUHET
pa3MmernieH Ha oduimanbHoM caiite Punmana B pazaene «CTyneHTy» MOapas/ene
«OneKTpoHHasi UH(POPMAIMOHHO-O0pa3oBaTe/ibHaAs CpeAa») BKIOYaeT B ceOs
nopToINO  CTYyACHTA, DJJICKTPOHHBIE BEIOMOCTH, PEUTHHT CTYJACHTOB U
00ecIeunBaeT:

- ¢uKcaluio xo1a 00pa3zoBaTEIbHOTO MPOLECCa, PE3YIbTATOB MPOMEKYTOUHOM
aTTECTaIlMU U Pe3yJbTaTOB OCBOCHHS 00pa30BaTEIbHBIX MPOrpaMM O00yHaAIOIIMMHUCS,

- ¢opMupoOBaHUE AJIEKTPOHHOIO MOPTHOINO 00yUaIOIIerocs, B TOM YHCIIC C
coXpaHeHHE paboT 00yUaroIIerocs, peleH31ui U OIICHOK Ha 3TH paboThI,

I) DOJCKTPOHHBIC OWOJMOTEKH, BKJIIOYAIONIME HJICKTPOHHBIE KaTajorH,
MIOJTHOTEKCTOBBIE JJOKYMEHTHI U 00€CIICUNBAIOIINE TOCTYM K y4eOHO-METOIUICCKUM
MaTepualiaM, BBITTYCKHBIM KBUTH(PUKAIIMOHHBIM padoTaM | T.1.:

YebOokcapckoro uacruryta (punmnana) - <K UPBUCy

1) JEeKTPOHHO-0MOnoTeunsie cuctembl (ObC), BKIIOUAIONINE AIEKTPOHHBIN
KaTaJioT ¥ MOJIHOTEKCTOBBIE JOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenbHas mwiatdopma FOpailt - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

e) miaTdopma 1udpoBoro oOpa3oBaHUs [TonuTexa
https://Ims.mospolytech.ru/

K) cuctema « AHTuraruar -https://www.antiplagiat.ru/

3) cucrtema 3JeKTpoHHOro aokymeHtoobopora DIRECTUM Standard —
o0ecreynBaeT JOKyMEHTO000pOT Mex 1y Priinanom U Y HUBEPCUTETOM;

n) cucrema «1C Ynpasnenue BY3oM DnektpoHHblii nekaHat» (MoOCKOBCKU
MOJINTEXHUYCCKUN YHUBEPCUTET) OoOecriednBaeT (PUKCAIIo X0/1a 00pa30BaTeIIbHOTO
mporecca, pe3ylbTaTOB MPOMEXKYTOYHOW aTTeCTallud W Pe3yJbTaTOB OCBOCHUS
00pa3oBaTeNbHBIX MPOTpaMM 00YJarOIITUMUCS;
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k) cucrema «POLYTECH systems» obOecneunBaer uHGOPMAIIMOHHOE,
JOKYMEHTaJIbHOE  aBTOMATHU3HPOBAaHHOE  COMPOBOXKICHHE  00pa30BaTEIbHOIO
npouecca;

1) cucreMma «AOUTYpHEHT» o0ecrnieunBaeT JOKYMEHTAJIBHOE
ABTOMATU3HPOBAHHOE COMPOBOXKIECHUE PAOOTHI NPUEMHOW KOMHCCHH.

8. IlepeyeHb OCHOBHOW M [ONOJHHUTEJIBHOH Y4eOHO#l JIMTEpPATYpBHI,
HEe00XO0UMOii 1JIf 0CBOEHUSI TN CUHUIJIMHBI

OcHOBHas JIMTEpaTypa:

1. BuaykoB, A. A. 3amwura u"dopmanuu : y4yeOHUK Ui By30B / A. A.

BnaykoB. — 3-e u3z., nepepad. u qon. — Mocksa : U3patensctBo FOpaiit, 2025. —
161 c. — (Bwicmiee oOpazoBanue). — ISBN 978-5-534-07248-8. — Teker :
anekTpoHHbit  //  OOpazoBarenbHas 1iatdpopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/561313.

2. TymOunckasi, M. B. 3ammura nndopmaium Ha npeanpusaTuu : yueOHoe

nocob6ue /g By30B / M. B. TymOunckas, M. B. [lerpoBckuii. — 2-e u3z., crep. —
Cankr-IletepOypr : Jlanp, 2025. — 184 ¢. — ISBN 978-5-507-52967-4. — Texcr :

ANEKTpOHHBIN // JlaHb : 3JIeKTpOHHO-OMOnMoteunass cuctemMa. —  URL:
https://e.lanbook.com/book/463043. —  Pexum  pgocTyma: sl aBTOPU3.
II0JIb30BAaTEIIEH.

3. [IpoxopoBa, O. B. MHWadopmaimonHas O0€30MacHOCTh M 3alllUTa

uHpopmaimu : yueOHuk ais By3oB / O. B. IIpoxopoBa. — 6-e u3f., ctep. — CaHKT-
[TerepOypr : Jlawp, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcrT :

ANEKTPOHHBIN //  JlaHb : 3neKkTpoHHO-OMONMMoTeuHass cucrtema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  pmocryma: s aBTOpH3.
IIOJIb30BATEIIEH.

4. Bagunmun, . A. WHpopManvoHHbIE TEXHOJOTUM B YIPABJICHHUH

KauyeCcTBOM U 3amuTa uHpopManuu : yueOHoe mocodbue mis By3oB / 5. A. BaBwiuH,
B. I'. Conpnaros, U. I'. MankeBuu. — Cankt-IletepOypr : Jlanb, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — Tekct: 3neKTpoHHBIA // JlaHb : 3JIEKTPOHHO-
oubmmoreunast cucrema. — URL: https://e.lanbook.com/book/447242. — Pexum
J0CTyMa: JIJIsl aBTOPH3. MOJIH30BATENICH.

JononHuTenbHas urepaTypa:

1.  3enkos, A. B. Uudopmarmonnas 6e30macHOCTb U 3aniuTa HHGOpMAaIIH
: yueOHuK as By30B / A. B. 3eHkoB. — 2-e uzn., nepepab. u gomn. — Mocksa :
W3narensctBO FOpaiit, 2025. — 107 ¢. — (Bwicmee o6pazoBanue). — ISBN 978-5-
534-16388-9. — Tekct : anexrponHbit // OOpa3zoBarenvHas miatdhopma HOpait
[caiiT]. — URL: https://urait.ru/bcode/567915.

2. Jlocs, A. b. Kpunrorpapuueckre MeToAbl 3alIUThl UHOOPMALUU AJIS
M3yYaoNIMX KOMITBIOTEPHYIO 0€30macHOCTh : yueOHuK /i By30B / A. b. Jlocs, A. TO.
Hecrepenko, M. U. PoxkoB. — 2-e u3n., ucnp. — Mocksa : M3narensctBo IOpair,
2025. — 424 c. — (Bricmiee obpazoBanue). — [SBN 978-5-534-12474-3. — Texcr :
anekTpoHHbt //  OOpazoBarenbHas minatdopma FOpait [caitit]. — URL:
https://urait.ru/bcode/560426.
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ITepnonuka:

CucteMsbl yrpaBlieHUs] M1 MHQOPMALMOHHBIC TEXHOJOTUU: HAYYHBIN KypHAT -
URL: http://sbook.ru/suit/- TekcT : 21eKTPOHHBII

9. IIpodeccnonanbubie 0a3b1 JAHHBIX U HH(POPMALIHOHHO-CIIPABOYHbIE

CHUCTEMbI

[IpodeccrnonanpHas 6a3a
JTAHHBIX U UHOOPMAIIMOHHO-
CIIPAaBOYHBIC CHCTEMBI

Wndopmanus o npaBe COOCTBEHHOCTH (PEKBU3HUTHI JOTOBOPA)

YHuBepcurerckas
nH(OpMaITMOHHAs CUCTEMA
POCCUH
https://uisrussia.msu.ru/

Temarudeckass dneKkTpoHHass Oubnmoreka wu  0asa s
NPUKITAHBIX UCCIEA0BAaHNHN B 001aCTH YKOHOMUKH, YIIPaBICHNUS,
COLIMOJIOTHH, JIMHTBUCTHUKHU, ¢dunocodpum, ¢bunonorumy,
MEKIYHAPOAHBIX OTHOIICHUH, TPaBa. CBOOOIHBIN JOCTYII

Hay4Hast SJIEKTPOHHAs
o6ubnmoreka Elibrary
http://elibrary.ru/

Hayunass osnexktponHas Oubnmoreka eLIBRARY.RU - »10
KPYMHEWIIUI  poccHiicKuil  MHQOPMAIIMOHHO-aHATUTHYECKUN
nopran B 00JacTW HAyKH, TEXHOJOTUH, MEIUIUHBI |
o0Opa3oBaHus, coAepKaluii peepaTsl U MOJIHbIE TEKCTHI OoJiee
26 MJIH Hay4HbIX CTaTell W myOJuMKauuid, B TOM 4YHCIIE
ANEeKTpOHHBIE Bepcun Oomee 5600 poccHiickux Hay4yHO-
TEXHUYECKUX KYpPHAJOB, U3 KOTOpbiX Oosee 4800 xypHajIoB B
OTKPBITOM JIOCTYII€ CBOOOHBIHN J1OCTYII

caut MHcTTYyTa HAY4YHOR
uHpopMaIUU 1O
oOuiectBeHHbIM Haykam PAH.
http://www.inion.ru

bubmuorpadpuueckne 6azpr  nmamneix HMHUOH PAH 1o
COLIMAJILHBIM U T'YMaHUTAapHBIM HayKaM BelyTcs ¢ Hadana 1980-x
rogoB. OOmmuii 00BEM MacCHBOB COCTaBisIET OoJjiee 3 MIIH.
500 Teic. 3anuceit (manueie Ha 1 sHBaps 2012 1.). Exeromnsrit
npupocT — okoJio 100 TeIC. 3anucen.

B 6a3bl JaHHBIX BKJIIOYAIOTCS aHHOTHPOBAHHBIC OMHCAHUS KHUT
M cTared w3 JKypHaIoB W cOopHMKOB Ha 140 s3bIkax,
noctynuBuinx B @DyHaameHTanpHyto Oubmuoreky MHWOH
PAH.

Onucanusi cTateld U KHUT B 0a3axX JaHHBIX CHA0XKEHbI MH(PpPOM
XpaHEHUsT M CChUIKAMU Ha IOJIHBIE TEKCThl HCTOYHHMKOB U3
HayuHoii 571eKTpoHHOM OMOIUOTEKH.

®denepanbHbI OPTaT
«Poccuiickoe

oOpa3oBaHue» [DIEKTPOHHBIN
pecypc] — http://www.edu.ru

@enepanbubiii  mopran  «Poccuiickoe  oOpa3oBaHue»  —
YHHUKaJIbHBI HHTEPHET-pecypc B cepe 00pa3oBaHMs U HAYKH.

ExxenneBHO myONMKyeT caMble akTyallbHble HOBOCTH, AHOHCHI
coObITHH, MH(pOPMAIIMOHHBIE MaTepUaibl A IIHUPOKOTo Kpyra

yurtareneil.  ExeHenenbHO  Ha  mopTalie  pa3MeNaroTCs
OKCKJIFO3UBHBIE  MaTe€pualbl,  HWHTEPBBIO C  BEIYyLIUMHU
criecnypajaiucraMmm —  r€aaroraMu, IICuxoJjioraMu, Y4YCHBIMU,

pPENOPTAXKU U aHAIUTUYECKHE CTAThHU.
Yurarenu mnoiydaroT JOCTYNl K HOPMAaTHBHO-TIPaBOBOHl 0ase
chepbl 00pa3oBaHMs, OHM MOTYT IIOJB30BAThCA CAMBIMHU
Pa3IMYHBIMHM TOJE3HBIMU CEpPBUCAMU — TaKMMM, KaK OHJIAilH-
TECTUPOBAHUE, ONIPOCHI 10 AKTYaJbHBIM TEMAM U T.1.

computerra.ru-Kommeroreppa :
HoBocTi mpo KOMITBIOTEPHI,

’&Kene30, HOBBbIE TEXHOJIOTUH,
UH(pOpPMAaIMOHHbIE

Kommproreppa — 3TO pecypc O COBPEMEHHBIX TEXHOJIOTHSIX,
KOTOpBIC TPHIUIA B TMOTPEOUTENBCKUNA CETMEHT W3 HayYHBIX
chep. 3amaya — TMOHITHBIM SI3BIKOM PAcCKa3aTh YUTATEISIM O

TOM 6yz[y1ueM, KOTOPOC YK€ HACTYNHIIO U CTAJIO JOCTYIIHBIM
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psoBBIM nOoTpeduTensiM. Pecypc momoraer pa3o0paThCsi B TAKHX
CIIO)KHBIX Ha TEPBBIM B3TJIS/ BelIax, Kak OJOKueiiH, oOyauHble

TexHomornn TEXHOJIOTHH, JOTIOJHEHHAas W BUPTyajdbHas PEAIbHOCTH,
MCKYCCTBEHHBIN HMHTEJIEKT, pOOOTOTEXHUKA U JIPYTUX, a TaKKe
3HAaKOMUT C HOBBIMU IPOJIYKTAaMH M YCTPOHCTBaMH, KOTOpbIE
JIENA0T XKU3Hb Mpolie, 6e30nacHee U UHTepecHee.

Nudopmannonnsie

TEXHOJIOTUH — MTEPUOTUUECKOE
HAYYHO-TEXHHYECKOE U3aHUEC
B 001acTH MH()OPMAITHOHHBIX
TEXHOJIOTHH,
ABTOMATU3UPOBAHHBIX CHCTEM
Y MCHOJIb30BaHUS
MH(pOpMATHKHU B Pa3TUIHBIX
HPUIIOKCHUSX

novtex.ru

M31aTensCTBO  BBIMYCKAEGT TEOPETHYECKHE W NPHKIIAJHBIC
HAYYHO-TEXHHYECKUE JKYpHAIbl, OOECIeUMBAIOIINEe HAay4YHOH,
MIPOM3BOJICTBEHHOM, 0030pHO-aHATUTHYECKON "
oOpa3oBaTenpHOW MH(pOpPMaLKel PYKOBOAALIMX PAaOOTHHKOB M
CIIELMAJIMCTOB ~ IIPOMBINUICHHBIX  MPEINPUATUNA,  HAyYHBIX
AKaJICMHUYCCKUX U OTPACIICBbBIX OpFaHI/I?:aHI/II\/'I, a TakKXeE yqe6HBIX
3aBeIcHU B OOJIACTH NPUOPHUTETHBIX HAIPABICHUH pa3BUTHUS

HAaYKHU U TEXHOJIOTHH.

1XBT.com - akTyayibHBIE
HOBOCTH 13 cepsl [T, 0030psI
cMapT(OHOB, MIAHIIETOB,
MePCOHATBHBIX KOMITBIOTEPOB,
KOMITBIOTEPHBIX
KOMIUICKTYIOIINX,
MIPOTPAMMHOT0 00ECTICUCHHS 1
nepudepuiiHbIX YCTPOUCTB

1XBT.com — CIeaIu3UPOBAHHBIN POCCUICKHI
MH(POPMALMOHHO-aHAIUTUYECKUN CalT C CaMbIMHU aKTyaJlbHbIMHU
HoBOCTSIMM M3 cdepbl [T, Hayku, TeXHMKH, KoOcMoOca U

aBTOMOOWJIbHOM oTpacnu. [leTambHbIMU 00630pamMu cMapT(HOHOB,

IUIQHIIETOB, IEPCOHAIBHBIX KOMIIBIOTEPOB, KOMIIBIOTEPHBIX
KOMILICKTYIOIUX, OBITOBOM TEXHUKU U YCTPOMCTB JUIsI PEMOHTA,

cajia ¥ oropoja, NporpaMMHOT0 o0ecTieueHHs U nepudepuitHbIX

ycrporictB. Ha caliTe eXeOHEBHO OCBEIIAIOTCS BOIPOCHI
ixbt.com 1M (POBBIX TEXHOJIOTHI U COBPEMEHHBIX pellleHui Ha ux 0ase.

CoBepliieHCTBOBaHHE o0pazoBaHUs " WHXXEHEPHOU

ACATCIBHOCTH BO BCCX HUX TIPOABJICHUAX, OTHOCAIIUXCA K

y4eOHOMY, HAay4HOMY UM TEXHOJOTHYECKOMY HAaIlpaBICHUSIM,
Accoupanus ~ HMHXXEHEPHOro

obpa3oBanus Poccun

http://www.ac-raee.ru/

BKJIrO4as IIponucCChbl

HUCCICI0OBAaHUsI, pa3pa60TKH HHKCHCPHBIX peH.IeHHfI, OKa3aHus

pernogaBaHu, KOHCYJIbTUPOBAHUA,

IIMPOKOTO CIEKTpa 00pa30BaTENIbHBIX YCIYr, OOecredeHus
CBsA3el C OOIIECTBEHHOCTHIO, TPOM3BOJCTBOM, HAyKOW U
MHTETPAllM B  MEXIYHapoJHOE HAyYHO-00pa3oBaTeIbHOE

MIPOCTPAHCTBO. CBOOOIHBIN TOCTYTI

10. IIporpammHoe o0OecneyeHne  (JIMUEH3MOHHOE M  CBOOOIHO
pacnpocTpaHsieMoe), HCHOJb3yeMoe MPH OCYHIeCTBJIEHHH 00pa3oBaTeJIbHOI0
npounecca

Wudopmanus o nmpase
e [TporpammHuoe cOOCTBEHHOCTH (PEKBU3UTHI
obecrieueHue JIOTOBOpA, HOMEP JTUICH3UU U

T.J.)
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MPOBEICHUS YICOHBIX 3aHATHI
BCEX BUJIOB, MPETYCMOTPEHHBIX
MPOTPaMMOM CPEAHETO
podeCCHOHATHLHOTO
oOpasoBanust/OakanaBpuara/
crenuainrera/
MarucTpaTypbl/CpeHETO
poeCCHOHATHLHOTO
o0Opa3oBaHMsI, OCHAIIICHHAS
000pYJIOBaHUEM U TEXHUYECCKUMHU
cpencTBamMu OOy4eHHs], COCTaB
KOTOPBIX OIPEENISICTCS B
pabovrx mporpaMMax JTUCIUTUIAH
(Momymeit)

Jlaboparopust « BeraucIuTensHOM
TEXHUKHU, APXUTEKTYPBI
MEPCOHATIBHOTO KOMITBIOTEPA U
nepudepuitHbIX YCTPOUCTBY
JlabGoparopust MOIeTUPOBAHUS
TEXHOJIOTUIECKUX MPOIECCOB

Kaspersky Endpoint
Security nys 6u3Heca —
Pacmmpennsiii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

CyOnuieH3uoHHbIH 10oroBop Ne
[1111-126/2023 ot 14.12.2023

'Windows 7 OLPNLAcdmc

norosop NeJ103 ot 30.05.2012) ¢
norcoriamesuamu ot 29.04.14 n
01.09.16

(6eccpounas JIMIICH3MS)

MS Windows 10 Pro

noroBop Ne 392 469.223.3K/19 ot
17.12.19 (GeccpodHas TUICH3US)

Microsoft Office Standard
2019(Microsoft DreamSpark
Premium Electronic
Software Delivery
Academic(Microsoft Open
License

HOMED NULEH3UN-42661846 ot

30.08.2007) ¢ momncornameHusiMu
ot 29.04.14 1 01.09.16 (6eccpounas
JULICH3US)

KOMIIAC-3D v20 u v21

CyOnuieH3uoHHbIH 10roBOp Ne
Hn-22-00044 ot 21.03.2022
(6eccpouHas TUIIEH3NS)

MathCADv.15

Cy0nu11. 10roBop
Ne39331/MOC2286 ot 6.05.2013)
HOMED JULEeH3Un-42661846 ot
30.08.2007) (6eccpounas
JIALICH3US])

1C: npegnpusitue 8

norosop Ne 08/10/2014-0731

PascalABC

CBOOOJTHO PacIpoCTpaHsIeMOe
IpOrpaMMHO€E 0OecrieyeHe
(6eccpouHas JIMIICH3M)

Microsoft Visual Studio
2019

CBOOOIHO pacHpoCTpaHsIeMoe
[porpaMMHOe obecrieueHue
(6eccpounas JIMIICH3M)

Python 3.7 CBOOOJTHO PaCTIPOCTPAHIEMOE
porpaMMHOe oOecreyeHme
(6eccpounast JIMIIEH3M)

AIMP 0TEUEeCTBEHHOE CBOOOIHO

pacrpocTpaHsieMoe POrpaMMHOE
obecnieuenue (OeccpouHast
TTUTICH3HS )

Ne 2116 YueOHnas ayutopus ais
MIPOBEICHUS YUeOHBIX 3aHATUI
BCEX BUJIOB, MPETYCMOTPEHHBIX
IPOrpamMMOil cpeiHero
podeccnoHalIbHOTO
oOpasoBaHwus/OakanaBpuaTa/
CTIEMANTETa/ MATUCTPATYPHI,
OCHallleHHast 000py/10BaHHEM U
TEXHUYECKUMU CPEJCTBAMU
00y4eHHUs1, COCTaB KOTOPBIX

‘Windows 7 OLPNLAcdmc

noroBop NeJI03 ot 30.05.2012) ¢
noncornameHusMu ot 29.04.14 u
01.09.16

(6eccpouHas TUIIEH3USA)

Kaspersky Endpoint
Security nys 6usHeca —
Pacmmpennsiii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

Cy6nuiieH3uoHHBIN J0roBOp No
TITIIN-126/2023 ot 14.12.2023
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orpesenseTcs B pabouux
MporpaMMax JUCLUILUINH
(Moyeit)

JlaGoparopust «IIporpaMmmHOTO

Microsoft Visual Studio
2019

CBOOOIHO pactpoCTpaHsIeMoe
porpaMMHOE oOeceueHIe
(beccpouHas TUIIEH3NSA)

KOMIIAC-3D v20 u v21

CyOnuueH3uoHHbIH 10roBop Ne
Hn-22-00044 ot 21.03.2022
(6eccpouHas TUIIEH3NA)

Ne 1126 ITomemenue s
CaMOCTOSITENIbHOW PabOTHI
oOydJaronuxcs

Security qst OusHeca —
Pacmmpennsiii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

oOecrieyeHns U conpoBoXxaeHus |PaitNet CBOOOIHO pacmpocTpaHsieMoe
KOMITBIOTEPHBIX CHCTEM) nporpaMMHOe o0ecTieueHHe
KabuueT nHGOpMAIIMOHHBIX (6eccpouHas TUIIEH3NA)
cucteM u TexHonorui AO «HIIK |ATMP OTEYeCTBEHHOE CBOOOIHO
«IJIAPA» pacmpocTpaHseMoe IPOrpaMMHOE
obecnieuenue (OeccpouHas
JTUTEH3US)
Kaspersky Endpoint CyO0nuieH3noHHBIH J0oroBop Ne

ITIT1-126/2023 ot 14.12.2023

Windows 7 moroop NeJ[03 ot 30.05.2012) ¢
OLPNLAcdmc porcoriamesuaMu ot 29.04.14 u
01.09.16
(6eccpoyuHast TUIICH3US )
AdobeReader CBOOOJTHO pacmpoCTpaHsIeMoe

pOTrpaMMHOE 00ecTieueHHEe
(6eccpouHast TUILIEH3US)

["apaHT- cripaBo4HO-
IIPaBOBasl CUCTEMA

Horosop NeC-002-2025 ot
09.01.2025

Yandex Gpayzep

CBOOOIHO pacrpocTpaHsIeMoe
MporpaMMHOE oOecreueHue
(6eccpovHas JIMIICH3MS)

Microsoft Office Standard
2007(Microsoft
DreamSpark Premium
Electronic Software
Delivery
Academic(Microsoft Open
License

HOMEp JuleH3un-42661846 ot
30.08.2007) ¢ momncoriameHus MU
o1 29.04.14 1 01.09.16
(Geccpounast TUIICH3MS)

Zoom CBOOOJTHO paCTIPOCTPAHIEMOE
porpaMMHOe o0ecrieueHne
(ObeccpouHast JIMLICH3U )

AIMP OTEYECTBEHHOE CBOOOIHO

pacrpocTpaHsieMoe IPOrpaMMHOe
obecnieuenue (OeccpouHas
JIULICH3U)

11. MaTepuajibHO-TeXHHYECKOE o0ecnedeHue JUCHUIINHbI

Tun u HoMep nomMenieHus

[TepeueHb OCHOBHOTO 00OPYIOBAaHUS M TEXHUYECKHX
CPEICTB OOyYCHHSI

VYueOHast aytuTOpus 115
HPOBE/ICHHS YUCOHBIX 3aHSTHIA

9KpaH,

OO6opyoBaHue: Jocka ydeOHas, CTEHJBI,
aBTOMATM3HPOBAHHBIE paboYHWe MecTa Ha

IIPOEKTOpP U
15
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BCEX BUJIOB, IPEyCMOTPEHHBIX
MPOrpaMMOM CPEIHETO
npo¢eCCUOHATBLHOTO
obOpasoBanwus/OakanaBpuara/
cnieranureTa/
MarucTpaTypbl/CpeTHero
npo¢eCCUOHATBLHOTO
o0pa3zoBaHMs, OCHAIIICHHAS
o0opynoBaHUEM U
TEXHUYECKUMU CPECTBAMU
00y4YeHHsI, COCTaB KOTOPBIX
ompeenseTcs B pabounx
MporpaMMax JIUCIUTUTHH
(Momymnein)

JlaGopaTopus
«BBIYuCINTEIEHON TEXHHUKH,
APXUTEKTYPHI IEPCOHATHHOTO
KOMIIbIOTEpA U NepUpEpURHbIX
YCTPOMCTB)»

JlaGopaTopust MOJETHPOBAHUS
TEXHOJIOTHYECKHUX TPOIIECCOB
Ne 2076 (r. YeGokcapsl, yiI.
K.Mapkca. 60)

o0yuaromuxcs, aBTOMaTU3MPOBAHHOE paboyee MeCTO
IpenojasaTeiis, MapKepHas N0CKa; CIeUUaJIN3UpOBaHHAs
mebenbp Ui cepBucHoro  obciuyxuBanus IIK ¢

3a3eMJICHUEM M 3alIUTON OT CTATHYECKOTO HATPSKCHUS
Texauueckue cpecTBa 0O0yUEeHHs: KOMITBIOTEPHAS
TEXHUKa

(mpoueccop Core 13, onepaTuBHas naMatb oo0bemMoM 4 I'0)
,15 KOMIIJIEKTOB KOMITBIOTEPHBIX KOMIUIEKTYFOIIUX TSI
nmpousBeneHUs  COOpKH, Pa30OpKM M CEPBUCHOTO
obocimyxuBanusi I[IK wu  oprrexHukwy, POTrpaMMHOE
obecrieueHne 00IIeTro v MPoPecCHOHATBHOTO Ha3HAYCHHUS

VY4eOHast ay TuTOpHs 1151
NPOBEJICHUS YICOHBIX 3aHATHUI
BCEX BUJIOB, MPEITYCMOTPEHHBIX
IIPOrpaMMOM CPETHETO
npodeCcCHOHATBEHOTO
oOpa3oBanusi/OakanaBpuara/
CHCUAINTETa/ MATUCTPATYPHI,
OCHaIleHHast 000py/10BaHHEM U
TEXHUYECKUMU CPEJCTBAMU
00y4YeHHs, COCTaB KOTOPBIX
oTpeneNseTcs: B pabounx
nporpammax JTUCHHUILTUH
(Momymnein)

JlaGoparopus «IIporpammuoro
00ECIIeYeHHS U COTIPOBOXKICHUS
KOMITBIOTEPHBIX CHCTEM)
KabuneT nHpOpMaIMOHHBIX
cucteM u TexHojorui AO
«HIIK «2JIAPA»

Ne 2116 (1. Yebokcapsl, yiI.
K.Mapkca. 60)

OO0opyaoBaHue: KOMIIEKT MeOeH i y4eOHOTo
mpolecca; 10cKka yueOHasi; CTEH/Ibl, aBTOMaTHU3UPOBAHHBIE
pabouune mecrta Ha 15 oOyuaromuxcs,
aBTOMAaTH3MPOBAaHHOE pabouee MECTo MpernogaBaTes,
Texunueckue cpcacTBa O6y‘-I€HI/I$[Z KOMITIBIOTCPHAaA
TEeXHHKA; MYJIbTUMEIUHHOE 000pyI0BaHuEe (IPOEKTOP,
9KpaH), MapKepHas JI0CKa, POrpaMMHOE 00ecTieueHHe
o0m1ero u npodeccuoHaIbLHOTO Ha3HAYECHUS

[Tomemenue s
CaMOCTOSITENIbHOM pabOThI
00y4armuxcs

Ne 1126 (1. Yebokcapsl, yiI.
K.Mapkca. 60)

O0opy1oBaHNE: KOMIUIEKT MEOEIH Il y4eOHOTO
npoiiecca;

TexHuueckue cpecTBa 0O0yUEeHHs: KOMITbIOTEpHAs
TEXHHMKA C BO3MOXXHOCTBIO MTOJKIIFOUEHHUS K CETH
«HTepHET» M 0OECTICUeHHEM JOCTYIIA B 3JICKTPOHHYIO
uHGOPMAaIMOHHO-00pa3oBaTebHyI0 cpeay Punnana
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12. Meroauveckue YyKazaHusl sl O00y4awIerocssi IO OCBOCHUIO
AUCIHUNIMHBI

Memoouueckue ykazanus 014 3aHAMUI JIEKYUOHHO20 MUNA

B xome JEKIMUMOHHBIX 3aHATHA OOydYaromeMycsi HEOOXOIWMO BECTH
KOHCIIEKTUPOBAHHE Y4YeOHOro Marepuana, oOpainjaTh BHUMAaHHE Ha KaTEeropuH,
(bOpMYIIMPOBKH, PACKPBIBAIOIIKNE COJEPKAHUE TEX WM UHBIX SBJICHUN U MPOLIECCOB,
HAyYHBIE BBIBOJIBI M TIPAKTUICCKUE PEKOMEHIAITIH.

HeoGxonumo 3amaBaTh MpenojaBaTeNil0 YTOYHSIONIME BOIMPOCHI C IEJbIO
YSICHGHHS TEOPETUUYECKUX  IOJIOKCHUHM, pa3pelieHusi CHOPHBIX  CHUTYaIlui.
enecooOpa3Ho mopabaTbiBaTh CBOW  KOHCIEKT JIGKIUHU, Jejlags B HEM
COOTBETCTBYIOIIME 3alMCH M3 OCHOBHOM M  JIONOJIHUTEIBHON JUTEpaTyphl,
PEKOMEHJIOBAaHHOM TMpernojaBareyieM M MPeTyCMOTPEHHON ydeOHOH mporpamMmmoit
JUCITUTUTHHBI.

Memoouueckue ykazanus 014 3aHAMUIL 1AO0PAMOPHO20 MUNA.

BrimonHeHnI0  1a00paTOPHBIX  pabOT MPEANIeCTBYeT TMPOBEPKa 3HAHUMN
CTYyJICHTOB — HUX TEOPETHUYECKONM TOTOBHOCTH K BBINOJHEHUIO 3afaHusa. [IpoBepka
3HAHUN TPOBOAUTCS B (popMe, KOTOPYIO OMpEnesseT MPEnoiaBaTellb TUCITUATITUHBI
(TecTupoBaHue, Ompoc).

[Tpu npoBeneHun 1a00PATOPHBIX 3aHSITUI BBIJCISIOT CICIYIONIUE Pa3Ieiibl:

— o0uue nojoxeHus (mepevyeHsb J1a0opaTOPHbBIX HIIA MPAKTUYECKHUX

—  3aHATUH);

— o0o01ue TpeboBaHUs K BBITIOTHEHUIO paboT;

—  HMHCTPYKILHS MO KaXKJ0i paboTe;

— CHOpaBOYHBIC MATEPUAIBI U T. .

JlaGopaTopHble 3aHATHS MO3BOJSIOT Pa3BUBATh y 00YYArOIIETOCs TBOPUYECKOE
TEOPETUYECKOE MBIIIUICHHE, YMEHHUE CaMOCTOSITEIbHO W3ydaTh JIUTEPaTypy,
aHAM3UPOBATh MPAKTUKY; y4aT YETKO (OPMYITUPOBATH MBICITh, BECTH JUCKYCCHIO, TO
€CTh HMMEIOT HCKIIOUHUTEIbHO Ba)XHOE 3HAYEHUE B PA3BUTHUU CAMOCTOSATEIBHOTO
MBIIIJICHUS.

['oTOBsICH K MOKJIaay WU BBICTYIUICHHIO B paMKaX HHTEPAKTHBHOW (OPMBI,
pU HEOOXOUMOCTH, CIAEAYET OOPATUTHCS 3a MOMOIIBIO K MIPENnogaBaTelto.

Memoouueckue yKazanusa K camocmoamensvHoil padome.

CamocTtosTenbHas paboTa 0O0Yy4aroIIErocs SBISETCS OCHOBHBIM CPEJICTBOM
OBJIaJICHUS Y4eOHBIM MaTepUagIoM BO BpeMs, CBOOOJHOE OT 00s13aTeIbHbIX yUeOHBIX
3ansaTuil. CamocrtosiTesbHass paboTa oOydwaromierocs HajJ YCBOCHHEM YYEOHOIo
MaTepualia 1o Yy4eOHOM JAMCIHUIUIMHE MOXET BBINOJHATHCS B OMOIHMOTEKE
YHUBEPCUTETA, yUeOHbIX KaOMHETaX, KOMIIBIOTEPHBIX KIIACCaX, a TAKKe B JIOMAITHUX
ycinoBusix. CojpepkaHue W KOJIMYECTBO CAMOCTOSITENIbHOW PabOThI 00yYaromerocs
ompenensieTcss y4eOHOW MpOorpaMMoi AUCITUIUIMHBI, METOJUYSCKUMUA MaTepHalaMH,
MPAKTUICCKUMH 33TaHUSIMU U YKA3aHUSIMU TIPETIoaBaTesl.

Camocmoamenvnan padoma ¢ ayOumopHoe 8pems MOMCem GKIIOUAMb:

1) koHCnekTupoBaHUE (COCTaBICHUE TE3UCOB) JICKIIUH;

2) BBITIOJIHECHHE KOHTPOJIBHBIX padoT;

3) peuieHue 3aaad;

4) paboTy CcO CIIpaBOYHON U METOJAMYECKON JTUTEPATYPOK;
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5) paboTy ¢ HOpMATHUBHBIMH MPABOBBIMU AKTAMMU;

6) BBICTYIUICHHUSA C JOKJIaJaMH, COOOIIEHUSIMA Ha CEMUHAPCKHUX 3aHITHUSIX;

7) 3amuTy BHIMOTHEHHBIX PaboT;

8) ydacTue B ONEpPaTUBHOM (TEKYyIIEM) ONpPOCE IO OTACIbHBIM TeMaM
V3y4aeMOU JUCIUILIVHBI,

9) yudactue B coOeceqoBaHUAX, JENOBBIX (POJEBBIX) HIpax, AUCKYCCHUSX,
KPYTJIBIX CTOJIaX, KOH(PEPEeHITUX;

10) yyactue B TECTUPOBAHUU U JP.

Camocmoamenvnasa padboma 60 6HeayOUmMOPHOE 8PEMA MONHCEM COCHOAMD
us:

1) moBTOpEHUs JIEKUMOHHOIO MaTeEpHUaa;

2) MOArOTOBKH K MPAKTHYECKUM 3aHATHSIM;

3) usydeHus yueOHOU ¥ HAYYHOU TUTEPATYPHI,

4) w3yueHUs HOPMATUBHBIX NPABOBBIX aKTOB (B T.4. B AJIEKTPOHHBIX 0Oazax
JAHHBIX );

5) peuieHus 3aAay, U UHBIX MPAKTUUYECKUX 3aIaHUI

6) MOJArOTOBKU K KOHTPOJIbHBIM pab0TaM, TECTUPOBAHUIO U T.1.;

7) MOATOTOBKHU K MPAKTUYECKUM 3aHSATUSIM YCTHBIX JOKJIAI0B (COOOIIECHMUI);

8) moaroroBku pedeparoB, 3cCe€ W HMHBIX HHAMBUIYATbHBIX MHUCHMEHHBIX
paboT Mo 3aJaHUIO0 IPENOIaBaTENs;

9) BBINMOJHEHUS KYPCOBBIX PabOT, MPETyCMOTPEHHBIX YUEOHBIM IIJIAHOM;

10) BbINIOJIHEHUSI BBIMTYCKHBIX KBAM(DUKATMOHHBIX PabOT U JIp.

11) Brgeniennst HauboJiee CIOKHBIX U MPOOJIEMHBIX BOIPOCOB IO U3ydaeMoi
TEME, IMOJYyYEHUE pPA3bACHEHUH W PEKOMEHIAIMI 10 [JaHHBIM BOIPOCAM C
penoaaBaTeNs MU Ha KOHCYJIbTalHsIX.

12) npoBenieHNs CaMOKOHTPOJISI MYTEM OTBETOB Ha BONPOCHI TEKYILETO
KOHTPOJISI 3HaHHM, pELICHUs] MPEJICTABICHHBIX B YYEOHO-METOIMUECKUX MaTepuaiax
kadenpsl 3amad, TECTOB, HaNMUCaHUS pedepaToB U ACCE MO OTACITHHBIM BOIPOCAM
M3y4aeMOU TEMBI.

Tekyuii KOHTPOJIb OCYIIECTBISIETCS B (DOPME YCTHBIX, TECTOBBIX OIPOCOB,
JOKJIAJI0OB, TBOPUYECKUX 3aJaHUH.

B ciyuae npomnyckoB 3aHSITUM, HATWYUsl UHAUBUYaTbHOTO rpaduka 00yueHHs
U JUISl 3aKpEIUICHUS TPaKTHUYECKHUX HABBIKOB CTYJEHTaM MOTYT OBITh BBIJAAHBI
TUTIOBbIE HWHAMUBHUAyaJbHbIE 3aJaHUs, KOTOpPbIE€ JIOJDKHBI OBITh CHAHBI B
YCTaHOBJICHHBI MPENOAABATENIEM CPOK.

13. OcobOeHHOCTH peaju3aluM JUCHUNIMHBLI JJI WHBAJIHMIOB M JIHUI C
OrPAHUYEHHBIMH BO3MOKHOCTSIMHU 3/10POBbSI

O6yuenune mo gucruiuimHe «Kpunrorpaduueckue METOABI  3aIUTHI
uH(hOpPMAIMN) WHBAIUIOB M JIUI[ C OTPAHMYCHHBIMH BO3MOXKHOCTSIMH 370POBBS
(mamee OB3) ocymiecTBisieTcsl MpenojaBaTeieM C  Y4eTOM  OCOOEHHOCTEH
NCUXO(PU3NIECKOTO PA3BUTHSI, WHIWBHUIYyATBHBIX BO3MOXKHOCTEH U COCTOSHUS
3I0POBbBS TAKUX O00YYAFOIIHXCA.
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JIJist CTyIEHTOB C HapyIICHUSIMH OMOPHO-ABUTaTenbHo PyHkimu u ¢ OB3 mo
CIyXy IpEeayCMAaTPUBAECTCA COIPOBOXKJICHUE JIEKIUHA M NPAKTUYECKUX 3aHATUH
MYJIbTUMEIUUHBIMU CPEICTBAMHU, PA3IATOYHBIM MAaTEPUATIOM.

s crtynentoB ¢ OB3 mno 3peHuro npeaycMaTpuBaeTcsi NPUMEHEHHE
TEXHUYECKUX CPEACTB YCHIICHUS OCTATOYHOIO 3pPEHUSA, a TAKXKE MPEAyCMOTPEHA
BO3MOXHOCTb pa3pabOTKU ayIMOMAaTEPUAIOB.

[To mucuunnauue «Kpunrorpaguyeckne METOIbI 3allUThl HWHPOPMAIUNY
o0yuyeHHe MHBAJIUIOB U JIMI] C OrPAaHUYEHHBIMU BO3MOXKHOCTSIMU 370POBbSI MOXKET
OCYIIECTBJISITECSI KaKk B ayJAUTOPUM, TaK M C HCMHOJB30BAaHUEM BJIECKTPOHHOMU
uH(OPMAIIMOHHO-00pa30BaTEeNbHONM  cpelbl, 00pa3oBaTENbHOTO  MOpTajla U
AIEKTPOHHOM MOYTBHI.
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JINCT AOIOJHEHUN U UI3SMEHEHUI
pabodeil mporpaMMBbl TUCITUTIIAHBI
PabGouass mporpamMma IHCHMIUIMHBEI PAacCMOTpEHa, OOCYXIeHa H oao0peHa yIs

ucnosniHenus B 202 -202  yuyeOHOM rojly Ha 3aceqaHuu kadeapsl, IpoTOKoJ No
OT € » 202 T.

Bnecennl JOITOJIHCHUA U U3MCHCHUSA

PabGouast mporpamMma IUCHMIUIMHBI PAacCMOTpPEHa, OOCYXAeHa H ojao0peHa s
ucnonnenust B 202 -202  yuyeOHOM Tony Ha 3acenaHuu kadeapsl, MpoTokos No
OT & » 202 1.

Buecennl JOITIOJIHCHUA U U3MCHCHMUA

PabGouast mporpaMma AHUCHMIUIMHBI PAacCMOTpEHa, OOCYXJIeHa M ojo0peHa yis
ucnonnenust B 202 -202  yuyeOHOM rojy Ha 3aceqaHuu kKadeapsl, mpoTokos No
OT «_ » 202 r.

Buecennl JOITOJIHCHUA U U3MCHCHMUA

PabGouass mporpamma IUCHMIUIMHBI PacCMOTpeHa, OOCyXKJIeHa M oJ00peHa it
ucrionHenus B 202 -202  ydeOHOM roay Ha 3aceqaHuu kKadeapbl, TpOoTOKoJ Ne
OT « » 202 1.

BHecennl JOITOJIHCHUA U N3MCHCHMUS
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