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PaGouas nporpaMma qUCHUIUIMHBI pa3pab0TaHa B COOTBETCTBUU C:

- denepanbHbIi TOCYTAPCTBEHHBIM 00pa30BaTENbHBIM CTAHIAPT BBICIIETO
oOpa3oBaHus - OakaJlaBpuat 1Mo HampasiaeHuto moarotTosku 27.03.04 — Ynpasnenue B
TEXHUYECKUX CHUCTEMaX, YTBEP)KIEHHBbIM NpuKa3oM MUHUCTEpCTBA HAyKd H
BbIciiero odpasoBanusi Poccuiickoit denepanuu Ne 871 ot 31 wurons 2020 rona,
3apeructpupoBaHHbii B Muntocte 26 aBrycrta 2020 roaa, per. Homep 59489 (nanee —
dI'0OC BO).

- y4eOHbIM IUTAaHOM (OYHOM, 3a04HON (opM O0yUYEHHS) MO CHEUUATBHOCTH
27.03.04 — YopapiieHUE B TEXHUYECKUX CUCTEMAX.

PaGouas mporpamMm JUCHUIUIMHBI BKIIIOYAaeT B ce0sl OLICHOYHBIE MaTepHalIbl
JUISl IPOBEICHUS TEKYILEr0 KOHTPOJISL YCIEBAEMOCTH U MPOMEKYTOUHON aTTECTALNU
no aucuuiuiiHe (1.8 @OOHI OLEHOYHBIX CPEACTB Uil MPOBEACHUS TEKYILIEro
KOHTPOJISL YCIIEBAEMOCTH, NPOMEXYTOYHOM AaTTECTaUMu [0 MTOraM OCBOEHUS
JTUCUUTUINHBI)

Aptop: Ilukuna Hartanus EBrenbeBHa, Mo1eHT Kadeapbl MHGOOPMAIMOHHBIX
TEXHOJIOTHH U CUCTEM YIIPABJICHUS

(vkazamv PUO, yuenyio cmenens, yuenoe 36amue uau 00IICHOCMb)

[Iporpamma omoOpena Ha 3acemanuu  kadenpsl  MubDopmarmoHHBIX
TEXHOJIOTUH U cucteM ynpasieHus (mpotokos Ne 8 ot 12.04.2025 r.).



1. IlepeyeHr mnIaHMPYEMBIX Pe3yJbTATOB O0y4YeHHMsl MO JMCHMILIMHE,
COOTHECEHHBIX C INIAHUPYEMBIMHM Pe3yJIbTATAMH OCBOCHHUSI 00pa30BaTeJIbHOM
nporpammbl (Llesin ocBOeHMsI AW CHMIIJINHBI)

1.1. LensiMmu OCBOEHUS AUCUHUIUIMHBI «3aIuTa HHHOPMALIUNY SBIISAIOTCS:

= NOJIy4YEHHE  CTyAEHTaMM 3HAaHHM O  TEOPETHYECKHX  OCHOBAX
Kpunrorpapuu;

— (opMHpOBaHKE HABBIKOB pa0OTHI C COBPEMEHHBIMU MPOTPAMMHBIMU U
TeXHUYECKUMHU cpeactBamu  OBM, oOecneunBaromMMu — 3alllUTy  XpaHUMOW,
oOpabaTbiBaeMOii M mepeAaBaeMoil  uMH(OpManuu  OT  CIAy4YaHOrO  WIIU
IIPEAHAMEPEHHOI0 O3HAKOMIJICHMS], U3BMEHEHUS U YHUUYTOXKECHUS,

— U3y4eHUE CIMOCOO0B U CPEACTB HECAaHKUMOHMPOBAHHOIO JAOCTYNa K
uHpOpMaIuu, croco00B U CPEACTB 3alLUThHl KOH(PUIESHIIMAIBHON HHPOpMAIH

1.2.  Ob6mactu  npodecCHOHANBHOW  NEATeNbHOCTH  H(Win)  chepsl
npodeccHoHanbHON  ACSATENBHOCTH, B  KOTOPBIX  BBIMYCKHUKH, OCBOWBIIIHE
IPOrpaMMy, MOTYT OCYIIECTBIISATh TPO(PECCHOHATBHYIO e TEIHHOCTD:

40 Creo3Hnvie 8U0bl NPOhecCUOHANILHOU 0esIMeNTbHOCMU 8 NPOMbIULIEHHOCMU (8
cghepax: obecneuenus vlnycka (NOCMAasku) npoOyKyuu, CcoOOmMeemcmayuell
MmpeboBaHUAM ~ HOPMAMUBHBLIX — OOKYMEHMO8 U MEeXHUYECKUX  YCI08Ul,
Mempoocuiecko2o obecneyenus pazpabomiu, Hnpou3BOOCM8d, UCHLIMAHUL U
IKCIIyamayuu npoOyKyuu, Uccied08anus, paspabomku u 3KCHAyamayuyu cpeocms u
cucmem asmMoOMAmMu3ayuu U YNPAGIeHUs PA3IUYHO20 HA3ZHAYEHUS, NOBbIUEHUS
appexmuenocmu  npoussOOCmM8a  NPOOYKYuu ¢  ONMUMATbHLIMU — MEXHUKO-
IKOHOMUYECKUMU NOKA3AMENAMU NYyMeM NPUMEHEHUs. CPeOCms8 A8MOoMamu3ayuu u
MexaHuzayuu).

1.3. K OCHOBHBIM 3ajayaM HU3y4E€HHUsS AUCLUIUIMHBI OTHOCHTCS MOIArOTOBKA
oOydaromuxcsi K BBINOJHEHHIO TPYIOBBIX (PYHKIMH B COOTBETCTBUHU C
npo¢ecCHOHATBFHBIMU CTaHAAPTAMHU:

O06001eHHbIE TPYIOBbIE QYHKIINN Tpynossie GpyHKINN
Kona n naumenoBanue o pyA by pyA LI
YPOBEHb
po¢eCCHOHATHFHOTO YpOBEHb
KOJl | HaWMMEHOBaHUE HauMEHOBAaHUE KOJ (omypoBeHb)
cTaHJapTa KBaTH(pUKaIIH
KBaJH(UKAIAN
IInanupoBanue
npeaBapuTCIbHBIX
40.057 Crneuunanuct PEABAPHTCIE
5 HUCIIBITAHUU U B/02 5
1o Brox 5 OTIBITHOM ‘
ABTOMAaTHU3UPOBAHH 2ot DKCILTyaTaluu 5
B JIeCcTBHE ACYII
bIM CHCTEMaM ACYII
YIIPABJICHUS 5 Texnuueckoe
MaNIMHOCTPOUTEIIEH o0ciyKuBaHUe B/03.5
BIM IIPEANPUATHEM ACYII
C Pazpabotka 6 OmnpeneneHue C/01.6 6
ACVYII eJIecO00Pa3HOCTH
ABTOMATH3ALNH
TPOLIECCOB
yTIpaBJICHUS B
OpTaHM3aIIH




ACVII

PazpaboTka
HMHPOPMALMOHHOTO
obecnieyeHust
ACVYII

C/02.6 6

Pa3paboTka

3aJaHUN HA

6 MIPOEKTHPOBAHUE

OPHUTHHAIIBHBIX
KOMITOHEHTOB
ACVYII

C/03.6 6

KonTpois BBOj1a B
6 NeHCTBUE U

9KCITyaTalUH
ACVII

C/04.6 6

1.4. Komnerenuuu oOywaroierocs, (GpopmMupyemble B pe3yibTaTe OCBOCHHUS

JTACIIATUIAHBI
HaumenoBaHue Kon u Kon u HaumenoBanue | IlepeuyeHb mjaHupyeMbIX
KaTeropum HAHMeHOBaHUe HHIMKATOpa pe3yJIbTaTOB 00y4YeHHst
(rpynmbi) KOMIIETEHI NI JAOCTHKEHHUS
KOMIIeTeHIUH KOMIIEeTEeHIIUH
[TK-2 Pa3paboTka [1K 2.1 Cnocoben HA Ypo6He 3HAHULL:
I/IH(bOpMaHI/IOHHOI‘O IMPOCKTUPOBATH 3HAaThb MCTOAUKH ITOMCKA,
obecreuenns ACYI] | AHOOPMALMOHHYIO cbopa u 06paboTKu
mozenb nanubix ACYIIL, | uadopmarmy;
CTaHJIaPTH3AIIIO HA YPOBHEe YMEeHUU:
JIOKYyMEHT0000pOoTa 1 YMETb PUMEHSATH METOIUKU
XapaKTEPUCTUK noucka, coopa u 00paboTKU
uHpopmaruu uHdopmanuu;
Ha YPOBHEe HABbIKOS.
BJIQ/IETh IPAKTUUYECKUMHU
HABBIKAMU TIOMCKA U aHAIIU3a
Y CUHTEe3a UH(OpMaIINH;
[IK 2.2 Moxert HA ypOBHE 3HAHUI:
Pazpabotka pa3pabaTbIBaTh 3HATh aKTyaJIbHbIE
ACYII TEXHOJOTHYECKUE HMCTOYHHUKHU WH(OpPMAIUHU B

CXeMbl 00pabOTKH
nH(popMaIuu mo
OTJEIbHBIM
zagagyam ACVII

cdepe npodeccruoHabHOM
JeSITEJIbHOCTH;

HA YPOBHEe YMEeHUU:
YMETb HaXOJIUTh U
OCYLIECTBIIATh
CUCTeMaTH3alHIo,
KPUTUYECKUM aHAIIU3 U
CUHTE3 UH(POPMAIIHH,
IIOJIyYEHHOU U3 PA3HBIX
HCTOYHUKOB;

HA YPOBHEe HABBIKOS.
BJIQ/IETh IPAKTUUYECKUMHU
HABBIKAMU TIOUCKA U
00paboTku nHbOpMaIH;




I1IK 2.3 Cnocoben Ha YpOBHE 3HAHUI:

00BETUHATD 3HATh OCHOBHBIE MPUHITUIIBI
nH(popManmoHHbIe 0a3bl | 1 METObI CHCTEMHOTO

MIPU CO3AaHUU aHaau3a.

WHTETPUPOBAHHOMN HA YPOBHE YMEHUIL:

ACVYII YMETb IPUMEHSATh

CHCTEMHBIN MMOAXOM JJIs
peLIECHHS TOCTAaBJICHHBIX
3a/1a4 HapaBJICHUS
MMOATOTOBKH.

HA YPOBHE HABLIKOG:
BJIaJI€Th METOUKOMU
CHCTEMHOTO ITOJIX0/1a JJIs
pELLIECHHS TOCTABJICHHBIX
3a/1a4 HapaBJICHUS
MMOATOTOBKH

2. MecTo aucuuiuiaibl B cTpykrype OIIOII

Hucrmmummaa  B1.JI(M).B.JIB.5.1 «3Bammura uHbopManumy peanu3yercs B
paMKax BapuaTuBHOW wyactu bioka 1 «DneKkTUBHbIE MUCHUIUIMHBI (MOJYJIH)»
IporpaMmbl OakanaBpuarta.

Huctumnnza «3anmra nHopMalmy npenoaaeTcss o0y4aronuMcs Mo O4YHON
dbopme oOyueHus —Bo 4-M cemecTpe, 1o 3a04HOM popme — B 6 cemecTpe.

HuciuminHa «3amura uHGOpMALMKy SBISETCA MPOMEKYTOYHBIM 3TarioM
dbopmupoBanus kommerennuit [1K-2 B nponecce ocoenust OTIOIN.

HuciumnzHa «3ammra “HGOPMAILMK) OCHOBBIBACTCS HA 3HAHMSIX, YMEHUSAX U
HaBbIKAaX, MPUOOPETEHHBIX TMPU M3YUYCHUU JUCHMIUIMH YueOHas MpaKTHKa:
03HAKOMUTENbHAs MpaKkTuka, NHTepHeT-TeXHOI0rnn, NHTepHET-IpOrpaMMUpPOBaHUE
U SIBIISIETCS MPEAUIECTBYIOIIECH I M3Y4YEHUs IUCHMIUIMH MUKpPOIpPOIECCOPHBIE
YCTPOMCTBA CHCTEM  YINpaBlieHWs, Y4yeOHas TMpakTUKA: TEXHOJOTUYECKas
(MpOW3BOACTBEHHO-TEXHOJIOTHYECKAsl) TpakTuka, I[Ipou3BOJACTBEHHAss MpaKTHKA:
TEXHOJIOTHYecKasi (MPOU3BOJICTBEHHO-TEXHOJIOTUYECKAs)) MpakThKa, bas3bl aHHBIX,
WNHurennektyanbHble cucTeMbl, (OCHOBBI CHUCTEM HCKYCCTBEHHOIO WHTEIIEKTA,
[IpousBoAcTBEHHAsT TMpakTUKA: TMPOEKTHAasE MPAaKTHUKA, ABTOMATU3UPOBAHHBIE
UH(OPMAIMOHHO-YPABIIAIONINE CUCTEMBbI, MOAEIMpPOBaHUE CHUCTEM YNpPaBIICHUS,
[Ipou3BoACTBEHHAs MpaKTUKA: NPEIIUIUIOMHAsl MpakTUKa, [ ocynapcTBeHHas
UTOrOBasl aTTecTalys: MOJArOTOBKA K cllaye W cJadya TOCyJapCTBEHHOI'O 3K3aMEHa,
l'ocynmapcTBeHHass MTOroBasi aTTECTALMA: BBIOJHEHUE, MOJATOTOBKAa K MPOLEAYypE
3aIMTHI ¥ 3a1IUTa BBITYCKHOM KBAaTU(UKAIIMOHHON PabOTHI.

dopmMoi MPOMEKYTOUHOM aTTEeCTAIlMU 3HAHUN OOy4aeMBbIX MO OYHOM (opme
oOydeHHs: sIBIsETCA 3a4eT BO 4-M ceMmecTpe, MO 3a04HOM (opme 3a4eT B 6-M
CeMeCTpe.

3. O0beM TUCHUIIIHHBI
ouHas (popma oOydeHHS:




Buj y4eOHoii pa6oThl MO0 AMCUMILINHE Bcero B 3.e. 1 9yacax Cemectp 4
B yacax

O0mast TPy10EMKOCTE AMCIHILTHHDI 3 3.e. -108 ak.4yac 108 ak.uac
Konmaxmmuasn paboma - Ayoumopnsie 3anamus 36 36
Jlexyuu 18 18
Jlabopamophvie 3anamus 18 18
CemuHnapwl, npakxmuyeckue 3aHsamusl - -
Koncynemayus - -
Camocmosamenvnasn paboma 72 72
KypcoBas pa6ora (KypcoBoii IpoeKT) - -
Bua npoMesKyTOYHOM aTTecTAaluM 3auer 3auer
3a04yHas hopma OOyUIEHUS:

Buj yueOHoii paGoThl M0 AUCHUIINHE Bcero B 3.e. u yacax Cemectp 6

B yacax

Obmast TPy10EMKOCTH IMCIHILTHHDI 3 3.e. -108 ak.4yac 108 ak.uac
Konmaxmmuasn paboma - Ayoumopnosie 3anamus 8 8
Jlexyuu 4 4
Jlabopamopnvie 3anamus 4 4
CemuHnapwl, npakxmuyeckue 3aHsamusl - -
Koncynemayus - -
CamocmosamenvHnasn paboma 96 96
KypcoBas pa6ora (KypcoBoii poeKT) - -
Bua npoMesKyTOYHOM aTTecTaluM 3auer — 4 yaca 3auer — 4 yaca

4. Coagepxanye TUCHHUILUIMHBI, CTPYKTYPUPOBAHHOE M0 TeMaM (pa3jaesiam)
AUCUMILIMHBI € YKa3aHHeM HMX 00beMOB (B aKaJeMHUYeCKHX 4acax) U BUIAOB

y4eOHBIX 3aHATHI
4.1. Y4eOHO-TeMaTHYeCKHUIl JIaH
Ounas dhopma 00yueHuUs

KomnnuectBo gyacos Kon
TeMa( a3 e_]'[) KOHTaKTHas pa60Ta I/IHI[I/IKaTOpa
e Jlexin | ;maGopatopHble n%iﬁ?;{igige caMO;z%ﬂ::;IbHaﬂ JIOCTHOKEHHI
u saHATHA " KOMITCTEHIINT
Tema 1. OcHoOBHbIC T™OHITHS U
onpenenenus. Mcroynnku, pucku u K-2.1.. TIK-
dopmel  arak Ha uHpopMmarmio. | 4 4 - 18 29 1'_H'<’_2 3
[TonuTuka 5 CTaHIapThI v e
0e3onacHOCTH
Tema 2. Kpunrorpapuueckue
MOJeNU. ANTOPUTMBI IIU(PPOBAHUS.
AJITOpUTMBI ayTeHTH()UKAIIH 4 4 ) 18 IK-2.1., ITK-
I10JIL30BaTENEH. Monenu 2.2., 1IK-2.3.
0e3omacHOCTH OCHOBHBIX
OIIEPAllMOHHBIX CUCTEM.
Tema 3. AnmunuCcTpUpOBaHHE CeTeil. K-2.1.. TIK-
3ammra uHGOpManuu B cersx. | 4 4 - 18 29 1'_H'<’_2 3
MHoroypoBHeBas 3aIInATa v T




KOPIIOPATUBHBIX CETEH.

Tema 4. TpeGoBanus K cucremMam
3aIUTHl MHPOPMAIMU M HAalPaBJIEHUs

pa3BUTUSL  CPEACTB  OE30MAaCHOCTH § ; s [IK-2.1.. TIK-
NPENPUSTHSA. ITpaBoBbIe - .
S — 2.2., 1IK-2.3.
HECAHKI[MOHUPOBAHHOTO JIOCTyNa K
nHpOpMAIIH
Koncynbranuu IIK-2.1., IIK-
] j 2.2, 11K-2.3.
IK-2.1., ITK-
Kontposs (3auer) - 29 TIK23
UTOIo 36 72
3aounast popma 00yueHus
KomnnuectBo uyacos Kon
KOHTaKTHas pabora WHIAKATOpa
Tema (pasnen) Hoxatn | naGoparopie | _CEMHHIPIH CaMOCTO6}ITCJIbHa${ ST
u sawsmun | | PAKTHACCKHE pabota KOMITETEHIHH
3aHATHA
Tema 1. OcHoBHbIE T™OHATHS W
onpenencHus. VICTOUHMKH, PUCKH U K-2.1.. TIK-
dopmbl  arak Ha uHbOpMANMUIO. | 2 - - 24 29 1'_112_2 3
[Honutuka 51 CTaHJapThl o e
0e3onacHOCTH
Tema 2. Kpunrorpapuueckue
MoOzeNd. AJrOpUTMBI  HIH(POBAHUSL.
AJNTOPUTMBI ayTeHTH(OUKAIMN i D) ) 24 ITK-2.1., ITIK-
I10JIL30BaTEIEH. Monenu 2.2., 1IK-2.3.
0e30macHOCTH OCHOBHBIX
ONEPALIMOHHBIX CHCTEM.
Tema 3. AqMUHHUCTPUPOBAHUE CETEH.
3ammTta uWHGOPMAMM B CETAX. ) ) ) 24 [K-2.1., ITIK-
MHoroypoBHeBas 3aIura 2.2., 1IK-2.3.
KOpPIOPAaTUBHBIX CETEH.
Tema 4. TpeGoBanus K cucremam
3aIUTHl MHPOPMALIMU U HANPABICHHS
pasBUTUS  CPEACTB  OE30IACHOCTH 5 04 MK-2.1.. TIK-
TPEIIPUATHSL. [TpaBoBbIC - - ;
TOCIENCTRHA 2.2., 1IK-2.3.
HECaHKI[MOHUPOBAHHOIO JIOCTyNa K
nHpOpPMaIIH
Koncynpranuu IIK-2.1., IIK-
) ) 2.2., TIK-2.3.
[K-2.1., ITK-
Kontposs (3auer) 4 29 TIK23
UTOIo 8 96

4.2. Conep:kanue TUCHUNIUHBI
Tema 1. OcHOBHbIe NMOHATHUS M omnpeaejneHus. VICTOYHUKH, PUCKH H
¢popmbl aTak Ha nuHGopmanuro. [louTrka U cTaHaapPTHI 0€30MACHOCTH




OcHOBHbIE  MOHATHS  3alUTBl  UHpOpMaLMM:  KOHPUACHLIHUAIBHOCTD,
LEJIOCTHOCTb, TIOCTYITHOCTb.

HcTounuku yrpo3 6e30nacHOCTU: BHYTPEHHUE U BHEITHUE YTPO3bI.

Buner atak Ha uHpOpManuio: aTaku Ha KOH(QUACHIUAIBLHOCTD, LIEIOCTHOCTD,
JOCTYITHOCTb.

— [Ipumepsl  atak:  BUPYChI, TPOSHCKHE MpOrpamMmbl,  (UIIUHT,
MaHUITYJISIIIUM C TaHHBIMU.

O1eHKa pUCKOB U YSI3BUMOCTENW NH(OPMALIMOHHBIX CUCTEM.

- AHanu3 ys3BUMOCTEN CUCTEMBI: METOAUKN U UHCTPYMEHTHI.

— Pucku, cBsA3aHHBIE C YTE€UKAMHM JAHHBIX, HECAaHKIHMOHUPOBAHHBIM
JNOCTYIIOM U BpeaoHOCHBIM [10.

[Tonutrka 6€30MaCHOCTH:

— Pa3paboTka 1 BHepeHUE NOJUTUKH 0€30MMacCHOCTH MH(pOpMaIUK.

— BaxxHocTh pa3rpaHudeHust 10CTyIa, KOHTPOJISE 1 MOHUTOPHUHTA.

- [TonuTHka 3amMTBl JaHHBIX, NpPAaBWJIA PE3EPBHOTO KOMHMPOBAHUA,
BOCCTaHOBJICHHMSI IOCJI€ UHIUECHTOB.

MexyHapoaHbsle cTaHAapTel U pernamenTsl 6e3omacHoctu: ISO/IEC 27001,
NIST, GDPR.

— O630p TpeOoBaHMI M CTaHJIAPTOB OE30MACHOCTU ISl PA3IMUHBIX cep
JEeSITEILHOCTH.

- IIpumeHeHrne CcTaHAApTOB  JUIsL  IIOCTPOCHHSI  CHCTEMBI  3aIlUTHI
UH(GOpMaIMU B OPTaHU3ALINH.

Tema 2. Kpunrorpagpuueckue wmojaean. AJAropurMmbl mudpoBaHUs.
AJITOPUTMBI  ayTeHTH(UKAUMU MoJb3oBareneil. Moaean 0e30macHOCTH
OCHOBHBIX ONEPALMOHHBIX CHCTEM.

Kpunrorpaduueckue moenu:

— Mopenu CMMMETPUYHOTO U ACUMMETPUYHOTO MNP POBAHUS.

— Hcnonb3oBanne mu@poBbIX MOAMNMCEH U X3II-QYHKUUN A MPOBEPKU
LEIOCTHOCTH JAHHBIX.

— [Ipunununer  paboTel  Mopeneld  O€30MACHOCTM  HA  OCHOBE
KpunTorpauyeckux NpoTOKOJIOB.

ANTOpUTMBI IKX(PPOBAHUSA:

- Cummerpuunble anroput™Mbl: AES, DES, RC4.

— Acummerpuunbie anroputMbel: RSA, ECC (kpuBble 53ITUNTHYECKON
Kpunrorpapun).

— [IpuMeHeHne aaropuTMOB B PEAIbHBIX MPUJIOKEHUSX: 3aIIUTA JTaHHBIX,
3JEeKTpOHHasA noura, VPN.

ANTOPUTMBI ayTEHTU(HUKAIUU TI0JIb30BATENICH:

— [TaponbHas  ayteHTHdUKaMs, JByx(daKTopHas  ayTeHTUPUKaLus,
ounomeTpusl.

— [TpoTtoxonsl ayrentudukaruu: Kerberos, LDAP, SSO (Single Sign-On).

Monenu 6e30nacHOCTH ONEPAIlMOHHBIX CUCTEM:

— Monenu 6e3omacHoctu: Bell-LaPadula, Biba, Clark-Wilson.



— Ponp onepaninoHHBIX CHCTEM B 3allIUTE JAaHHBIX: MpaBa JOCTYIIA, 3aIIUTa
OT BUPYCOB U BPEIOHOCHBIX MPOTPaMM.

— KonTtponp gocTyma W ympaBieHHE TpaBaMH TOJb30BaTelei B
pazimuunbix OC: Windows, Linux, macOS.

Tema 3. AaMuHucTpuUpoBaHue cereil. 3amura uHpopMauuu B ceTHX.
MHoroypoBHeBasi 3all{UTa KOPIOPATUBHBIX CeTEH.

AJMUHUCTPUPOBAHKE CETEH U yIPaBJICHHE 0€30MaCHOCTHIO:

— OcHoBHbIE 337]a4l aAMUHUCTPUPOBAHUS CETEBON OE30MACHOCTH.

— Coznanmne 3amMIIEHHBIX CETEBBIX HHMPACTPYKTyp U oOecrmedeHune
J0CTyIa.

3amura uHQOpPMaALIUU B CETAX:

— Mertosl 3anTuThl Iepeaaun JaHHbIX: mudpoBanue Tpaduka (SSL/TLS,
IPsec).

— 3ammTa Ha ypoBHe npuioxenuit: HTTPS, SSH.

— [Tporoxomnsl 6e3omacHoOi nepenaun AaHHbX: VPN, kpuntorpaduueckue
POTOKOJIBI.

MHuoroypoBHeBas 3alIUTa KOPIIOPATUBHBIX CETEH:

- Konmenius MHOTOCIOMHOM 3amuThl: 3amuTHble cTeHbl (firewalls),
cucremMbl npenoTBpaiienus sropxkennit (IDS/IPS), mudposanue.

- 3amMTa KOPHOPATUBHBIX JaHHbIX ¢ 1nomombio VPN, DMZ,
CErMEHTAIlUH CETH.

— KouTponb u ynpaBieHne 10CTyNOM B KOPIOPATUBHBIX CETSIX.

Bormpocsl ynpaBiieHUsI HHIIUACHTAMHA U OTBETHBIMU MEpPaMH Ha YTPO3bI:

— PearupoBanne Ha araku W MHUOUACHTBL: OJOKUPOBKA, aHAIU3 H
BOCCTaHOBJICHHE.

- Ucnonv3oBanue SIEM-cuctem s MOHUTOpPUHIA W aHaiu3a
0€30MaCHOCTH.

Tema 4. TpeGoBaHusl K cucTeMaM 3aIIUTHI HHPOPMAMH ¥ HANIPABJIEHUSA
pa3BuUTHUsl cpelacTB Oe3omacHocTu npeanpustus. I[IpaBoBble mnociaencTBus
HECAHKIIHOHMPOBAHHOIO J0CTYNA K HH(OPMALMU

TpebGoBaHus K crucTeMaM 3alUThl UHPOPMaALIUU:

— CranpapThl KOH(MICHIUATBHOCTH, LEIOCTHOCTA U  JIOCTYIMHOCTHU
JAHHBIX.

— Cucrempl  3amuThl  WHGOPMAIMKM:  AHTUBHPYCHBIE  IPOTPAMMBI,
¢daepBoIIbI, CHCTEMBI KOHTPOJIS JOCTYTIA.

— [Tonmutukn ©€30MACHOCTH: pasTpaHWYEHUE TMpaB JOCTyMa, ayauT
0€30MacHOCTH, aHAIN3 YSI3BUMOCTEH.

Hanpasnenus pa3BuTus cpeacTB 0€30MacHOCTH:

— Pa3BuTHe 001auHBIX TEXHOJIOTHI U oOecrnieueHne 0e30MacHOCTH JTaHHbIX
B oOJIaKe.

— Hcnonp3oBaHrne MCKYCCTBEHHOTO WHTEUIEKTa M MAlTUHHOTO OOy4YeHHUS
JUTSI BBISIBJICHHS YTPO3.

— Pa3BuTtre OMOMETPHUYECKHUX TEXHOJOTUH JJIsg ayTeHTU(DHKAIUA W
3aIUTHI TaHHBIX.



[IpyMeHeHre UHHOBAIIMOHHBIX CPECTB JJIS 3aIUThl HHPOPMAIIUH:

— JlenleHTpanu30BaHHbIE CUCTEMbI 0€30MacHOCTH (OJIOKUYEHH).

— Hcnonb3oBaHre KpUNTOBATIOT U HU(POBBIX MOAMKUCEN NIl TpaH3AKLIMMA
U KOHTPAKTOB.

[IpaBoBbIe MOCAEACTBUS HECAHKIIMOHUPOBAHHOTO AOCTYyMA!

— Bnusinue Ha 6e30nmacHOCTh M KOHPUIEHIMATBHOCTh MHPOPMALUH.

- 3aKOHBI U PEryJIMPOBaHUE: 3AIINUTA JAHHBIX, OTBETCTBEHHOCTD 3@ yTEUKY
uHbOpMaIuu.

- [Ipumenenrne 3akOoHOB Mo 3aumuTe JaHHbIX (Hanpumep, GDPR) wu
OTBETCTBEHHOCTh 32 HapyILIEHUE paB Ha HHPOPMALIHIO.

— [Tpumepsl IIPaBOBBIX HOCJIEACTBUI: mrpadsl, yroJIOBHAst
OTBETCTBEHHOCTb, Cy/1€0HBIE ITPOLIECCHI.

5. VY4eOHO-MeTOAMYecKOe o0OeclevYeHHe CaAMOCTOAATEJbHON PadoThl
CTY/I€HTOB

CamocTtosiTenbHass paboTa TPOBOAUTCS C IEJbIO: CUCTEMAaTU3AlUU U
3aKPETUICHHSI TTOJTYYEHHBIX TEOPETUYECKUX 3HAHWMM W TIPAKTUYCCKUX YMCHHM
oOydaromuxcsi; yriyOJIeHHs M PpacCHIMPEHUs TEOPETHYECKHX 3HAHHHA CTYICHTOB;
dopMupoBaHUs YMEHHH HCIOIB30BaTh HOPMATHBHYIO, IMPABOBYIO, CIIPABOYHYIO
JOKYMEHTAIMIO, YUeOHYIO0 M CIIeHUaTIbHYIO JINTEPATypPy; Pa3BUTHS MO3HABATEIBHBIX
CIIOCOOHOCTEH W aKTUBHOCTH  OOYYAIOIIMXCS:  TBOPYECKOW  HMHHUIIMATHUBHI,
CaMOCTOSATENIbHOCTH,  OTBETCTBEHHOCTH,  OpPraHM30BaHHOCTH;  (OPMHpPOBAHUE
CaMOCTOSTENIbHOCTH MBIIILJICHUS, CrocoOHOCTEM K CaMOpa3BUTHIO,
COBEPILIEHCTBOBAHUIO M CaMOOpraHu3aiuu; QGopMUpoBaHUs NpodheccHOHaATbHBIX
KOMITETEHIINI; PA3BUTHIO UCCIIEI0BATENbCKIUX YMEHUN CTYICHTOB.

@opMbI U BHUJBI CAMOCTOSITEIbBHOW pabOThl CTYJCHTOB: YTCHHE OCHOBHOW H
JOTIOJTHUTEIPHOW JIUTEpaTyphl — CaMOCTOSATEIHLHOE U3Y4YEHHE Marepuana IIo
PEKOMEHTyeMbIM JINTEPATYPHBIM UCTOYHUKAM; pab0oTa ¢ OMOIMOTEYHBIM KaTajJoroM,
CaMOCTOSITENIbHBIM TIOA00pP HEOOXOAUMOM JIUTEpaTyphl; paboTa CcO CIOBapem,
CIIPAaBOYHHUKOM; TIOMCK HeoOXxomumowr wuHpopmanmmu B cetu  VHTEpHeT;
KOHCTICKTUPOBAaHHWE HCTOYHUKOB; pedepupoBaHUE HCTOYHUKOB; COCTABJICHHE
AQHHOTAIMK K MPOYMUTAHHBIM JIMTEPATYPHBIM HCTOYHHKAM; COCTABJICHUE PEICH3UN U
OT3BIBOB Ha MPOYHTAHHBIN MaTepual, COCTaBJICHHE 0030pa MyOJIMKaIUil Mo TeMme;
COCTaBJICHHME U  pa3pabOTKa TEPMUHOJOTMYECKOTO  CJIOBapsi;  COCTaBJICHUE
XPOHOJIOTUYECKON TaOuIlbl; cocTaBieHue Oubnmorpaduu (6ubnumorpadudeckoit
KapTOTEKH); TMOATOTOBKA K PAa3IMYHBIM (QopMaM TeKylled U MNPOMEKYTOUHOU
arTecTalu (K TECTUPOBAHHMIO, KOHTPOJIBHOW paloTe, 3a4yeTy); BBHINIOJIHEHHE
JIOMAIIIHUX KOHTPOJBHBIX PadOT; CaMOCTOSITEIHHOE BBIIOJHEHHE TMPAKTHYECKUX
3aJlaHuil PENPOIYKTUBHOTO THMA (OTBETHI HAa BOIMPOCHI, 3a7a4u, TECTHI; BBHITIOJIHCHHUE
TBOPUYECKHUX 3a1aHHM).

TexHoMOrUsT  OpPraHU3alMM  CaMOCTOSATENbHOW  pabOThl  OOyYaromuxcs
BKJIFOYAE€T HCIOJIb30BaHWE WHGOPMANMOHHBIX W MaTePHAIBHO-TEXHHYECKUX
pecypcoB 00pa30oBaTEIbHOTO YUPEXKJICHUs: OUOIMOTEKY C UHWTAIBHBIM 3aJIOM,
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KOMIIBIOTEPHBIE KJIACChl C BO3MOXHOCTBIO pa0boThl B IHTEpHET; ayAUTOpUH (KJIACCHI)
JUTSl KOHCYJIbTallMOHHOM J1€ATEIbHOCTH.

[lepen BbIMOTHEHUEM OOYYAIONIUMUCS BHEAYJIUTOPHON CaMOCTOSTEIbHOMN
paboThl IpenojaBaTeb MPOBOJUT KOHCYJIbTUPOBAHHME IO BBINOJIHEHUIO 3aJaHMS,
KOTOpBbI BKJIIOYAaeT UeNb 3aJaHus, €ro COJEp>KAHMs, CPOKU BBINOJHEHHUS,
OpUEHTHUPOBOYHBI 00BbEM pabOTHI, OCHOBHBIE TPEOOBaHUS K pe3yJibTaraM paOoThl,
KpUTEPUH OLEHKU. Bo Bpems BbINOJHEHUA OOYyYarolMMUCS BHEAYIUTOPHOU
CaMOCTOATENbHON pabOThI U MPU HEOOXOAUMOCTH NPENOJaBATENb MOXKET MTPOBOJIUTH
UHANBUIYJIbHBIE U TPYNIOBbIE KOHCYJIbTALIMH.

KonTpons  camocrosiTennbHOM ~ pabOTBl  CTYJEHTOB  IIpelycMaTpUBacT:
COOTHECEHME COAEPKAHUSI KOHTPOJIS € UEISIMU 00yUYeHUs; 00bEKTUBHOCTh KOHTPOJIS;
BaJIUAHOCTh KOHTPOJISA (COOTBETCTBHE NPENBABISIEMBIX 3aJaHUM TOMY, 4YTO
Opeanojaraercs MpoBepUTh); IuddepeHranuo  KOHTPOIbHO-U3MEPUTENbHBIX
MaTepHUaJIOB.

@®opMBl KOHTPOJII CaMOCTOSITENIbHOM paboThl: MPOCMOTP U HIpOBEpKa
BBIMIOJHEHUSI ~ CAMOCTOATENIbHOW  paboThl  MpemojaBaTesieM;  OpraHu3alus
CaMONPOBEPKH, B3aUMONPOBEPKH BBINOJHEHHOI'O 33JlaHds B Tpynne; o0CyXIECHHE
PE3yAbTATOB BBIOJIHEHHOW PabOThl HA 3aHATHH; MPOBEAECHUE MUCBbMEHHOTO OIpOCa;
OPOBEICHUE YCTHOTO OINpOCa; OpraHu3alMs M MPOBEJCHUE HWHIUBUIYAIBHOIO
co0ecel0BaHus; OpraHu3alus U IPOBeIeHUE COOECeI0BAHUSI C TPYIIION.

Hepeqenb BOIIPOCOB, OTBOAUMBIX HA CAMOCTOATEJIbHOE€ OCBOCHUE TUCHUIIIINHBI,

(opMbI BHEAYTUTOPHOM CAMOCTOATEILHOMH PAadOThHI

HanMeHoBaHHE TEM
(pa3zaesoB)
JTUCIHUILINHBI

l'lepequL BOIIPOCOB, OTBOAUMbBIX HA CAMOCTOATEIbHOE
O0CBOCHMEC

®opMbl BHEAYIUTOPHOH
CaMOCTOSITeJIbHOH PadoThI

Tema 1. OcHoBHBIE
MTOHATHS U
OTIpeICTICHMSI.
WcTounuku, pucku u
(hopMBI aTak Ha
nH(pOpPMAIHIO.
[MomuTHKa ¥ cTaHAAPTHI
0€30IaCHOCTH

1. Onpenenenue 3amuThl HHGOPMAIMU 1 €€ OCHOBHBIE LIENH.
2. OCHOBHBIE MOHATHS: KOHQUIEHIIHNATHLHOCTD, IEJI0CTHOCTH,
JIOCTYITHOCTH HH(OpMAInu.

3. Ucrounuku yrpo3 nHGOpMaLWu: BHYTPEHHUE U BHEITHHE
(baxTopsI.

4. ®opmel aTak Ha HHGOOPMAIIHIO: BPEIOHOCHBIC TTPOTPAMMEIL,
colMabHast MHKEHEePHst, (PUILUHT | Jp.

5. IlonuThky 6€30MacCHOCTH: OCHOBHBIE KOMIIOHEHTHI U X
3HAa4YeHHE B OPTaHHU3AIINN.

6. Cranmaptsl 6e3onmacHocti nHpopmanuu: ISO/IEC 27001 n
JpyrHe.

7. O1leHKa PUCKOB U YSI3BUMOCTEH B 00J1aCTH 3aIIUTHI
nHpopMaIum.

8. CounanpHast HHKEHEPHUs: METOABI U IPUMEpPHI aTak.

9. BnusiHue yenoBeveckoro (akTopa Ha 0e30MacHOCTh
WH(GOPMAITHIH.

10. byaymiee 3amuTsl H”HGOPMAIMK: HOBBIE YTPO3bI U TIOIXOIbI.

Wzydenue nurepatypsl o
OCHOBHBIM MOHSATHSIM 3aIIUTHI
nHpopmaruu. [IposeneHmne
aHaJIn3a BO3MOXKHBIX YIpo3
JUtst TH(GOPMAIUH B
Pa3TUIHBIX cepax.

Tewma 2.
Kpunrorpadugeckue
MOJIETH. ANTOPUTMBI
mmdpoBaHysL.
AJITOpUTMBI

1. O630p kpunTorpaguUECKUX MOJICICH: CHMMETPUYHAS U
aCMMMETpHYHAs KpUITOrpadusi.

2. Anroputmer mudpoanus: DES, AES, RSA u ux
0COOEHHOCTH.

3. Xa1-(pyHKIMK U UX TPUMEHEHHE B 3aIUTe WH()OPMAIUH:

HccnegoBanne METOI0B
ayTeHTU(PUKAIIH
MHOJB30BaTeIIeH U UX
a¢dpextuBHoCTH. [IpOoBeieHnE
aHaiau3a Mojeleu
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ayTeHTU(UKAINN
MOJIE30BaTEIICH.
Mogenu 0€30MacHOCTH
OCHOBHBIX
ONEPALMOHHBIX CUCTEM.

SHA-1, SHA-256 u np.

4. AnropuTMbl ayTeHTH(QUKALUK: TAPOJIH, TOKEHBI, OnOMETpusl.
5. Mopenu 6e30MacHOCTH B OTIEPAallHOHHBIX cucTeMax: Windows,
Linux, macOS.

6. Poxp kpunrorpaduuecKkux METOI0B B 00eCTIEeHeHUH
0€3011aCHOCTH OIEPALIUOHHBIX CUCTEM.

7. Tlpumepsl MPUMEHEHHS PA3THYHBIX AITOPUTMOB MIM(POBAHHUS
B PEANbHBIX CUCTEMAaX.

8. Ceptudukatsl 1 HHPPACTPYKTYpa OTKPHITHIX Kitoyeid (PKI) B
ayTeHTU(HKALNUHU T10JIb30BaTEICH.

9. CooTBercTBHE CTaHAAPTaM 0€30MMaCHOCTH AITOPUTMOB
mudpoBaHUsL.

10. bynymiee xpunrorpaguuecKuX METOIOB: HOBBIE PEIICHUS H
TOJIXO/JIBL.

0€30I1aCHOCTHA OCHOBHBIX
OTIEPAIUOHHBIX CUCTEM.

Tewma 3.
AJIMUHUCTPUPOBAHUE
cereil. 3amuTa
WHPOPMAIUH B CETSAX.
MHoroypoBHeBast
3aIMTa KOpInopaTUBHBIX
ceTel.

1. OCHOBBI aIMUHUCTPUPOBAHUS CETEH: 3314l U HHCTPYMEHTBI.
2. Yrpo3bl 6€300aCHOCTH B CETSIX: TUIIBI M HCTOYHUKU.

3. Meroap! 3anuThl HHOOPMAITHH B ceTsaX: mudpoanue, VPN,
(aiipBoIIbI.

4. MHOrOypoOBHEBasI 3aIIUTa KOPIIOPATUBHBIX CETEeH: KOHUEILINU
Y TIOJTXO/TBI.

5. Pornb ceTeBbIX MPOTOKOJIOB B 0€301MacHOCTH HHPOPMAIIHH.

6. [Ipumenenue cucteM 0OHApY>KEHHS U IIPEJOTBPAILICHUS
Bropxenwuii (IDS/IPS).

7. Cuctemsl yrnpaBiieHus 0e30macHOCThio HHpopManmu (SIEM):
(GYHKUIUH U IPUMEPBI.

8. OcHOBHBIC IPUHLHUITBI IPOCKTUPOBAHHS OE30MACHBIX CETEH.
9. Oby4eHre COTpyIHUKOB 0€30IMacHOCTH B KOPITOPATHBHON
cpere.

10. Bynymiee ceTeBoii 6€30MacCHOCTH: TPEHABI ¥ TEXHOJIOTHH.

IIposenenue ananusa
MHOT'OYPOBHEBOM 3aLLIUTHI
KOPIIOPaTUBHBIX CETEH.
HccnenoBanue npumMepoB
YCHEIIHOT'O
aJIMHHUCTPHUPOBAHUS CETEU C
aKIICHTOM Ha 0€301TacHOCTb.

Tema 4. TpeboBanus K
CUCTEMaM 3allIUThI
UHPOpPMALUH U
HAaIpaBJICHUs PAa3BUTHUS
cpencTB 0€30MacHOCTH
MPEANPUSITHSI.
[IpaBoBBIE MOCTEACTBHS
HECAaHKIIMOHUPOBAHHOT
0 JJoCTyMa K
HHpOpPMaLUH

1. OcHoBHBIE TpeOOBaHHA K CHCTEMaM 3aIlUThl HHOpMaIuu:
KOH()UICHINAIBHOCTb, LIEIOCTHOCTb, JOCTYITHOCTb.

2. HopMaTHBHBIE JOKYMEHTHI ¥ CTAaHJAPTHI B 00JIACTH 3aIUTHI
UHPOPMALUH.

3. HampaBneHus pa3BUTHsI CPEACTB O€30IaCHOCTH: TEHICHINU 1
WHHOBAIINH.

4. Ponb TexHONOTHI B 0OecnieueHnH 0€30IacHOCTH HHPOPMALUH
Ha MPEIIPUATHAX.

5. [IpaBoBBIC acTIEKTHI 3AIUTH HHPOPMAITAN: 3aKOHBI U
perynsuum.

6. [locnencTBus HECAaHKIIMOHUPOBAHHOTO AOCTYIA K
nH(pOpMaIIK: pUANIecKre 1 (HUHAHCOBHIE.

7. Ilpumepsl YCIEMIHOTO BHEAPEHUSI CUCTEM 3alIUThI B
KOMIIaHMSIX.

8. Bnmussane GDPR u 1pyrux perymsmnuil Ha 3aIiuTy
nHpOpMaIIm.

9. OneHka yrpo3 U OIIeHKa PUCKOB B KOHTEKCTE MTPABOBBIX
MOCIIEACTBU.

10. Bynymiee cuctem 3amuThl THGOPMAIMH: HOBBIE TIOJXOIbI H
BBI30BBL.

HccnenoBanue mpaBoBbIX
TOCJIEICTBUH
HECAHKI[MOHUPOBAHHOTO
JIOCTyTa K HHPOPMAITUH.
[IpoBeneHue anamm3a
COBPEMEHHBIX TEHICHIINH B
00acTH CpeacTB
0€30IaCHOCTH.

Ikaaa oneHNBaHUA

[IIxama oneHmnBanus

Kpurepuun ouenuBanus

«OTINYHO»

OOyuaromuiicss ray00KO U COAEP’KATEIBbHO PACKPHIBAET
TEMYy CaMOCTOSITEJIbHOW palOThl, HE AOMYCTUB OUIMOOK.
OTBET HOCHUT pPa3BEPHYTHIN U UCUEPIBIBAIOLINN XapAKTEP
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«Xopouo»

OOyuaronuiics B LEJIOM pacKphIBacT TEMY
CaMOCTOSITeIILHON pabOThI, OJTHAKO OTBET XOTs ObI HA OJIMH
U3 HUX HE HOCHT pPa3BEPHYTOTO M WCUEPITHLIBAIOIICTO
XapakTepa

«yI[OBHGTBOpI/ITeHBHO»

OOyuaromuiics B LETIOM PacKpbIBacT TEMY
CaMOCTOATENIbHON paOOThl U JAOIMYCKAET PsiJ HETOYHOCTEM,
(parMeHTapHO PACKPBIBAET COJEPKAHUE TEOPETUYECKUX

BOIIPOCOB WJIM MX PAaCKpPbIBA€T COJEPKATEIbHO, HO
JONyCKasl 3HAYUTEIbHbIE HETOYHOCTH.
«HeynoBnerBopurensHo» | OOydaromuiicss He  BIaJeeT  BBIOpAaHHOW  TEeMOM

CaMOCTOSATEIbHON pabOThI

6. OueHouynbie MaTepuaJbl (POHA OLECHOYHBIX CPEACTB) AJISl NPOBEACHUSA
TeKYIIero KOHTPOJSl YCHeBAeMOCTH, NMPOMEXKYTOYHON ATTeCTALMU IO MTOram
OCBOCHMUSA JUCHMILINHBI

6.1. ITacopt doHIa OLIEHOYHBIX CPECTB

Neo | Kontponupyemsie Kon un WNunukatop HaumenoBanu
pasnaensl (TeMbl) HaNMEHOBAHUE JIOCTHXKECHUS e
JUCIUTTAHBI KOMIETEHINH KOMIIETEHIH OLICHOYHOI'O

CpeacTBa

1. | Tema 1. OcHOBHBIE I1K-2 Pa3pabotka I1K 2.1 Cnocoben
TNOHSTUS ¥ ONPEICICHUS. | HH(POPMALHOHHOro | NPOCKTHPOBATh
Wcrounuku, pucku u obecredens MH(POPMALIMOHHYIO
¢dopmbI aTak Ha ACVII MOJIEINTb JAHHBIX
uHpopmanuto. [Tonutuka ACVII,

U CTaH/IapThI CTaH/IapTU3ALUIO

6e30macHOCTH JIOKYMEHTO000pOTa U
XapaKTePUCTHK
uHpopMaLuu Omnpoc,
IIK 2.2 MosxeT JIOKJIa,
pa3pabaTbIBaTh pedepar,
TEXHOJIOTUIECKHE MIPOTrpamMMBl,
CXeMbI 00pabOTKHI MPE3CHTALINH,
uH(pOopMaLuu 1o 3a4er
OTJEJIbHBIM
3anayam ACVYII
I1K 2.3 Cnocoben
00BEeIUHATE
MH(POPMAaLIMOHHbIE
0a3bl IpU CO3JAHUHN
MHTETPUPOBAHHOM
ACVII

2. | Tema 2. I1K-2 Pa3pabotka 1K 2.1 Cnocoben Omnpoc,
Kpunrorpaduueckue MH(pOPMALOHHOrO | NPOSKTHPOBATh JOKJIaJ,
MOJIENIU. AJITOPUTMBI T MH(POPMALIMOHHYIO pedepar,
mmdpoBaHusL. ACVII MOJIENTb JAHHBIX MIPOTpamMMBl,
AJNTOPUTMBI ACVII, MPE3EHTALNH,
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ayTeHTU(UKAINH
MoJIb30BaTee. Moaenu
0€30I1aCHOCTH OCHOBHBIX
OTIePAIMOHHBIX CHCTEM.

CTaH/IapTU3AIUIO
JIOKyMEHTO0000pOTa U
XapaKTePUCTHK
uHpopmaruu

[1IK 2.2 Moxer
paszpabaThIBaTh
TEXHOJIOTUYECKHE
CXeMBbI 00paboTKH
UHpOpPMALIUH 110
OTJIEbHBIM

3amauyam ACVYII

1K 2.3 Cnocoben
00BbEIUHATD
nH(pOpMaITMOHHBIE
0a3bl IpH CO3TAHUH
WHTETPUPOBAHHOMN
ACVII

3a4€CT

Tema 3.
AJMUHUCTPUPOBAHUE
ceTen.
Kpunrorpaduueckue
METO/IbI 3aILUTHI
UH(POPMALIUU B CETSX.
MHoroypoBHeBast 3aiura
KOPIIOPAaTHUBHBIX CETEH.

ITK-2 Pa3paboTka
WH(POPMAIIMOHHOTO
obecrieyeHust
ACVYII

[1K 2.1 Cnocoben
MIPOEKTUPOBATH
nH(pOpMaAITMOHHYO
MOJIeTb TAHHBIX
ACVII,
CTaH/IapTU3AIUIO
JIOKyMEHTO0000pOTa U
XapaKTePUCTHK
uHdopmaruu

[1IK 2.2 Moxer
paszpabaThIBaTh
TEXHOJIOTUIECKHE
CXeMbI 00pabOTKH
UHpOPMAaLIUH TI0
OTJIebHBIM
3amauam ACVYII
1K 2.3 Cnocoben
00BEIUHATD
nH(pOpMaITMOHHBIE
0a3bl IpH CO3TAHHUH
WHTETPUPOBAHHOMN
ACVII

Ompoc,
JOKJIa/,
pedepar,
IIPOrpaMMEI,
Mpe3eHTalHH,
3auer

Tema 4. TpeOGoBanus K
cucreMam 3aIIUTHI
uHbopmauu u
HaNpaBJICHUS  Pa3BUTHUSA
CpelncTB  0e30MacHOCTH
npeanpuatus. IIpaBoBbie
MOCTIEACTBUS
HECaHKIIMOHUPOBAHHOTO
nocTyna K nHpopMaluu

ITK-2 Pa3paboTka
UH(}OPMAIIMOHHOTO
obecrieyeHHs
ACVYIIL

[1K 2.1 CnocoGen
MIPOEKTUPOBATH
MH(GOPMALIMOHHYIO
MOJIEeTTh TAaHHBIX
ACVII,
CTaH/IAPTU3AIUIO
JIOKYMEHT0000pOoTa U
XapaKTePUCTHK
uHpopmaruu

[1IK 2.2 Moxer
pa3palaThIBaTh
TEXHOJIOTUYECKHE
CXEMBbI 00pabOTKH

Ompoc,
TOKJIaI,
pedepar,
IIPOrPaMMBI,
NPE3eHTALUH,
3a4er
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UHpOpPMALIUH TI0
OTJIEbHBIM
3amauyam ACVYII
1K 2.3 Cnocoben
00BbEIUHATD
nH(pOpMaITMOHHBIE
0a3bl IpH CO3TAHUH
WHTETPUPOBAHHOMN
ACVII

Jranbl ¢opMupoBaHusi KommeTeHuuil B mnpouecce ocBoenus OIIOII
IPsIMO CBSI3aHBI C MECTOM JIMCLMIUIMH B 00pa3oBaTesibHON nporpamme. Kaxkapiii atamn
dbopMHUpOBaHUSA KOMIIETCHIIMH, XapaKTepU3yeTCs OMNpeNeICHHBIMH  3HAHUSMH,
YMEHMSIMM W HaBbIKAMH M (WJIM) ONBITOM MNPO(ECCUOHAIBHON JeATENbHOCTH,
KOTOPBIE  OLICHMBAIOTCS B  IIPOLIECCE TEKYLIEro KOHTPOJII  yCIEBAEMOCTH,
IPOMEKYTOUYHOM aTTeCTAllMM MO JUCUUIUIMHE (MPAaKTHUKE) U B IPOLIECCE MTOrOBOU
aTTECTAalLlNM.

JucuunnuHa «3amura uHGOpMAUUy) SBISETCS MPOMEKYTOUYHBIM 3STarioM
KOMIUJIEKCA JHUCLUMIUIMH, B XOJE€ HM3YYEHUS KOTOPBIX y CTYAEHTOB (POPMHUPYIOTCS
komnerenuu [1K-2.

®opmupoBanusi komnereHuuu [IK-2 HaumHaeTcs ¢ u3ydyeHHs] AUCIUIUIMH
VYyeOHast mpakTHKa: O3HAKOMMTENbHAas TNpakTuka, «VHTepHET-TeXHOIOTun,
«HTEpHET-TPOrpaMMUPOBAHUEY.

3aBepmiaerca pabora 1O (QOPMUPOBAHUIO Y CTYIEHTOB YKa3aHHBIX
KOMIIETEHIMA B XOJE€ W3YYEHHUs AUCHUIUIMH «MHUKpONpPOUECCOPHBIE YCTPOMCTBA
CUCTEM YINpaBJCHUs», YueOHas MpakTHKa: TEeXHOJormdeckas (IIPOU3BOJICTBEHHO-
TEXHOJIOTUYECKAs)) TNPAKTUKA, I[[pOM3BOJICTBEHHAs] NpPAKTUKA: TEXHOJOTMYECKas
(MpOM3BOJACTBEHHO-TEXHOJIOTNYECKAs ) IIpaKTHKa, «ba3zbl JTAHHBIX),
«MHTennekTyanbHple cucTeMb», «OCHOBBI CUCTEM HCKYCCTBEHHOI'O WHTEJUIEKTa,
[Ipon3BoACTBEHHAsT NPaKTHKA: IPOEKTHAsA IPAKTUKA, «ABTOMATU3UPOBAHHBIE
UH(OPMAIIMOHHO-yTIPABIISIOIINE CUCTEMBID», «MopnennpoBanue CUCTEM
ynpasieHus», [[pon3BoACTBEHHAS IPAKTHKA: IPEAIUIIIIOMHAS IPAKTUKA.

Hrorosas ouenka cpopmupoBanHoctH komrereHuuid [1K-2 ompenensiercs B
nepuoa l'ocynapcTBeHHass WMTOroBas arTecTalys: NOATOTOBKA K Clade M chada
roCyJIapCTBEHHOTO AK3aMeHa, [ '0Cy1apCcTBEHHAss UTOTOBAasl ATTECTALMA: BBIIIOJIHEHUE
U 3alUTa BbIMYCKHOW KBaTU(UKAIMOHHON PabOTHI.

B npounecce u3yuyeHus IUCHUIINHBI, KOMIIETEHIMH TaK:Ke (POPMHUPYIOTCH
MOJ3TAIHO.

OcHoBubiMU 3Tanamu  (opmupoBanus I[IK-2 mpu wu3ydyeHHu IHUCUUIUIMHBI
b1.I(M).B.JIB.5.1 «3amura undopmarumy SBIsSeTCs MOCIEI0OBATEILHOE H3yUYCHHE
COJIEpKaTENbHO CBSA3aHHBIX MEXy COOOM TeM y4eOHbIX 3aHATHH. M3yueHnue kaxxaon
TEMbl TpEANojaraeT OBJAJCHUE CTYJACHTaMH HEOOXOAUMBIMH JECKPHUIITOPAMU
(cocTaBisAOIIMMH) KOMIETeHUHMA. 11 OIEeHKH YypOBHA C(HOPMUPOBAHHOCTU
KOMIIETEHIMKA B MPOLECCE H3YYEHHs IAUCHUIUIMHBI MPEIYyCMOTPEHO MPOBEICHUE
TEKYIIETO KOHTPOJISI YCIEBAeMOCTH MO TeMmaMm (pa3zjenam) AUCIHUIUIUHBL U
IPOMEKYTOYHOM aTTECTALMU N0 TUCIUIIIMHE — 3a4eT.
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6.2. KoHTposibHBbIE 32JaHUsI U MATePHAJIbl, HEOOXOAUMBbIE I1JIsl OLEHKH

3HaHHﬁ, yMeHI/Iﬁ 1 HAaBBIKOB U (I/I.Hl/l) onbITa J1CATCIBHOCTH, XaPaKTCPU3YIOIIINX

ranbl (POPMHUPOBAHUA KOMIIETEHLUHMH B IpoLecce 0CBOCHHMS 00pa30BaTe/bHOM

NPOrpaMmbl

6.2.1. KoHTpoubHBbIE BOIPOCHI MO TeMaM (pas3jejaM) AJs OIpoca Ha

3AHATUAX
Tewma (pazgen) Bomnpocsr
Tema 1. OcHoBHBIE T1IK-2

TIOHATHA U OIIPEACIICHUA.

l.

[Tonsarue nudopmanuu 1 HGOPMAITMOHHBIX PECYPCOB.

HcTounnku, pucKu u 2. OCHOBHBIE LIETH U 3aJaYH 3aIUTHI I/IH(i)OpMaI_II/II/I.
dopmbi atak Ha 3. Krnaccudukauus nadopmannu no creneHu
nHpopmaruro. [lonmntrka u KOH(UAEHIHATLHOCTH.
CTAaHIApTHI Oe30MacHOCTH | [IpuHIMIBI TOCTPOEHUS CUCTEM 3aILUThI HH)OPMALINH.
3. Tunsl yrpo3 nuHpopMaMoHHOM 6€30MacHOCTH.
6. Hcrounuku yrpo3 1 BO3MOXKHbBIE KaHaIbl YTEUKU HHPOpPMAIUH.
7. Knaccudukanus ysa3BUMOCTeN U METOJIbI UX OOHAPYKEHUSI.
8. [TocnencTBus peain3anuy yrpo3 1 OLICHKA PUCKOB.
9. MeToap! aHanM3a 3alUIIEHHOCTH HH(OPMALIHH.
10.  Iloaxonbl k 0GecrieueHNIO0 HEMPEPHIBHOCTH HHPOPMAIMOHHBIX
IIPOLIECCOB.
11. Ornpenenienne MOIUTHKU 3aIUTH HH(OPMAITUH.
12. MexaHu3Mbl 3alUThl KOHPUACHIIMATBHBIX JAHHBIX.
13. [IpuHIMIIBI KOMIUIEKCHOM 3aIMThI HHPOPMAIIIH.
14. Posb nons3oBarens B obecneuenuu Ub.
15. Cucrema o0yueHus: 1 THPOPMHUPOBAHUS NIEPCOHAIIA IO BOIIPOCaM
Ub.
16. ®dopMHpoBaHUE KYJIbTYpbl HH()OPMAITMOHHOM 0€30MaCHOCTH.
17. [TpuHIMIBI BEIOOpA TEXHUYECKUX M IPOTPAMMHBIX CPECTB
3aIMTBHI.
18. CornacoBanue Mep 3aIlUTHI C TPOU3BOJICTBEHHBIMHU 33Ja4aMH.
19.  PermameHThl pearupoBaHusl HA UHUUACHTBHI.
20. Muterpanus b B KOpnopaTUBHYIO CTPATETHIO.
Tewma 2. [K-2
Kpunrorpapudeckne l. TexHuueckue KaHajbl yTeUKH HHPOPMALIUH.
Mozienu. AIrOPUTMBI 2. MeTo/1b1 3aIIUTHI OT AKYCTUYECKUX U BUOPOAKyCTHUECKUX YTEUEK.
MAQPOBAHHS. AJNTOPHTMBI | 3 DKpaHMPOBaHUE MMOMELIEHUH U 000PYAOBaHUS.
ayTeHTHUKaLIH 4, KOHTpPOIIb 3JIEKTPOMAarHUTHOM COBMECTHMOCTH.
moms30satenei. Mope 5. Hcnonb3oBanue muppoBaHUs KaHAJIOB CBA3H.
0€3011aCHOCTH OCHOBHBIX N
ONEPALHOHHBIX CHOTEM. 6. Cpencta noaaBieHus: HOOOUHBIX U3TYUYEHHI.
7. MeTtoibl 1 CpelIcTBa KOHTPOJIS JOCTYyNA B IOMEIIEHNUS.
8. buomerpuyeckue cucteMbl HAEHTU(UKALNN U ayTEeHTU(DUKALINH.
9. TexHn4yeckue CUCTEMbI OXPaHbl ¥ CUTHAJIU3ALUY.
10. KomrnekcHbie cuctembl (pU3MUECKON U TEXHUUECKOM 3aIHUThI.
11. CranpmapThl 10 TEXHUYECKOH 3aIuTe HH(OPMAIIHH.
12. [IpaBuiia skcruTyaTanuy 3alMIIEHHBIX TEXHUYECKUX CPEICTB.
13. CeprudunmpoBaHHble CPeICTBA 3ALUIUTH UH()OPMALIHH.
14. [TonOop u BHEApEHUE CUCTEM KOHTPOJISI IOCTyIA.
15. JIOKYMEHTUPOBaHNE MEP TEXHUUECKOM 3aIMTHI.
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16. [IpoBeneHue NpoBepOK TEXHUYECKOM 3aIUIIEHHOCTH.

17. OO0ecrneyeHne TEXHHUECKOM 3aIIUTHI B pacipeIeIEHHbBIX

CUCTEMAX.

18. Obecnedenue 3auThl HHGOPMAIMK HA pabOYUX MECTaXx.

19. Opranuzanys 3aMIIEHHBIX 30H U KAOUHETOB.

20. MOHUTOPHHT COCTOSIHUS TEXHUYECKOH 3aILUThI HA OOBEKTE.
Tema 3. [1K-2
AJIMUHUCTpPHUPOBAaHHUE 1. CpencTBa aHTUBUPYCHOM 3aIlIUTHI.
cereii. 3amura 2. MesxceTeBble 3KpaHbl U CUCTEMbI KOHTPOJIS TpaduKa.
MH(pOPMALIH B CETSIX. 3. Hcnonb3oBanue cuctem oOHapy:xeHus Bropxenuii (IDS).
MuoroyporeBad samTa | 4 [TporpaMMHBIE CPEICTBA KOHTPOJIS [IEJOCTHOCTH JIAHHBIX.
KOPTIOPATHBHBIX CCTCH. 5. O6HoBneHue u ynpasnenue ysasumoctamu [10.

6. [IpuHIMIBI TOCTPOEHUS OTKA30yCTOMYUBBIX CUCTEM.

7. Hcnonb3oBaHue pe3epBHOTO KOMMPOBAHUS U BOCCTAHOBIICHHUS.

8. [IporpamMmMHbIe cpeacTBa pa3rpaHUYeHMs] JOCTyIa.

9. CpencTsa 3amuThl 0T HecaHKIMoHupoBaHHoro noctyna (HC/).

10. CpencTBa 3alUThI JaHHBIX HA MOOUJIBHBIX YCTPOHCTBAX.

11. Pa3paboTka BHYTpeHHUX perjiaMeHTOB UH(POPMAIIMOHHOM

0€30IaCHOCTH.

12. [IpoBenenue nHCTpyKTakeil U TpeHnHros 1o Mb.

13. Opranu3zanys KOHTPOJIS 3a IEHCTBUSAMU NIEPCOHAIA.

14. VrpaineHue y4eTHBIMU 3aMCSIMU U JOCTyIIaMU.

15. [TonuTuka nmaposiel 1 3alUTa yYETHBIX JAHHBIX.

16. KoHnTpoab ucnonb3oBanust BHEIIHUX HOCUTENEH HHPOPMALUH.

17. AynuT IporpaMMHBIX U OPTaHU3ALMOHHBIX MEp.

18. WNHTerpanus opranu3aliioHHBIX U nporpammubix mep B UC.

19. Peanuzanus npuHLIKIIA MUHUMAJIBHBIX TPUBUIIETHIA.

20. dopMHupoBaHUE OTYETHOCTH 10 coOmtoaeHnt0 Mb.
Tewma 4. TpeGoBanust K [1K-2
CHCTEMAaM 3aIllUTHI 1. OGuue TpeOoBaHUS K CUCTEMaM 3aIlUThl HHGOPMAIIHIH.
HHpOpMALK U 2. [Tpuniuns! cepTUdUKALUU CPEACTB 3aIIUTHI HHPOPMALIUH.
HalpaBJICHHUS Pa3BUTH 3. Yporuu gosepust u knaccudukanus MC no ypoBHIO 3alUIIIEHHOCTH.
CPeNCTB Oe30MacHoCTH 4. MeTtoibl OIeHKH dPPEKTHBHOCTH CHCTEM 3alUTHL.
npeanpusThs. Ipasossie | 5 Munumu3anuys npas J0CTyIa U YIPABICHUE IIPUBHIIETHAMM.
Eggﬁﬁ;ﬁiﬁpommom 6. OTBETCTBEHHOCTD 32 HapyLIECHHE PEKUMA KOH(PHUICHIINATLHOCTH.
HOCTYTIa K HEGOPMAIHH 7. IlocnencTBus HECAHKIIMOHUPOBAHHOTO JJOCTYIA K MH(OpMaLUH.

8. [lopsinok paccnenoBanust uHuuaeHTOB Ub.

9. Opranusanys BHyTPEHHErO0 KOHTPOJIS CUCTEMBI 3aIUTHI.

10. Ouenka ymiep6a OT peanu3auu yrpos.

11. HopmatuBHO-1ipaBoBas 6a3a 3amuThl nHGopManuu B PO.

12. Opranusanus mporeccoB 3aluThl THPOPMALIMU HA TPEANPUITHH.
13. Atrectanus 06bekTOB HHGOpMaTH3auu 1o TpedoBanusm Mb.

14. B3aumopaetictBue ¢ kouTpoiupyoummu opranamu (PCTIK, ®Cb u
Jp.).

15. [IpaBoBbIe acIEKThl 0OPAOOTKH MEPCOHATBHBIX JTaHHBIX.

16. ITpunHIMIIEI TOCTpOCHMS O€30MmacHbIX KopropaTuBHbIX VC.

17. IlepcrieKTUBBI Pa3BUTHS TEXHOJIOTHA 3aLIUThI HH(OPMALIHH.

18. CootBerctBue TpeboBanusMm crangaptos b (I'OCT, ISO).

19. Pa3paboTka BHyTpeHHeH HOpMATUBHOM JokyMeHTauuu 1o 1b.

20. YmpasieHue >KM3HEHHBIM ITUKJIOM HH()OPMAIMOHHOM 0€3011aCHOCTH B
OpraHu3aIMH.
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HIkana oneHUBAHUS OTBETOB HA BONPOCHI

[IIxama orieHUBaHUS

Kpurepuu onenuBanus

OOyuaronuiicss riy00OKO U COAEPIKATENbHO PacKpbIBaeT OTBET Ha

«OTIU4YHO» KKl TEOPETUUYECKUIN BOIMPOC, HE JOMYCTHUB OMIMOOK. OTBET HOCUT
pa3BEPHYTHIM U MCUEPIIBIBAIOLIUI XapaKTep.

OOyuaromuiicss B LEJIOM PacKpbIBa€T TEOPETUYECKHE BOIPOCHI,

«Xopouio» OJIHAKO OTBET XOTs Obl Ha OJMH M3 HUX HE HOCHUT Pa3BEPHYTOTO U

HCUEPIBIBAIOIIETO XapaKTepa.

«Y 1OBIETBOPUTEIILHO»

OOyuaronuiicss B 1IeJIOM PACKPHIBAET TEOPETHUECKUE BOMPOCHI U
JIOITyCKaeT  psii  HETOYHOCTEeH,  (pparMeHTapHO  pacKpbIBaeT
COJCpXKaHUE TEOPETUUYECKUX BONPOCOB WM HMX  PaCKpbIBAET
COJIepKaTeIbHO, HO JONYCKasl 3HAYUTEIbHbIC HETOYHOCTH.

((HGYI[OBJ'IGTB OPHUTCIIBHO»

OOyyJaromumiicst He 3HaeT OTBETOB Ha TIOCTABJICHHBIC TEOPETHUECKUE
BOIPOCHL.

6.2.2. TeMbl 1)1 TOKJIA0B

Tewma (pazgen) Bompocsr
Tema 1. OcHoBHBIE [1K-2
HOHATHUS ¥ ONPEJIEIICHUS. 1. BBenenue B 3aumuTy nHGOpMalMu: OCHOBHBIE TOHATHS U
HcTounnKy, pUCKH U TEPMHUHBI.
opmer aTak Ha 2. Pucku yredek nHbopmMamyy B COBpeMEHHBIX HH()OPMAITMOHHBIX
I/IH(I)OpMaLII/IIO. IMomuTHka n cucTeEMAax.
CTaHJApTEI 6E30MaCHOCTH | 3 [TpunHiumnel o6ecneyeHust HHOOPMAITMOHHOM 0€30MMaCHOCTH.
4. dusnueckue yrpossl 1 X BIUSHHE Ha 0€3011acCHOCTh
nHpopMaIuu.
5. OcHoBHBIE (OPMBI aTaKk HA HH(POPMAIUIO: BUPYCHI, (DUIIIHHT,
DDoS.
6. Crannaptsl 6e3onacHocty uapopmarmu: ISO/TEC 27001 u
IpyTHE.
7. [omuTHkK 6€30MacHOCTH: CO3aHNE U yIIPaBICHUE.
8. Knaccudukanus yrpo3s mjs uHbpopmaImu: BHyTpEHHUE U
BHEIIIHUE PUCKHU.
9. CoBpeMeHHbIE METOIbI 3aLUTHI OT YTPO3 YTEUEK JTaHHBIX.
10. DTHUYECKUE aCTICKThI 3alIUThl HHPOPMAIIUU B OPTaHU3AIHSIX.
Tewma 2. [1K-2
Kpunrorpapuyeckue 1 Beeznenue B kpuntorpaguio: OCHOBHbIE BUJIbI ITH(POBAHMUS.
MOJIEITH. AJITOPUTMBI 2. [TpUHLIUITBI CUMMETPUYHOTO M ACUMMETPUYHOTO MH(POBAHHUS.
MHQPOBAHKS. ANTOPUTMEI | 3 Anroputmsl mudposanus: DES, AES, RSA u ux ocobennoctu.
ayTeHTHUKaLII 4 AyTtenTuduKanys Moabp30BaTeNIei: 4To 9TO U KaK OHA paboTaer.
nosk3oatelnel. Monenu 5 [Ipumenenne KpUNTOrpagpuUIECKNX METOI0B B ONEPATMTOHHBIX
0€30I1aCHOCTH OCHOBHBIX
OIEPALIMOHHBIX CHCTEM. crcTeMax. .
6. Mopnenu kpuntorpaduaecKoi 3aiuThl B COBPEMEHHBIX
OTIEpPAIMOHHBIX CUCTEMaX.
7. Cranpaptsl ¥ IpoToKoJbl ayTeHTH(GuKanuu: Kerberos, LDAP.
8. Hcnonp3oBanue mU(PPOBBIX MOAMUCEH ISl 0OecTiedeHUs

INOAJIMHHOCTHU JaHHBIX.

9.

CoBpemeHHbIe KpUnTOrpadhuyeckue moaxoAbl K 3aluTe

KOpPIOPAaTUBHBIX JaHHbIX.

10.

3ammra nepenaun nanubix: TLS/SSL u qpyrue npoToKosl
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0€30IaCHOCTH.

Tewma 3. [IK-2
AMUHUCTPUPOBAHHE 1. OcHOBBI ceTeBOW 0€30MaCHOCTH: MpaBUjla U METO/IbI 3aIIUTHI.
cereil. 3amura 2. IIpoTokousl 3amuTel B cetsx: [Psec, VPN.
MHQOPMAIIH B CETSIX. 3. Pucku 1 yrpo3sl 6€301MacHOCTH IPH pabOTE B OTKPBITHIX CETAX.
MuoroyposreBad sammTa | 4 3ammTa JOKaIbHBIX CETEH M MHTEPHETA.
KOPTOPATHBHBIX CCTCH. 5. [Ipumenenne OpanaAMay3pOB U CUCTEM OOHAPYKEHHSI BTOPKEHUH.
6. Crparernu MHOrOypOBHEBOM 3allIUThl KOPIIOPATUBHBIX CETEH.
7. VYrpaiieHne 6€30MacHOCTbIO CETEBON HHPPACTPYKTYPHI.
8. 3amuTa OT aTak Ha YpOBHE NPUIIOKEHUH U BeO-CEpBUCOB.
9. MeToapl MOHUTOPYHTA U pearnpoBaHus Ha MHIUCHTHI B CETSIX.
10. Texnonoruu 3ammtel Wi-Fi n 6ecipoBogHBIX CETEH.
Tema 4. TpeboBanus K TIK-2
CHUCTEMaM 3allUThI l. CranpmapTsl ¥ TpeOOBaHUS K CUCTEMaM 3alUThl HH(OPMAIHH.
HH(pOPMAIIHY 1 2. Pa3zpaboTka u BHeApeHHE CUCTEMBI O€30TTaCHOCTH Ha
HaIIPaBIICHUs Pa3BUTHUA TIPETPUSATHN.
CpeAcTB Oe3onacHoCTH 3. OleHKa PUCKOB U IUIAHMPOBAHUE 0E30MACHOCTH MPEANPHUSITHS.
npeanpustus. Ipasossie | WHCcTpyMeHTHI M cpesicTBa 3alUThl HH()OpMAIUH.
Egg;ﬁgﬁ;ﬁiﬁlpommom 5. [Topsimok pearnpoBaHust Ha UHIIUJEHTHI 0€30MMACHOCTH.
e p— 6. 3akoHOaTeIbHbIC TPeOOBaHUS K 3alUTe HH(POPMAIUH B
Pa3IUYHbIX CTPAHAX.
7. [IpaBoBbIEe MOCHENCTBHS YTEUEK NaHHBIX U
HECaHKIIMOHUPOBAHHOI'O JOCTYTIA.
8. OTBETCTBEHHOCTH 3a HAPYIICHUS B 00JACTH 3aIUTHI
uHbOopMaluu.
9. OBOJIIOLIUS YTPO3 U METOJOB 3aILIUTHI B KOHTEKCTE Pa3BUTHUS
TEXHOJIOTUM.
10.  Bynaymiee u TpeH bl B 001aCTH 3aIUTHl HHPOPMALIUK:

HCKyCCTBeHHBIfI HHTCEJICKT U aBTOMAaTU3alysA.

[IIkaaa oueHUBaHUA

IIIxana oreHUBaHUS

Kputepuu oneHnBanus

«OTaIn4HO»

OOyuaromuiicst IyOOKO W COIepiKaTeNbHO PAacKphIBAeT TeMy JOKJIaza, He
JonycTHB omnO0K. OTBET HOCUT Pa3BepHYTHIH M MCUEPIIBIBAIOLINN XapaKTep.

«Xoporo»

OOyyJaroImuiics B 1IEJIOM PacKphIBaeT TEMY JOKIJIaja, OHAKO OTBET XOTS OBl
Ha OJIVH W3 HUX HE HOCHUT Pa3BEpHYTOr0 W MCUCPITBLIBAIONIETO XapaKTepa.

«yZ[OBJ'IeTBOpI/ITeJ'IBHO»

OOyuaromuiicss B LEIOM pPACKPbIBAeT TEMY JAOKJIaAa M AOIYCKaeT psf
HETOYHOCTEH, (parMeHTapHO PpACKphIBACT COIEPKAHUE TEOPETHUECKUX
BOIMPOCOB WJIM MX PACKpPBIBAET COJIEPKATENIHLHO, HO JIOMyCKas 3HAYUTEIIbHEIC
HETOYHOCTH.

«HGYZIOBHCTBOII)I/ITCHBHO»

OOyuaromuiics He BJIaJceT BRIOPAHHON TEMOM

6.2.3. OnleHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMM (TECT)

1. Kakoii u3 MeTo10B IINPPOBAHUA ABJIACTCA CAMMETPUYHBIM?

MK-2.
1) RSA
2)  AES
3) ECC
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4)  Diffie-Hellman

2. Yro Takoe Kkpunrorpagpuyeckuii x3m?

1)  Anropurm mmdpoBaHus

2)  Merox nonyyeHuss yHUKAILHOTO UACHTHU(GUKATOPA TAHHBIX
3) Meton renepanyu Ciry4aiHbIX YHCEN

4) AJTOPUTM J1J1 POBEPKU MOAJIMHHOCTH COOOIICHUMN

3. Kakoii TMII aTak HCHOJIb3yeTCH IJIsl B3JI0MA MapoJieil ¢ MOMOIIbIO
NpeIBAPUTENbHO BHIYHCICHHBIX XJI-3HAYEHUH ?

1)  Araka «rpy0oil CHUIIBbD»

2) ATaka 1mo cjioBapio

3) ATaka ¢ UCTOJIb30BaHUEM PAY>KHBIX TaOIHI]

4) ATaka «4eJIOBEK MOCEePEIUHE»

4. Kakoili aaroput™M ucnojb3yerc s MUPpPOBaAHUSA [JAHHBIX B
coppeMenHbIx Wi-Fi cersax?

1) DES

2)  AES

3) RC4

4) RSA

5. Kakoii mMexaHu3sM ayTeHTH(PHKALMH MCHOJb3YeTCSI B MPOTOKOJIE
WPA2 nas 3amutel Wi-Fi cereii?

I) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4)  AES

6. Kaxkoii U3 nmepe4yucjIeHHbIX AJTOPUTMOB He SABJISACTCH AJTOPUTMOM
ACUMMETPUYHOr0 ndpoBanus?

I) RSA

2)  ElGamal

3) AES

4) ECC

7. Kakyo ¢pyHKIUIO BHINOJHSACT MyOJNYHbIH KJIKY B aCHMMETPUYHOM
kpunrorpapun?

1) I[udpyer nanusie

2)  JemmdpyeT naHHbIC

3) [ToamuceiBaeT cooOmeHus
4)  IlposepseT noanucu

8. Kak Ha3piBaercs araka Ha CHCTEMY, NPH KOTOPOH NbITAOTCH
NoA00OPATHh CEKPETHBIN KJII0Y METOA0M «Ipy0oii cHIbI»?
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1) ATaka ¢ UCTOJIb30BAHUEM PAy>KHBIX TaOIHUI]
2) ATaka 1o cioBapro

3)  Araka Ha ocHOBe mudpa

4)  Araka METOJOM MOJHOTO mepedopa

9. Kakon aaroputm wucnmoandyercas B SSL/TLS nas olecneyenus
KOH(UIEHINATBHOCTH U LeJOCTHOCTH JAHHBIX NPHU Nepeaayde Yyepe3 HHTEPHeET?

1) AES

2) RSA

3) DES

4) RC4

10. Kaxkoe u3 3THX yTBep:KaAeHuil 0 unpoBoi MOANUCH BEPHO?

1) [udposas moanuch UCTOIB3YyETCA IS MU(PPOBAHUS COOOIICHU

2) HudpoBas moanuck oodecreuyrnBacT KOHPUACHIINATLHOCT COOOIICHUS

3) IludpoBas moOANMKMCH HUCHOJB3YETCS IS TMPOBEPKUA TMOTMHHOCTH U
IIEJIOCTHOCTH COOOIICHUS

4) [udpoBas moanuch UCHOIB3YETCS ISl CO3JaHUS MapOIs

11. Yro Ttakoe PKI (Public Key Infrastructure)?

1)  Cucrema ynpapieHus: TU(PPOBBIMU MOAMUCIMU

2)  Cucrema st mMppOBAHUS CUMMETPUYHBIMU aITOPUTMaMU

3)  Cucrema, UCIONB3YIOIIAS TOJBKO OJHOPA30BbIE KITIOYU

4)  MexaHusM Uil YOpaBJICHHS U XPaHEHUS MyOJWYHBIX M TMPUBATHBIX
KJIFOYEen

12. Yto Takoe '"crpormii pexum mudpoBaHusa'" B KOHTEKCTe
aaroputma AES?

1)  Pexum, rae kaxaplil OJOK JaHHBIX MIUPPYETCS OTACIBHO

2) Pexxnm, KOTOpBIM 3amperacT HCIIONIb30BAHUE BCEX CHMBOJIOB, KPOME
udp

3) Pexum, ucnonp3yromuii 6J10ku PUKCUPOBAHHOTO pa3zMepa

4) Pexunm, korma oquH KITFOY MCTIOB3YETCS JJIs1 BCEX CECCUM

13. Kakoii u3 aJropuTMoB SIBJISIeTCS AJITOPUTMOM XIIMPOBAHUS ?

1) RSA
2)  AES
3) SHA

4)  Diffie-Hellman

14. B kakom ciay4ae ucnoJsab3yercs aaroputm HMAC?
1) Jns coznanust UGPOBBIX MOMUCEH

2)  JAnis 3alMTHI HEIOCTHOCTH JAHHBIX

3) s reHepanuu cirydaiHbIX YACET

4) s nemmdpoBaHusi COOOIICHUN
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15.

Kakoil npoToKo0J1 HCIOJIB3YeTCsl ISl 3alUThI 3JIEKTPOHHOM MOYTHI €

NMOMOIIbBI0 KPUNTOrpaguIecKuX MeToa0B?

1)
2)
3)
4)

16.

SSL
IMAP
S/MIME
SMTP

Yro o3Ha4YaeT TepMHUH ''KOHQPUICHIHAJBHOCTH'' B KOHTEKCTE

3auThl HHPpoOpMauu?

)

3a1uma OT HCCAHKIIUMOHHUPOBAHHOI'O OOCTYIIA K JdHHBIM

2) VY nocToBepeHre NOJIMHHOCTH OTIPABUTENS

3) [ToaTBepkAE€HUE LEIIOCTHOCTH JaHHBIX

4) VY ocToBepeHrue aBTOPCTBA JaHHbBIX

17. Kakoi aJIrOpPUTM KPUNTOrpapu4ecKoro XJLIMPOBAHNUSA
HCMOJIb3YyeTCA /IJIsi MNPOBEepPKM TMNOJJMHHOCTH MNAapoJieii B COBPEeMEHHBIX
cucremMax?

1) MD5

2) SHA-256

3) DES

4) RSA

18. Yrto mpeacrasjsier co00i MeTOX ATAKYIOLIEr0, KOTOPbI NMbITAETCS
yraathb CeKpeTHbI KJIKY, HCCIeAys BO3MOKHbIe KOMOMHALIMU 3HAYCHUI?

1) ATaka ¢ pagay>KHbIMU TaOJIUIIAMH

2) ATaka METOJI0M IIOJIHOTO Tiepedopa

3) Artaka no cioBapro

4) Artaka ¢ ucnonap3oBanueM ysa3zpumocrteit B [10

19. Yro Takoe "cummerpuuHoe mudpposanue' ?

1) Hcnonb3oBaHue  OJMHAKOBBIX  KJIOuew  miss  mmdpoBaHUsS U
nemuppoBaHUs

2) Hcnonb3oBanue ABYX KIOYEH: MyOIMYHOTO U TPUBATHOTO

3) Hcnonp30BaHrEe YHUKAIBHBIX KIHOUYEH ISl KAKIOTO ceaHca

4) Hcnonp30BaHKue OJHOTO KIIFOYA JJIS BCEX MOJIb30BATEINEH CUCTEMBI

20. Kak Ha3pIBaeTCi MeXaHHM3M, NMO3BOJAKIIMNA ayTeHTH(GUIHMPOBATH
MOJIb30BATEJIsl C MIOMOIIBIO €ro OTNe4YaTKa najbua’?

1) buomerpuueckas ayTeHTU(UKALINS

2) MHuorogdakTopHas ayTeHTU(PUKALISA

3)  IlaponbHas ayTeHTU(PUKALNS

4)

PoneBas ayrenTHukanus
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21. Kakoil u3 mnepevyMcJeHHbIX MeTOJ0B HIH(POBAHUSA HCHOJb3YeT
acCHMMeTPUYHbIE KJIIOYU?

1) RSA

2) AES

3) DES

4)  RC4

22. [as 4ero ucnoJsb3dyercs mporokoa SSL/TLS?

1) Jlist mmdpoBaHus 31EKTPOHHBIX MMHCEM

2)  Jlns 3amuThl JaHHBIX, IEPEIaBAEMBIX MO CETH

3)  Hnsa ayreHTuduKanuy moyib3oBaTeneu

4) JI1s1 31U Thl 0a3bl JaHHBIX

23. Yro Takoe ABYCTOPOHHSSI ayTeHTU(PUKALMSA (mutual
authentication)?

1) Korna Tonpko cepBep ayTeHTU(DUIMPYET KIUEHTa

2) Korna o6a yuactHuka oOmeHa mHpopMmanueil ayTeHTuGUUUPyIOT APYT
Apyra

3) Korpaa knueHT ayreHTuduimpyet cedst ¢ mOMOIIbIO NapoJis

4) Korpa 06a yuacTHHKA HCTIONIB3YIOT OJIMHAKOBBIE MMAPOIU

24. Kakoi u3 MeTOAOB 3alMThl [JaHHBIX HCHOJb3yeTCHd JJIf
o0ecriedyeHHs] 1EJOCTHOCTH W 3alIMTHI OT MOJAMEHBbI JAHHBIX B Mpolecce HX
nepeaavu?

1) [MudpoBanue

2) DJIEKTPOHHAs MOJIUCH

3) XsIIMpoBaHKe

4) OTKpBITBIE KITFOUU

25. UYro Takoe cucreMa ynpasjeHus Kiawdamu (KMS)?

1) MexaHu3M 115l TEHEpALUK Map KI4Yei

2)  MexaHu3M Jyis yOpaBjiaeHUs JOCTYIOM K JaHHBIM

3) Cucrema 1151 XpaHEHHMS, PaCIPEICIICHUS U 3aIUThI KITI0UEi

4)  Ilpotoxoi /st 3alIMTHl HH(GOPMAIIUU

26. Kak Ha3pIBaeTcsi Cnocod, NpPHM KOTOPOM CeKPETHbIH KJIIOY

HCNOJb3YyeTcH 1A JemudpoBanus 3aliM(PPOBAHHBIX TAHHBIX?

)
2)
3)
4)

27.
HEBEPHO?

[udpoBanue ¢ NCMONB30BAHNEM CUMMETPUYHBIX KITFOUEH
AcummetpuyHoe mudpoBaHue

XdIIMPOBaHKE

DIIEKTPOHHAS MOJIHUCH

Kakoe u3 3TMX YTBepkKJAeHHMH O KPUNTOrpa@uyecKux Xd31Iax
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)
BXOJa
2)
3)
4)

28.

Xsui-(hyHKIMS BCEr/ia FTeHEpUpPyeT YHUKAIBHBIA pe3ysIbTaT AJs KaX/10I0
Xa1I-hyHKIMS UCTIOTIB3YETCS ISl MPOBEPKH LIETOCTHOCTH JTAHHBIX
Xs1-(hyHKIMU HE MOTYT OBITh paciIu(poBaHbl 0OpaTHO

Xo1I-(hyHKIUU ABJISIIOTCS HEOOPAaTUMBIMU

Kakoii u3 3TMX ajaropurMoB mMU(PPOBAHUA SABJSAETCH HaubdoJiee

3¢ GeKTUBHBIM JIsl 3A1UUTHI JAHHBIX B 00JIa4HBIX cepBUcax?

1)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoii npoTokos ucnojb3yercsl MJs YCTAHOBJICHUS 3AIMIIEHHOTO

KaHAaJIa CBSI3U MeKAY KJIHMEHTOM U CepBepOM B HHTEpHeTe?

)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3bIBaeTcsi MeToJ, NMPHM KOTOPOM /JABAa YYaCTHHKA 0OMeHa

MOIryT OOMEHMBATBHCH KJIKYAMH 0e3 TOro, 4ro0bl OHM ObLIM INepexBauveHbI
TpeTheil CTOPOHOM?

)
2)
3)
4)

31.
1)
2)
3)
4

32.
1)

Huddu-Xenaman

RSA

Onb-"amanp

RSA u JTludpdpu-Xemmman

Yro Takoe cepruduxar X.509?

Tun nudpoBoii moanKucH

Crangapt 175 3al0UTHI TApOJIen

dopmMar i XpaHeHUsI 1 0OMeHa MyOJIMYHBIMU KIH0YaMu
Meron renepanyy Ciry4aiHbIX YACEI

Yro npeacrapiisieT co00i aTaka «4eJIOBEK MocepeauHe»?
ATaka, MpU KOTOPOW 3JIOYMBIIIJICHHUK II€PEeXBaThIBACT W HM3MCHSET

JTAHHBIC MEX]TY IByMsI CTOPOHAMU

2)
3)

ATaka Ha cepBep, € LEebI0 IEPErPY3UTh Er0
ATaka, Tpu KOTOpPOM Mapoiib IOJB30BATENSl YKPAJEH C IMOMOUIBIO

nepexBara CeTu

4)

33.

1)

ATtaka Ha mudp ¢ UCTIONB30BAHUEM PAAYKHBIX TaOJIHIL

Yro Takoe '"MHOropakropHasi ayreHrupuxkanus' ?
Meton, npu KOTOpOM JJIsl BXOAA B CUCTEMY HCIOJIB3YETCs 1Ba U Ooiiee

Pa3HBIX CcrocoOa MPOBEPKHU MOITUHHOCTH
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2) Hcnonb3oBaHue eAMHOIO NapoJist 1Sl BCEX MOJIb30BaTEIEH
3) Hcnonb3oBaHue 0HOPA30BBIX HapoJien
4) Meton, nmpu KOTOPOM KCHOJIB3YETCS TOJIBKO MapoJib

34. UYro Takoe KpuNTOorpapuyecKas 3alUTA HA OCHOBE JLIMNTHYCCKHX
KPHUBBIX?

1) Meton, WCHONB3YIOUIMKA JOJITME BBIYMCICHUS I  YBEIMYECHUA
0e30IMacHOCTH

2) MetoJ, UCTIONB3YIONTUH MaTEMAaTUUYECKHE OCOOCHHOCTH AJUTUNTHYECKUX
KPUBBIX JiIs1 oOecrieueHus: 0€30MacHOCTH

3) MeTtoa, HCTIOB3YIOLIUM TOJIBKO OJHOPA30BbIE KIIHOUH

4) MeToa, UCTIOB3YIOLIUM XAIIUPOBAHUE

35. Kakoii u3 MeT010B 3aIIUTHI JAHHBIX MPeANnoJaraeT uCnojab30BaHue
JMYHBIX OHOMETPUYECKHUX XAPAKTEPUCTHK, TAKHX KAK OTHEYATKH NAJbIEB HIU
panys;kHasi 000/104Ka riaasa’?

1) buomerpuueckas ayreHTU(UKAINS

2) [TaposibHas ayTeHTU(UKAUS

3)  CekpeTHblil K04

4) OTKpBITBIN KITFOY

36. Kakoii ajaropurm 3amuTbl HMHPOPMANMM HCHOJb3YeTCH JJIA
u(PoOBbIX MOANMUCEH B JJIEKTPOHHOM mouTe?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoil ajJropuTt™M HCHoJb3yeTcs B OOJBbIIMHCTBE COBPEMEHHbIX
cucreM Ui MG poBaHus JAHHBIX B 0a3e JaHHbIX?

1)  AES
2)  RSA
3)  MD5
4)  SHA-256

38. Kakoii THm arak 4ame BCero HUCHOJb3yeTcs I TOHCKa
YA3BHMOCTeH B KpunTorpagpuyecKkux nNpoToxkojaax?

1) ATaka «rpy00il CUITBD)

2) ATaka ¢ UCIOJIb30BaHUEM PaTyKHBIX TaOIuUIL

3)  Araka Ha ocHOBe mudpa

4) Artaka no cioBapro

39. Kakoil MexaHM3M HCIOJIb3yeTCH Il 3AIUThI JAHHBIX B 00J1ake?

1) CummeTpuyHoe mudpoBaHue
2) AcummetpuyHoe mudpoBaHue
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3) MmuorodakTopHas ayTeHTUDUKAIISL
4) VPN

40. Kaxk Ha3bIBaeTcsi Npouecc, NPH KOTOPOM KPHUITOrpaduyecKui
KJII0Y MCIOJb3yeTcsl IS NPOBEPKH LEJOCTHOCTH [JaHHBIX, a He A HX
mudpoBanus?

1) X3IIMpPOBaHKE

2) DJIeKTpOHHAs MOAHUCH

3)  Ayrentuduxanus

4) Huddu-Xenaman

41. Kakoii aaroputM HCHOJb3yeTcs JJsl CO3JaHUS AyTEHTHYHBIX
undpoBbIX noanuceii B 0J10k4eiine?

1) RSA
2)  ECDSA
3) SHA
4)  AES

42. Yrto Ttakoe meton "nByx¢akropHoii ayreHTHGUKanuun' ?
1)  Hcnonbs3oBaHue ABYX pPa3HbIX KPUNTOrpaUUECKUX aJIrOpUTMOB IS

mUppOBaHUSL
2)  Hcnonp3oBaHue  KOMOMHauuMuM  maposis W OuomMeTpun  AJis

MMOATBCPKACHHUA JTNIYHOCTH
3) Hcnonb3oBaHue mapoja Hu OJHOPA30BOI0 KOO4, OTIIPABJICHHOI'O Ha

TenedoH
4)  Hcnombp3oBaHuE JABYX HICHTU(PUKATOPOB IS KAXKIOTO MOJIB30BATEIIS

43. Kaxk Ha3piBaeTci KpUNTOrpauyecKuii MPOTOKOJ, KOTOPBIi
o0ecnieyuBaeT 0€30MaCHOCTH Be0-caiiTOB?

1)  HTTPS
2)  FTP

3)  POP3
4)  IMAP

44. Kakoil ajaropurM HCHOJb3yeTCd B OJOKYEHH-TEXHOJOTUSAX J1JI
NMPOBEPKHU TPAH3AKIUIA?

1)  SHA-256
2)  RSA
3)  DES
4)  MD5

45. Kakoit Tun mmdpoBaHUS  HCHOJAB3YeTCHA I Iepeaadyu
KOH(UACHUMAIBHBIX JAHHBIX B NPHJIOKEHHUAX € UCIOJb30BAHHEM IIYOJMYHOIO

KJa4a?
1) RSA
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2)  AES
3) SHA
4)  DES

Kirou Kk Tecry:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1

10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2

19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3

28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1

371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

IlIxajna oneHMBaHUSA Pe3YJbTATOB TECTUPOBAHUSA

% BEepHBIX pPELICHU (OTBETOB) [lkana oneHBaHHUS
85-100 OTIINYHO
70 - 84 XOpOoUIo
50- 69 YJIOBJIETBOPUTEIHHO
0-49 HEYAOBIETBOPUTEILHO

6.2.4. Ilpumepsnl 3a1a4 Ipu pa3zdope KOHKPETHBIX CUTYy AU

Tema 1. OcnogHvle nouamus u onpedenerus. Mcmounuku, pucku u ¢hopmwl
amak Ha ungopmayuto. [lonumuka u cmanoapmei 6e3onacHocmu

MK-2.

1. Hanucath 0030p OCHOBHBIX MOHSTHM 3allUThl WHGOPMAIMH, BKIIIOYAS
KOH(UICHIIUATBHOCTh, 1ENOCTHOCTh U JocTynHocTh (CIA). IlpuBectu npumepsl,
WUTIOCTPUPYIOLIUE KAXKI0€ MTOHATHE.

2. Pa3paboTaTh MONMUTHKY O€30MACHOCTH ISl BBIMBIIIUICHHONW OpTaHM3aIlUH,
BKJIFOYAIOIIYIO OMKMCAHUE UCTOYHUKOB YTPO3 U MEPHI IO UX MUHUMH3ALIUH.

3. OueHuTh PUCKU i1 WHOOPMAITMOHHOW CHCTEMBI, HCIIONB3YS METOAUKY
OIICHKH PUCKOB, U MPEIOKUTH MEPHI JIJIsl CHUKEHUS ITUX PUCKOB.

4. IlpoaHanu3upoBaTh peajbHbIA CiIydyald YTEUKH JaHHBIX B KOMIIAHHH,
OMUCKIBas, KaK MPOM30IILIA aTaka U KaKue ObUIH MOCIECTBHUS.

5. TloAroTOBUTH MPE3EHTALMIO O MEXAYHAPOAHBIX CTaHAapTaX 0€30MacHOCTH
(manpumep, ISO/IEC 27001), 0ObsiCHSIA UX 3HAUCHUE U IPUMEHEHUE B OpTaHU3AINH.

6. Coznath Tabnuily, B KOTOpO OyAyT MepeyucieHbl pa3inuHble (POpPMBbI aTak
Ha MH(GOPMAIIUIO, UX OMUCAHKE U CITOCOOBI 3aIIUTHI OT HUX.

Tema 2. Kpunmoepaguueckue moodenu. Aneopummel  wugposarnus.
Aneopummol aymenmughuxayuu nonvzosameneu. Mooeru bezonacHocmu OCHOBHBIX
ONepayuoOHHbIX CUCEM.

IK-2.

1. Ommcarh OCHOBHBIE KpUNTOTpahuuecKue MOMAEITU: CUMMETPUYHBIC W
ACUMMETPHUYHBIC aJITOPUTMBI ITUGPOBAHUS, MX TPEUMYIIECTBA i HETOCTATKHU.
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2. TlpoBectu ananu3 anroputMmoB mmmdpoBanus (Hanpumep, AES u RSA):
IPUHITUI paOOThl U 00JACTH TPUMEHEHHUSI.

3. Onucath pa3audHbIe METOJbI ayTeHTU(UKAIINK TTOJIh30BaTeNel (Hampumep,
apoJid, TOKeHbI, OMOMETPHs) U UX 3PPEKTUBHOCTD.

4. Peanu3oBath OpUMEpP MCIOJIB30BAaHUS airOpuTMa MudpoBaHus (Hampumep,
AES) Ha BbIOpaHHOM $3bIKE NMPOTPAMMHUPOBAHUS, C OOBICHEHHEM HCIIOIb3YEMBIX
OMOIMOTEK U UX PYHKIUH.

5. [IlpoBectu wuccinegoBaHue Mojeliel 0€30MacHOCTU B OAHOM U3
ornepaluoHHbIX cucteM (Hampumep, Windows wunu Linux), onuceiBasi, Kak OHHU
peaNu3yIoT 3alUTy HHPOPMALIUH.

6. HccrnenoBaTh COBpeMEHHBIE YIpO3bl ISl KPUNTOTpadUuecKUX METOJOB
3aIUThl THHOPMALIMK U MPEIOKUTH CIOCOOBI UX YCTPAHEHUS.

Tema 3. Aomunucmpuposanue cemei. 3awuma uH@opmayuu 6 cemsx.
Mmnoezoypoenesas sawuma KopnopamueHvix cemel.

IIK-2.

1. Onucath OCHOBHBIE NPUHLHUIIBI AJMUHUCTPUPOBAHMS CETEH, BKIIIOYAs
3a/1a4d ¥ OTBETCTBEHHOCTh CETEBOI0 aJIMUHUCTPATOPA.

2. IlpuBecTu npuMepbl METOAOB 3alUThl MH(OPMAIMU B KOPHOPATUBHBIX
CeTAX, TAKUX Kak (paepBOJIbI U CUCTEMbI OOHAPYKEHUS BTOPKEHUIA.

3. Pazpaborarh KOHIEMIMIO MHOTOYPOBHEBOW 3allUTHI AJIsI KOPIOPATUBHOM
CETH, BKJIF0UYasi BCE YPOBHHU 3alIUTHI ((PU3HUUECKUH, CETEBOM, MPUKIIATHOMN).

4. IIpoBecTy MpaKkTUYECKOE UCCIIEI0BAHNE 110 HACTPOUKE (haepBOJia U CUCTEMBI
oOHapy>KeHHsI BTOP>KEHUN B TECTOBOM CETEBOM Cpejie, OMUCKIBAs MTPOLIECC HACTPONKU
U pe3yJIbTaThI.

5. Cozpmath mpe3eHTaUMIO O Haubojiee PACIPOCTPAHEHHBIX  YIpo3ax
0€30MaCHOCTH B CETAX U MPEATIOKEHHBIX Mepax M0 UX MPeI0TBPALICHUIO.

6. Pa3pabotaTh pyKOBOACTBO IO MPOBEIACHHUIO ayuTa OE30MaCHOCTH CETEBOM
UHPPACTPYKTYPHI, BKIFOYAsT OCHOBHBIE ATAMbl 1 METOBI.

Tema 4. Tpebosanus k cucmemam 3awumel UHGOpMAYUU U HANPAGIEHUs

paseumusl  cpeocme 0Oe30nacHOCmu  npeonpusimusl. IIpasogvie nocneocmeus
HeCaHKYUOHUPOBAHHO20 0OCMYNA K UHGopMmayuu
IK-2.

1. Onucate OCHOBHbIE TpeOOBAaHMS K CHUCTEMaM 3alluThl WHGOpMaIUH,
BKJItOUasi (yHKIIMOHAJIbHBIE U HEPYHKIIMOHAIbHBIE ACTIEKTHI.

2. HccnenoBaTh HampaBieHUS Pa3BUTHS CPEICTB OE30MAaCHOCTH, BKIIIOYas
HOBBIE TEXHOJIOTUU U MOAXObI K 3alUTe HH(POPMALIHH.

3. PaccMmoTperh mnpaBOBBIE AaCMEKTbl 3alllUThl MH(POpPMALMHU: 3aKOHBI U
HOpPMaTHUBHBIE aKThl, PETYJIUPYIOIINE O€30MACHOCTh TaHHBIX.

4. IlpoBecTH HcclIeIOBAaHUE O MOCIEICTBUIX HECAHKIIMOHUPOBAHHOIO JIOCTYyTa
K HH(GOpPMaLIMHU, TPUBOIS IPUMEPHI U3 PEaTbHON MPAKTUKU.

5. TloaroToBUTH OTYET O POJH PETYISITOPOB B OOECICUECHUH 3aIIUTHI
uH(pOpMAaIMKU: KaK OHH BIIMAIOT Ha MPAKTUKU U CTaHAAPTHI O€30MaCHOCTH.

6. OmnMcarb MNPAaKTUYECKUE PEKOMEHAAIMU 1O BHEAPEHUIO TMOJUTUKH
0e30MacHOCTH Ha YPOBHE NMPEANPUITHS, BKIIIOUas IPUMEPHI YCIEIIHBIX peau3aliiuii.
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HIkana oneHNBaHUA

[IIxana onieHnBaHus

Kpurepuu onieHuBaHus

«OTInyHO»

o6yqa}0m1/n7lc;1 SICHO M3JIOXKUJI YCIIOBHC 3a/1a4U, PCHICHHC 000CHOBaI

«Xopouio»

00yJaromuicsl SICHO M3JIOXKHJI YCIIOBHE 3a7add, HO B OOOCHOBaHHUH
pEellIeHUs] UMEIOTCS COMHEHHUS;

«Y IOBJETBOPUTEIBLHO»

0o0ydJaromuics UW3JI0XKWI pEIIeHHEe 3aJadd, HO OOOCHOBANl €ro

bopMyIUpOBKaMU OOBIIEHHOTO MBIIIIJICHUS;

<<Hey,I[OBJ'IeTBOpI/ITeJ'ILHO»

oOyvaromuicsi He YSCHHJI yCIIOBHE 3aJlaud, PEIICHHEe HEe 00OCHOBa
nubo0 He cnan paboTy Ha MPOBEPKY (B Cilydyae MPOBEICHUS PEIICHUS
3a/1a4 B MMCbMEHHOU popme).

6.2.5. Temnl 1151 pepepaToB

Tewma (pazmen)

Bomnpocsr

Tema 1. OCHOBHBIE TOHATHS U
onpexaeseHus. ICTOUHUKH,
pUCKH U (POPMBI aTak Ha
nHpopmaruio. [lonmntrka u
CTaHIapThl 0€30MACHOCTH

[1K-2

1. OcHOBHBIE TOHATHS 3aIUTH HH)OPMAIMK: OTpeIeTICHNE, LIETH U
HNPUHIAIBL.

2. Bujpl ICTOUHUKOB yIpo3 0€30macHOCTH MH(OpMAIK: BHYTPECHHUE U]
BHEIITHHE.

3. OcHoBHbIE (OPMBI aTak Ha MH(OPMAIHIO: BUPYCHI, hurmHr, DDoS-
aTaku v JpyTHe.

4. ITonutrka 6e30MacHOCTH: pa3padoTka U BHeApeHue 3(h(HEeKTUBHON
HOJHUTUKY O€30MaCHOCTH B OPTaHU3ALIUH.

5. O1ueHKa pUCKOB B 00JIACTH 3aLIUTHI HH(OPMAIIMU: METOABI U
HOJXOIBI.

6. Ctannaptel 6€30MacHOCTH UH(OPMAIMU: MEXTYHAPOAHbIE U
HalMoHaIbHBIE cTannapThl (Hampumep, ISO/TEC 27001).

7. Ponb yenoBeueckoro hakropa B 6€30macHOCTH MHPOPMALIUU: KaK
OLIMOKY IOJIb30BaTeNeH MOTYT IIPUBECTH K YTEUKaM JaHHBIX.

8. IIpumepsl peanbHbIX aTak Ha HHPOPMALMOHHBIE CUCTEMBI U aHAJIH3
HUX IOCIENCTBUIL.

Tema 2. Kpunrorpapuueckue
MOJIETH. AJITOPUTMBI
ppoBaHus. AITOPUTMBI

Ay TCHTU(PUKAIIH
moJib3oBareneii. Moaenu
0€3011aCHOCTH OCHOBHBIX
OTIEPAIIMOHHBIX CUCTEM.

[1K-2

1. OcHoBHBIE KpUNTOrpaduuecKre MoIeIN: CHMMETPUYHBIE U
ACUMMETPUYHBIE AITOPUTMBI IIHPPOBAHUSI.

2. Anroputmsl mudposanus: AES, DES, RSA: npuniumne: paboTs! n
00JIaCTH MPUMEHEHHS.

3. ANTOpUTMBI ayTeHTU(PUKAIINK TTOTH30BaTEIIEH: TapOJIv, TOKEHBI,
OMOMETpHS U UX UCIIOJIb30BAHHE.

4. Monenu 6e30MMacHOCTH B ONEPAITMOHHBIX CUCTEMAX: KaK OHU
peanu3yoT 3auMTy HHQOPMAIMH U YIIPABICHHE JOCTYIIOM.

5. [Ipumenenue KpunTorpagUuecKux METOAOB B 3allIUTE HHPOPMAIUH:
MIPUMEPHI U CIICHAPUH.

6. CoBpeMeHHbIE YTPO3bI IS KpUNITOTpahUIeCKUX METOI0B 3aIUThHI
MHPOPMALIMKU: aTaKu Ha MUQPHI U YA3BUMOCTH.

7. UaTerpamus Kpunrorpaguueckux TEXHOJIOTHI B IPOTrPaMMHOE
o0ecrieyeHne U armapaTHbIe peIIeHusl.

8. bynymee kpunrorpadguu u Mojiesneit 6e30macHOCTH: HOBBIS
HAIPAaBJICHUS U TEXHOJIOTHH.

Tema 3. AnMuHHCTpUpOBaHHE
cerel. 3amuta nHGOpMaIHU B

I1K-2
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ceTsAX. MHOrOypOBHEBas 3a1UTa
KOPIIOPATUBHBIX CETEH.

1. OcHOBHBIE PUHIIHIIBI AIMUHUCTPUPOBAHUS CETEH: 3a1a4u U
OTBETCTBEHHOCTb CETEBOT0 aIMHUHUCTPATOPA.

2. Metopbl 3auThl HHGOpMAIK B KOPIIOPATUBHBIX CETSIX: (hacpBOJIBL,
cucTeMbl OOHApPYKEHUs BTOPKEHUH U Ipyrue CpeAcTBa.

3. MHOroypoBHeBas 3aIuTa CeTeBONH HHPPACTPYKTYPBI: MOAXObI U
TEXHOJIOTUH.

4. Pons VPN u mm¢poBanus B 3a1ure HHPOPMALIUK TIPH Iepeade
JAHHBIX 110 CETAM.

5. Ilpumepsl yCcnemHou peain3aiii MHOTOYPOBHEBOM 3aIUTHI B
KPYIIHBIX OpraHu3anusix.

6. YTpo3bl 6€30MaCHOCTH B CETSX: aHAJIU3 U CIIOCOOBI UX
IPEJOTBPALLECHHUS.

7. Ayaut 6e301acHOCTH CeTeBON HH(PPACTPYKTYpPhI: METOIBI U
HOJIXO/IBI.

8. IIpakTHueckue peKOMEHIAINH 10 YIy4IIeHHIO 0€30IIacHOCTH
KOPIIOPATUBHBIX CETEM.

Tema 4. TpeGoBanus K
crcTeMaM 3aIiuThl HHQopMaIuu
M HAITPaBJICHUS Pa3BUTHS
CcpencTB 0€30MacHOCTH
npennpustus. [IpaBoBbie
MOCIIEeICTBHS
IHCCAHKIITMOHUPOBAHHOT'O
ImocTyma K nHpOopMaIiu

[1K-2

1. OcHoBHBIE TPeOOBaHMS K CHCTEMaM 3aIUThl HH(OPMaLIUU:
(YHKITMOHATTBHOCTD, HA/IGKHOCTD, YCTONYUBOCTD.

2. HampaBneHus pa3BuUTHUs CPEICTB O€30MMaCHOCTH: HOBBIE TEXHOJIOTHH
Y TIOJIXOJIBI B 3aIIUTEe HHPOPMAITHH.

3. [IpaBoBbIe acmeKThl 3aUTUTHl HHPOPMAIIUU: 3aKOHBI 1 HOPMATHUBHBIE
aKTBl, pETyJIUpyIoMe 6e30MacCHOCTh JaHHBIX.

4. OTBETCTBEHHOCTh OpraHU3alui 32 YTeUKY JIaHHBIX: IPaBOBbLIE
MOCJIE/ICTBHS M MEPHI BO3/ICUCTBHUSI.

5. [Ipumepsl HECAaHKIIMOHUPOBAHHOTO JOCTYIA K HH(POPMAIIUN U UX
MIPaBOBBIE TIOCIIEICTBHUS.

6. Poub perynaropoB B oOecriedeHUH 3a1uThl UHGOPMALMU: KaK OHU
BIIUSIIOT HA MPAKTUKH U CTAaHAAPTHI OE30MTaCHOCTH.

7. Pa3paboTka 1 BHEApeHUE MOJUTHKU 0€30MacCHOCTH HA YPOBHE
MPEANPUITHS: IPUMEPHI U PEKOMEHAALINH.

8. byaymiee 3amuThl HH(GOPMaLIMU: KaK MPABOBBIE U TEXHOJIOTHYECKUE
M3MEHECHHS MTOBJIUSIIOT HA CUCTEMBI O€30MaCHOCTH.

IxaJjia oneHUBaHUA

IIIxana oneHUBaHUA

Kpurepuu oneHuBaHus

«OTIn4HO» OOyuaromuiics 1iyOOKO M coJepXaTelbHO pPaCKpbIBaeT TEMY
CaMOCTOSITENIbHOM pPaldOThI, HE JOMYyCTHB OIIMOOK. OTBET HOCHUT
pa3BEpHYTHII U NCUYEPIIBIBAIOLINM XapaKTep.

«Xopomo» OOyuaromuiicss B LEJIOM PpacKpbIBae€T TEMY CaMOCTOSATENbHOM

paboThl, OMHAKO OTBET XOTS OBl HAa OJAMH W3 HUX HE HOCHUT
Pa3BEpHYTOT0 M UCUYEPIIBIBAIOLIETO XapaKTepa.

«Y IOBIIETBOPUTEIILHO»

OOyuaronuiicsi B 1IeJIOM PACKPBIBAET TEMY CaMOCTOATEIbHOM pabOoThI
U JIONlyCKaeT psjA HETOYHOCTeH, (parMEeHTapHO pPacKpbIBAeT
COJIEpP/)KaHUE TEOPETHMUECKHUX BOINPOCOB WM HX PacCKpbIBacT
COJIEPKATENBHO, HO NOITyCKasl 3HAYUTEIbHbIC HETOYHOCTH.

«HeynoBneTBopuTEIbHO»

OOyuaromuiicss He BiajeeT BHIOPAHHOW TEMOH CaMOCTOATENbHOM
paboThI

6.2.6. UnauBuayabHbIE 3a1aHKUA AJIs1 KYPpCOBOM padoThI (MpoeKTa)
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KP u KII mo mucummiune «3amurta nHGOpMaInum» pabodeil mporpaMMon u
y4e€OHBIM TUTAHOM HE TIPETYCMOTPEHBI.

6.3. OLHEHOYHBLIE CPEJACTBA HNPOMEXYTOYHOI'O
KOHTPOJIA

Bonpocsl 1151 TOATOTOBKH K MPOMEKYTOYHOM aTTECTANMM 110 HTOraM OCBOCHUS
AMCHUILUIAHBI 3amuTa nHpopmManum:

IIK-2.

1. Komnerotepnsie Bupychol. X pa3HOBUIHOCTH.

2. AHTHBUpPYCHBIE CpecTBa. [[puMepbl aHTUBHPYCHBIX IPOTPaMM.

3. [TonsiTue nHbOpPMAITMOHHON OE30MTACHOCTH.

4. [TonsiTne KoH(UISHIINATEHOCTH NH(GOPMAIIHH.

S. [Tonsitue nmoctyma k  uHpopmanuu  (CAaHKIIMOHUPOBAHHBIA |
HECAaHKIIMOHUPOBAHHBIN TOCTYI).

6. [TousiTus naeHTUUKAIUS, Ay TCHTU(PUKAIIAS ¥ aBTOPU3AIIHSL.

7. [Tonsatue yrpo3a 6€30MacHOCTH.

8. [ToHsaTHE YSI3BUMOCTDH CUCTEMBI (CETH).

9 [ToHsaTHe aTaku Ha KOMITBIOTEPHYIO CUCTEMY.

10. OxapaktepuzyiiTe  moaAXoAbl K  OOECIEUCHUI0  KOMIBIOTEPHOM
uHpopManum.

11. TIlepeuucnute OCHOBHbIE M BCIIOMOTAaTEJbHBIE CEPBUCHI 0E30MACHOCTH,
nanTe uX KiacCuPUKaIuio.

12.  JlaiiTe XapaKTepUCTUKY TPYIIN TPEOOBAHUI K CUCTEME 3aIUTHI.

13. «®parMeHTapHBI»  MOAXOJA B o0ecrmedeHMHM  O€30MacHOCTH
KOMIIBIOTEPHOU CUCTEMBI.

14. «KommekcHpli» moaxoa B obecrnedeHnn 0€30MacHOCTH KOMITBIOTEPHOM
CUCTEMBI.

15. B 4em 3akiroyaercs MOJUTHKA O€30MaCHOCTH KOMIBIOTEPHON CHCTEMBI?

16. Ha yeMm ocHOBaHa «uU30UpaTeIbHAs» MOJIUTHKA 0€30MaCHOCTH?

17. Ha uyem ocHOBaHa «IOJTHOMOYHAs» MOJUTUKA 0€30MACHOCTH?

18.  Tlousarue kpunrorpaduu. OCHOBHbIE BUJIbI U (PPOB.

19. OOoOmenHass cxema KpunrtocucteMbl. [lOHSATHUS CUMMETPUYHOH W
ACUMMETPUYHOU KPUIITOCUCTEMBI.

20. Ilepeuucnure OCHOBHBIE aIrOPUTMBI KpUITorpadguueckux
npeoOpa3oBaHUA.

21. Ilepeuucnutre OCHOBHBIE METOJbl KPUOTOrpaUUYECKON  3aluThI
uH(pOpMAITIU B KOMITBIOTEPHBIX CHCTEMAaX U CETSX.

22. Kak xmaccupumupyrTcs CpeACcTBa KpUNTOTpauuecKol  3aliuThl
uHpopmaru?

23.  OcCHOBHBIE JOCTOMHCTBA M HEIOCTaTKW aJIrOpUTMa MIM(PPOBAHUS
IaHHBIX ¢ oMok DES.

24. Ilepeuucnaure  OCHOBHbIE  KOMOMHALIMM,  HCIOJb3yEMbIE  MpHU
mudpoBanuu anroputmom DES.
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25. Tlepeuuncnute OCHOBHBIE peKUMBI paboThl anroputma DES.

26. Kak obecrieunBaeTcs KPUIITOCTOMKOCTb ACUMMETPHUYHBIX
KpUIITOCUCTEM?

27. KakoBO OCHOBHOE Ha3HA4YCHHE XEII-PYHKITUN?

28.  KakoBbI OCHOBHBIC IPUHITUIIEI (POPMUPOBAHUS XeTI-(DYHKITIHN?

29. OtrnuuuTenbHble OCOOCHHOCTH OTEYECTBEHHOrO CTaHAapTa Xell-
dbyukiuu ('OCT P 34.11-94) ot anroput™moB xemupoBanus MDS u SHA.

30. Ilepeuucnure OCHOBHBIE ANTOPUTMBI AIEKTPOHHON LU(POBOI MOANKCH
U YKOKUTE Ha UX MPUHIUIHATBHBIE OTIMYHUS.

31. CoBpemennslie npuinoxeHus kpunrorpaduu. [Ipumepsi.

32. TunuyHbIC aTaKu Ha ONEPALUOHHYIO CUCTEMY.

33. TloHsTHE 3aIMIIEHHON ONEPAITMOHHOW CUCTEMBI.

34. AmnmapatHoe o0OecliedyeHue CPEICTB 3aIUTHI ONIEPAIIMOHHON CUCTEMBI.

35. IIpobnemsl 6e3omacHocTH IP-ceTeid.

36. Hawmbonee pacnpocTpaHeHHbIE BapUaHThl aTaK Ha KOMITHIOTEPHYIO
cucrteMy Ha ocHoBe npoTtokoia TCP/IP.

37. CdopmynupyiTe CIUCOK (PYHKITMOHATBHBIX MEe(HEKTOB ¢ TOUYKH 3PCHHUS
3allUThI B UCTIOJIB3yeMoM onepanmonHol cucteme (OC).

38. Kakume osnementsl  Oe3zomacHoctd  cogepxkur  OC  Windows
2000/XP/Vista?

39. Hazosute snementsl 6e3onacHoct OC UNIX?

40. OcHOBHbIE TPAKTUYECKHUE BOMPOCHI 3AIIUTHI HTHHOPMALIUH.

41. TIlporpaMmMHbBIE CpeACTBa 3aLIUThI U YHUUTOXKEHUS HH(DOpMAIUH.

42.  OCHOBHBIC MPUHIUIIBI TMOCTPOCHUSI TMOJCUCTEMbI HH(POPMAIIMOHHON
0€30IMaCHOCTH.

43.  DTambl MOCTPOCHUS MOJCUCTEMBI HH(POPMAIIMOHHON 0€30MaCcHOCTH.

44,  OOmme mpUHIUIEI oO0ecTieueHrs] HHPOPMAITMOHHON 0€30TacHOCTH.

45. CpenctBa obecriedeHsT KOH(DUICHIINATLHOCTH TaHHBIX.

46. CpenctBa HACHTH(PUKANNA U ayTEHTU(DUKAITIHN TIOJTb30BaTEIICH.

47. IlpuBenutre OCHOBHBIE CXEMbl HUACHTU(PUKALMU W ayTEeHTU(UKAIUU
N0JIb30BATEIS.

48. JlocToMHCcTBa  OMOMETPUYECKHX  CIOCOOOB  WACHTU(PUKALMH U
ayTEeHTU(DUKAIIMY IO CPABHEHUIO C TPAAUITMOHHBIMHU.

49. CpenactBa ayTeHTU(PUKALIKUU STEKTPOHHBIX TaHHBIX.

50. IIpuHIUMI MUHUMANBHBIX IPUBUIIETHI B CUCTEME O€30MaCHOCTH.

51.  Yro Takoe MHOTOypOBHEBasi MOJIeb Oe30macHOCTU?

52. OcHOBHBbIE 3Tarnbl aHATN3a yTPo3 HHHOPMAITMOHHON O€30MaCHOCTH.

53.  CpaBaute npotokoiibl SSL u TLS ¢ Touku 3peHust 6€301macHOCTH.

54. Yro Takoe «OpaHAMaydp» U Kak OH pabotaer?

55. Ilpumepsl peanu3anuu MOJIUTUK 0€30MACHOCTH B KOPIOPATUBHOM Cpejie.

56. IlpaBoBble  TOCHEACTBUS  HECAHKIMOHMPOBAHHOTO  CbhEMa U
UCI0JIb30BaHUs KOH(HICHIHATBbHON NH(OPMALIIH.

57. Oco0eHHOCTH NPUMEHEHHS TEXHUYECKUX CpPEJCTB YHUUYTOKEHHUS
nH(pOpMaIMK Ha MarHUTHBIX U ONTUYECKUX HOCUTEIISX.
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58. IlpuBemure  KkiIaccuPuUKalMiO  CUCTEM  3alUTHI  MPOTPAMMHOIO
o0ecrnedeHusl.

59. CpaBHUTE OCHOBHBIE TEXHHYECKHE METOJAbl M CPEACTBA 3aIUTHI
IIPOrpaMMHOTr0 00€CTICUCHUSI.

60. Ha3zoBuTe OTIIMYMS CUCTEM 3aLIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA
OT CHCTEM 3alllUThl OT HECAHKIIUOHUPOBAHHOI'O KOIMUPOBAHUSI.

61. IlpuBenure onpenencHue MOHATHN «IIPOTOKOIUPOBAHUE» U «ayIUT).

62. Ha3oBute 3amaun, peaau3yeMble IPOTOKOIUPOBAHUEM U AYIUTOM.

63. JlaiiTe XapakTEpUCTUKY 3aJa4l aKTUBHOI'O ayUTa.

64. Ilepeuucnute GyHKIIMU U KOMIOHEHTHI ceTu VPN.

65. Knaccupunupyiite VPN 1o cmoco0y TEeXHHYECKOW peaausaiuu |
APXUTEKTYPE TEXHUYECKOTO PEIICHHUS.

66. KakoBbl  cmocoObl  3amuThl  UHGOPMAIMK  TPU  MEXKCETEBOM
B3aUMOJICHCTBUU?

67. Kakue kpunrorpapuueckue MNPOTOKOJBI HCIOIB3YIOTCS A 3allUThI
TEXHOJIOTUH «KIIMEHT-CEpBEP»?

68. 3akoHomarenbHbIE aKThl PO, perynupyromume 3amuTy nH)opMaIuu.

69. MexnayHapoaHble  cTaHAapThl B oOjactd  WH(OPMAIIMOHHOM
6e3onacuoctu (ISO/IEC 27001).

70.  OTBETCTBEHHOCTb 3a HapyUIEHUE [MOJUTHUKM  HUHPOPMALMOHHOU
0€30MacHOCTH.

71. MexaHuU3Mbl pe3€pBHOIO0 KOMMPOBAHUS U1 BOCCTAHOBIICHHUSI TAHHBIX.

72.  Opranuzanusi KOHTPOJIS AOCTYIIA B JIOKAIBHOM CETH.

73. HudopmannoHHas 6€30MacHOCTh IpH yAIEHHON padoTe.

74.  IlpunHuumnsl 0e30MaCHOrO yAaneHUs: HHPOpPMAIMU B OPraHU3aLUsIX.

75.  OcobeHHOCTH 3aUTHl HH(DOPMAITUU B MOOMIIBHBIX YCTPOWCTBAX.

6.4. MeToanueckue MaTepuaJibl, ONpeAe/JAI0IHMe MPOUeIypPbl OLCHUBAHUSA
3HaHMi, YMEHHH, HABBIKOB U (MJIHM) ONBITA JEATEJIbLHOCTH, XapaKTePH3YyIOLIHNX
3Tanbl (OPMUPOBAHUSA KOMIIETEHIIMA

OCHOBHOH TICNIBI0 TIPOBEICHUS TMPOMEKYTOYHOW AaTTECTAUHA  SBISICTCS
OmpeseNieHue CTENeHW MAOCTH)KCHHS Ilelied Mo y4eOHOW MHUCUUIUIMHE WIA €€
pasnenaM. OCyIIECTBISIETCS 3TO TPOBEPKON U OIICHKOW YPOBHS TEOPETHUUYECKOM
3HaHWW, TIOMYYEHHBIX OOYYaIONUMUCS, YMEHUS TPUMEHATh WX B pEHICHUH
NPAKTUYECKUX 3aj7a4, CTENEHU OBJIaJIeHUs OOyYarolMMUCA TPAKTUYECKUMU
HaBbIKAMH U YMEHUSAMH B 00BbeMe TpeOoBaHMit paboueil porpaMMBl 1O JUCITUTUIHHE,
a TaKXe UX YMEHHE CAMOCTOSITEIbHO PaboTaTh ¢ yueOHOM TuTepaTypoil.

Opranuzanusi MPOBEACHUS MPOMEKYTOUYHON aTTECTAIlMM pPerjaMeHTHPOBaHA
«lTonoxenuem 00 opraHuzanuu O00pPa30BATEIBHOrO TMpolecca B (eaepaibHOM
rOCyJapCTBEHHOM aBTOHOMHOM OOpa30BaTeIbHOM YUpexkACHUH «MOCKOBCKHIA
MOJINTEXHUYCCKUN YHUBEPCUTET
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6.4.1. Iloka3zaTre/in OLCHUBAHUSA KOMIICTEHIIMI HA PA3JIUYHBIX 3TANax MX

(l)OpMI/IpOBaHl’Iﬂ, JOCTHIKCHUEC oﬁyqammnMnm INIAHUPYEMBIX Ppe3yJibTaTOB
Oﬁyqemm mo JMcuauIlJimHe
IIK-2 Pa3pat6orka ungopmanuonnoro odecneuenuss ACYII
Sran Kpurtepuu oueHuBanus
(yposenn) HEYAOBJIETBOPHUTEIBHO YI0BJIETBOPUTEIbHO X0po1o OTJIMYHO
3HATH Oo0yuarommuiicst OObyuarommuiics Oo6yuarommuiics Oo0yuarommiicst
JEMOHCTPHUPYET MOJTHOE JEMOHCTPHUPYET HETIONHOE | AEMOHCTPUPYET JEMOHCTPUPYET
OTCYTCTBHE WU COOTBETCTBHE CIIEAYIOIIUX | YaCTHYHOE MOJHOE
HEJI0CTaTO4YHOE 3HAHUM: COOTBETCTBHE COOTBETCTBHE
COOTBETCTBHE CIEAYIOIINX | METOAWKHU IOUCKa, cOopa | CleAyromuX CIIeIyIOIINX
3HAHUU! u 00paboTKH 3HaHUM: 3HAHUM!
METOAMKH IIOMCKaA, cOopa | MH(pOpMAaLUK; aKTyalbHbIE | METOAMKM IIOUCKA, | METOJUKH ITOUCKA,
1 00paboTKu WUCTOYHUKHU HH(popManuu B | cbopa u 00paboTku | coopa 1 00pabOTKH
nHpOpPMaLUK; akTyaJbHble | cepe mpodeccuoHalbHON | MH(pOpMaLuH; UHQOPMAIIH;
HUCTOYHUKU MH(OpMALKU B | AEATEIBHOCTH; OCHOBHBIE | aKTyaJIbHbIE aKTyalbHbIC
cdepe npodhecCHOHATBHOW | MPHHIUIEI K METOJIbI HUCTOYHUKHU WUCTOYHUKHU
JeSITENIbHOCTH; OCHOBHBIE | CHUCTEMHOTO aHaJH3a. HHPOPMaIUH B UHQOpMaIH B
MIPUHIIATIBL 1 METOBI ctepe cepe
CHCTEMHOTO aHaJIn3a. podeCcCHOHATBHO | PO eCCHOHATBHOMH
i e TeNbHOCTH; JIeSITENIBHOCTHY;
OCHOBHBIC OCHOBHBIE
[PUHIMIBI 1 HPUHLMIB 1
METO/IBI METOJIbI
CHUCTEMHOTO CHCTEMHOTO
aHaJIM3a. aHam3a.
yMeThb OOyuaromuiicst He ymeeT | OOywaromuiics Obyuaromuiics OOyuaromuiics
WIN B HEAOCTATOYHOMN JEMOHCTPHUPYET HETMONHOE | AEMOHCTPUPYET JEeMOHCTPUPYET
CTEIIEHH yMEET BBIIOJIHATH | COOTBETCTBHUE CIEAYIOIINUX | YACTUYHOE HOJIHOE
NPUMEHSATH METOTUKU YMEHUI: COOTBETCTBHE COOTBETCTBHE
moucka, coopa u MPUMEHSTh METOIUKU CIEAYIOINX CIIEAYIOIINX
00paboTKN HHPOpPMAITUH; | TIOKCKa, cOopa u YMEHHIA: YMEHUH:
HAXOJUTh U OCYHIECTBIIAATH | 00pabOTKM MHQOpMAINK; | IPUMEHATH NPUMEHSATH

CUCTEMAaTHU3aLHIO,
KPUTUYECKUHN aHAIU3 U
CUHTE3 WH(OpMaITH,
MOJIyYEHHOM U3 Pa3HbIX
HCTOYHHUKOB; IPUMEHSTh
CHUCTEMHBIN MTOAXO0J IS
pelIeHuns TOCTaBICHHBIX
3a/1a4 HaIpaBJIeHUs
MTOATOTOBKH..

HaXOAWTb U OCYILECTBIATh
CHUCTEMAaTH3aIIHNIO,
KPUTUYECKUM aHAIU3 U
cuHTe3 HHpopManuy,
MOJTy4YE€HHON U3 pa3HbIX
WCTOYHHUKOB; MPUMEHSTH
CHUCTEMHBIH MOAXO0 AT
pEeILIeHuUs TOCTaBIEHHBIX
3a/1a4 HapaBICHHS
MOATOTOBKH.

METOAMKY TIOUCKa,
cbopa 1 00paboTKu
nH(popMaImy;
HaXOJIUTh U
OCYILIECTBIIATD
CHCTEMAaTH3aLHIO,
KpUTUYECKUI
aHaJM3 U CUHTE3
nH(pOpMAaIIH,
MOJIyYEHHOU U3
pasHbIX
HCTOYHHUKOB;
IIPUMEHATh
CHUCTEMHBII
MOJXO. AT
pereHus

METOJMKH TOUCKA,
cbopa 1 00padoTKH
uH(OpMAITIH;
HaXOAWUTh U
OCYIIIECTBIIATh
CHUCTEMAaTU3aLHUIO,
KPUTHUYECKUI
aHaJIU3 U CUHTE3
uHpOpMaIHH,
MOJIYYCHHOH U3
Pa3HbIX
HUCTOYHHKOB;
IIPUMEHSATh
CHCTEMHBIH IOIXO0/I
JUTSL pEILIEHUS
MOCTaBJICHHBIX
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IIOCTABJICHHBIX

3aa4 HAIIpaBJICHUA

3a/1a4 HalpaBJICHHUS | TIOATOTOBKH.
MMOATOTOBKH.

BJIAJETh OOyuaromuiics He BnageeT | OOy4aromuiics Biajcer B OOyuaromumcs OO0yyaromuiics
WIM B HETOCTATOYHOM HENOJIHOM 00BbeEME U JTOTTYCKAIOTCS CBOOOIHO
CTEICHH BJIAJIEET : MIPOSIBIISIET HE3HAYHUTEIbHEIE MPUMEHSET
MPaKTUICCKUMU HEJIOCTAaTOYHOCTD OIINOKH, MOJIyYCHHBIC
HaBBIKAMH IOHUCKA U BJIaJ€HHS HaBLIKAMU : HETOYHOCTH, HaBBIKH, B ITIOJTHOM
aHaM3a U CUHTE3a MPaKTHIECKUMU 3aTpyTHECHHUS, 00beMe BIIAJICET:
uHpOpPMAIIMK, METOJIMKON | HAaBBIKAMH MTOMCKA U YaCTUYHO BIIaJEET MPaKTUYECKUMU
CHCTEMHOTO MOAX0Ja JUIS | aHaJlu3a U CHHTE3a HaBBIKAMH: HaBBIKAMH ITOHCKa
pEIICHHSI ITOCTABICHHBIX nH(pOpMAITIH; METOTUKON | MPaKTUIECKUMHU 1 aHaju3a u

3aaa4 HallpaBJICHUA
IIOATOTOBKHA

CHCTEMHOTO IOAX0/a JIJIs

HaBBIKaMH ITOHMCKa
1 aHaJiu3a U

PELIEHUS TOCTaBIEHHBIX
3a7a4 HAIPaBJICHUs
HOJITOTOBKH

CHHTE3a
nH(pOpMaINH;
METOIUKON
CHUCTEMHOTO
oIX0za JUIs
perieHus
MTOCTaBJICHHBIX

HOJITOTOBKH

3aa4 HAIIpaBJICHUS

CHHTE3a
UHQOPMAIHIHN;
METOIUKOM
CHUCTEMHOTO
noaxo/a Jis
peLeHus
MOCTaBJICHHBIX
3a71a4y HalpaBJICHUS
MOJATrOTOBKH

6.4.2. MeToauka oOlleHNBAHUS Pe3yJIbTATOB MPOMEKYTOYHON aTTeCTALMHA

Ilokazarenamu  OllEHUBaHUSA
aTTecTalliid 1O JUCIUIUINHE

O6y‘{CHI/IH 0O AUCHUIIIINHE.

KOMIIETEHIIMA Ha JTamne
«3amuta wWHGOPMAIUNY  SIBISIIOTCS  PE3YIbTaThI

MIPOMEKYTOUYHOU

OHeHOqHLIﬁ JUCT PE3yJabTaTOB oﬁyqemm o AMCIOMIIJIMHE

YpoBeHb
Ko c(OPMHPOBAHHOCTH
KOMITCTEHIIIN 3Hanus YMeHus HaBpiku KOMIICTCHIIMM Ha
JIaHHOM dTare /
OLICHKA

[K-2 Ha ypOBHE Ha YPOBHE YMEHUN: Ha ypOBHE
Pazpabotka 3HAHUI: YMETb IPUMEHSTh HaBBIKOB
WH(POPMALIMOH | 3HATH METOAMKH MTOUCKA, cOOpa | MPaKTUYECKUMHU
HOTO METOAMKH 1 00paboTKH HaBBbIKAMU
obecrieyeHus | MOMCKa, cOopa | MHPOpPMALNY; MIOUCKa U
ACYII 1 00paboTKH YMETbh HAaXOJIUTh U aHaiu3a u

UHPOPMALIMHU; | OCYIIECTBIIAThH CUHTE3a

aKTyaJbHbIE cUCcTeMaTH3alluIo, UH(pOpMaLny;

UCTOYHUKU KPUTUYECKHUM aHAIIU3 U METOAUKON

UH(pOpPMALIUKU B | CUHTE3 UH(OpMaIHH, CHUCTEMHOI0

chepe MOJTyYEHHOM M3 Pa3HbIX | MOJIXOJa JUIs

npogeccUOoHaN | UCTOYHHUKOB; peleHus

BHOU YMETb IPUMEHSATh MIOCTaBJIEHHBIX

NESTEeIbHOCTH; | CUCTEMHBIN MOAXOJ Ul | 3a/1a4

3HATh pELIEHNs [TOCTABJIEHHBIX | HAIpaBJICHUS

OCHOBHbIE 3aJa4 HarpaBJICHUS HOJrOTOBKH

IMPUHIMIIBI 1

MOJATOTOBKH.
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METOJbI
CHCTEMHOI'O
aHaJIn3a.

OreHka o JucHuIuivHe (cpeaHee apupmMeTHieckoe)

OuneHka 1O JUCUUIUIMHE 3aBUCUT OT YPOBHS  CPOPMUPOBAHHOCTH
KOMITETEHLIUN, 3aKpEIJICHHbIX 3a AMCIUIUIMHOW M MpeACTaBIseT cOo0O0i cpenHee
apu(pMETHYECKOE OT BBICTABIICHHBIX OLIEHOK IO OTIEIBHBIM pe3yJibTaTaM O0y4YeHUs
(3HaHUA, yMEHUS, HABBIKH ).

OreHKa «3a4TEHOY BBICTABIISIETCS, €CIU Cpe/iHee apu(PMETHIECKOE HAXOAUTCS
B uHTepBajie oT 2,4 no 5,0. OueHKa «HE 3a4TEHO» BBICTABIISICTCS, €CJIM CpeaHEe
apudmeTndecKkoe HaxoauTcsi B uHTepBasie ot 0 1o 2,4.

[IpomexxyTouHast aTTecTarusi o0ydaromuxcsi B (hopMe 3adera MPOBOAUTCS 10
pe3ynbTaTaM BBIMIOJHEHUS BCEX BHUAOB YYeOHOW paOOTBI, MTPETYCMOTPEHHBIX
y4eOHBIM TIJIAHOM IO AUCIUIUINHE «3anuTa HHGOpMalUuWy, MPU 3TOM YUUTHIBAIOTCS
pe3yJbTaThl TEKYIIETO KOHTPOJISI YCIEBaeMOCTH B TeueHue cemectpa. OlneHka
CTEMEeHU JOCTHUKEHUSI OO0YYAOUIMMUCS IUIAHUPYEMbBIX Pe3yJIbTaTOB OOyYEHHUsS IO
JTUCHUIUIMHE TPOBOJUTCS TMpENojaBaTeyieM, BEAYIIMM 3aHATHS 10 JUCIUIUIMHE
METOJIOM DJKCHEpPTHOW oleHKUu. [lo wuToraMm mNpoOMeKyTOYHOM arTecTaluu T0
JUCIUTUIMHE BBICTABIISIETCS OLIEHKA «3aUYTEHO», U «HE 3a4TCHOY.

Ixana
OLlCHUBAHUA

Onucanue

BoinonHens! Bce BuIbl y4eOHOI paOOThl, IPETyCMOTPEHHbIE YUEOHBIM IJIAHOM.
CTyneHT 1eMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHU, HABBIKOB IIPUBECHHBIM B
TabiMuax Iokasaresneil, omepupyer NpUOOPETEHHBIMU 3HAHUSIMH, YMEHUSIMHU,
3auTeHO HaBbIKAMU, [IPUMEHSET UX B CUTYalMsX ITOBBIICHHOU CII0KHOCTH. IIpu 3TOM MOTyT
ObITh JIONYIIEHbl HE3HAYUTENIbHbIE OLIMOKH, HETOYHOCTH, 3aTPYJHEHUS Ipu
AHAJIMTUYECKUX  OIepalusaX, IEepeHoce 3HAHWM M YMEHMM Ha  HOBBIE,
HECTaHJapPTHBIC CUTYyaL1H.

He BbimosmHeH oauH wiu Oojiee BHJIOB y4eOHOM paboOThl, MpeayCMOTPEHHBIX
y4eOHbIM TIaHoM. CTyJIeHT JeMOHCTPUPYET HENOJIHOE COOTBETCTBHE 3HAHHUH,
YMEHHH, HaBBIKOB MO J3TanaM (ypoOBHSAM) C(OPMHUPOBAHHOCTH KOMIIETEHIUH,

He 3aureno o .
JAOIIYCKAIOTCs 3HAYUTCIIBHBIC OI_I_II/I6KI/I, NpOABJIIACTCA OTCYTCTBUC 3HAHWU, YMCHUMU,
HABBIKOB I1O pAOY HOKaSaTeHefI, CTYACHT UCIHBITBIBACT 3HAYUTCIIBHBIC 3aTPYAHCHUA
Ipu ONICPpUPOBAaHNUU 3HAHUAMU U YMCHHUAMU IIPU UX TIICPCHOCC HA HOBBIC CUTYAILlUH.
7. JeKTpoHHass HHGOPMAIMOHHO-00pa3oBaTe/IbHAA cpeaa

Kaxaplii 00yuaroniuiics B TeU€HUE BCETO Mepuojaa o0ydeHus odecreunBaeTcs
UHAUBUIYAJbHBIM HEOTPAHUYEHHBIM JIOCTYNOM K 3JIEKTPOHHOM HMH(POpPMaLMOHHO-
oOpazoBarenbHOll cpene YeOokcapckoro wuHcTuTyTa (puinana) MOCKOBCKOIo
MOJINTEXHUYECKOTO YHUBEPCHUTETA U3 JIO00M TOYKH, B KOTOPOM HMMEETCS JOCTYI K
UH(OPMAIIMOHHO-TEJIEKOMMYHUKAMOHHON cetn  «MHTepHeT» (mamee — ceThb
«HTEepHeTY»), KaK Ha TEPPUTOPHUH (PuiIHalia, TaK U BHE €e.
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OnexTpoHHas MH(OpPMAIMOHHO-00pa3oBaTelbHAs CpeJa — COBOKYIHOCTh
UH(OOPMAITMOHHBIX M TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHM, COOTBETCTBYIOIINX
TEXHOJIOTMYECKUX  CPEJCTB, OOECNeYMBAIOIIMX  OCBOCHHE  OOyYaroIIUMHUCS
00pa3oBaTeNbHBIX NMPOrpaMM B MOJTHOM O0OBbEME HE3aBUCHUMO OT MECTa HaXOKICHUS
00yyarommxcs.

DnekTpoHHas nH(POPMAIIMOHHO-00pa3oBaTeibHas cpejia 00eCeunBaeT:

a) IOCTYI K y4eOHbIM MJIaHaM, pado4YuM MporpaMMamM JUCUUIUIMH (MOAyJiel),
MPaKTUK, JIEKTPOHHBIM YYe€OHBIM H3JAHUSM M SJEKTPOHHBIM 00pPa30BATEIbHBIM
pecypcaM, yKa3aHHBIM B pa0ouuX MporpaMmax AUCIUILUINH (MOAYJIe), TPaKTHK;

0) dopMupoBaHHe >JIEKTPOHHOIO MOPTHOIUO OOYUYAIOIIErOCs,, B TOM YHCIIE
COXpaHEHHuE ero paboT U OLIEHOK 3a 3TH PadOThI;

B) pukcanuio Xo0J1a 00pa3oBaTenbHOTO npolecca, pe3ynbTaToOB
IPOMEKYTOYHOM aTTECTAIIMK U PE3yJIbTaTOB OCBOCHUSI MPOTPAMMBI OaKaiaBpHuaTa;

T') MPOBEJICHUE YUCOHBIX 3aHATHH, MPOLEIYp OIICHKH PEe3yJhTaTOB O0y4YeHUS,
peanu3anys KOTOPBIX NPEIyCMOTPEHa C MPUMEHEHUEM 3JIEKTPOHHOrOo OO0y4YeHUs,
JTUCTAHITMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTH;

1) B3aUMO/JICHCTBUE MEX]y YYaCTHUKaMH 00pa30BaTeIbHOrO MpOlecca, B TOM
YUCJIE€ CUHXPOHHOE W (WJIM) aCHUHXPOHHOE B3aWMOJEHCTBUS MOCPEICTBOM CETH
"Nntepuer".

OYHKIMOHUPOBAHUE JIEKTPOHHOM MH(POPMALIMOHHO-00pa30BaTEIbHON Cpeibl
oOecrieunBaercs COOTBETCTBYIOIIMMHU CpelCTBAMHU nH(popMaIMoOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTWA W  KBajmudukauein  paOOTHHUKOB, €€
UCIOJIB3YIOIINX U MOAIEPKUBAOIINX.

OYHKIIMOHUPOBAHUE DJIEKTPOHHOM HMH(POPMAIIMOHHO-00Pa30BaTEIbHOM CpeIbl
COOTBETCTBYET 3aKOHOAATENbCTBY Poccuiickon denepanum.

OcHoBHBIME cocTaBsttomuMu DMOC dunuana SBISIOTCS:

a) callT wuHCcTUTYTa B ceTH VHTepHET, pachoJOKEHHBIA 10 aJpecy
www.polytech21.ru, https://chebpolytech.ru/ kotopslii o6ecreunBaert:

- Jgoctyn oOydarommuxcs K Y4YeOHbIM TIUIaHaMm, paboyuM mporpammam
TUCUUIUIMH, TPAKTUK, K U3JaHUSM DJIEKTPOHHBIX OUOIMOTEUYHBIX CHCTEM,
AJIEKTPOHHBIM HMH(QOPMALMOHHBIM M 00pa30BaTENbHBIM pecypcaM, YyKa3aHHBIX B
pabounx mporpammax (pazgenbl caiita «CBemeHuss 00 0Opa3oBaTeIbHOU
OpraHU3aIun»);

- uH(opmMupoBaHUe 00yUaroIUXCsi 000 BCeX U3MEHEHUIX Y4eOHOro rmpoiiecca
(HOBOCTHAs JIEHTA caiiTa, IEHTa aHOHCOB);

- B3aUMOJICMCTBHE MEXIY YyYaCTHMKaMU 0O0pa3oBaTeIbHOTO Ipoliecca
(mozpasnensl caiiTa «3aaTh BOIPOC TUPEKTOPY»);

0) odwuimanbHbIe SJICKTPOHHBIC ajapeca MOApa3IeNeHUH U COTPYIHUKOB
uHCTUTYyTa C SHAekc-momeHoMm (@polytech2l.ru (crUCOK KOHTAaKTHBIX JAHHBIX
noapazaeneHuii Gunuana pazMenieH Ha opunuanbHOM caiite dunmnana B paszzene
«KoHTaKThI», CHOUCKA KOHTAKTHBIX OQUIIMATBHBIX  OJEKTPOHHBIX  JTAHHBIX
npenojaBareneid  pa3MeiieHsl B nojpasnaenax «Kadenpe») oOecneunBaroT
B3aMMOJICHCTBHE MEX]ly YYACTHUKAMH 00pa30BaTEIbHOIO MPOLECCa;

B) JIMUHBIA KaOuHeT oOydaromierocst (moptdonno) (BXOoA B JIMYHBIN KaOMHET
pa3MelleH Ha odunuanbHoM caiite Oununana B paszzaene «CTyIeHTy» mHonpasfese
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«OnexTpoHHass WHGOPMAIMOHHO-00pa3oBaTelibHasg Cpela») BKIHOYAaeT B cels
nopthoano  CTyAE€HTa, DJJICKTPOHHBIE BEJOMOCTH, PEUTHHT CTYJCHTOB U
o0ecreunBaer:

- uKcanuio xona 00pa3oBaTENLHOTO MPOLECCca, Pe3yIbTATOB MPOMEKYTOUHOMN
aTTECTAIlMU U Pe3yJbTaTOB OCBOCHHS 00pa30BaTEIbHBIX TPOTPAMM O0yJAFOIIIMHUCS,

- (popmupoBaHUE SIEKTPOHHOTO MOPTQPOIUO OOYHAIOIMIETOCS, B TOM YHUCIE C
coxpaHeHue paboT 00yUaroIIerocs, peleH3uid U OLEHOK Ha 3TH padoThI,

I) DJIGKTPOHHBbIE OHOJMOTEKH, BKIIOYAIOIIME JJICKTPOHHBIE KAaTaJIOTH,
MOJITHOTEKCTOBBIC JIOKYMEHTHI U 00€CIIEUNBAOIINE JTOCTYI K y4eOHO-METOIUICCKUM
MaTepHaliaM, BbIITYCKHBIM KBAIU(PUKAIMOHHBIM paboTaM | T.1.:

Yebokcapckoro uactutyTa (hunuana) - <K MPBUCy»

1) 31eKTpOHHO-O0uOMMoTeunbie cuctembl (OBC), BKItOUaromue MEKTPOHHBIN
KaTaJjor ¥ MOJIHOTEKCTOBBIE JOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenpHas mnatdopma FOpaitt - https://urait.ru

- [IPR SMART -https://www.iprbookshop.ru/

e) mwiatopma 1 poBOro oOpa3oBaHUs [TonuTexa -
https://lms.mospolytech.ru/

&) cucteMa « AHTUIUIaruar -https://www.antiplagiat.ru/

3) cucteMa »3JeKTpoHHoro mokymeHtoobopora DIRECTUM Standard —
o0ecreynBaeT JOKyMEHTO000poT Mex 1y Puinanom U Y HUBEPCUTETOM;

n) cucrema «1C Ynpasienue BY3om Dnextponusiii nekanat (MOCKOBCKHIA
MOJINTEXHUYECKUN YHUBEPCUTET) oOecreynBaeT (PUKCAIUIo X0/1a 00pa30BaTeIbHOIO
nmpoliecca, pe3ysbTaToB MPOMEXKYTOUHOW aTTECTAllMd W PE3yJIbTaTOB OCBOCHUS
0o0pa3oBaTeNbHBIX MPOTrpaMM 00yYaIOITUMUCS;

k) cucrema «POLYTECH systems» obOecneuuBaer uHGOPMAIIMOHHOE,
JOKYyMEHTJIPHOE  aBTOMATH3WPOBAHHOE  COMPOBOXKIEHHWE  00pa30BaTEIHHOTO
npouecca;

) cucrema «AOUTYpUECHT obecrnieunBaeT JIOKYMEHTAJIBHOE
aBTOMATU3UPOBAHHOE COMPOBOXKICHUE PAOOTHI IPUEMHOW KOMHUCCHH.

8. IlepeyeHb OCHOBHOWI M [ONMOJHHUTEJIBHOHW Y4eOHO#l JIMTEpPATYpBHI,
HEe0O0XO0UMOii 1)1 0CBOEHUSI TN CHHIJIMHBI

OcHoOBHas IUTEpaTypa:

1. BnaykoB, A. A. 3amwura uadopmanuu : y4yeOHUK Ui By30B / A. A.

BuykoB. — 3-e uzn., nepepab. u non. — Mocksa : U3narensctBo IOpaiit, 2025. —
161 c¢. — (Beicmee obpaszoBanme). — ISBN 978-5-534-07248-8. — Tekct
eKTpoHHbI //  OOpazoBatenbHas Tuiatrgopma HOpaiit  [caiit]. — URL:
https://urait.ru/bcode/561313.

2. Tym6unckas, M. B. 3amuta nndpopmanuu Ha ONpeANpUATHd @ yuyeOHOE

nocobue g By30B / M. B. TymOunckas, M. B. [lerpoBckuii. — 2-e u3z., crep. —
Canxrt-IlerepOypr : Jlanb, 2025. — 184 c. — ISBN 978-5-507-52967-4. — Texcr :
ANEKTPOHHBIN //  JlaHb : 2JIeKTpOHHO-OMOnMoteunass cuctema. —  URL:
https://e.lanbook.com/book/463043. —  Pexum  goctyma: [jsi  aBTOPU3.
II0JIb30BAaTEIIECH.
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3. IIpoxopoBa, O. B. HWadopmainmonHas O€30MacHOCTh M 3alllWTa
uHpopmarmu : yueOHuk s By30B / O. B. IIpoxopoBa. — 6-¢ u3a., ctep. — CaHKT-
[Terepbypr : Jlamp, 2025. — 124 c. — ISBN 978-5-507-52899-8. — Tekcr :

ANeKTpoHHBIN //  Jlanb : 31MeKTpoHHO-OuMOmmuoTeunas cucrema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  mocTyma: [jIi  aBTOPH3.
IIOJIb30BATEIIECH.

4. BaBunun, . A. HHpopManMOHHBIE TEXHOJOTHUH B YIPABJICHHUH

KaueCTBOM M 3allluTa uH(popmaiuu : yueoHoe nocooue st By30B / 1. A. BaBuius,
B. I'. Connaros, U. I'. MankeBuu. — Canxkt-IletepOypr : Jlanb, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — Texkcrt : »JekTpoHHBIN // JlaHb : 3JIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/447242. — Pexum
JOCTYyTA: JUIsl aBTOPU3. MOJIH30BATENCH.

JlononHuTenpHas IUTEpaTypa:

1. 3enkoB, A. B. Mndopmannonnas 6€30MacHOCTh U 3amuTa nHpopMauu
: yueOHuk mis By3oB / A. B. 3eHkoB. — 2-e usn., nmepepadb. u gom. — Mocksa :
NznmarensctBo FOpaiit, 2025. — 107 ¢. — (Bwicmee o6pa3oBanue). — ISBN 978-5-
534-16388-9. — Tekct : anekTpoHHbI // OOpa3zoBarenpHas miatdopma HOpaiit
[caiiT]. — URL: https://urait.ru/bcode/567915.

2. Jlocb, A. b. Kpunrorpapuueckue MeToabl 3alluThl UHPOpPMALUU IS
U3yYarouuX KOMIBIOTEPHYIO 0€301acHOCTb : yueOHUK 1 By30B / A. b. Jlock, A. HO.
Hecrepenko, M. . PoxkoB. — 2-e u3a., ucnp. — Mocksa : M3narensctBo FOpaiir,
2025. — 424 c. — (Bwicmiee obpazoBanue). — ISBN 978-5-534-12474-3. — Tekcr :
anekTpoHHbit  //  OOpazoBarenbHass 1iatdopma IOpaitt [caiit]. — URL:
https://urait.ru/bcode/560426.

Ilepuonuka:
Cucrempl ympaBieHUs U WHPOPMAIIMOHHBIE TEXHOJOTUN: HAYYHBIN KypHaT -

URL: http://sbook.ru/suit/- TekcT : 21eKTPOHHBII

9. IIpogeccuonanbHbie 0a3bl JAHHBIX 1 MHPOPMALMOHHO-CIIPABOYHbIE
CHCTEMBbI
[Ipodeccruonansuas 6a3a
JAHHBIX ¥ UH(OPMAIIMOHHO- Wudopmanus o npaBe cOOCTBEHHOCTH (PEKBU3HUTHI JOTOBOPA)
CIPaBOYHBIE CUCTEMBI

YHUBepcHUTETCKAs Temarndeckass dMeKTpoHHass Oubnmoreka wu  0asa s

UH(POPMAaLMOHHAs cUCTeEMa NPUKJIAJHBIX HCCIeI0OBaHUN B 00JIACTH SKOHOMUKH, YIPaBJICHUS,

POCCUA COLIMOJIOTHH, JIMHTBUCTHUKH, ¢dunocodpun, ¢bunonorumy,

https://uisrussia.msu.ru/ MEXIYHAPOIHBIX OTHOIIEHUH, IpaBa. CBOOOHBIA TOCTYII

Hay4Hasl 3JICKTPOHHAas Hayunass osnexktponnas Oubmmoreka eLIBRARY.RU - »10

6ubnuoreka Elibrary KpynHEeHmuil  poccuiickuii  MHPOPMALMOHHO-aHATUTUYECKUI

http://elibrary.ru/ mopraji B OOJacCTH HAYKH, TEXHOJIOTMH, MEIUIMHBI |
o0pa3oBaHusl, coaepkaluii pedeparbl U MONHbIE TEKCTHI Oojiee
26 MJIH Hay4yHbIX CTaTel W myOJuKauuid, B TOM 4YHCIIE
3JIEKTpOHHBbIE Bepcun Oonee 5600 poccHiickMX — Hay4yHO-
TEXHUYECKUX KYpHAJIOB, 3 KOTOpbix Oosee 4800 xypHajIoB B
OTKPBITOM JOCTYIIE CBOOOAHBIN JOCTYII
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https://uisrussia.msu.ru/
https://uisrussia.msu.ru/
http://elibrary.ru/

caut MHcTtuTyTa HAy4YHOR
nH(popManuu mno
oOmecTBeHHBIM Haykam PAH.
http://www.inion.ru

bubmuorpadpuyeckne 6aspt  ganneix MHWOH PAH 1no
COIMAJIbHBIM M TYMAaHUTApPHBIM HayKam BenyTcs ¢ Hadana 1980-x
rogoB. OOmmii 00BEM MacCHMBOB COCTaBIsieT Oozee 3 MITH.
500 Thic. 3ammceit (manubie Ha 1 sHBaps 2012 1.). Esxeromnsrii
npupocT — okoJio 100 Teic. 3anucei.

B 0a3bl JaHHBIX BKJIIOYAIOTCS aHHOTHPOBAHHBIE OMHCAHUS KHUT
U CcTaTel w3 KypHAIOB U cOOopHUKOB Ha 140 s3bIkax,
noctynuBmnx B @DyHmamentansHyto Oubmuoreky HMHUWOH
PAH.

Onucanus cTaTedl U KHUT B 0a3ax JaHHBIX CHAOXEHBI MH(PPOM
XpaHEHUs] M CChUIKAMH Ha TIOJHBIE TEKCThl HMCTOYHUKOB U3
Hay4Hoii 371eKTpOHHON OMOJIMOTEKH.

®denepanbHbIA IOpTaI
«Poccuiickoe

oOpa3oBaHue» [DIEKTPOHHBIN
pecypc] — http://www.edu.ru

@Oenepanbublii  mopran  «Poccuiickoe  oOpa3oBaHue»  —
YHUKaJIbHBIA UHTEPHET-pecypc B cepe 00pa3oBaHUs U HAYKU.

ExxeqHeBHO MyOJMKyeT camble aKTyaJbHbIE HOBOCTH, AHOHCHI
cOOBITUH, MH(GOPMALIMOHHBIE MaTepuaibl Ui IIUPOKOro Kpyra

yutaresned.  ExXeHenenbHO  Ha  mopTraje  pa3MEIarTCA
SKCKJIIO3MBHBIE ~ MaTepHalibl,  HMHTEPBBIO €  BEIYLIMMH
caueoyajaiucraMmu —  IIegaroramu, IICUXO0JIOTaMH, YYCHBIMU,

PENOPTaXKU U aHAIMTUYECKHE CTAThU.

YuraTenu MOJydaroT JOCTYH K HOPMAaTHBHO-TIPABOBOM 0aze
chepbpl 00pa3oBaHUS, OHM MOTYT IIOJIb30BATHCA CAMBIMU
pa3IMYHBIMM TOJE3HBIMU CEPBUCAMU — TAaKMMM, KAaK OHJIAIH-
TECTUPOBAHUE, OMPOCHI 10 AKTYaJbHBIM TEMaM H T.1.

computerra.ru-Kommeroreppa :
HoBoctu mpo KOMIIBIOTEPHI,

KEJIC30, HOBBIC TCXHOJIOI'MH,

KomnbloTeppa — 3TO pecypc O COBPEMEHHBIX TEXHOJOTHSX,
KOTOpBIE MPHUILIM B IMOTPEOUTENICKUM CErMEHT W3 Hay4HbIX
cdep. 3agaya — TOHATHBIM SI3BIKOM paccKa3aThb YUTATENsIM O
TOM OynaylieM, KOTOpOoe YK€ HACTyHNWJIO M CTalo JIOCTYIHBIM
pAAOBBIM TIoTpeduTessiM. Pecypc momoraer pa3o0parbes B TaKMX

HH(OpPMALOHHEIE CIIO’)KHBIX Ha TEpBBIM B3IJIS/A Bellax, Kak OJoKueilH, oOyiauHble
TeXHoIoTHH TEXHOJOTMM, JOINOJHEHHass W BHUPTyalbHas pEaJbHOCTH,
UCKYCCTBEHHBIN MHTEJIEKT, pOOOTOTEXHUKA U JIPYTUX, a TaKKe
3HAKOMUT C HOBBIMU IPOJYKTaMH M YCTPOHCTBaMH, KOTOpbIE
JIeNAI0T JKU3Hb Ipolle, 6e30MmacHee U HHTEPECHEe.
Nudopmannonnsie

TEXHOJIOTUH — IEPHOANYECKOE
Hay4YHO-TEXHUYECKOE U3AaHNe
B 00J1acTH MH(OPMAIIMOHHBIX
TEXHOJIOT UM,
aBTOMATH3UPOBAHHBIX CHCTEM
¥ HCIIOJTb30BaHUS
WH(POPMATHKH B PA3TUIHBIX
MPUIIOKEHUAX

novtex.ru

W3naTenbcTBO  BBIMYCKAE€T TEOPETHUECKUE W IPUKIATHBIE
Hay4YHO-TEXHMUYECKHE JKYpHaJbl, O0ECIeYMBAIOLINE HAyYHOH,
IIPOU3BOJCTBEHHOM, 0030pHO-aHATUTHYECKON "
oOpa3oBaTenbHONH HMH(OpMaLuel pyKoBOIAMIMX PaOOTHHUKOB U
CHEIMAIMCTOB  MPOMBIIIJIEHHBIX  MPEANPUATHI,  HAy4dHBIX
aKaJeMUYECKUX U OTPACIIEBBIX OpPraHMU3allMii, a TakkKe y4eOHBIX
3aBeJIeHHHd B 00JacTH NPUOPUTETHBIX HAMpPABICHUH pa3BUTHUS

HAayKHU Y TEXHOJIOTHM.

1XBT.com - akTyanbHbIE
HoBocTH u3 cdepsl [T, 0030psI

1IXBT.com
MH(OPMaLIMOHHO-aHAIUTUYECKUI CaliT C CaMbIMHU aKTyaJbHBIMU

CIeLUaTU3UPOBAHHBIN POCCUICKHI
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http://www.inion.ru/
http://www.edu.ru/
https://computerra.ru/
http://novtex.ru/IT/index.htm

cMapT(OHOB, IIAHIIETOB,
NIEPCOHATBHBIX KOMITBIOTEPOB,
KOMITBIOTEPHBIX
KOMIUICKTYIOIINX,
IIPOrPaMMHOT0 O00CCIICUCHUS 1
nepuepuiHbIX YCTPOUCTB

HoBOCTSIMH  u3  cdepbl T,

aBTOMOOWJIBHOM oTpacnu. JleTanbHbIMU 0030pamMu cMapT(HOHOB,

HayKH, TCXHUKH, KOCMOCA 1

IUIAHIIETOB, IEPCOHAIBHBIX KOMIIBIOTEPOB, KOMIIBIOTEPHBIX
KOMIUIEKTYIOIMX, OBITOBOM TEXHUKU M YCTPOWUCTB JJISi PEMOHTA,

cajzia ¥ oropoja, MporpaMMHOro obecrieueHus: U nepudepuinHbIx

ycTtporictB. Ha caliTe eXeJHEBHO OCBEIIAIOTCS BOIPOCHI
ixbt.com 1M(POBBIX TEXHOJIOTHI U COBPEMEHHBIX pellleHui Ha ux 0ase.

CoBepIeHCTBOBaHUE o0pazoBaHUs u WHKEHEPHOM

JESTEJIBHOCTH BO BCEX MX IMPOSBICHUSAX, OTHOCSIIUXCS K

y4eOHOMY, HAay4HOMY W TEXHOJOTHYECKOMY HAIMpaBICHUSIM,
Accoupanus ~ HMHXXEHEPHOTO

obOpazoBanus Poccun

http://www.ac-raee.ru/

BKJIrO4as IIpOLECChL

UCCIIEIOBaHMs, pa3pabOTKU HMHXEHEPHBIX PEIIeHUH, OKazaHUs

npenoaaBaHus, KOHCYJIbTUPOBAHUA,

IIMPOKOTO CIIEKTpa 00pa3oBaTEeNbHBIX YCIyr, OOECTCUeHUs
CBs3ell C OOIIECTBEHHOCTHIO, MPOU3BOACTBOM, HAYKOH W
UHTErpallid B MEXKIYHApOTHOE HAy4YHO-00pa30BaTelIbHOE

MIPOCTPAHCTBO. CBOOOIHBIN JOCTYI

10. IIporpammuoe o0OecneyeHue  (IMIEH3MOHHOE MW  CBOOOJHO
pacnpocTpaHsieMoe), HCHOJb3yeMoe MPH OCYIIeCTBJIEHHH 00pa3oBaTeJIbHOIO
npomecca

WNudopmanus o npase
Ayaropis [Iporpammuoe COOCTBEHHOCTH (PEKBU3UTHI
oOecrieueHne JIOTOBOPA, HOMEP JIMICH3UH U
T.J.)
Kaspersky Endpoint Cy6nunieH3uoHHbIN 10roBop Ne

Ne 2076 YueOHas aynuTopus As
MIPOBE/ICHUS YIEOHBIX 3aHATUI
BCEX BUJIOB, MPEAYCMOTPEHHBIX
MPOTPaMMOM CPETHETO

PO eCCUOHATLHOTO
oOpasoBanust/OakanaBpuara/
cnenuaiurera/
MarucTpaTypbl/CPEeITHETO
poeCCUOHATHLHOTO
o0Opa3oBaHWMsI, OCHAIIICHHAS
000pYJIOBaHUEM U TEXHUYECKUMHU
CpeacTBaMu 00y4YeHUsl, COCTaB
KOTOPBIX OIPEIENISICTCS B
pabovrx mporpaMMax JTUCIUTUTAH
(Momymeit)

Jlaboparopust « BeraucIuTensHOM
TEXHUKHU, ADXUTEKTYPBI
MEPCOHAIBLHOTO KOMITBIOTEPA U
nepudepuitHbIX YCTPOUCTBY
JlabGopaTopust MOIETTUPOBAHUS
TEXHOJIOTUIECKUX MPOIIECCOB

Security ns 6uzHeca — [M111-126/2023 ot 14.12.2023
Pacmmpennsiii Russian
Edition. 150-249 Node 2
year Educational Renewal

License

Windows 7 OLPNLAcdmc |moroBop NeJ[03 ot 30.05.2012) ¢
norcoriamenusiMu ot 29.04.14 u
01.09.16

(6eccpouHas TUIICH3NS)

MS Windows 10 Pro noroBop Ne 392 469.223.3K/19 ot

17.12.19 (6eccpouHast TUIICH3US)

Microsoft Office Standard
2019(Microsoft DreamSpark
Premium Electronic
Software Delivery
Academic(Microsoft Open
License

HOMEp JIuLEeH3un-42661846 ot
30.08.2007) ¢ nomncornameHusMu
o1 29.04.14 1 01.09.16 (6eccpounas
JIULEH3US)

KOMIITIAC-3D v20 u v21 Cy6nuneH3uoHHbIN 10roBop Ne
Hn-22-00044 ot 21.03.2022

(6eccpouHas JIMIICH3MS)
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https://ixbt.com/
http://www.ac-raee.ru/

MathCADv.15

Cy0u11. 10roBOp
Ne39331/MOC2286 ot 6.05.2013)
HOMED JUlEeH3UN-42661846 ot
30.08.2007) (6eccpounas
JTUTEH3US)

1C: npennpustue 8

norosop Ne 08/10/2014-0731

PascalABC

CBOOOIHO pacrpocTpaHsieMoe
[porpaMMHOE oOecrieueHue
(6eccpouHas TUIIEH3NA)

Microsoft Visual Studio
2019

CBOOOJTHO PacIpoOCTpaHsIeMOe
IpOrpaMMHOE 0OecrieueHHe
(6eccpouHas JIUIICH3M)

Python 3.7 CBOOOJTHO PaCIIPOCTPAHIEMOE
[IporpaMMHOe obecrieueHue
(6eccpounas JIMIICH3M)

AIMP O0TEUECTBEHHOE CBOOOHO

pacrpocTpaHsieMoe porpaMMHOe
oOecnieyeHue (beccpouHas
TTULIEH3HS)

Ne 2110 YyeOnas ayauTopust 1uis
MIPOBE/ICHUS YICOHBIX 3aHATUI
BCEX BUJIOB, PETYCMOTPEHHBIX
MPOTPaMMOM CPeaHETO
po¢eCcCHOHATHLHOTO
oOpazoBanwus/OakanaBpuara/
CTELUANNTETa/ MATUCTPATYPHI,
OCHAIIIEHHAsI 000pyAO0BaHUEM U
TEXHUYECKUMU CPEACTBAMU
00yd4eHus1, COCTaB KOTOPBIX
orpenensercs B pabounx
poTrpaMMax TUCIIHILTHH
(Momyeit)

Jla6oparopust «IIporpaMmmHOTO
o0ecrieyeHns: U CONPOBOKACHUS
KOMITBFOTEPHBIX CHCTEM)
Kabuner nHpOpMaImOHHBIX
cucteM u TexHonorud AO «HIIK
«IJIAPA»

‘Windows 7 OLPNLAcdmc

noroBop NeJ[03 ot 30.05.2012) ¢
norcornamenusiMu ot 29.04.14 u
01.09.16

(6eccpouHas TUIIEH3USA)

Kaspersky Endpoint
Security nys 6usHeca —
Pacmmpennsiii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

CyOnuueH31oHHbIH 10roBop Ne
[1I11-126/2023 ot 14.12.2023

Microsoft Visual Studio
2019

CBOOOJTHO pacmpocTpaHsIeMoe
nporpaMMHoOe oOecreyeHme
(6eccpounas IUIIEH3MS)

KOMIIAC-3D v20 u v21

CyOnuueH3uoHHbIH 10roBOp Ne
Hn-22-00044 ot 21.03.2022
(beccpouHas TUIIEH3NS)

PaitNet

CBOOOIHO pacrpocTpaHsIeMoe
porpaMmmMHOe o0ecriedeHue
(6eccpouHas TUIIEH3UA)

AIMP

0TE4YEeCTBEHHOE CBOOOIHO
pacIpocTpaHsieMoe POrpaMMHOE
obecnieueHue (OeccpoyHast
JULICH3U)

Ne 1126 Ilomemenue s
CaMOCTOSITENIbHON PabOTHI
oOydJaronumxcs

Kaspersky Endpoint
Security qist OusHeca —
Pacmmpennsriii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

CyOnuieH3noHHBIH J0roBOp No
[I11-126/2023 ot 14.12.2023

Windows 7
OLPNLAcdmc

norosop NeJ103 ot 30.05.2012) ¢

porcoriameHuaMu ot 29.04.14 u
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01.09.16
(6eccpoyunast TUIICH3US)

AdobeReader

CBOOOJTHO pacmpoCTpaHsIeMoe
POrpaMMHOE 00eCIICUeHHE
(O6eccpouHast JIMLICH3M )

["apanT- cripaBoYHO-
MpaBoOBasl CUCTEMA

Horoop NeC-002-2025 ot
09.01.2025

Yandex Opayzep

CBOOOJTHO pacIpOCTpaHIeMOe
MIpOrpaMMHOE oOecreueHue
(6eccpovHas JIMIICH3M)

Microsoft Office Standard
2007(Microsoft
DreamSpark Premium
Electronic Software
Delivery
Academic(Microsoft Open
License

HOMED JUIEH3UU-42661846 ot
30.08.2007) ¢ momcoriameHUusIMU
01 29.04.14 1 01.09.16
(GeccpouHast TUIIECH3MS)

Zoom CBOOOHO pacmpocTpaHsIeMoe
porpaMMHOe oOecreueHne
(6eccpoyHast IMIICH3U )

AIMP OTEYECTBEHHOE CBOOOIHO

pacmpocTpaHsieMoe MPOrpaMMHOE
obecnieuenue (6eccpoyHas
JIALICH3HS)

11. MaTepuajibHO-TeXHHYECKOE o0ecriedeHne JUCHUIINHbI

Tun u HoMep nomenieHus

[lepeyeHb OCHOBHOTO 00OPYOBAaHUS M TEXHUYCCKHUX
CpeICTB 00yYeHUs

YyeOHast ay TuTOpuUs s
MIPOBEJICHUS YUCOHBIX 3aHITHIA
BCEX BUJIOB, IPEyCMOTPEHHBIX
MPOrpaMMOM CPEIHETO
npodeccrnoHalIbHOTO
oOpa3oBaHus/06akanaBpuaTa/
cnieranureTa/
MarucTpaTypbl/CpeIHETO
npodeccrnoHalIbHOTO
o0pa3oBaHmMs, OCHAIIIEHHAS
000pyIOBaHUEM U
TEXHHYECKUMU CPEJICTBAMU
00ydeHus1, COCTaB KOTOPBIX
ompeenseTcs B pabounx
MporpaMMax JIUCIUTUTHH
(Momymnein)

JlaGopaTopus
«BbaucanTenbHON TEXHUKH,
APXUTEKTYPHI IEPCOHATHHOTO
KOMITBIOTEpa M MTepUPEPUIHBIX
YCTPOMCTB)

JlaGopaTopust MOJETHPOBAHUS
TEXHOJIOTUYECKUX MTPOLIECCOB
Ne 2076 (r. Yebokcapsl, yiI.

OOopyaoBaHue: J0cKa ydeOHas, CTEH/IBI,

9KpaH, aBTOMAaTHU3WPOBaHHBIE pabouume wMecta Ha 15
oOyJaromuxcsi, aBTOMaTH3MPOBAHHOE pabouee MecTo
MpENoAaBaTeisi, MapKepHas J0CKa; CIEUUaAIM3UPOBAHHASL
Mebenb st cepBucHoro  oocmyxuBanms [IK ¢

3a3€MJICHHUECM U SaH_IPITOﬁ OT CTATUYCCKOI'O HAIIPAKCHU A
TGXHHHGCKHeCpeHCTBaO6yquHHZKOMHBKHEpHaH

MIPOEKTOp U

TCXHHUKaA

(mponteccop Core 13, onepatuBHasi mamsTh 00bemMoM 4 1°0)
,15 KOMIIJIEKTOB KOMITBIOTEPHBIX KOMIUICKTYIOIIUX JIIsI

Mpou3BeeHnuss  CcOOpKH,

obcnyxkuBanuss [IK u oprrexHukw,
obecnieuenne 001Iero U MpohecCUOHATHFHOTO Ha3HAYCHUS

pa3boOpKld W CEepPBUCHOTO

IIPOrpaMMHOE
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K.Mapkca. 60)

VYuebHas aytuTopus 1Jis
MPOBEICHUS YICOHBIX 3aHATHI
BCEX BUJIOB, PEAYCMOTPEHHBIX
MPOrpamMMOM CPEIHETO
npo¢eCCUOHATBLHOTO
obOpasoBanwus/OakanaBpuara/
CHeINAIUTETa/ MATUCTPATYPHI,
OCHAIIIeHHas: 000pyI0OBaHUEM U
TEXHUYECKUMU CPEJICTBAMU
00y4eHus1, COCTaB KOTOPBIX
orpeensercs B pabounx
porpamMMax JTUCIHILIHH
(Moyneit)

JlabopaTtopus «IIporpammuoro
o0ecreyeHNs: U COIPOBOKIACHUS
KOMIIBIOTEPHBIX CHCTEM)
Kabuner nHpOpMaImOHHBIX
cucteM U TexHoaorud AO
«HITK «2JIAPA»

Ne 2116 (r. YeGokcapsl, yiI.
K.Mapkca. 60)

O6opy1oBaHNe: KOMILIEKT MeOenu Al yueOHOro
mporiecca; 1I0cka yueOHasl; CTeH/IbI, aBTOMaTH3UPOBAHHEIC
pabourie Mecta Ha 15 oOyyarommxcs,
aBTOMATH3UPOBAHHOE pabodee MECTO MperoaaBaTels,
TexHUUECKUE CPEeICTBA OOYUCHUS: KOMITBIOTEPHAS
TEXHHKA; MYJIbTUMEIUHHOE 000pyI0BaHuE (IIPOSKTOP,
9KpaH), MapKepHas J0CKa, IPOrpaMMHOE 00eCIieUeHrE
o0m1ero u npodeccCHOHATBEHOTO Ha3HAYCHHUS

OO0opyaoBaHue: KOMILIEKT MeOeH i1 y4eOHOTo
mporecca;

TexHHUYECKHE CPEICTBA O0OYUCHUS: KOMIIbIOTEPHAS
TEXHHMKA C BO3MOXHOCTBIO ITOAKIIOUEHHUS K CETU
«MHTEepHET» U 00eCIIeUeHNEM JIOCTYIIA B DJICKTPOHHYIO
nHGhOpMaIMOHHO-00pa30BaTeNbHy0 cpeny Punnana

[Tomemenue st
CaMOCTOSTEJILHON PabOTHI
oOyyJaronmxcst

Ne 1126 (r. Yebokcapsl, yi1.
K.Mapkca. 60)

12. Meroauueckne YyKazaHusi s 00y4awllerocsi IO OCBOCHUIO
AUCHUIJIMHBI

Memoouueckue yKazanusa Ona 3aHAMUI 1eKYUOHHO20 MUna

B xozme JEKIMOHHBIX 3aHATHA OOydYaromEeMycsi HEOOXOJIUMO BECTH
KOHCIIEKTHPOBaHUE Y4YeOHOro wmaTepuana, oOpamiaTh BHHMaHHE Ha KaTETOPHH,
(GOpMYITHPOBKH, PACKPHIBAIOIINE COJIEPKAHNE TE€X WM MHBIX SIBJICHUIN M MPOIIECCOB,
HAyYHBIE BBIBOJBI M TIPAKTUICCKUE PEKOMEHIAITIH.

Heobxoaumo 3amaBaTh NPENoOJaBATEN0 YTOUHSIONIME BOMPOCHI C ILIEJBIO
YSICHEHUS TEOPETUUYECKUX  IOJOKEHUHM, pa3pelieHusi CHOPHBIX  CHUTYaIlui.
[lenecoobpa3zno  gopabarbiBaTh CBOW  KOHCIIEKT JIGKIIMHM, Jejlas B  HEM
COOTBETCTBYIOIIME 3allMCM K3 OCHOBHOM U JIONOJHUTEIBHOU JIUTEPATYPB,
PEKOMEHJIOBAaHHOM TMpernojaBareyieM MU MNPeayCMOTPEHHON ydeOHOH mporpammoit
JTUCIUTUTUHBI.

Memoouueckue ykazanus 014 3aHAMUIL 1A00PAMOPHO20 MUna.

BoimonHennio  1abopaTOpHBIX  pabOT MPEANIeCTBYET IMPOBEPKAa 3HAHUU
CTYJICHTOB — WX TEOPETHYECKOW TOTOBHOCTM K BBHIMIOJHEHUIO 3amaHus. [IpoBepka
3HAHUN TPOBOAUTCS B (PopMme, KOTOPYIO OMpenessieT MPEnoiaBaTelb TUCIUTITAHBI
(TecTupoBaHue, Onpoc).

[Tpu npoBeneHnu 1a0OPATOPHBIX 3aHATUI BBIACISIIOT CIEAYIOIIUE Pa3Iebl:
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— o0mue mojoxxeHus (mepevyeHb 1a00paTOPHBIX HIIA MPAKTUYECKUX

—  3aHATUH);

— 000mue TpeOOBaHMS K BHITIOJHEHUIO padoT;

— MHCTPYKLHS M0 KaKJI0i padorTe;

— CHpPaBOYHbIE MATEPUAJIBI U T. 1.

JIabGopaTopHbI€ 3aHSTHS MO3BOJSIOT Pa3BUBATh y OOYyYAOIIErocs TBOPUYECKOE
TEOPETUYECKOE MBIIUIEHHE, YMEHHUE CAMOCTOSITENbHO H3y4aTh JIUTEPaTypy,
aHAJIM3UPOBATh MPAKTUKY; y4aT YETKO (OPMYIUPOBATH MbICIb, BECTH AUCKYCCHIO, TO
€CTh MMEIOT MCKIIOYUTENBHO BaXKHOE 3HAUYEHHE B PAa3BUTUU CAMOCTOSITEIIBHOIO
MBIILJICHUS.

['oToBsICH K JOKJIaAy WM BBICTYIUICHHIO B paMKaX MHTEPAKTHUBHOW (OpPMBI,
IpU HEOOXOIUMOCTH, CIEYET 0OPaTUTHCS 32 TTOMOIIBIO K MPENogaBaTeio.

Memoouueckue yKazanusa K camocmoamenvHoii padome.

CamocrositenbHas pabota 0OydYaroIerocs SBISIETCSI OCHOBHBIM CPEICTBOM
OBJIAJICHUS Y4€OHBIM MaTepUaIOM BO BpeMs, CBOOOTHOE OT 0053aTeIbHBIX yUeOHBIX
saasaTuil. CamocrtosiTenpbHas paboTa oOydYaromierocs HajJ yCBOCHHEM YYEOHOTO
MaTepuansa MO Y4YeOHON [HUCHUUIUIMHE MOXXET BBINOJIHATHCS B OUOIHOTEKE
YHUBEPCUTETA, YUCOHBIX KaOMHETaX, KOMIIBIOTEPHBIX KJIaccaX, a TaKXkKe B JOMAITHUX
ycinoBusx. CoaepkaHue M KOJIMYECTBO CAMOCTOSITENIbHOM PabOThl 00yYaromerocs
omnpenaensercs yueOHON mporpaMMol JAUCIUIIIMHBI, METOJIUYECKUMHU MaTepualiaMH,
MPaKTUUECKUMH 3aJJaHUSIMU U YKa3aHUSIMU TIPEnoiaBaTers.

Camocmoamenvnasn paboma 6 ayoumopHoe 8pems MOMCem 6KII0UAMDb:

1) KOHCIEKTHUpOBaHUE (COCTaBICHUE TE3UCOB) JICKIUH;

2) BBITIOJIHEHHE KOHTPOJIBHBIX padoT;

3) peuieHue 3aaay;

4) paboTy cO CIPaBOYHOM U METOJIUYECKOM JINTEPATYPOH;

5) paboTy ¢ HOpMATUBHBIMHU IPABOBBIMU AKTAMHU;

6) BBICTYIUICHHUSA C JOKJIaJaMH, COOOIEHUSIMHA Ha CEMUHAPCKHUX 3aHITHUIX;

7) 3allMTy BBINOJHEHHBIX PadoT;

8) ydacTue B ONEPAaTUBHOM (TEKYyIIEM) OMpPOCE IO OTACIbHBIM TeMaM
M3y4aeMOM JUCUUIUINHBIL,

9) yudactue B coOeceqoBaHUSX, JENOBBIX (POJEBbIX) HUIpax, AUCKYCCHUSX,
KPYTJIBIX CTOJIaX, KOH(PEPEeHITUSX;

10) yyacTue B TECTUPOBAHUU U JP.

Camocmoamenvnan padboma 60 6HeaAyOUMOPHOE 8PEMA MONHCEM COCHIOAMD
uz:

1) moBTOpEeHUs JIEKIMOHHOTO MaTepHaa;

2) MOJArOTOBKH K MPAKTHUUYECKUM 3aHATHSIM;

3) u3ydeHus yueOHOU U HAYYHOU JIUTEPaTypBhl;

4) wn3yuyeHuss HOPMATUBHBIX IPABOBBIX aKTOB (B T.4. B 3JIEKTPOHHBIX 0Oazax
JAHHBIX );

5) peuieHus 3aga4, U UHBIX TPAKTUUECKUX 3aTaHUI

6) MOJArOTOBKU K KOHTPOJIbHBIM pab0TaM, TECTUPOBAHUIO U T.1.;

7) TOATOTOBKH K MPAKTHUYECKUM 3aHATHUSIM YCTHBIX TOKJIAA0B (COOOLIEHUN);
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8) moAroToBKH pedepaToB, 3cC€ U MHBIX HHAWBHUIYaATbHBIX MUCBMEHHBIX
paboT 1Mo 3aJaHUI0 IPENoaaBaTes;

9) BBINONHEHHUS KypPCOBBIX pabOT, MPeTyCMOTPEHHBIX YUEOHBIM IJIAHOM;

10) BBIMOTHEHUS BBITYCKHBIX KBATH(PUKAITMOHHBIX paboT U Jp.

11) Beimenenuss Hanbosee CIOKHBIX M MPOOJIEMHBIX BOIPOCOB MO M3y4aeMOM
TEME, IIOJyYCHUE pAZBICHEHUM W PEKOMEHIAIMN 10 [JaHHBIM BOIPOCAM C
IIPENOAABATENSIMHU HA KOHCYJIbTALHSIX.

12) mpoBeieHHsI CaMOKOHTPOJIE IyTEM OTBETOB Ha BOIPOCHl TEKYIIEro
KOHTPOJISl 3HaHUM, PEIlIeHUs MPEACTABICHHBIX B YYEOHO-METOAMUYECKUX MaTepuanax
kadenpsl 3amay, TECTOB, HAMKCaHUS pedepaToB U ACCe MO OTACIbHBIM BOIpPOCaM
U3Y4aE€MOU TEMBI.

Texymuii KOHTPOJIb OCYIIECTBISIETCA B (DOPME YCTHBIX, TECTOBBIX OIPOCOB,
JIOKJIaJIOB, TBOPYECKUX 3aIaHUN.

B cnyuyae nponyckoB 3aHATHI, HaTUUKUS UHAUBUAYaJIbHOTO rpaduka oOydeHus
U JUIs 3aKpeIUyieHUs] MPAKTUYECKUX HABBIKOB CTYACHTaM MOTYT ObITh BBbIJaHbBI
TUIIOBbIE HMHAMBUAYaJbHbIE 3aJaHMs, KOTOpPbIE JIOJDKHBI OBITH CHAHBI B
YCTAaHOBJICHHBIN MTPENOAABATEIIEM CPOK.

13. OcoGeHHocTH peanu3auvu AMCHUIUVIMHBI JJIS WHBAJUAOB M JIHI €
OrpaHNYEeHHBIMHU BO3MOKHOCTSIMU 310POBbSI

OOydeHue 1O JUCHUIUIMHE «3amura WHGOpPMAIUU» HUHBAIUIAOB W JIUI[ C
OTpaHUYECHHBIMU  BO3MOXKHOCTSIMH  3710poBbsi  (Hasiee OB3) ocyiecTBisieTcs
npernojaBareieM ¢ Y4eTOM  OCOOEHHOCTEH  MCHUXO(PU3UYECKOrOo  Pa3BUTHUA,
WHIMBUYAIbHBIX BO3MOKHOCTEH U COCTOSIHUSA 3/I0POBBSI TAKUX 00YYarOITUXCS.

JIJist CTyIeHTOB C HapyIIEHUSIMH OMOPHO-ABUTaTtenbHoil GyHkimu u ¢ OB3 mo
CIyXy TMpeayCMaTpUBAETCS COMPOBOXKICHUE JEKUMHA W NPAKTUYECKUX 3aHATHU
MYJIbTUMEIUUHBIMU CPEJICTBAMU, PA3IaTOYHBIM MaTE€pUAIOM.

s crtynentoB ¢ OB3 mno 3peHuro npeaycMaTpuBaeTcCsi NPUMEHEHHE
TEXHUYECKUX CPEACTB YCHIICHUS OCTATOYHOTO 3pPEHUSA, a TAKXKE MPEAyCMOTPEHA
BO3MOKHOCTh pa3pabOTKH ayguoMaTEepUaoB.

[To mucuumnHe «3amuta uHDOpManumy oOydeHHWE HWHBAIUIOB U JIUI[ C
OTPAHUYEHHBIMU BO3MOXKHOCTSIMM 3JIOPOBbSI MOXET OCYLIECTBISITHCS KakK B
ayIUTOpUM, TaK M C HCIOJb30BAHUEM  DJICKTPOHHOM  HMH(POPMAIMOHHO-
o0pa3oBaTenbHOM Cpelibl, 00pa30BaTENIBHOIO MOPTAJIA U AIEKTPOHHOMN MOYTHI.
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JINCT AOIOJHEHUN U UI3SMEHEHUI

paboueit mporpaMMbl JUCITUTUTUHBI

PabGouass mporpamMma IHUCHMIUIMHBI PAacCMOTpEHa, OOCYXJIeHa H ojo0peHa Jyis
ucnonnenust B 202 -202  yuyeOHOM Tony Ha 3acenaHuu kadeapbl, mpoTokos No
OT «_ » 202 r.

Buecennl JOITOJIHCHUA U U3MCHCHMUA

PabGouass mporpaMma AHCHMIUIMHBI PAaccMOTpEeHa, OOCyXaeHa Hu ojo0peHa uis
ucrionHenus B 202 -202  y4eOHOM rojay Ha 3aceqaHum Kadeapbl, TPOTOKoJ Ne
OT & » 202 r.

Baecennl JOITOJIHCHUA U N3MCHCHMUS

PaGouass mporpamma IUCHMIUIMHBI pPacCMOTpeHa, OOCyXKJIeHa M oJ00peHa it
ucrionHenus B 202 -202  ydeOHOM rojay Ha 3aceqaHun kadeapbl, TPOoTOKoJ Ne
OT « » 202 1.

Baecennbl JOITOJIHCHUA U N3MCHCHMUS

Pabouass mporpaMma JIHCHMIUIMHBI PAcCMOTpEHa, OOCyXJeHa M oJao0peHa i
ucnonHenust B 202 -202  yyeOHOM roay Ha 3aceqaHuu Kadeapsl, MPOTOKOI No
OT K » 202 T.

Bnecennl JOITOJIHCHUA U U3MCHCHUA
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