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Pabouas nporpamma IUCHUIUIMHBI pa3paboTaHa B COOTBETCTBUH C:

- (enepalibHBIM TOCYJJaPCTBEHHBIM OOpa30BaTENbHBIM CTaHJAPTOM BBICILEIO
oOpazoBanusi - OakamaBpuaT TI0 HampaBieHuto moaroroBku 09.03.02 —
NupopmaninoHHbIE  CHUCTEMBI M TEXHOJOTHH, YTBEPXKICHHBIA  MPUKA30M
MuHuncTepcTBa HayKd U Bbiciero oopasoBanus Poccuiickoit @enepaunn Ne 926 ot
19 cenTsa0ps 2017 r. 3apeructpupoBanHslii B Muntocre 12 okta0ps 2017 roga, per.
Homep 48535 (manee — ®I'OC BO);

- y4eOHbIM IUIaHOM (OYHOM, 3a04HOM (QopM OOydHEeHHMs) MO HAMNPaBICHUIO
noarotoBku 09.03.02«NHpopmManimoHHbIe CUCTEMBI U TEXHOIOTHUIY.

Pabouast mporpamMmma AMCIHUIUIMHBI BKJIIOYAET B C€0sl OLICHOYHbIE MaTepHalbl
JUIS IPOBEJCHUS TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH M IIPOMEXYTOUHOM aTTeCTalluu
no aucuuiuiiHe (1.6 @OHJ OIEHOYHBIX CPEICTB JUIsl HPOBEACHHUS TEKYILEro
KOHTpOJII YCIIEBAEMOCTH, NPOMEXKYTOUYHOW aTrTecTallud [0 UTOraM OCBOCHHUS
JUCITUTLIIAHBI).

ABrop Ilukmna Haranus EBreHbeBHa, KaHAWIAT IEAArOTMYECKHMX HAYK,
MOTIeHT Kadeapbl MHOOPMAITMOHHBIX TEXHOJIOTUH U CUCTEM YIIPABICHUS

(vkazamo @UO, yuenyio cmenens, yuenoe 36anue uiu 00IICHOCHb)

[Iporpamma onobpena Ha 3acenanuu kadeapsl MHbGOpMAITMOHHBIX TEXHOIOTHI
U cucTeM ynpasieHus (mporokoa Ne 9 or 22.05.2026 r.).




1. IlepeyeHp NJIAHUPYEMBIX pe3yJbTATOB O0yYeHHs] N0 AUCUHHUILIMHE,
COOTHECEHHBIX € IMJUIAHMPYEMBIMH pe3yJIbTaTaAMH OCBOCHHUSI 00pa30BaTeIbHOM
nporpammbl (Llesin ocBOeHMS AU CHMIIJINHBI)

1.1. IJensimu OCBOCHUS TUCIUTIINHBI «3aIuTa HHPOPMAITUN SBIISIOTCS:

dbopMHupOBaHUE HABBHIKOB pPabOTHI C COBPEMEHHBIMH TMPOTPAMMHBIMU U
TEXHUYECKUMHU cpeactBaMmu  OBM, oOecneunBaronMMu — 3allMTy  XPaHUMOI,
oOpabaTbiBaeMO M mepeAaBaeMoil  MH(OpMauMM  OT  CIy4YalHOrO  WIH
npeaHaMEPEHHOT0 O3HAKOMJICHHS, U3MEHEHHUS U YHUUTOXKEHUS.

JInst MOCTHIKEHUsI LieJied AUCHUILIMHBI HEOOXOAMMO PEelIUuTh CIEAYIOIIYIO
OCHOBHYIO 3a0ady — CGOPMUPOBATH Yy OOYYAIOUIUXCS TEOPETUYECKUE 3HAHUS U
NPAaKTHYECKUE HABBIKK, HEOOXOMMBIE IS

NOJIYYeHHUsS]  CTyJACHTaMH 3HAaHUHW O  TEOPETHYECKUX  OCHOBAaX
KpUnTorpaduu;

U3y4YeHHE CIOCOO0B W CPEJACTB HECAaHKIIMOHWPOBAHHOTO [OCTYIa K
uH(pOopMaIK, ClIOCOO0B U CPEACTB 3alTUTHI KOHPUACHIIMAIBHON HH(DOpMAIUH.

1.2.  Ob6mactu  mpodeccHoHANbHOW  medarenbHOCTH — u(wmm)  cdepbl
npoecCHOHanbHON  ACSITENBPHOCTH, B  KOTOPBIX  BBITYCKHUKH, OCBOWBIIIHE
IPOrpaMMy, MOTYT OCYIIECTBIIATH TPO(PECCHOHATBHYIO ACATEIHHOCTD:

06 Csazv, uHgopmayuonnvie U KOMMYHUKAYUOHHblE MeXHoIo2uu (8 cgepe
NPOEKMUpoB8anus,  paspabomku,  GHeOpeHus U  IKCHIyamayuu  cpeocms
BLIYUCTUMENbHOU — MEeXHUKU U UHGDOPMAYUOHHBIX — CUCEM, YAPAGIEeHUS — UX
HCUBHEHHBIM YUKTIOM).

1.3. K ocHOBHBIM 3ajja4yaM HW3Y4YEHUS TUCHUIUIMHBI OTHOCHUTCS TOJATOTOBKA
oOydJarommxcsi K  BBIIOJHEHUIO TPYJIOBBIX (PYHKIMH B  COOTBETCTBUU C
npodeccoHaNbHBIMU CTaHAAPTAMHU:

O0001eHHbIE TPYAOBbIE (DYHKIUH TpynoBsie GpyHKIMU
Kon 1 HanmeHnoBanue
npodeccroHanbHOro ypOBEHE YPOBEHb
CTaHIapTa KOJI HalMEHOBaHHUE HanMEHOBaHUE KOJI (TotypoBeHb)
KBaJTU(PUKAIIHA
KBaTU(UKAITHA
06.001 ITporpammuct Ananuz
Hpod)zizgomnwmﬁ 6 TpeboBaHuil K D016
JapT MIPOrPaMMHOMY
«IIporpammuct, obecrieueHnIo
YTBEPKIACHHBIN
MIPUKa30M Pazpabotka
MuHuCTEpCTBOM TpyIa PaspaboTka TEXHUYECKHUX
M COITMAIILHOM 3aIlIUTHI TpeOoBaHUil U crieruduKarmii Ha
Poccuiickoit D HPOEKTUPOBAHUE 6 IIpOrpaMMHbIe D/02.6 6
®deneparun OT MPOrpaMMHOTO KOMITOHEHTHI U HX
18.11.2013 Ne 6791 ob0ecreueHus B3aUMOJEICTBHE
(3aperucTpupoBaH B
MuHucTepcTBe Tpyaa u
COLMAIbHOM 3aIUTHI [IpoekTupoBanue
Poccuiickoit 6 IIPOrpaMMHOTO D/03.6
®denepanuu ot 18 obecrieueHUs
nexabps 2013 T.
Ne30635)




KOIL 1 HAUMCHOBAHHUC

O0001eHHbIE TPYAOBBIE (DYHKLIUH

TpynoBsie GpyHKINU

poeCcCHOHANTBEHOTO OBCHE YPOBEHb
CTaHIapTa KOZ HauMCHOBaHHE yP HAaNMEHOBAHWE KOZ (moxypoBeHb)
KBaITU(PUKAIAN KB HKaIH
Pa3pabotka
6 JIpaliBepoB A/01.6 6
YCTpOMCTB
06.028 CucremHbIit P 5
TIPOrPaMMUCT a3pabotka
IIpodeccnonanbHbII Pa3paboTka KOMITHIATOPOB, A/02.6 6
craunapT «CHCTeMHbIIt KOMITOHEHTOB 3agpy3qm<03,
HIPOTrpaMMHUCT», YTB. A CHCTEMHBIX COOPIIHMKOB
IIpukazom
p MIPOrpaMMHBIX PaspaGoTka
MunncrepcTBOM TpyIa TIPOTYKTOB 6 A/03.6 6
9 CHUCTEMHBIX YTHIUT
W COLIMAIIBHOM 3aIIUThI
P® ot 29 cents0ps Cosnannie
2020 rona N 678u HWHCTPYMEHTAIBHBIX
A/04.6 6
CPEnCTB
TIPOTPaMMHUPOBAHHS
Pa3pabotka momenu
6usnec-npoueccos | C/08.6 6
3aKazynKa
BrisBnenue C/11.6 6
TpedoBanuii k IC ’
Ananus 6
N C/12.6
TpeOOBaHUI
PazpaboTka C/14.6 6
apxutektypsl 1C '
[IpoexTupoBanue u C/16.6 6
- .
06.015 Criemmamer 1o Beimonunenue pador nu3aiin UC
WH(POPMAIIMOHHBIM H YTIpaBJICHHC
paboTamMu 1o PaspaboTtka 6a3 6
cucTeMaM C/17.6
1 o CO3JIAaHUIO JaHHBIX ucC
podeccroHabHBINH
cTaHgapT «CrenuancTt (MozuKaLM) 1
p COIIPOBOK/ICHUIO OpraHI/ISaL[I/IOHHoe 6
10 MHQOPMALMOHHEIM | C uc 6 1 TEXHOJIOTHYECKOe
CHUCTEMaM», VTB. ’
. I/IKaBOI\Z] ABTOMAaTU3UPYIOLINX obecrieyeHue C/18.6
M P 3a1a4n KOJIMPOBaHUs Ha ’
HWHUCTEPCTBOM TPyAa
u counanEHoﬁ 3a1uplzTi[,1 OpTaHHM3alHOHAOrO —
MPOTPaMMHUPOBAHHUS
PO 18 Hos6ps 2014 . YNPABICHM 1 porparvap
Ne896 OM3HEC-TIPOIIECCHI
2670 Opranu3anuoHHOe 6
1 TEXHOJIOTHYECKOE
obecrnieueHne
C/19.6
MOy TEHOTO
tectupoBanus NC
(Bepudukaumm)
Coznanue 6
MI0JIb30BaTEIbCKON C26
JOKYMEHTAaIuu K ’
uc
Opranmsanus 6
prafsan C/40.6
pero3uropus
XPaHCHUA JaHHBIX O




KOIL 1 HAUMCHOBAHHUC

O0001eHHbIE TPYAOBBIE (DYHKLIUH

TpynoBsie GpyHKINU

npoeCCHOHATHHOTO YpOBeHD YPOBCHB
CTaHIapTa KOJ HauMEHOBaHHE HanMEHOBaHHE KOJI (moxypoBeHb)
KBaITU(PUKAIAN KB HKaIH
CO3JIaHHH
(Momudukanyn) n
BBojie IC B
IKCIUTyaTaIuio

1.4. Komnerenuuu oOywaroierocs, GopMupyemble B pe3yJbTaTe€ OCBOCHHS

JUCHUIIJINHBI
HaumenoBanne Ko n Ko n HanmeHnoBaHue Ilepevyenb niIaHUpyeMbIX
KaTeropuu HaHMeHOBaHHe HHINKATOpa pe3yJabTATOB 00y4eHH s
(rpynmbr) KOMIIETEHIU I JOCTHKEHHS
KOMIIeTeH UM KOMIIETEHIIM U
Bemomnaenue pador | I1K-3. Cnocoben | IIK-3.1. 3naTs: HA YPOBHe 3HAHULL:
10 CO3IaHHUIO pagpa6aTLIBaTb HWHCTPYMEHTBI 1 METOBI 3HATh I/IH(pOpMaHI/IOHHBIe CHUCTCMBbI
(Mozubukaumu) 1 | apxuTekTypbl UC | TPOSKTHPOBAHHS 6e3omacHOCTH;
apxutekTypsl IC, oCHOBBI MEKAYyHapOIHBIE CTAHAAPTHI
COIIPOBOXKICHUIO
HiC COBPEMEHHBIX CHCTEM nH(pOpMaIMOHHOTrO 00MEHa;
’ yrnpaBieHus: 6azamu Ha YpOo8He YMeHULL:
ABTOMATH3UPYyOMINX JIAHHBIX, YCTPOUCTBO H YMETh MPUMEHSITh MEKTyHAPOIHBIC
3a/taqiun (YHKIIMOHHPOBaHUE CTaHAapThl HHYOPMAIIIOHHOTO OOMEHa;
OpraHU3aluOHHOTO coBpemeHHbIX MC OCHOBHBIE ITOJIOXKEHHS TEOPUH

YIpaBIeHUS U
OmM3HEC-TIPOIIECCH

nH(pOpMaMOHHOH 6€30I1aCHOCTH.

HA YPOBHE HABLIKOG:

BJIAJICTh HABBIKAMH NPUMEHCHUS
MEKAyHApOIHBIX CTAaHIAPTOB
WHPOPMAIMOHHOTO 0OMEHA; OCHOBHBIX
MOJIOKEHUH TEOPUH HHPOPMAITHOHHOM
6e30MMacHOCTH.

IK-3.2. Ymerts:
IIPOEKTHPOBATH
apxurextypy UC

Ha YpOGHe 3HAHUIL:

3HaTh OCHOBHBIE MTOJI0)KEHHS TEOPUH
HHPOPMALMOHHON 0E30MTaCHOCTH;
aKTyallbHbIe HCTOYHUKU UH(POPMAINU B
cdepe npodeccHoHATEHON AeATENEHOCTH;
Ha YPOGHEe YMeHULL:

yMeTb pa3pabaTeiBaTh HH)OPMAIIOHHEIE
CHCTEMBI OE30TTaCHOCTH;

MMPUMEHATb HPUHIHWIIBI U METO/IbI
CHCTEMHOT0 aHaJIN3a.

Ha YPOBHE HABLIKOG:

METOJIaMH HaCTPOHKH HHPOPMaIMOHHBIX
cucTeM 0e30MacHOCTH;

HaBBIKaMH pa3pabOTKH HHPOPMALOHHBIX
cucTeM 0€30MacHOCTH




IIK-3.3. Bnanets: Ha YpOoBHe 3HAHULL:

pa3paboTka apXUTEKTYPHOH | MOHATHS KOH(DUICHIUATLHON
cnermduranuu UC WH(POPMALINY, IEPCOHATBHBIX JTAHHBIX U
rocyJapCTBEHHOM TaliHBI;

METOBI M CPEICTBA 00CCIICUCHHUS
WHPOPMALIMOHHON 0€30MaCHOCTH 0OBEKTOB
po¢eCCHOHATBHON NeSTETHHOCTH.

Ha yposHe YMeHUll:

AQHATM3UPOBATH U BEIOMPATh METOIBI U
cpenctBa obecnieueHus HHGHOPMaIMOHHON
0e30I1acCHOCTH;

MPUMEHSTH METOMIBI U CPEACTBA
obecrieueHnst HHPOPMAIIMOHHON
6e301macHOCTH OOBEKTOB
npodeccHoHANBHOM eI TeNBHOCTH.

Ha YPOBHE HABLIKOG:

MPAaKTUIECKUMHU HaBBIKAMH TTOUCKA 1
aHaM3a ¥ CHHTE3a HHPOPMAIINH;
METOAAMH H CPeJICTBa 00eCTIeUeHHS
MH(OPMAIMOHHOK 0€30ITaCHOCTH.

2. Mecto nucuuninibl B ctpykrype OITOII

Huctmmnaa  B1.JI(M).B.JIB.6.2 «3amurta uHbopMaum» peanusyercs B
paMkax BapuaTUBHOM wyactu bioka 1 «DnekTuBHBIE IUCHUIUIMHBL (MOJYJIN)»
IporpaMmbl OakanaBpuarta.

Huctumuinaa «3anmTa nHhopMalm) npernogaeTcs: o0y4aronmMcs Mo O4HON
dbopme oOyueHus — B 4-M ceMecTpe, 1o 3a04HOM hopMe — B 6-M cemecTpe.

Hucrtuuinaa «3amura uHGOPMAIM  SBISETCS MPOMEKYTOYHBIM STarioM
dbopmupoBanus kommerennuit I1K-3 nmponecce ocBoenns OITOIN.

Hucrummaa «3amuta nHGOPMAIMIy OCHOBBIBACTCS HA 3HAHMSIX, YMEHUSAX U
HABBIKaX, TPUOOPETECHHBIX MPU M3YYEHUU TUCHUTLINH OOBEKTHO-OPUEHTHPOBAHHOE
nporpaMmmupoBanue, [IporpammupoBaHue 11 MOOHIBHBIX YCTPOWCTB M SIBIISCTCS
NpEANIECTBYIOMIEH I U3yYEHUs NUCIUIUIMH y4eOHasi MpaKTUKA: TEXHOJIOTHYECKast
(MpOEKTHO-TEXHOJOTUYECKasA) TpakThKa, bas3el JaHHBIX, MeTonbl W cpeacTBa
MPOCKTUPOBAHUS HHQPOPMAITMOHHBIX CUCTEM UM TEXHOJIOTUM, MPOU3BOJACTBEHHAS
MpaKTHKa: TEXHOJIOTUYeCcKas (IPOEKTHO-TEXHOJOTHYECKAs ) MpaKTHUKa,
NPOM3BOJCTBEHHAs] TMPAKTUKA: MPEIAUIUIOMHAs MpakTUKa, [ ocylnapcTBEeHHas
UTOrOBasi aTTecTalus: MOJArOTOBKA K C/Iade M cllaya ToCyAapCTBEHHOrO 3K3aMeHa,
locynapcTBeHHass WTOroBasi arTecTalys: BBIMOJIHEHHWE M 3alllUTa BBITYCKHOM
KBUTU(PUKAIIMOHHOMN pabOTHI.

dopMoil MPOMEKYTOUHOM aTTECTAIMU 3HAHWUNM 00y4aeMBIX MO OYHOU (opme
oOy4eHHs SBISETCS 3aUeT B 4-M cemecTpe, 1o 3a04HOi (hopmMe 3a4eT B 6-M ceMecTpe.

3. O0beM TUCHUIIIHHBI
ogHas (hopma OOyUCHUS:

Bua yueOHo# padoThI 110 JTUCHMILIHHE Bcero B 3.e. n yacax Cemecrtp 4
B 4acax
Obmast TpY10EMKOCTL IHCHHTITHHBI 3 3.e.-108 ak.gac 108 ak.uac
Konmaxmnasn paboma - Ayoumopuuvie 3anamus 36 36

Jlexyuu 18 18




Jlabopamopnuvle 3ausamus 18 18
Cemunapsl, npakmuyeckue 3aHamus - -
Koncynomayus - -
Camocmosamenvnasa paboma 72 72
KypcoBas padora (KypcoBOil IPOEKT) - -
Buja npomMeXyTo4HOI aTTecTalNu 3ayer 3auer
3a04Has popma 00ydeHHUS:

Bup y4eOHoii padoThl MO IMCUMILINHE Bcero B 3.e. m yacax Cemectp 6

B yacax

Obmast TPY10EMKOCTH THCIMITHHDI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxmuasn paboma - Ayoumopuuvie 3aHamus 8 8
Jlexuuu 4 4
Jlabopamopnuvle 3ausamus 4 4
Cemunapwl, npakmuyeckue 3aHamus - -
Koncynomayus - -
Camocmoamenvnasa paboma 96 96
KypcoBas padora (KypcoBOil IPOEKT) - -
Buja npomMeXyToO4HOI aTTecTaAlNN 3auer — 4 yaca 3auer — 4 yaca

4. Conep:xxanne TMCHUILUIMHBI, CTPYKTYPHMPOBaHHOE 1O TeMaM (pa3jaesiam)
AMCHUIUIAHBI € yKa3aHueM HX 00beMOB (B aKajeMHM4YeCKHX 4Yacax) U BH/IOB

YU4eOHBbIX 3aHATHH
4.1. YueOHO-TeMaTH4YeCKHUil MJIaH
Ounas popma oOyueHus

Tema (pazaen) PacnpeseneHue 4acoB Camocrost- | PopmupyembIe

Jlexunu | JlaGopatopusie | Ipaktmueckue | TEIbHAT ML DL
3aHATHUS 3aHATHS pabora (ko)

Tema 1. OCHOBHELIE MOHATHA | TIK-3.1

onpeneneHus. McTounuku, pucku [K-3.2

U GopMbI aTak Ha WH(OPMAIIHUIO. 4 4 - 18

IMonutnka u CTaHIApTHI 1IK-3.3

0e30macHOCTH

Tema 2. Kpunrorpapudeckue T1IK-3.1

MO/IEITH. ANTOpUTMBI IK-3.2

U (PPOBAHHMS. ANTOPUTMBI

ayTeHTH(UKALUH 4 4 - 18 1IK-3.3

[OJIL30BaTENEH. Moxaenn

0e30macHOCTH OCHOBHBIX

OIEPALIMOHHBIX CUCTEM.

Tema 3. AQMUHHCTPHpPOBAHHE TIK-3.1

cereit. 3ammuTa WHGOPMANUHA B 4 4 ) 18 K-3.2

ceTsix. MHOrOypOBHEBasi 3aiuTa

KOPITOPATUBHBIX CETEH. 11K-3.3

Tema 4. TpeboBanus K T1K-3.1

CUCTeMaM 3alluThl WH(POPMAIUH IK-3.2

u HampaBJICHHSI pasBUTHS

CPEICTB 0€301acHOCTH 6 6 ) 18 1IK-3.3

NPEAIPUATHSL. IIpaBoBEIC

MIOCIICACTBHS




HECaHKIIMOHUPOBAHHOIO JIOCTyIa
K MH(pOpMAIIUN

- - I1K-3.1
Koncynpranust [1K-3.2
I1K-3.3
. - IK-3.1
KypcoBas pabora (KypcoBoii [IK-3.2
MIPOEKT) K 3‘3
IK-3.1
Kownrposs (3auer) - IIK-3.2
I1K-3.3
UTOro 32 40
3aounas hopma oOydeHHUs
Tewma (pazaen) Pacnpenenenue yacos Camocrost- | PopmupyembIe
Jlexuuu | JlaGopartopusie | IIpaktuueckue | TEIbHAA MO L]
3aHATHUS 3aHATHS pabora (ko)
Tema 1. OcHOBHBIE MOHATUSA H TIK-3.1
omnpeneneHus. VICTOUHUKYU, pUCKH IK-3.2
1 GOpMBI aTak Ha MH(OPMAILIHIO. 2 - - 24 K 3° 3
IMonutnka u CTaHIAPThHI -
0e301acHOCTH
Tema 2. Kpunrorpapudeckue TIK-3.1
MOJEIIN. ANropuTM™MBI [K-3.2
ndpoBanmsl. ANTOpUTMBI TIK 3' 3
ayTeHTH()UKAUH - 2 - 24 .
OJIL30BaTENIEH. Mogenn
0€30MacHOCTH OCHOBHBIX
OIIEPAIMOHHBIX CHCTEM.
Tema 3. AQMUHHCTPHpPOBAHHE IIK-3.1
cereil. 3ammra wuH(bOpPMALUU B D) ) ) 24 IK-3.2
ceTssx. MHOroypoBHeBas 3allIuTa [IK-3 3
KOPIOPATHBHBIX CETEH. -
Tema 4. TpeGoanusi K TIK-3.1
CHCTEMaM 3alllUTHl WH(POPMAITUH K-3.2
u HarpaBJICHHsI pasBUTHS
CPEICTB 0e301macHOCTH 1IK-3.3
- 2 - 24
NPEPUATHSL. [IpaBoBbIE
MOCJIC/ICTBHS
HECaHKIIMOHUPOBAHHOTO TOCTYIIA
K HH(OOPMALUH
] - TK-3.1
Koncynbranust IIK-3.2
IK-3.3
B sora ¢ ] - TK-3.1
coBasg pabora (KypcoBOH
Yp p yp IK-3.2
MIPOEKT)
I1K-3.3
IIK-3.1
Koutpons (3a4eT) 4 IIK-3.2
I1K-3.3




UTOoro 8 60

4.2. Conep:kaHue JUCHUIINHBI

Tema 1. OcHoBHble NOHATHA W omnpenegeHusi. VICTOYHMKHM, PUCKH H
¢opmbl aTak Ha nHGopmanuio. IlouTHKA U CTAHAAPTHI 0€30MACHOCTH

OcCHOBHBIE  TOHATHA  3aUTBl  WHPOpPMANUU:  KOH(PHUIACHIIMATBHOCTD,
LEJIOCTHOCTb, IOCTYITHOCTb.

HcTouHnKM yrpo3 0€30MacHOCTH: BHYTPEHHUE U BHELTHUE YTPO3BI.

Bunpl arak Ha MH(pOpPMALMIO: aTAKUW HA KOH(UJIEHUHUAIBHOCTh, LEJIOCTHOCTD,
JOCTYITHOCTb.

) [Ipumepbl  aTak: BHUPYCHI, TPOSHCKHWE TpPOrpaMMmbl,  (UIIHUHT,
MaHUMYJIAIUH C TaHHBIMHU.
OneHka puCKOB U YSI3BUMOCTEN HH(POPMALIMOHHBIX CUCTEM.
) AHaIN3 ysI3BUMOCTEN CUCTEMBI: METOJUKHA U HHCTPYMEHTBI.
Pucku, cBs3aHHBIE C YTEUKaMU JAaHHBIX, HECAHKIIMOHUPOBAHHBIM
DOCTynoM u BpeaoHocHbIM [10.
[Tonutrka 6€30MacHOCTH:
) Pa3zpaboTka 1 BHeIpeHNE MOTUTUKH 0€301IaCHOCTH MH(GOPMAIIHH.
BaxkxHoCTh pazrpaHuyeHus 10CTyna, KOHTPOJISI © MOHUTOPUHTA.
[TonuTuka 3amUTHl J@HHBIX, MpPaBUIa PE3EPBHOIO KOMHPOBAHMUS,
BOCCTaHOBJICHHMSI IOCIIE NHIUACHTOB.

MexayHaponHble CTaHAAapThl U peraameHTsl OezonacHoctu: ISO/IEC 27001,
NIST, GDPR.

) O630p TpeOoBaHMI U CTaHIAPTOB OE30MACHOCTU ISl PA3IMUHBIX cep
NS TENbHOCTH.

) [Ipumenenue cTaHAapToOB Uil  TMOCTPOCHUSI  CHUCTEMbl  3alUTHI
uH(pOpMAaIUU B OpraHU3alH.

Tema 2. Kpunrorpagpuueckue MoaeJud. AJTrOpuT™Mbl IMUPPOBAHUS.
AJroput™Mbl  ayTeHTH(PUKANUM  NoJb30oBaTeieil. Moaean 0e30MacHOCTH
OCHOBHBIX ONIEPALMOHHBIX CHCTEM.

Kpunrorpaduueckue moenu:

) Mopeny CHMMETPUYHOTO U ACUMMETPUYHOTO IMHU(PPOBAHMUS.
Hcnonp3oBanne mu@poBBIX MOANMUCEH U XAMI-PYHKIUN TSI TIPOBEPKH
LEJIOCTHOCTH JTAHHBIX.
) [IpuHuunel  paboTel  Mojeneld  O€30MACHOCTH  HAa  OCHOBE
KpunTorpadguyeckux mpoToKOJIOB.
AJNTOpUTMBI IIUPPOBAHUSA:
) Cummerpuunbie anroput™mel: AES, DES, RC4.
Acummerpuunbie anroputMbl: RSA, ECC (kpuBble 53IITMOTHYECKOM
KpunTorpadumn).
[IpruMeHeHNE anrOpUTMOB B PEATBbHBIX MPWIOKEHUSX: 3allUTa JTaHHBIX,
3JIEKTpOHHAas nouTta, VPN.
AJTOpUTMBI ayTeHTU(UKAITUHN TIOJB30BaTEIeH:




[Taponbnas  ayrenTudukanus, AByxdakTopHas ayTeHTH(UKAIIHS,
ouomMeTpus.
) [Tporokomnsr ayrenTudukamuu: Kerberos, LDAP, SSO (Single Sign-On).
_Monenu 6e30MacHOCTH ONEPAIIMOHHBIX CHCTEM:
Monenu 6e3omacuoctu: Bell-LaPadula, Biba, Clark-Wilson.
Ponb onepaliMoOHHBIX CUCTEM B 3alllUTE JAHHBIX: MTpaBa J0CTYIIA, 3allUTa
OT BHPYCOB U BPEJIOHOCHBIX ITPOIPaMM.
KonTpons gocTtyma w ympaBlieHWE TMpaBaMu I[OJb30BATENEH B
pazmuunbix OC: Windows, Linux, macOS.
Tema 3. AaMuHUCTpUpoOBaHue ceTeil. 3amura uHGOPpMAUMU B CeTHAX.
MHoroypoBHeBasi 3al{UTa KOPIIOPATUBHBIX CeTEH.
_ AIMHHHCTPUPOBAHHME CETEH M YyIPABJICHUE OE30IIaCHOCTHIO:
OcHoOBHBIE 337]a41 aIMUHUCTPUPOBAHUS CETEBOM 0€30M1aCHOCTH.
Coznanue 3amMIIEHHBIX CETEBBIX HH(MpACTpyKTyp U obecredeHue

JOCTyIA.
3amura nHGOpPMAIUU B CETAX:
) Mertoapl 3auTH Iepeaadn TaHHbIX: mudpoBanue Tpaduka (SSL/TLS,
IPsec).
3amura Ha ypoBHe npunoxennii: HTTPS, SSH.
[Iporokonsl 6e3onacHoi nepenayn AaHHbix: VPN, kpunrorpaduueckue

IPOTOKOJIBI.
_MHoroypoBHeBas 3aIlIUTa KOPIIOPATUBHBIX CETEH:
Konmeniyuss MHOTOCIOMHOM 3amuThl: 3amuTHble cTeHbl (firewalls),
CUCTEMBI IpeaoTBpalenus Bropskenui (IDS/IPS), mudpposanue.
3amuTa KOPHOPAaTUBHBIX JIaHHBIX ¢ mnomomsio VPN, DMZ,
CETMEHTALMH CETH.
KonTposb u ynpaBiieHuE JOCTYIIOM B KOPIIOPATUBHBIX CETSIX.

Bomnpocs! ynpaBiaeHuss HHIMACHTAMU U OTBETHBIMU MEPaMM Ha yTPO3bI:

) PearupoBanne Ha aTaku W MHUOWJACHTHI: OJOKMPOBKA, aHaIU3 U
BOCCTAHOBJICHHE.

) Ucnonw3oBanue SIEM-cuctem najis MOHUTOPMHTAa M aHalu3a
0e30IMacHOCTH.

Tema 4. TpeGoBanusi k cucreMaM 3aIUUTHI HHPOPMAIUN U HATIPABJIECHUSA
pa3BuTHus cpeacTB Oe3omacHocTu npeanpusatus. I[IpaBoBble mnocjeacTBUs
HECAHKIIMOHMPOBAHHOIO 10CTYNA K MH(poOpMaIun

_TpeboBanus K cHCTEMaM 3alIUTLI KHPOPMAIIUH:
Cranaaptel KOH(PUIACHIIUAIBHOCTH, IEJIOCTHOCTH W  JOCTYIMHOCTH
JaHHBIX.
CucteMbl  3amuThl  WMHGOPMALIMM:  AHTUBUPYCHBIE  MPOTPaMMBI,
(baepBOJIBI, CHCTEMBI KOHTPOJISA JOCTYTIA.
[ToauTuky OE30MMACHOCTH: pasrpaHWYEHHUE TIpaB JOCTyNa, aygauT
0€30MMacHOCTH, aHAJIU3 YSA3BUMOCTEH.
_Hanpassenus pa3ButHst CpeCTB O€30MACHOCTH:
Pa3zBuTHe 001a4HBIX TEXHOJIOTHI 1 oOecnieueHne 0€30IIacCHOCTH JaHHBIX
B o0OJIaKe.
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Hcnonp30BaHne MCKYCCTBEHHOTO MHTEIEKTa M MAIIMHHOTO OOy4YeHUs
JUIS1 BBISIBIICHUS YTPO3.
) Pa3Butne OuOMETpPUYECKUX TEXHOJOTUW JJisi ayTeHTU(DHUKAIUU W
3AIUTHI TAHHBIX.
[TpruMeHeHre MHHOBAIIMOHHBIX CPEJCTB JIJIS 3aIUTH HHPOPMAIIIH:
) JlenieHTpanu30BaHHbIE CUCTEMbI 0€30MacHOCTH (OJIOKUYEHH).
Hcnonb3oBaHre KpUNTOBAIIOT U HU(POBBIX MOAMMCEH NI TpaH3aKLIMMA
U KOHTPAKTOB.
[IpaBoBBIE MOCIEACTBUS HECAHKIIMOHUPOBAHHOTO JI0CTYIIA:
) Bnusnue Ha 6€301acHOCTh M KOHGUIECHIIMATBHOCTh HH(POPMALIUH.
3aKOHBI U PEryJIMPOBAHUE: 3alIUTa JAHHBIX, OTBETCTBEHHOCTh 3a YTEUKY
MH(pOpMaLKHY.
[Ipumenenue 3akoHOB MO 3amuTe JaHHbIX (Hanmpumep, GDPR) wu
OTBETCTBEHHOCTb 3a HapyILlIEHUE MPaB Ha UHPOPMAILHIO.
) [Tpumepsnl MPaBOBBIX MOCJIEICTBUIA: mrpadsl, YIrOJIOBHAsI
OTBETCTBEHHOCTb, Cy/1€0HbIE MTPOLIECCHI.

5. YueOHOo-MeToaMYecKoe o0ecreyeHHe CaMOCTOSITEIbLHON PadOThI
CTY/ICHTOB

CamocrosiTenbHass paboTa NPOBOAUTCS C LENbIO: CUCTEMAaTU3allUd U
3aKpEIUICHHs] TIOJTYYEHHBIX TEOPETUYECKUX 3HAaHUW W TPAKTUYECKUX YMEHHM
oOyyJaronuxcsi; yriayoleHus W pacllUpeHUss TEOPETUUYECKUX 3HAHUM CTY/IEHTOB;
dbopMHUpOBaHUS YMEHHMH HCIOJIb30BaTh HOPMATHUBHYIO, IPABOBYIO, CIPABOYHYIO
JOKYMEHTAINIO, YYEOHYIO U CHEIHANbHYIO JIUTEPATypPy; Pa3BUTHUS MO3HABATEIbHBIX
CIOCOOHOCTE W aKTHUBHOCTH  OOy4YaromIuMxcs:  TBOPUYECKOW  MHUIIMATHUBBI,
CaMOCTOSATENbHOCTH,  OTBETCTBEHHOCTH,  OpPraHM30BaHHOCTH;  (HOPMHUpPOBAHUE
CaMOCTOSATEIbHOCTH MBILLIJIEHUS, CHOCOOHOCTEH K CaMOPA3BUTHIO,
COBEpIICHCTBOBAHHIO W CaMOOpranusanuu; (HopMupoBaHUs MpodeccroHaTbHBIX
KOMITETEHLIU; Pa3BUTHIO UCCIIEA0BATEIBCKUX YMEHUIN CTYIEHTOB.

@®opMBbI U BUJBI CAMOCTOSITEIPHOW pa0OTHI CTYJEHTOB: YTEHHUE OCHOBHOM M
JOTOJHUTENBHOW JINTEPAaTypbl — CaMOCTOATEIBHOE W3YYEHUE Marepuana 1o
PEKOMEHIyEeMbIM JIUTEPATYPHBIM UCTOYHUKAM; padoTa ¢ OMOIMOTEYHBIM KAaTaJIOTOM,
CaMOCTOATENbHBIA MOA0OpP HEOOXOAUMOW JUTEpaTyphl; padoTa €O CIOBapeM,
CIPAaBOYHMUKOM; TOMCK HeoOXxogumoll  uHopmauuu B cetu VHTepHer;
KOHCIIEKTUPOBAaHWE HMCTOYHUKOB; pedepupoBaHUEe HCTOYHHKOB; COCTaBIICHUE
AHHOTAIIMI K MPOYMUTAHHBIM JIUTEPATYPHBIM HCTOYHHKAM; COCTABJICHUE PEICH3UN U
OT3BIBOB Ha IMPOYUTAHHBIN MaTepHall; COCTaBlieHHE 0030pa MyOIMKalUNA MO TEME;
COCTaBJICHHME U  pa3pabOTKa TEPMHUHOJIOTHYECKOTO  CJIOBapsi; COCTaBIICHUE
XPOHOJIOTHYECKOW TabNuIlbl; cocTaBieHue Oubnuorpadun (OubnmHorpaguveckoit
KapTOTEKH); TMOATOTOBKA K pa3Iu4HbIM (opmMaM TeKymed U NpOMEKXYyTOUHOU
arrectauuun (K TECTUPOBAHMIO, KOHTPOJIbHON paldoTe, 3adery); BBINOJIHEHHE
JOMaITHUX KOHTPOJIbHBIX pabOT; CaMOCTOSITENLHOE BBIMOJHEHUE MPAKTUYECKUX
3a/laHUi PEenpOAYKTUBHOIO TUIA (OTBETHI HA BOIPOCHI, 33J]a4H, TECThI; BHIIIOJTHEHHUE
TBOPUYECKHUX 3a/IaHHI).
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TexHosorus opraHu3aluy CaMOCTOSITENbHON paboThl 00YyYaIOIIKXCS BKIOYAET
UCTOJb30BaHUE HMH(POPMALMOHHBIX M  MAaTE€pPUAIbHO-TEXHUYECKHX  PECYPCOB
00pa30BaTEILHOIO YUPEKACHUS: OMOIMOTEKY ¢ YMTAIBHBIM 3aJI0M, KOMITBIOTEPHBIC
KJacchl € BO3MOXXHOCTBIO paboTel B WHTepHer; ayautopuu (KJIaccel) MAJis
KOHCYJIbTALIMOHHOM J€SITEIbHOCTH.

[lepen BbIMOTHEHUEM OOYYAIOUIMMUCS BHEAYJUTOPHOM CaMOCTOATEIbHON
paboThl IpenojaBaresb MPOBOJUT KOHCYJIbTUPOBAHUE IO BBHIMNOJHEHUIO 3aJaHus,
KOTOpPBIM BKJIOYAaeT Ueldb 33JaHusl, €ro CoJepKaHWs, CpPOKH BbBIIIOJIHECHHUS,
OpPUEHTHUPOBOUYHBIN 00BEM pabOThl, OCHOBHBIE TpeOOBaHUS K pe3ysibTaraMm padoThl,
KPUTEpPUN OLEHKU. Bo Bpems BbINOJHEHUS OO0Yy4YaloIUMKCS BHEAYAUTOPHOU
CaMOCTOSITENIBHOM pabOThI U MPU HEOOXOJUMOCTHU MPENOJABATENb MOXKET IPOBOAUTD
UH/IMBU1yaJIbHBIE U IPYIIIOBbIE KOHCYJIbTALUH.

KonTpons  camocTosiTennbHOM ~ paboOThl  CTYJIEHTOB  INPEAyCMaTpUBAET:
COOTHECEHHE COCPKAHUSI KOHTPOJIS € LEIsIMU 00yueHus; 00bEKTUBHOCTh KOHTPOJIS;
BaJIUAHOCTh KOHTPOJIS (COOTBETCTBHE NPENBABISEMBIX 3aJaHU TOMY, 4YTO
OpeanoyaraeTcs MNpoBepUTh); AuddepeHIrano  KOHTPOIbHO-U3MEPUTENIbHBIX

MaTepraJIoB.
@DopMBI  KOHTPOJSI CaMOCTOATEIHHON palbOThl: MPOCMOTP U TPOBEpKa
BBITIOJTHEHUS ~ CAMOCTOSATENIbHOW  paboThl  TIpenojaBaTeNeM;  OpraHu3alus

CaMOITPOBEPKH, B3aUMOIPOBEPKHU BBIMIOJHEHHOTO 3aJlaHusl B TPYIIeE; OOCYXKJICHHE
pPEe3yJIbTaTOB BBIMOJHEHHOW PabOThl HA 3aHATUU; MPOBEICHUE MUCHMEHHOIO OIMpOCa;
MPOBEJICHWE YCTHOI'O OIpOCa; OpraHu3alus U MPOBEACHUE HWHIWBUAYAJIBHOTO
cobeceI0BaHus; OpraHu3aIus U MPoOBeJICHUE cO0eCeI0BaHMs C TPYIIION.

Ilepeyenb BONPOCOB, OTBOAMMBIX HA CAMOCTOSITEJIbHOE OCBOEHHE TUCIIUTIIUHBI,
(GopMBbI BHEAYAUTOPHOM cAMOCTOSITEJIbHOI PadoThI

HaumeHoBaHue Tem Ilepeyenb BONIPOCOB, OTBOAMMBIX HA CAMOCTOATEIbHOE ®DopMBbI BHEAYTUTOPHOM
(pa3aesioB) OCBOEHHUE CaMOCTOSITeJIbHON padoThl
AUCHUTLUIMHBI

Tema 1. OcHoBHEBIE 1. Onpenenenne 3amuThl HHQOPMAUU 1 €€ OCHOBHBIE LICINH. Uzyuenue nutepaTypsbl 1Mo

MOHATHS U 2. OcHOBHBIE MOHATHS: KOHPUACHINAIBEHOCTD, IEIOCTHOCTbD, OCHOBHBIM HOHSITHAM 3aILUTHI

OIpe/IeIICHHS. JIOCTYITHOCTh MH(GOPMAITHH. napopmaruu. [IposeneHue

WcTounuku, pucku u 3. UcToynuku yrpo3 uHGOpMAIIUU: BHYTPCHHUE M BHEUITHUE aHajau3a BO3MOXXHBIX yIpo3

(bopMBI atak Ha (baxTopsI. i nHopmanmu B

uH(OPMALHIO. 4. ®opmbI aTak Ha WHGOPMAIIHIO: BPEJOHOCHEIE TPOTPaMMBI, pa3IHUYHBIX cdepax.

[MonuTHka ¥ CTaHAAPTHI | COLMAJIbHAS HMHKCHEPUS, (UIIMHT U1 Jp.

0€e30IMacHOCTH 5. IlonuTuku 6€30MacHOCTH: OCHOBHBIE KOMIIOHEHTHI U UX

3Ha4YeHHE B OPTaHU3AIINH.

6. Crangaptel 6e3onacuoctu nHGopmarmu: ISO/IEC 27001 u
JpyTHe.

7. O1ieHKa PUCKOB H YS3BUMOCTEH B 00JIACTH 3aIIUTHI
nHpopMaIIm.

8. CounanbHast HHKEHEPHs: METO/IbI U IPUMEPHI aTak.

9. BnusHue yenoBeueckoro GakTopa Ha 6€30MacHOCTh

nHpOpMaITIm.

10. Byayuiee 3amuThl HHGOPMAIIMK; HOBBIC YIPO3bl U TIOIXObI.
Tema 2. 1. O630p kpunrorpaguUECKUX MOJCICH: CHMMETPUYHAS U HccnenoBanne METOA0B
Kpunrorpapuueckue acMMMETpHYHAas KpUnrorpadus. ayTeHTU(UKAIH

MOJIENTH. AJITOPUTMBI 2. Anmroputmel mudpoBanus: DES, AES, RSA n ux TOJTh30BaTENICH 1 UX
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mHdpoBaHMsL.
ANTopuTMBI
ayTeHTH()UKAITIH
MIOJIB30BATEIIEH.
Monenu 6e30macHOCTH
OCHOBHBIX
OTEepPaIMOHHBIX CHCTEM.

0COOEHHOCTH.

3. Xour-pyHKIWY U UX TPUMEHEHHE B 3alUTe HH)OpMAIIHH:
SHA-1, SHA-256 u np.

4. ANropuTMBI ayTEeHTH()HUKALIMH: TTAPOJIH, TOKCHBI, ONOMETpHSL.
5. Mopenu 6e30macHOCTH B ONEpalOHHBIX cucTeMax: Windows,
Linux, macOS.

6. Poinb kpunrorpaguuecKkux METOIOB B 00€CIICYCHUN
0€301acHOCTH OTIEPALIMOHHBIX CUCTEM.

7. TIpumepbl MPUMEHEHHUS PA3THMYHBIX AITOPUTMOB IU(PPOBAHUS
B PEANBbHBIX CUCTEMAX.

8. Ceptudukatsl 1 HHPpACTPYKTypa OTKpHITHIX Kitoueit (PKI) B
ayTEeHTU(UKAINH MOJIH30BaTEINEH.

9. CooTBeTCTBHE CTaHAapTaM 0E€30MMACHOCTH aITOPUTMOB
mudpoBaHMsL.

10. Bynymee kpunrorpaduueckux METOIOB: HOBBIE PELLICHHUS U
TIOJTXO/IBL.

a¢dexruBHOCTH. [IpOoBeneHue
aHau3a MoJelen
0e30IMaCHOCTH OCHOBHBIX
OIEPaIIMOHHBIX CUCTEM.

Tewma 3.
AMUHUCTpPHpPOBaHKE
ceTel. 3ammra
WH(pOPMAINH B CETAX.
MHoroypoBHeBas
3aIUTa KOPIOPATUBHBIX
CeTeM.

1. OcHOBBI aIMUHUCTPUPOBAHUS CETEH: 3a1a41 U HHCTPYMEHTBI.
2. Yrpo3sl 6€30MaCHOCTH B CETSIX: TUIIBI K UCTOYHUKH.

3. Metozp! 3amuThl HHpOPMaLUK B ceTax: mudposanue, VPN,
(haripBOIIEL.

4. MHOTOYpOBHEBAsI 3aIIMTa KOPIOPATUBHBIX CETEW: KOHIECTIINU
Y TIOAXOBI.

5. Posb ceTeBbIX MPOTOKOJIOB B Oe3011acCHOCTH MH(OpMAaLUH.

6. [Ipumenenme cucteM oOHapYKEHHUS U TPEIOTBPAIIEHUS
sropkenuit (IDS/IPS).

7. Cuctemsl ynpasieHus 0ezonacHocTbio nHpopmaruu (SIEM):
(YHKINA 1 IPAMEPHI.

8. OcHOBHBIC IPUHIIUTIBI IPOCKTUPOBAHUS 0€30MAaCHBIX CETEH.
9. O0y4eHre COTPYAHUKOB OE€30ITACHOCTH B KOPIOPATHBHOMN
cpeze.

10. Byayiee cereBoi 6€300aCHOCTH: TPEHABI M TEXHOJIOTHH.

IIpoBenenue ananunsza
MHOTOYPOBHEBOW 3aLIUThI
KOPIOPATUBHBIX CETEH.
Hccnenoanue npumepoB
YCIIEUTHOTO
AIMUHUCTPUPOBAHUS CETEH C
aKIIEHTOM Ha 0€30IacHOCTb.

Tema 4. TpeGoBanus K
CHCTEMaM 3allUThI
HHPOPMAITUH U
HATPAaBIICHUS Pa3BUTHUS
cpencTB 0€30MacHOCTH
MPEIPUSITH.
[IpaBoBbI€e nocCIEACTBUS
HECaHKI[MOHUPOBAHHOTO
IOCTyTIa K HH(pOpMAaITiu

1. OcHoBHBIE TPeOOBaHHS K CHCTEMaM 3aIIUTHl HH)OpMAaLIUH:
KOH(UICHINAIBHOCTD, EIOCTHOCTb, IOCTYITHOCTb.

2. HopMaTuBHBIE JOKYMEHTHI M CTAHAAPTHI B 00IaCTH 3aIUTHI
WHPOPMAITUH.

3. HampaBneHust pa3BuTHs CpeACTB 0€30MacHOCTH: TEHACHLUH U
WHHOBAIIMU.

4. Ponb TexHONOTHI B 00ecrieueHHH 0€30I1acHOCTH HHPOPMAITUH
Ha MPEIIPUATHSX.

5. IlpaBoBbI€ acTIEKTHI 3aIIUTHl HH)OPMALKHU: 3aKOHBI U
PeryJIsIuH.

6. [TocreacTBUS HECAHKIIMOHUPOBAHHOTO JOCTYIA K
UHPOPMALNH: IOPUINYECKIE U PUHAHCOBBIE.

7. Ilpumepsl yCIEUTHOTO BHEAPEHUS] CUCTEM 3aIUTHI B
KOMITaHUSIX.

8. Bniussunue GDPR u f1pyrux peryssanuiil Ha 3aiuTy
WH(OPMAITHH.

9. OneHKa yrpo3 1 OICHKa PUCKOB B KOHTEKCTE TIPABOBBIX
HIOCJIEICTBUN.

10. Byaymee cucteM 3amuTsl HHGOPMALIUU: HOBBIE TOIXOAbI U
BBI30BBI.

Hccnenosanue npaBoBbIX
OCIeNCTBUI
HECAaHKLIMOHUPOBAHHOTO
JOCTyNa K MHPOPMAIIH.
[IpoBenenue ananmusa
COBPEMEHHBIX TCHICHIUH B
o0JacTu cpecTB
0e30macHOCTH.

Ixaja oueHUBaHUSA

[IIxana oneHMBaHUA

Kpurepun onieHuBaHus

«OTInYHO»

OOyuaromuiicss TIIYOOKO M COAEPKATEIHLHO PACKPHIBACT

13




TEMY CaMOCTOSITEJIbHOW pal0OThl, HE JOIMYCTUB OIIUOOK.
OTBET HOCHUT Pa3BEPHYTHIN U HCUEPIIBIBAIOIIUN XapaKTep

«Xopomo»

OOyuaromuiics B LEJIOM pacKpbIBaeT TEMY
CaMOCTOSITENIbHOM pabOThI, OJTHAKO OTBET XOTs Obl HA OJNH
U3 HUX HE HOCHT pa3BEPHYTOIO M HCUEPIBIBAIOLIETO
XapakTepa

«YJIOBJ'IGTBOpI/ITeJ'IBHO»

OOyuaromuiics B LEJIOM pacKpbIBaeT TeMy
CaMOCTOATENbHON paOOThl U JOMYCKAET PsiJi HETOUYHOCTEH,
(dbparMeHTapHO PACKPBIBAET COJEPKAHHE TEOPETUUYECKHUX

BOIIPOCOB WJIM HMX PAaCKpPbIBAET COJEPKATEIBHO, HO
JIOITYCKasl 3HAYUTEJIbHbIE HETOUHOCTH.
«HeynosnerBopurensHo» | O0ydaromuiicss HE  BIaJCeT  BBHIOPAHHOW  TEMOWM

CaMOCTOSITEJIbHOM pabOThI

6. Ouenounbie MaTepuaJjibl ((POHI OLEHOYHBIX CPEACTB) AJIS NMPOBEICHUS
TeKYIIero KOHTPOJIA YCIIeBA€MOCTH, MPOMEKYTOYHOH ATTeCTAMH MO MTOraMm

OCBOCHUA JUCHUIIIIMHDBI

6.1. Ilacmopt ¢oHIAa OLIEHOUYHBIX CPEICTB

Ne | Kontponupyembie Kon n WNHpaukaTop gocTUKEHUS HaumenoBanue
pazzensl (TeMbI) HaVMEHOBAaHUE KOMIIETEHIIUHN OLICHOYHOT O
JUCHUTIIMHBI KOMIIETEHIIUHU cpencTBa

1. | Tema 1. OcHoBHBIE IIK-3. Criocoben I1K-3.1. 3uarh: Ompoc, TECT,
HOHATHS 1 paspabarbiBaTh WHCTPYMEHTBI U METOJIBI JOKJIaf,
OIIpECACIICHUA.

pen apxutekTypsl C POEKTHPOBAHHS pedepar, 3auer
Hcrounrky, pucku U
$OpMbI aTak Ha apxutektypsl IC, oOCHOBBI
HUH(DOPMALIHIO. COBPEMEHHBIX CUCTEM
IMonuTHKa ¥ cCTaHIAPTHI yIpaBiIeHns 6azaMu
0e30macHOCTH N
JAHHBIX, YCTPOHUCTBO U
(YHKIIMOHHPOBAaHUE
coBpemeHHBIX NIC
[1IK-3.2. Ymers:
MIPOEKTUPOBATh
apxutektypy 1C
[1K-3.3. Bnanets:
pa3paboTka
ApXUTEKTYPHOUI
crienmbukanuu MC

2. | Tema 2. [1K-3. Cnocoben IIK-3.1. 3HaTh: Ompoc, TECT,
Kpunrrorpagpuyeckue paspabarbiBaTh WHCTPYMEHTBI U METO/IbI JOKJIaz,
MOJETH. AJTOPUTMEI

A p apxurexktypsl UC NPOEKTHPOBAHHS pedepar, 3ader
mrpoBaHHUSL.
AJTOPUTMBI apxutekTypbl UC, oCHOBBI
ayTCHTH(PUKAIIAN COBPEMEHHBIX CUCTEM
I0JIb30BATEIIEH. yIIpaBlIeHHs GazaMu
Monenu 6e30macHOCTA .

JAHHBIX, YCTPOHUCTBO U

OCHOBHBIX
OTIEPAITHOHHBIX CHCTEM. (yHKuHOHMpOBaHKE
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coBpemeHHbIX C
I1K-3.2. Ymers:
MIPOEKTUPOBATH
apxutektypy UC

T1K-3.3. Bnanets:
pa3paboTka
APXUTEKTYPHOU
crnenuburanuu MC

3. | Tema 3. [IK-3. Crocoben IIK-3.1. 3HaTh: Ompoc, TECT,

AJIMHHUCTPUPOBAHHE paspabarbiBaTh WHCTPYMEHTBI U METO/bI JOKJIAN,

ceTed. 3auuTa apxuTeKTyphl MC pedepar, 3ager
HH()OPMAITIH B CETSIX.
MHoroypoBHeBas apxutekTypsl IC, oCHOBBI

3allUTa KOPIIOPAaTUBHBIX COBPCMCHHBIX CUCTCM

MPOCKTUPOBAHUA

ceredt. yrpaByieHus: 6azaMu
JAHHBIX, YCTPOMCTBO U
(yHKIIMOHUPOBaHHE
coBpeMeHHbIx C
[1IK-3.2. Ymers:
MIPOEKTHPOBATH
apxutektypy UC

I1K-3.3. Bnaners:
pa3zpaboTka
ApPXUTEKTYPHOUI
crienmdukanun MC

4. | Tema 4. Tpeoosanus k | [1IK-3. Cnocoben ITK-3.1. 3HaTh: Ompoc, TECT,
CHCTCMAaM 3alllATHI paspabarbiBaTh WHCTPYMEHTBI U METO/IbI JOKIIan,

uH(bopmanuy 1 apxurexTypsl UC pedepar, 3ager
HAIIPABJICHUS PA3BUTHUS
cpencTs 6e30MacHOCTH apxutektypst UC, OCHOBBI

TIPEAMPHUSTHSA. COBPEMEHHBIX CUCTEM
IIpaBoBbIE MOCIEACTBUS yIIpaBiIeHus Ga3aMu

HECaHKIIMOHUPOBAHHOTO
JIoCcTyIa K nHpopMarmm

IIPOCKTUPOBAHUA

JAHHBIX, YCTPOHUCTBO U
(YHKIIMOHMPOBAaHUE
coBpemeHHbIX UC
I1K-3.2. Ymers:
MIPOEKTUPOBATH
apxutektypy UC

I1K-3.3. Bnanets:
pa3paboTka
APXUTEKTYPHOU
crnenubuxanuu MC

Jdranbl ¢opMupoBaHus KommeTeHuuil B mpomecce ocBoeHus OIIOII
IPsIMO CBSI3aHBI C MECTOM JMCIHUIUIMH B 00pa3oBaTeabHOM nporpamme. Kax bl atan
dbopMHUpOBaHUS KOMIETEHIIMH, XapaKTepU3yeTCs ONpPEEICHHBIMU 3HAHUSIMH,
YMEHUSIMU W HaBbIKaMU U (WJIM) ONBITOM MPOQPECCHOHATLHON NIESITeNbHOCTH,
KOTOPbIE  OIIEHMBAIOTCS B  MPOILECCE TEKYUIEro KOHTPOJISl  yCIEBAEMOCTH,
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IPOMEKYTOUHOM aTTeCTallMy MO JUCHUIUIUHE (TIPAKTHUKE) U B MPOIIECCE MUTOTOBOM
aTTECTalUH.

Hucrmmumaa  «3amura UHGOPMAIMIY SBISETCS TPOMEKYTOUYHBIM STarloM
KOMITJIEKCAa NUCIHIUIMH, B XOJ€ W3YYEHUS KOTOPBIX Y CTYACHTOB (OPMHUPYIOTCS
komnerennus [1K-3.

®opmupoBanua komnereHiuu [IK-3 HaunnHaeTcs ¢ W3ydyeHHEM NHCUUILIMH
«OOBEKTHO-OPUEHTUPOBAHHOE TMporpaMmupoBanue», «lIporpammupoBanue ist
MOOMJIBHBIX YCTPOUCTBY.

3aBepiaercs pabota 10  (QOPMUPOBAHHMIO Y  CTYACHTOB  YKa3aHHBIX
KOMIIETEHIIMA B XOJ€ M3YUYCHHUs JUCHUIUIMH ydyeOHasl MpaKTHKa: TEXHOJOTHYecKasl
(MpOEKTHO-TEXHOJIOTHYeCcKast) MNpakTuka, «ba3pl maHHbix», «MeToasl U CpelcTBa
IPOEKTUPOBAHUS HH(POPMAIMOHHBIX CHCTEM M TEXHOJIOTHiI», MPOU3BOJCTBEHHAS
IpPaKTHKA: TEXHOJIOTHYEeCKas (MPOEKTHO-TEXHOJIOTHYECKas) MPaKTHUKA,
IIPOU3BOJICTBEHHAA MMPAKTUKA: TPEAAUIUIOMHAS TPAKTHKA.

Urorosas omenka cpopmupoBanHocTH komrerenunuii [1K-3 ompenensercs B
nepuol ['ocymapcTBeHHass WUTOroBas arTecTalus: NOATOTOBKA K CHaye M cjJada
rOCyapCTBEHHOIO 3K3aMeHa, [ 0Cy1apCTBEHHAass UTOTOBasi ATTECTALUS: BBIIIOJITHEHHE
¥ 3aIIMTa BBIMTYCKHON KBaNU(UKALMOHHON PaOOTHI.

B npouecce u3yyeHus1 JUCUMILIMHBI, KOMIIETEHIMH TaKKe (POPMUPYIOTCH
MO3TAIHO.

OcHoBHbiMH 3Tanamu (opmupoBanust [1K-3 npu wu3yyeHunm IUCUMIUIMHBI
b1.4(M).B./IB.6.2 «3amura undpopmaium» sBISIETCS MOCIEI0BATEILHOE U3yUCHUE
COJIEPKATEJIbHO CBA3AHHBIX MEXK]Iy COOOM TeM yueOHbIX 3aHATUH. M3ydenue kaxmoit
TEMbl MpeArojiaraeT OBJaJCHUE CTYJACHTAMH HEOOXOAUMBIMH JIECKPUIITOPAMHU
(cocTaBnsAOMMMH) KOMIeTeHIMH. [l OIleHKH ypoBHS Cc(HOPMUPOBAHHOCTH
KOMIIETEHIIMI B MPOLECCE HW3YUYEHUS] ITUCHUILUIMHBI MNPEIyCMOTPEHO IPOBEIICHHE
TEKYILIEr0 KOHTPOJISI YCHEBAaeMOCTH Mo TemaM (pa3aenaM) AUCUUIUIMHBL U
IIPOMEKYTOYHOU aTTECTALIMU 10 JUCLUIIIIMHE — 3a4eT.

6.2. KoHTpoJibHBbIE 32JaHUSI M MAaTEpPHAJIbl, HEOOXOAMMBbIE JJIS OLEHKH
3HAHUI, YMEHUIl ¥ HABBIKOB U (WIH) ONbITA JeATEJIbHOCTH, XaPAKTEPHU3YIOIIUX
Tanbl ()OPMUPOBAHUS KOMIIETEHIMH B Npouecce 0CBOCHHUS 00pa30BaTeIbLHOM
NMPorpaMmbl

6.2.1. KoHTpoJsibHBIE BOIPOCHI MO TeMaMm (pas3gejiaM) AJs OIpoca Ha
3aHATHAX

Tewma (pazaen) Bomnpocsl

Tema 1. OcHoBHbIE I1K-3

TOHSITHS U OTPE/ICTICHUS. 1. [onsarue undopmanu u HHPOPMALUMOHHBIX PECYPCOB.

Hcrounnku, pucku 1 2. OcHoBHbIE 11eJIM ¥ 337a4U 3aLIUThl THPOpMAIIH.

dopwmb arak Ha 3. Knaccudukanus uadopmarum rno creneHu

unpopmanuro. [Tonmutuka n KOH(HIEHINAIHOCTH.

CTAHAAPTEI GE30MACHOCTH | 4 [TpuHIUIIBI TOCTPOEHUS CUCTEM 3alUThl HH()OPMAIUH.
5. Tunsl yrpo3 nHPOpMaIMOHHON 0€30MaCHOCTH.
6. HlcTOYHMKM yTrpo3 U BO3MOXKHBIE KaHAJIbl YTEUKU MHPOPMALIUH.
7. Krnaccudukanus ys3BUMOCTEN 1 METO/IbI UX OOHAPYKEHHUS.
8. [TocnencTBuUs pean3alii yIpo3 U OLEHKA PUCKOB.
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9.

MeTto/bl aHaMHM3a 3aMUIIEHHOCTH HHPOPMAITUH.

10. [Toaxoap! kK 0OECTIEYSHUIO HEMTPEPHIBHOCTH HH(DOPMAITMOHHBIX
IIPOLIECCOB.
1. OrnpezenieHne MOTUTHKY 3aIUTH HHGOPMAITHH.
12. MexaHu3MBbI 3aIUTHl KOHQUACHIINATBHBIX TaHHBIX.
13. [TpUHITUTIEI KOMIUIEKCHOM 3alTUThl HHPOPMAIIUH.
14. Ponb monb3oBarens B obecneuenuu Ub.
15. Cucrema oOydenust 1 ”HGOPMHUPOBAHUS ITEPCOHAA 110 BOITPOCAM
Ub.
16. dopMupoBaHue KyJIbTypbl HHHOPMAITMOHHONW O€30MaCHOCTH.
17. [TpuHIHIB BEIOOpA TEXHUYECKUX U IPOTPAMMHBIX CPEICTB
3aIUTHI.
18. CornacoBaHue Mep 3aIIUThI C IPOU3BOJICTBEHHBIMHU 3a/la4aMH.
19. PermamenTsl pearnpoBaHus Ha HHIUCHTBHI.
20. Muterpainus b B KopnopaTUBHYIO CTPATETHIO.
Tewma 2. [1K-3
Kpunrorpaduyeckue 1. TexHUYEeCKUE KaHAIBI YTEYKU HHPOPMAITHH.
MOJIEJTH. AJITOPUTMBI 2. MeTo/1b1 3aIIMTHI OT AKYCTUYECKUX U BUOPOAKyCTHUECKUX YTEUEeK.
MHQPOBAHHS. ANTOPHTMEI | 3 DKpaHUPOBAHUE TOMELICHUIA U 000PYAOBAHMS.
ayTeHTH(HKALHH 4. KOHTPOJIb 37€KTPOMAarHUTHOW COBMECTHMOCTH.
nosk3oatenel. Moneu 5. Hcnonp3oBanue mudppoBaHus KAaHAIOB CBSI3U.
0€30I1aCHOCTH OCHOBHBIX o
ONEPALHOHHBIX CHCTEM. 6. CpencTBa nmoaaBiaeHUs TOOOYHBIX U3TyUYCHHM.
7. Mertoabl 1 cpecTBa KOHTPOJIS AOCTyNa B TOMEIICHHUS.
8. buometpuyeckue cucteMbl HIEHTUDUKALNN U Ay TEHTU(PUKALIUH.
9. TexHU4eCcKue CUCTEMbI OXPaHbl U CUTHAIM3ALIUU.
10. KomMriuiekcHbie cucTeMbl (PU3UYECKON M TEXHUYECKON 3aIlUTHI.
11. CranpmapThl 10 TEXHUYECKOH 3aIuTe WH(POPMAIIHH.
12. [IpaBuia 3KcIUTyaTalMy 3alUIIEHHBIX TEXHUUECKUX CPEACTB.
13. CeprudunmpoBaHHble CPEeICTBA 3ALUTUTHI HH(OPMAIIHH.
14. [TonGop 1 BHEAPEHNUE CUCTEM KOHTPOJISI IOCTYTIA.
15. JIoKyMEHTUpPOBaHHE MEP TEXHUYECKOW 3aLUTHI.
16. [IpoBeneHre MpOBEPOK TEXHUUECKOHN 3AIMUIIIEHHOCTH.
17. ObecnieueHne TEXHUYECKOH 3aIUTHl B pacipeaeaEHHbIX
CUCTEMaX.
18. Obecneuenue 3amThl UHGOPMAIIMK HA pabodnX MECTax.
19. Opranu3anys 3auIEHHBIX 30H U KAOMHETOB.
20. MOHHTOPHHT COCTOSIHHSI TEXHUUECKOMN 3allIUThl HA 00BEKTE.
Tewma 3. [1K-3
AJIMUHUCTpHUPOBaHUE 1. CpencTBa aHTUBHPYCHOM 3aIUTHI.
ceTeid. 3aruTa 2. MeskceTeBble DKpaHbl M CUCTEMBI KOHTPOJIA TpadHKa.
MHOPMAIIH B CETSX. 3. Hcnonp3oBanue cuctem obHapyxenus Bropxkenuii (IDS).
MHoroypoBHeBas salluTa | 4, [IporpaMMHEIE CPEICTBA KOHTPOJIS LEJOCTHOCTH JaHHBIX.
KOPTOPATHBHDIX CCTCH. 5. OO6HoBnenue u ynpasnenue yszsumoctsamu [10.
6. [IpyHIMIIBI TOCTPOECHUS OTKA30yCTOMYHMBBIX CUCTEM.
7. Hcnonp3oBanue pe3epBHOIO KOIMMPOBAHKS U BOCCTAHOBIICHHUS.
8. [IporpammHbIe CpeACTBA pa3rpaHUYEHUS TOCTYIIA.
9. Cpenacta 3amuThl OT HecaHKIMOHUpoBaHHOTo nocryna (HC).
10. CpencTBa 3auThl JaHHBIX HA MOOUJIBHBIX YCTPOUCTBAX.
11.  Pa3paboTka BHYTPEHHHUX PErJIaMEHTOB MH()OPMAITUOHHON
0€30MacHOCTH.
12. [IpoBenenue uncTpyKkTake u TpeHuHros mno Ub.
13. Opranuzanysi KOHTPOJIsI 3a JEHCTBUSIMH IIEPCOHAA.
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14.
15.
16.
17.
18.
19.

20

VYrpaBneHue y4eTHBIMU 3aMKUCSIMU U I0CTyIaMHU.

[TonuTrKa maposieil 1 3aluTa Y4eTHBIX JaHHBIX.

KoHTponb ucnonb30Banus BHEITHUX HOCUTENEH HHPOpPMAIIHH.
AyIuT IpOorpaMMHBIX M OPraHU3aIMOHHBIX MEp.

Wurerpainus opraHu3aliMOHHBIX U porpaMMHbIX Mep B VC.
Peanuzarus mpuHIIMIA MUHUMAIBHBIX TPUBUJICTHI.
DopmupoBaHKe OTYETHOCTH 1O coOmoaennio Ub.

Tema 4. TpeboBanus K
crcTeMaM 3allUuThI
nHpOpPMaLUH U
HAIpaBJICHUs PAa3BUTHS
CpencTB 0€30MaCHOCTH
npeanpustusi. [IpaBoBbie
TIOCJIC/ICTBHS
HECaHKIIMOHUPOBAHHOTO
JOCTyna K "HPOpMaIuK

[1K-3
. Obue TpeGoBaHUs K CHCTEMaM 3alUThl HH(OPMAIIHH.

. [IpuHuIMMIBI cepTUdUKALNUU CPEICTB 3aUTUTHl HHPOPMAIUH.

. YpoBHu nosepus u knaccupukamnus MC mo ypoBHIO 3alHIIIEHHOCTH.
. Metoap! onieHkH 3(PEKTUBHOCTA CUCTEM 3alIHTHI.

. MuHMM#3a1Us paB JOCTYIA U YIPABJICHUE MPUBUICTUIMH.

. OTBETCTBEHHOCTD 3a HApYIICHHE PEKUMA KOH(PUICHIIMATBEHOCTH.

. [locreacTBUS HECAHKITMOHUPOBAHHOTO JIOCTYTIA K HH(MOpMAITUH.

. Ilopsanok paccinenoBanus HHIUMAEHTOB b.

. Opranu3zanusi BHyTPEHHETO0 KOHTPOJISI CUCTEMbI 3allIUTHI.

O 00 1IN DN K W~

10
11
12
13
14
Ap
15
16
17
18
19
20

. Onenka ymep06a OT peaqu3anuu yrpos.

. HopmatuBHo-nipaBoBas 0a3a 3amutsl nHpopmanuu B POD.

. Opranu3anus npoueccoB 3alUThl HHGOpMaK Ha NPEANPUITHH.

. Attecranms 00beKTOB HHpOpMaTH3anuu 1o Tpedoanusm 1b.

. Bzaumopeiictue ¢ koutponupyromnumu opranamu (PCTIK, ®Ch u
).

. [IpaBoBBIe actiekThl 00PAOOTKH MEPCOHATBHBIX JaHHBIX.

. [lpunnuner nocrpoenus 6e3onacHeIX KoprnopatuBHbIX MC.

. IlepcnekTHBBI pa3BUTUS TEXHOJIOIUH 3aIIUTHl MHPOPMALIUH.

. CootBerctBue TpeboBanusm crannapro b (I'OCT, ISO).

. PazpaboTka BHyTpeHHel HOpMaTUBHOM JokyMeHTanuu o Ub.

. YrpaBieHue >Ku3HEHHBIM [UKJIOM HH(POPMALIMOHHOM 0€3011acHOCTH B

OpraHu3aIyy.

IlIxa/ja oeHMBAHUS OTBETOB HA BONPOCHI

IITkana oneHUBaHUI

Kputepuu orieHuBaHuUsI

OOyuaromuiics riryOOKO M COAEepKAaTeIbHO PACKPHIBACT OTBET Ha

«OTIu4HO» KKl TEOPETUYECKUN BOMPOC, HE OMYCTUB OIMOOK. OTBET HOCUT
pa3BEpPHYTHIN U NCUYEPIIBIBAIOIIMM XapaKTep.

OOyuaromuiics B 1LI€JI0OM pPacKpbIBa€T TEOPETHUECKUE BOIPOCHI,

«Xopouio» OJITHAKO OTBET XOTs Obl Ha OJMH W3 HUX HE HOCUT Pa3BEPHYTOro U

MCYEPIBIBAIOIIETO XapaKTepa.

«Y IOBIETBOPUTEIBHO»

OOyyaromuiicss B IEJIOM PACKPHIBAET TEOPETUYECKHE BOMPOCHI H
JOMyCKaeT  psAJ ~ HETOYHOCTEW,  (parMEeHTapHO  PACKpPHIBAET
COJIEpKAHUE TEOPETHUYECKUX BOMPOCOB WJIM HMX  PACKPHIBAET
CoJIepKaTeIbHO, HO JOMYCKasi 3HAYUTEIbHbIE HETOYHOCTH.

«Hey,HOBJIeTB OpHUTCIBHO»

OOyuaronuiicss He 3HaeT OTBETOB HA IIOCTABJIICHHBIC TEOPETUUECKHUE
BOIPOCHI.

6.2.2. TeMbl 1JI51 TOKJIA0B

| Tema (pazaen) | Bomnpocel
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Tema 1. OcHoBHbIC [1K-3
HOHATHUS ¥ OLPEJICIICHHS. 1. BBenenue B 3aumuTy nHGOpMaluu: OCHOBHBIE MTOHATHS U
HcTounnky, pucKy 1 TEPMHUHEI.
opmbI aTak Ha 2. Pucku yredek nHbopMaImy B COBPeMEHHBIX HH()OPMAITMOHHBIX
HH(bOpMaLIPIIO. ITonutuka u cUcTEMAX.
CTaHJApTEI 6E30MACHOCTH | 3 [Tpuntumnel o6ecneyeHust HHOOPMAITMOHHON 0€30MMaCHOCTH.
4. dusnueckue yrpo3sl 1 X BIUSHHUE Ha 0€30MacHOCTh
uHpopMmaIuu.
5. OcHoBHBbIE (POPMBI aTak HA HHYOPMAIUIO: BUPYCHI, (PUIIKHT,
DDoS.
6. Crannaptsl 6e3onacHoct unpopmarmu: ISO/IEC 27001 u
JpyTHe.
7. [omuTHkK 6€30MacHOCTH: CO3AaHUE U yIIPaBICHUE.
8. Knaccudukanus yrpos s nuHbopMaIuu: BHyTpEHHUE U
BHEIIIHUE PUCKHU.
9. CoBpeMeHHbIE METObI 3aLIUTHI OT YTPO3 YTEUEK JTAHHBIX.
10. OTHYECKHUE aCTICKThI 3alUThl HHPOPMALIMK B OPraHHU3aIUsX.
Tewma 2. [1K-3
Kpunrorpapuyeckue 1 Beeznenue B kpunTorpaduio: OCHOBHbIE BUIbI I (DPOBAHMUS.
MOJIEJTH. AJITOPUTMBI 2. [TpyHIUIIBI CHMMETPUYHOTO M ACUMMETPUYHOTO MHU(POBAHHUSL.
MAQPOBAHHS. ANTOPHTMEI | 3 Anropurmsl mudposanus: DES, AES, RSA u ux ocobeHHocTH.
ayTeHTH(HKALHH 4 AyTteHTrdUKanys IOIB30BaTENEH: 4TO OTO U KaK OHA PaboTaerT.
nosk3oatelnel. Mozenu 5 [Ipumenenne Kpunrorpaguyeckux METOI0B B ONIEPAIIHOHHBIX
0€3011aCHOCTH OCHOBHBIX
OIIEPALIUOHHBIX CHCTEM. CHCTEMAX. .
6. Mopenu kpuntorpaduyeckoi 3aIuThl B COBPEMEHHBIX
OTIEpPAI[MOHHBIX CUCTEMaX.
7. Crannaptsl ¥ IpoToKoJbl ayTeHTH(GuKanuu: Kerberos, LDAP.
8. Hcnonp3oBanue nu(pOBBIX MOANUCEHN I 00CCTICUCHHS

IIOJJIMHHOCTH AJAaHHBIX.

9.

CoBpemeHHbIe KpUnTorpadguyeckue moaxoabl K 3aliuTe

KOpHOpPAaTUBHBIX JaHHBIX.

10. 3ammra nepenaun nanubix: TLS/SSL u apyrue npoToKosl
0€30I1aCHOCTH.
Tewma 3. [1K-3
AIMUHHCTPUPOBaHUE 1. OCHOBBI CETEeBOI OE30MACHOCTH: MPABUIIA U METOIbI 3AIUTHI.
ceTeit. 3amura 2. [IpoTokoms! 3amuThsl B ceTax: [Psec, VPN.
MHGOPMAIIH B CETSX. 3. Pucku 1 yrpo3sl 6e30macHOCTH pU pabOTe B OTKPHITHIX CETAX.
MHoroypoBHeBas salluTa | 4, 3amyTa JJOKaIbHBIX CETEH U MHTEPHETA.
KOPTOPATHBHDIX CCTCH. 5. [Ipumenenne 6paHIMayspOB U CUCTEM OOHAPY>KEHUS! BTOP>KEHHIA.
6. CtpaTteruu MHOIrOYpOBHEBOM 3aIIMThl KOPIIOPATUBHBIX CETEH.
7. VYnpasienue 6€30MaCHOCTBIO CETEBON HH(PPACTPYKTYPHI.
8. 3ammra OT aTak Ha yPOBHE MPUIIOKEHUN U BEO-CEPBUCOB.
9. MeTo1bl MOHUTOPUHTA U pearupOBaHUS HA UHIUCHTHI B CETSIX.
10. Texnonoruu 3anuthl Wi-Fi u 6ecipoBOIHBIX CETEH.
Tema 4. TpeGoBanust K [1K-3
CHCTEMaM 3allHThI 1. Crangaptel ¥ TpeOOBaHUS K CUCTEMAaM 3allluThl HH(OPMaLIUH.
HHQOpMALII 1 2. Pa3zpaboTka 1 BHeJpEeHNE CUCTEMBI O€30MaCHOCTH Ha
HaIrpaBJICHUSA Pa3BUTHA Hpe ,Z[HpI/IﬂTI/II/I.
CpelIcTB besonacHocTu 3. OlleHKa PUCKOB ¥ TUIAHUPOBAHKE 0E€30MAaCHOCTH HPEANPHATHUS.
npenpuaThs. Tpasoseie | 4 NHCTpyMEHTHI U CpeCTBA 3alTUTHI HH(POPMAIIHH.
Eggﬁﬁf[;iiiposannoro 5. [Mopsimok pearupoBaHust Ha HHIUIECHTHI OE30ITACHOCTH.
6 3akoHOMaTeNbHbIE TPEOOBAHUS K 3aIUTe HHGOPMAITIH B

JIOCTyNa K HHpOpMaIuu
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pa3JIMYHBIX CTpaHax.

7. [IpaBoBBIE MOCIEACTBUSA YT€UEK JAHHBIX U
HECAaHKIIMOHUPOBAHHOI'O JJOCTYIIA.

8. OTBETCTBEHHOCTH 32 HAPYIIECHHUS B 00JIACTH 3aIUTHI
UH(pOpMaLIUY.

9. DBOJIOIUS YTPO3 U METOJIOB 3aIIUTHI B KOHTEKCTE Pa3BUTHUS
TEXHOJIOTH.

10. bynymee u TpeHapl B 00J1aCTH 3aIIUTH HHGOPMAIIHH:
MCKYCCTBEHHbBIM MHTEJUIEKT U aBTOMATU3ALIMSL.

HIkana oueHUBaHUA

[lkana oreHUBaHUS Kputepuu oreHnBaHus
«OTIHHOY OOyyaromuiicss TITyOOKO W CO/EPIKATEBHO PacKphIBaeT TEMY JOKIIaja, He
JOITyCTHB OMMOO0K. OTBET HOCHUT Pa3BEPHYTHIN M MCUEPIBIBAIONIII XapaKTep.
«XODOLIOY OOy4JaroIuics B 1IEJIOM PAacKPBIBAET TEMY JIOKJIaja, OJHAKO OTBET XOTs OBl
p Ha OJIMH M3 HUX HE HOCUT Pa3BEPHYTOr0 M UCUSPIIBIBAIOIIETO XapaKTepa.
OOyuaromuiicss B IIEIOM PACKPBIBAET TEMY JOKJIala W JIOMYyCKAeT PSI
HETOYHOCTEH arMEHTapHO PAaCKPBIBACT COJIEPIKAHHE TEOPSTUYCCKUX
«Y TOBIETBOPUTEIHHO » bp p packp p p
BOINPOCOB WJIM WX PACKPBIBAET COJAEPIKATENBHO, HO JIOIYCKas 3HAYUTEIHHBIC
HETOYHOCTH.
«HeynoBneTBOpUTEIHHO OOyyaromuiics He BIaieeT BHIOPAaHHOU TeMOH

6.2.3. OleHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMH (TECT)

IK3.

1. Kaxkoii 3 MeTo10B minppoBaHusi IBJASAETCS CHMMETPHUYHBIM ?
I) RSA

2) AES

3) ECC

4)  Diffie-Hellman

2. Yro Takoe KpunrorpagpuyecKui xm?

1)  Axropurm mudpoBaHus

2)  Meroa nonyyeHus yHUKaJIbHOTO UACHTHU(PUKATOPA TaHHBIX
3)  Mertoa revepanuu Ciy4yalHbIX YUCEN

4) ANTOPUTM JI TPOBEPKHU MOJATUHHOCTH COOOILIEHUN

3. Kakoifi TMII aTak MCHOJb3yeTCs JAJS B3J0MAa NMapoJieii ¢ MOMOIIbI0
NpeIBaAPUTETbHO BHIYHCIEHHBIX XJII-3HAYEeHNH ?

1)  Artaka «rpy0Ooii CHUITBD)

2) ATaka 1o cioBapro

3) ATaka ¢ UCTOIb30BaHUEM PATY>KHBIX TaOJIHII

4) ATaka «4eJIOBEK MOCEePEIUHE»

4. Kakoil ajropur™M HCHoJb3yercs A IMU(PPOBAHUA [AAHHBIX B
coppeMenHbIx Wi-Fi cersax?

1) DES

2)  AES
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3) RC4

4) RSA

5. Kakoil mMexaHM3M ayTeHTHM(PHKAUMU HCIHOJb3YeTCHd B IPOTOKOJIE
WPA2 nas 3amutsl Wi-Fi cereii?

1) ECDSA

2) TLS

3) PSK (Pre-Shared Key)

4)  AES

6. Kakoil M3 mepe4yuCIeHHBIX AJTOPUTMOB He SIBJISIETCH AJTOPUTMOM
aCHMMETPUYHOr0 mudpoBanus?

1) RSA

2)  ElGamal

3) AES

4) ECC

7. Kaky1o ¢pyHKIUIO BBINOJHSAET MyOJUYHBIA K1Y B ACHMMETPUYHOI
Kpunrorpapuu?

1) [Hudpyer nanusie

2)  JHemmdpyer naHHbIE

3) [MoamucriBaeT cooOIIEHNS
4)  IlposepsieT moanucu

8. Kak Ha3pIBaeTcsi aTraka Ha CHCTeMYy, NPH KOTOPOl NbITAIOTCA
noa00paTh CEKPETHBIN KJII0Y METOA0OM «TPy0oH CHIbI»?

1) ATaka ¢ UCTIOIb30BaHUEM PATY>KHBIX TaOJIHII

2) ATaka 1o cioBapro

3)  Araka Ha ocHOBe mudpa

4)  Ataka METOJOM IIOJHOTO ITepedopa

9. Kakoit aaroputm wucnogab3yercss B SSL/TLS nasi o0ecneveHust
KOH(PUIEHUNATIBLHOCTH U I[€JIOCTHOCTH JAHHBIX NPHU Nepeaaye yepe3 UHTEPHeT?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe U3 3THX yTBepKAeHUI 0 1M(PPOBOH MOANMHUCH BEPHO?

1) [udposas moanuchk UCHOAB3yeTCA Tl MU(PPOBaHUS COOOIIEHUN

2) HudpoBas moanuck odecreuyrnBacT KOHPUACHIINATLHOCTh COOOIICHUS

3) IludpoBas mOANMKHCH HUCHOJB3YETCS IS TMPOBEPKU TMOJIMHHOCTH U
LEJIOCTHOCTH COOOIIEHUS

4) [udpoBas moanuch UCHOIB3YETCS ISl CO3JJaHUSI TapOJIs
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11.
1)
2)
3)
4)
KJIFOYeH

12.

Yro Ttakoe PKI (Public Key Infrastructure)?

Cucrema ynpasiaeHUs HUGPOBBIMU MTOAITHUCIMHU

Cucrema 1 mudpoBaHUS CAMMETPUYHBIMH aJITOPHUTMaMHU

Cucrema, UCMOIB3YIONIAsl TOJIBKO OJTHOPA30BBIE KIIOUU

MexaHu3M ISl YOPaBJICHHUST W XPAHCHUS MyOJWYHBIX M TMPUBATHBIX

Yro Takoe ''crpormii pexum mudpoBaHus'" B KOHTEKCTe

ajqropurma AES?

1)
2)
uudp
3)
4)

13.
1)
2)
3)
4)

14.
1)
2)
3)
4

15.

Pexum, rie kaxaplid 070K JaHHBIX MUQPPYETCs OTIETBHO
PexuM, KOTOpPBIM 3ampeniaeT HUCIOJIb30BAaHUE BCEX CUMBOJIOB, KPOME

PexxuM, ucnonb3yroniuit 6J10ku GUKCHPOBAHHOTO pa3Mepa
Pexxum, Korma oJiMH KJIF0Y UCIIOJIB3YETCS JIJIs1 BCEX CECCUM

Kaxkoii u3 aaropurmMoB siBJIsieTCsl AJJTOPUTMOM X3 IIUPOBAHUA?
RSA

AES

SHA

Diffie-Hellman

B kakom cay4ae ucnosb3yercs ajaroputm HMAC?
Jlnst co3nanust UGPOBBIX MOUCEH

JI71s1 3a1UTHl HETOCTHOCTH JaHHBIX

JI1d renepanuu Ciry4anHbIX YUCET

s nemmdpoBaHus COOOIIEHUN

Kakoil npoToKo0JI HCIOJIB3YeTC s I 3alUThI 3JIEKTPOHHOM MOYTHI €

NMOMOIIbI0 KPpUNTOrpaguyecKUuX MeTo10B?

1)
2)
3)
4)

16.

SSL
IMAP
S/MIME
SMTP

Yro o3Ha4YaeT TepMHUH ''KOHPHUICHIUAJBHOCTH'' B KOHTEKCTE

3aluThl HHPpoOpMauu?

1)
2)
3)
4)

17.

3amura OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA K TAHHBIM
VY nocToBepeHre NOJIMHHOCTH OTIPABUTENS
[ToaTBepxaeHre ETOCTHOCTH JAaHHBIX

Y 1ocToBepeHrne aBTOPCTBA JaHHBIX

Kaxkoiu aJrOPpUTM KpUITOrpagpuyeckoro X3IIHUPOBAHMSA

HCIIOJIB3YETCA Jd IPOBEPKHU MNMOAJIHHHOCTH naponeﬁ B COBPEMECHHBIX

cucremMax?

1)

MDS5
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2) SHA-256

3) DES

4) RSA

18. Uro mpeacraBiisieT co00il MeTOA ATAKYIOLIEro, KOTOPbI NMbITAETCS
yraJaaThb CeKpeTHbIN KJIK0Y, Hccieys BO3MOKHbIe KOMOMHALMY 3HAYCHUH ?

1) ATaka ¢ paay>KHbIMU TaOJIUIIAMU

2)  Ataka METOJIOM MOJHOTO Mepedopa

3) ATaka no cioBapro

4) ATaka ¢ ucnoiab3oBaHueM ys3Bumocreit B 110

19. UYro Takoe "cumMMerpuuHoe mudpoBanue'?

1)  Hcnonb3oBaHue  OJMHAKOBBIX  KItoued it  mudpoBaHus
nemu(ppoBaHUs

2)  Hcnonb3oBaHMe JBYX KIIOYEH: MyOJIMYHOTO U IPUBATHOTO

3) Hcrnonb30BaHNE YHUKAIBHBIX KIHOYEN TSI KAKOr0 CeaHca

4)  Hcnonb3oBaHHE OJHOIO KIIFOYA JISl BCEX MOJIb30BATENEH CUCTEMBI

20. Kak HaspiBaeTcsi MeXaHU3M, NO3BOJAIOIIMIA ayTeHTH(PUIHUPOBATH
M0JIb30BaTeJIsl ¢ IOMOUIBIO €ro OTIHe4YaTKa najbua?

1)  buomerpuueckas ayTeHTU(DUKAIISL

2)  MmuorodakTopHas ayTeHTHU(PUKALIMS

3)  IlaponbHas ayTeHTH(pUKALIMS

4)  PoneBas ayTeHTU(UKAIUS

21. Kaxkoii u3 mnepe4yHMCJEHHBIX MeTOJA0B IU(MPPOBAHUA HCIOJb3YyeT
acCMMMeETPUYHbIE KJIIOYU?

1) RSA

2) AES

3) DES

4) RC4

22.  [lous yero ucnoJib3yercs nporokoa SSL/TLS?

1)  Jng mmdpoBaHus 3IEKTPOHHBIX MHCEM

2)  Jlnd 3aliMThl JAHHBIX, IEPEJABAEMBbIX 110 CETH

3) Jns ayTeHTUdUKAIMK TI0JIb30BaTeNen

4) JI1s1 3a1uThl 0a3bl JaHHBIX

23. Yro Takoe ABYCTOPOHHSS ayTeHTU(PUKAUUSA (mutual
authentication)?

1) Korma Tonpko cepBep ayTeHTUDUIIUPYET KIMEHTA

2)  Korma ob6a yuactHuka obmeHa mHpopmarmenn ayTeHTUGUIHPYIOT APYT
Apyra

3)  Koraa knueHT ayTeHTHPHUIUPYET ce0s C TOMOIIBIO MapOIs

4)

Korzaa 06a yyacTHUKa HCTIOIB3YIOT OAMHAKOBBIE MAPOJIH
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24.

Kakoii u3 MeTOmOB 3amMTHI [JaHHBIX HCHOJb3yeTCHA 1A

o0ecreueHus HEJOCTHOCTH M 3AaIIMTBI OT NOAMCEHLI JAaHHBIX B IIPOLECCE HUX

nepeaavu?
1)
2)
3)
4)

25.
1)
2)
3)
4)

26.

Mudposanue
DIIEKTPOHHAS MTOAIUCH
X3IIMPOBaHKE
OTKpBITBIE KITIOUH

Yro Takoe cucteMa ynpasJjeHus kiawdamu (KMS)?
MexaHu3M 1S TeHepaluu nap KIr4ei

MexaHu3M 1S yIIpaBiIeHUs JOCTYIIOM K JaHHBIM

Cucrema 1 XpaHEHUs, PacpeIeICHUS U 3alUThl KIIFOUeH
[IpoToxon ass 3auuUThl UHGOPMALTUU

Kak Ha3pIBaercsi cnocod, NpM KOTOPOM CeKPEeTHbIH KJII0Y

HUCMOJIb3YeTcH UM JemudpoBaHus 3alIM(PPOBAHHBIX TAHHBIX?

1)
2)
3)
4)

27.
HEBEpPHO?

)
BXOJ1a

2)

3)

4)

28.

udpoBanue ¢ UCMOIB30BAHUEM CHUMMETPUYHBIX KITFOUCH
AcumMmeTpruyHoOe muppoBaHue

X3IIMpOBaHKE

DIIEKTPOHHAS MTOAIUCH

Kakoe wu3 3THMX yTBepKAeHHII 0 KPUNTOrpauyYecKux X3Iax
XauI-QpyHKIMS BCETJja TeHEPUPYET YHUKAIBHBIN PEe3yJIbTaT JJIsl KaXK0ro
Xa1I-hyHKIMS UCIIONB3YETCS ISl IPOBEPKH LIETOCTHOCTH TAHHBIX
Xo1-QpyHKIIMY HE MOTYT OBITh paciu@poBaHbl 0OpaTHO

Xa-()yHKITUN SBISIOTCS HEOOPAaTUMBIMHU

Kakoil u3 3TMX ajJropurmMoB mHdppoBaHus sABJIsAETCH HaubOoJiee

3¢ ¢eKTUBHBIM ISl 3A1UUTHI JAHHBIX B 00JIa4HBIX cepBUcax”?

1)
2)
3)
4)

29.

AES

RSA
Diftie-Hellman
ElGamal

Kakoii mpoTokoJ HCNOJIb3yeTcsA AJisl YCTAHOBJEHUS 3aIIUIIIEHHOT0

KAaHAJIa CBSAI3U MEKIY KJIMEHTOM U CepBepPOM B HHTepHeTe?

)
2)
3)
4)

SSL/TLS
HTTP
FTP
SMTP
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30. Kak Ha3pIBaeTcsi MeTOJ, NMPH KOTOPOM JBa YYaCTHHMKa OOMeHa
MOIyT OOMEHHUBATHCSl KJ4YaMH 0e3 TOro, 4ro0bl OHM ObLIM IepeXBaYeHbI
TpeTbeil CTOPOHOI?

1) Jduddu-Xemnman

2) RSA

3) Onw-I'amans

4)  RSA u lupdu-Xemnman

31. Yro takoe ceprudpurkar X.509?

1)  Twun nudpoBoil nognucu

2) CrangapTt 1151 3a1UTHI TTapoJIen

3)  ®opmar asig XpaHeHUs] 1 OOMeHa MyOJINYHBIMU KITI0YaMu
4)  Meroa reHepalyy CIy4aiHbIX YACET

32. UYro npeacrasJsieT c000il aTaka «4eJ0BeK MocepeInHe»?

1) ATaka, MpU KOTOPOW 3JIOYMBIIUJIEHHUK IE€PEXBATHIBAET U H3MEHSET
JAHHBIE MEKy IByMsI CTOPOHAMH

2) Artaka Ha cepBep, C LIENbIO IEPETPY3UTH €TI0

3) ATaka, IpU KOTOPOM NApoJib MOJB30BATENSA YKPAJE€H C MOMOILIBIO
nepexBara ceTu

4)  Araka Ha mM@dp ¢ UCIOJIL30BAHUEM PATYKHBIX TaOIUIL

33. Yro takoe "MHorogakropHas ayreHTupukanusa'?

1)  Meron, mpu KOTOPOM JIsl BXOJ]a B CUCTEMY HCIIONB3YETCS JBa U OoJiee
Pa3HbBIX c0co0a MPOBEPKU MOATUHHOCTH

2)  Hcnonb3oBaHuE €AMHOTO MAPOJIS 1711 BCEX MOJIb30BaTeNen

3) Hcnonbs30BaHKe 0THOPA30BBIX MTAPOJIEH

4) Meton, npu KOTOPOM MCHOJIB3YETCS TOJIBKO MapOJib

34. UYro Takoe Kpunrorpapuyeckasi 3allUTa HA OCHOBE JLJIMITHYECKHUX
KPHUBBIX?

1) Meton, WCHONB3YIOMMK JOJTHE BBIYUCICHUS IS  yBEIUYCHUS
0€30IacHOCTH

2)  Metoa, UCTIONB3YIOMINN MaTEMaTUHYECKUE OCOOCHHOCTH AJUTUIITUYECKUX
KPUBBIX JIJIs1 o0ecrieyeHus: 6€30MacHOCTH

3) Meton, NCIONB3YIOIIMK TOJIBKO OJJHOPA30BbIC KIHOYU

4)  Meroa, UCTIONB3YIOUIUHN XAUIUPOBAHUE

35. Kakoii n3 MeT00B 3aIUTHI JAHHBIX MPeANoJaraer ucmojab30BaHue
JIMYHBIX OHOMETPHYECKHUX XAPAKTEPUCTHK, TAKMX KAK OTHEYaTKU NAJbIeB WUJIH
pany:xHasi 000104Ka riaa3a?

1) buomMerpuyeckas ayTeHTHDUKAITISL

2) [TaponbpHast ayTeHTHPHUKAIUSA

3)  CekpeTrHbIi K04

4)  OTKpBITHINA KJIIOY
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36. Kakoii ajaroputM 3amuTbl HHPOPMAIMH MCHOJb3YyeTCH s
G poBbIX NOANKCEN B 3JIEKTPOHHOU mo4Te?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoil ajaropurmM HCHOJIb3yeTcs: B OOJBIIMHCTBE COBPEMEHHBIX
cucreM Uil MG poBaHus JAHHBIX B 0a3e JaHHbIX?

1)  AES
2) RSA

3)  MDS5

4)  SHA-256

38. Kakoili THMHD aTak yamie BCero HUCHOJb3yeTCd Uil MOHMCKA
YA3BUMOCTeH B KpunrorpagpuyecKkux npoToxkoaax?

1)  Araka «rpy0oii CHIIBD)

2) ATaka ¢ UCIOJIb30BaHUEM PAy>KHBIX TaOIHIL

3)  Araka Ha ocHOBe mUdpa

4) Artaka no cioBapro

39. Kakoii MeXaHM3M MCNOJIb3YeTCs JISl 3AIIUThHI JAHHBIX B 00J1aKe?
1)  CummerpuuHoe mudpoBaHue

2)  AcumMmerpuuHoOe mudpoBaHUE

3)  MmHorodakTopHas ayTeHTU(UKAIIHS

4) VPN

40. Kak Ha3bIBaeTcsi mpolecc, MNPU KOTOPOM Kpunrorpagpuyeckui
KJII0Y HCHOJIb3YeTCH VIS NPOBEPKH LEJO0CTHOCTH [JAHHBIX, a He JJIf HX
muppoBanus?

1)  XsmmpoBaHue

2)  DneKkTpoHHas MOJNKCH

3)  AyreHtudukauus

4)  Huddu-Xemnman

41. Kakoil ajaropurM HCHOJb3YeTCHd ISl CO3JAHUSA AYTEeHTHYHBIX
uudpoBbIX NoaNuce B 0J10KYeiiHe?

1) RSA
2)  ECDSA
3) SHA
4)  AES

42. Yro Takoe metop '"'nByxX(¢aKkTopHOii ayTeHTHGUKAIMA'" ?
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1) Hcnonb3oBanre ABYX pa3HBIX KPUNTOTpadUUECKUX aAJITOPUTMOB IS

mupoBaHUS
2)  Hcnonp3oBanme  KOMOWHAIUM  TMapoyiss W OWMOMETpUU  JUIA

MIOITBEPIKICHUS JIMIHOCTH
3)  Hcmonp3oBaHue mapoyii W OJHOPA30BOTO KOJa, OTIPABICHHOTO Ha

Tenedon
4)  Hcnonb3oBaHue JBYX UJIEHTU(DHUKATOPOB ISl KAXKI0TO MMOJIb30BATENS

43. Kak HaspiBaeTcsl KpUNTOrpaguyecKuid MPOTOKOJ, KOTOPBIH
o0ecneuynBaeT 0€30NMACHOCTH BeO-CAUTOB?

1)  HTTPS
2)  FTP

3) POP3
4)  IMAP

44. Kakoii ajaropuTM HCHOJb3YeTC B OJIOKYEH-TeXHOJIOTUAX sl
NPOBEPKHU TPAH3AKIMIA?

1)  SHA-256
2)  RSA
3)  DES
4)  MD5

45. Kakoi Tun muU@pPOBaHUA  MCHOJb3YyeTCs IS Mepeaadu
KOH(HMICHIHANbHBIX JaHHBIX B MPHJI0KEHUAX € HCIOJIb30BaHHEM NMyOJHYHOIO
KJI04a?

1) RSA
2)  AES
3) SHA
4)  DES

Kirou Kk Tecry:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1
10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2
19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3
28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1
37.1 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

Ixana OICHUBAHHUA PE3YyJabTaTOB TCCTUPOBAHUS

% BepHBIX pemieHni (OTBETOB) [lIxara oneHUBaHUS
85-100 OTJINYHO
70 - 84 XOpouIo
50- 69 YIOBIIETBOPUTEIHEHO
0-49 HEYJIOBJIETBOPUTEIHHO
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6.2.4. Ilpumepsl 32124 NpU pa3dope KOHKPETHBIX CUTyAlMI

Tema 1. OcHnosHvle nouamus u onpedenerus. Mcmoynuku, pucku u gopmol
amak Ha ungopmayuro. [lonumuxa u cmanoapmuol 6€30nacHOCmu

MK3.

1. Hanucate 0030p OCHOBHBIX NOHSTHH 3allWTBl WMH(OpPMANUHU, BKIHOYas
KOH()HJIEHIUATBHOCTh, LENOCTHOCTh W JocTynHocTh (CIA). IlpuBectn mnpumepsl,
WUTIOCTPUPYIOIINE KaXA0€ MOHSITHE.

2. PazpabotaTh mMoOJUTHUKY O€30MACHOCTH Ji BBIMBIIUICHHON OpraHu3alluu,
BKJIFOYAIONIYIO OMKMCAHUE UCTOYHUKOB YTPO3 U MEPHI IO UX MUHUMU3ALIIH.

3. OueHuTh pUCKU 11 MHOOPMAIMOHHOW CHCTEMbI, UCIOIb3YS METOAUKY
OLICHKU PUCKOB, ¥ MPEI0KUTH MEPHI JJIsl CHIXKEHHS 3TUX PUCKOB.

4. IlpoaHanu3upoBaTh peajbHBIM Clay4yall yTEUYKHM JaHHBIX B KOMIIAHUH,
OMKCHIBAS, KaK MPOU30IILIA aTaKa U KaKue ObLIU TOCIIECTBUA.

5. [loAroTOBUTH MPE3EHTAIMIO O MEXIAYHAPOJHBIX CTaHAApTax 0e30MacHOCTH
(manmpumep, ISO/IEC 27001), 00bsicHsIg UX 3HaYEHUE U IPUMEHEHHE B OPraHU3allUH.

6. Coznate TabauIly, B KOTOpOH OyAyT MepeurcieHbl pa3IndHbie POPMBI aTak
Ha MH(OPMAIIHIO, UX OMMCAHUE U CIIOCOOBI 3aIUTHI OT HUX.

Tema 2. Kpunmoepaguueckue modenu. Aneopummel  wughposarus.
Aneopummuol aymenmughukayuu noavzosameneu. Mooenu 6e30nacHocmu OCHOBHBIX
ONepayuoOHHbIX CUCHIEM.

MK3.

1. Onucarb OCHOBHbIE KpUNTOrpauuecKue MOJAENIU: CHUMMETPUYHBIE U
ACHMMETPHUYHBIC aJITOPUTMBI IIU(PPOBAHUS, UX TIPEUMYIIIECTBA U HEJIOCTATKH.

2. Ilpoectn ananmu3 anroputMmoB ImwmdpoBanus (Hanpumep, AES u RSA):
IPUHIUI pabOThl U 00JACTH MPUMEHEHHS.

3. Onucatp pa3iaudHble METOJIbI ayTeHTU(UKAIIUU OJIb30BaTeNel (Hanpumep,
apoju, TOKeHbI, OMOMETpHs) U UX 3HPEKTUBHOCTE.

4. Peanu3oBath mpuMep MCHOJIB30BaHUS aIrOpUTMa UG poBaHUs (Hampumep,
AES) Ha BBIOpaHHOM $I3BIKE MPOTPAMMHUPOBAHUSA, C OOBSICHEHHUEM HCIOIB3YEMbIX
OuOIMOTEK M UX (PYHKITUH.

5. [IlpoBectn wuccinenoBaHue Mojelie 0e30MacHOCTH B OJAHOM U3
oneparmoHHbIX cucteM (Hampumep, Windows unu Linux), onucheiBas, Kak OHH
peanu3yIoT 3aluTy HHPOpMaIIIH.

6. HccrnenoBaTh COBpEeMEHHBIE YrpO3bl ISl KPUNTOTpaUUecKHX METOOB
3aIUTHl THPOPMALIMK U MPEIOKUTH CIOCOOBI UX YCTPAHEHUS.

Tema 3. AOmunucmpuposanue cemeu. 3awuma uHgopmayuu 6 cemsx.
MHnoeoypoenesas 3auuma KopnopamueHsix cemel.

MK3.

1. OnucaTh OCHOBHBIC NPUHIMIBI ATMUHUCTPUPOBAHMS CETEH, BKIIIOYAS
3a/1a4d U OTBETCTBEHHOCTh CETEBOI'0 aIMUHUCTPATOPA.

2. IlpuBectn mpuMepbl METOJOB 3aIUTHI WH(OpPMAIMU B KOPIMOPATUBHBIX
CETSX, TAKMX KaK (DaepBOJIBI U CUCTEMBI OOHAPYKEHHUST BTOPIKCHHM.

3. Pa3paboTarh KOHLENIMIO MHOTOYPOBHEBOM 3aIlMTHI JJIsi KOPIOPATUBHOMN
CETH, BKJIFOUYasl BCE YPOBHHM 3alIUTHI ((PU3UUECKUH, CETEBOM, IPUKIIATHOMN).
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4. TIpoBecTy MpaKTUYECKOE UCCIIEIOBAHNE 110 HACTPOUKE haepBOJia U CUCTEMBI
oOHapyKeHHsI BTOP)KEHUW B TECTOBOM CETEBOM Cpejie, OMUCHIBAs MPOIIECC HACTPOUKH

U PE3yJIbTaTHhI.
5. Co3ngath

MpEe3eHTalMi0 O Haubolee

PaclpOCTPAHEHHBIX  yTIPO3ax

0€30TaCHOCTH B CETSX W MPEIJIOKEHHBIX MEPax M0 UX MPEIOTBPAIICHHIO.

6. PazpaboTrath pyKOBOJCTBO IO MPOBEACHUIO ayJuTa 0€30MacHOCTH CETEBOI
UH(PPACTPYKTYpPHI, BKIIFOYasi OCHOBHBIE TAIlbl 1 METO/IbI.

Tema 4. Tpebosanus Kk cucmemam 3awumvl UHGOpMAyuU U HANPABIEHUS

pazeumus cpeocms 0e30naAcCHOCmU  NPeOnpusmus.

IIpasosvie nocneocmeus

HeCaHKYUOHUPOBAHHO20 0OCMYNA K uHGopmayuu

ITK3.

1. OnucaTe OCHOBHBIE TpeOOBaHHWS K CHUCTEMaM 3allUThl HH(OpMaIuu,
BKJIIOYAst PYHKIIMOHAIbHBIEC U HEQYHKIIMOHATBHBIE aCTICKTHI.

2. HWccnenoBaTh HampaBl€HUS Pa3BUTHS CPEICTB O€30MACHOCTH, BKIIOYAs
HOBBIC TEXHOJIOTHH U MOAXObI K 3aIIUTEe MHPOPMAIIUH.

3. PaccMoTpeTh TpaBOBBIE AaCHEKTHl 3aIUTHl HHPOPMAIIUHU:

3aKOHBI H

HOPMATHUBHBIE aKThl, PETYJIHPYIOLIIUE O€301aCHOCTh JaHHBIX.

4. IIpoBecTH HCCIENOBAHNE O MOCIEACTBUAX HECAHKIIMOHUPOBAHHOI'O AOCTYIIA
K HH(OpManuu, IpUBOIS IPUMEPHI U3 PEaTbHON NPAKTUKH.

5. IloaroToBUTh OTYET O POJU PETYISATOPOB B OOECHEUYEHUM 3aIUTHI
uH(pOpMAaIMK: KaK OHU BIUSAIOT HAa MPAKTUKU U CTAaHAAPThI 0€30MaCHOCTH.

6. Omnucarb NPAKTUYECKUE PEKOMEHJAIMU MO0 BHEAPEHHUIO MOJUTUKHU
0e301acHOCTH Ha YPOBHE NMPEANPUSITHS, BKIIOYasi IPUMEPDHI YCHEIIHbIX peaTn3alui.

IxaJia oneHUBaHUA

[IIxanma onieHNBaHUS

Kputepnu oneHUBaHUS

«OTInyHO»

00yYJarOIIUICS SICHO U3JIOXKUJI YCIIOBUE 33/I1a9H, pElIeHHEe 000CHOBAI

«Xopouio» 00yJaromuicsl sICHO W3JIOXKHJI YCJIOBHE 3aJaud, HO B OOOCHOBAaHUH
pEeIIeHUs] UMEIOTCS COMHEHHUSI;

«Y 10BJIETBOPUTEIHLHOY» OOyJaromuicss W3JOXKHWI peIIeHHe 3aJa4d, HO OOOCHOBAJI €ro
bopMyIIHpOBKaMU O0BIICHHOTO MBIIIIJICHHS;

«HeynoBneTBOpUTEIBHO oOydaromuiicss He YSICHHJI YCJIOBHE 33/1auH, pellleHHue He 000CHOBAI

a0 He cian paboTy Ha MPOBEPKY (B CiIydae MPOBEICHUS PEIICHUS
3a/1a4 B MMCbMEHHOU (hopme).

6.2.5. Tembl 1J151 pedpepaToB

mHpopmaruio. [Tonutnka u
CTaHAAPTHI 0E30TTACHOCTH

Tewma (pazmen) Bomnpocsr
Tema 1. OcuoBubie mousitust 1 | [1K-3
onpenernenus. IcTouHnKy, 1. OcHOBHBIE TIOHATHS 3aIUTH HH)OPMAIMH: OTIPEICIICHUE, LN U
[PUCKU 1 q)OpMI)I aTaK Ha MPUHIINIIBL.

2. Bupl HICTOYHUKOB yTrpo3 0e30MacHOCTH HH(OPMAIMH: BHYTPEHHUE H
BHEIITHHE.

3. OcHoBHBIE GOPMBI aTak Ha HHOPMAIHIO: BUPYCHI, pumHr, DDoS-
aTaku v JpyTHe.

4. ITonutrka 6e30MacHOCTH: pa3padoTKa 1 BHeApeHue Y (HEeKTUBHON
HOJMTUKHU 0€30IIaCHOCTH B OPTaHH3aLIUH.
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5. O1eHKa pUCKOB B 00JIACTH 3aLIUTHI UH()OPMAIIH: METOBI U
HOXOIBI.

6. Cranmapthl 6€30MacHOCTH HH(POPMALUU: MEKIYHAPOIHBIE U
HalMoHabHBIC cTannapThl (Hanpumep, ISO/IEC 27001).

7. Ponb yenoBeueckoro akropa B 6e30macHOCTH HHPOPMALIUH: KaK
OIIMOKY MOJIb30BaTEIeH MOTYT IPUBECTH K YTEUKaM JaHHBIX.

8. IIpumeps! peanbHbIX aTak Ha HHPOPMAIMOHHBIE CUCTEMBbI U aHAJIN3
X IOCIENCTBUIL.

Tema 2. Kpunrorpapuueckue
MOJIEITH. ANTOPUTMBI
mupoBaHMS. AJTOPUTMBI

Ay TeHTU(UKATHN
moJib3oBareneii. Moaenu
0€3011aCHOCTH OCHOBHBIX
OTICPAlIMOHHBIX CUCTEM.

[1K-3

1. OcHoBHBIE KpUNTOrpadUUECKrue MOJICIH: CHMMETPUYHBIE U
ACUMMETPUYHBIE AITOPUTMBI I (PPOBAHUSI.

2. Anroputmsl mdpoBanus: AES, DES, RSA: nmpuniuner pabotsl 1
00JIaCTH IPUMEHEHHUS.

3. AITOpUTMBI ayTeHTU(DUKAIIUN TTOTH30BATEIICH: TTapOJIH, TOKEHBI,
OMOMETpHUS U UX UCIIOJIb30BAHHUE.

4. Monenu 0e30MMacHOCTH B ONIEPAITMOHHBIX CUCTEMaX: KaK OHU
peaTM3yIOT 3aIUTy WH(OPMAIIUY U YIIPABJICHUE JOCTYTIOM.

5. [Ipumenenue kpunTorpadguyecKux METOI0B B 3alIUTe UH(POpMALIUU:
MPUMEPHI U CIIEHAPUU.

6. CoBpeMeHHbIE YTPO3bI ISl KpUNITOTpadhuIeCKUX METOIOB 3aIUThI
MHPOPMALIMKU: aTaKU Ha IHQPHI U YA3BUMOCTH.

7. UnTerpamus kpunrorpa@uuecKux TEXHOJIOTHI B IPOrPaMMHOE
o0ecrieueHre U anmapaTHbIe PEeIICHUS.

8. bynymee kpunrorpadguu 1 Mojenei 6€30macHOCTH: HOBBIS
HAMPABJICHUS U TEXHOJIOTHHU.

Tema 3. AnMuHHCTpUpOBaHHE
cerell. 3ammra nHGOpPMAIIKH B
ceTsax. MHOTOypoOBHEBas 3aIIuTa
KOPIIOPaTUBHBIX CETEH.

I1K-3

1. OcHOBHBIE IPUHIIMIIBI AIMUHUCTPUPOBAHMS CETEH: 3a1a9u 1
OTBETCTBEHHOCTh CETEBOT0 aIMUHUCTPATOPA.

2. Metoap! 3anuThl MHGOPMAIK B KOPIIOPATHBHBIX CETAX: (paepBOJIHI,
CUCTEMbI OOHAPYKEHHsI BTOPKEHUH U JIpyTHe CPEACTBA.

3. MHoOroypoBHeBas 3aluTa CeTeBON HHPPACTPYKTYPhI: MOIXOIBI U
TEXHOJIOTHH.

4. Pone VPN u mmdpoBanus B 3amure nHGOpMALIUY TIPH Tiepeiade
JAHHBIX 110 CETSIM.

5. Ilpumepsl ycnemHoun peain3alii MHOIOYPOBHEBOM 3aILUTHI B
KPYMHBIX OpraHU3alusX.

6. YTpo3bl 0€30MACHOCTH B CETSAX: aHAJIU3 U CIIOCOOBI UX
MPeI0TBPALLECHUSI.

7. Ayaut 6€301acCHOCTH CETeBOM MH(PACTPYKTYPhI: METOBI U
MOJIXOJIBI.

8. IIpakTHueckue peKOMEHIAINH 110 YIyUIIEHHIO 0€3011acHOCTH
KOPHOPATUBHBIX CETEH.

Tema 4. TpeGoBanus K
CHCTEMaM 3aIlUThl HH()OPMAIHH
M HAITPaBJICHUS PA3BUTHSI
cpencTB 0€30MacHOCTH
npeanpustus. IIpaBoBbie
[OCIICICTBHS
HECaHKIIHOHUPOBAHHOTO
ImocTyna Kk nHGOpMAIUH

[1K-3

1. OcHoBHBIE TpeOOBaHMS K CCTEMaM 3alUThl HHGOPMAIUU:
(YHKIIMOHATIBHOCTD, HA/IEKHOCTh, yCTOMYUBOCTb.

2. HampaBneHus pa3BuTuUs CpeCTB 0€30M1aCHOCTH: HOBBIE TEXHOJIOTHH
Y TIOJIXOJIBI B 3aIIUTe HH(DOpPMAIIHH.

3. [IpaBoBbI€ acEeKTHI 3aUTUTHl HTHPOPMAIIUH: 3aKOHBI 1 HOPMaTHUBHbBIE
aKThI, PETYJIUPYIOIINE O€30MaCHOCTh TAHHBIX.

4. OTBETCTBEHHOCTh OpraHMU3allil 32 YTEUKY JTaHHBIX: IPABOBBIE
MOCJICACTBUA U MCPLL BOSIIGI;'ICTBI/ISI.

5. [IpumMephl HECAaHKLIIMOHUPOBAHHOTO JOCTYNa K HHPOPMAIIMH U UX
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IMPaBOBLIC TTOCIICACTBUA.

6. Ponb perynsaTopoB B 00ecTieYeHHH 3alIUThI HHPOPMAIIUU: KaK OHU
BJIMSIIOT HA MPAKTUKU U CTAHIAPTHI O€30MAaCHOCTH.

7. Pa3zpaboTka 1 BHEAPEHUE MOJTUTHKN OE30MTaCHOCTH Ha YPOBHE
HNPEAIPUATHS: IPUMEPBL U PEKOMEHIALIUH.

8. Bynymiee 3ammThl nHGOpPMAIMK: KaK TPABOBBIC U TEXHOJIOTUICCKHE
N3MCHCHMUS ITOBJIUAIOT HA CUCTEMBI 6630HaCHOCTI/I.

IHIxaJjia oneHUBaHUA

Illxanma oneHUBaHUs Kputepuu onieHuBaHus

«OTIMYHO» OOyuatonuiics TiyOOKO M CoJepXKaTeabHO pPACKPBIBAET TEMY
CaMOCTOSTENIbHOW paboThl, He nomycTuB omMOOK. OTBET HOCUT
pa3BEpHYTHIM U MCUEPIIBIBAIONINI XapaKTep.

«Xopomo» OOyvaromumiics B TIEJIOM PAaCKpBIBAET TEMY CaMOCTOSITEIHLHOM
paboThl, OAHAKO OTBET XOTS OBl HAa OAMH W3 HUX HE HOCHUT
Pa3BEpHYTOTO M UCUYEPIIBIBAIOLIETO XapaKTepa.

«Y IOBIIETBOPUTEIILHO» OOyuaronuiics B 1IeJIOM PACKPBIBAET TEMY CaMOCTOSTEIbHOM paboThI
U JIONYCKAaeT psii HETOYHOCTeH, (parMeHTapHO pacKpbIBaeT
COIEpKAHUE TEOPETUYECKUX BOIPOCOB WM HUX PACKPBIBAECT
COJIEPKATENbHO, HO JOIYCKask 3HAYMTEIbHBIE HETOUHOCTH.

«HeynosnerBopurensHo» | OOyyaromuiicss He BiajeeT BBIOPAaHHOW TEMOH CaMOCTOATENbHOM
paboThI

6.2.6. UnauBuayanbHbIe 32IaHUA 1JISI KYPCOBOil padoThl (IPOEKTA)
KP u KII nmo maucuumiunnae «3ammuTa uHGOpManmm» paboueit mporpamMmmon u
y4€OHBIM ITUIAHOM HE MIPETYCMOTPEHBI.

6.3. OIEHOYHBIE CPEACTBA ITPOMEXYTOUYHOI'O KOHTPOJIA
Bomnpocs! 17151 TOATOTOBKHU K MPOMEKYTOYHOM aTTECTAUM [0 HTOraM 0CBOCHUSA
AMCHUILUIAHBI 3amuTa nHpopManum:

IK3.

1. Komnrerotepnsie Bupychol. Ux pa3HOBHIHOCTH.

2. AHTHUBUpPYCHBIE cpencTBa. [[puMepbl aHTUBUPYCHBIX MPOrPaMM.

3. [TonsiTue nabDOpPMAITMOHHON OE30MACHOCTH.

4. [TonsiTne KoH(DUISHIIMATEHOCTH UHGOPMAIIHH.

5. [Tonsitue nmoctyma k  uHpOpmanmuu  (CAaHKIIMOHWUPOBAHHBIA |
HECAHKIIMOHUPOBAHHBINA TOCTYM).

6. [Tousarus uaentTudukanus, ayrTeHTUGUKAIKUSI 1 aBTOPU3ALIUS.

7. [Tonsatue yrpo3a 6€30MacHOCTH.

8. [ToHsTHE YSI3BUMOCThH CUCTEMBI (CETH).

9 [TonsaTHe aTaku Ha KOMIIBIOTEPHYIO CUCTEMY.

10. OxapaktepuzyiiTe  HoAXOAbl K  OOECHEYCHUIO  KOMITBIOTEPHOM
uHpopManum.

11. Tlepeuucnute OCHOBHBIE U BCIIOMOTATEIbHBIE CEPBHUCHI 0E30MACHOCTH,
naiTe uX KiaccuuKaiuio.
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12.  JlaiiTe XapaKTepUCTUKY T'PYIII TPEOOBAHUIM K CUCTEME 3aIUTHI.

13. «®parMeHTapHbIi»  MOAXO0A B oOecriedeHWHM  OE30MAaCHOCTH
KOMIIBIOTEPHOU CUCTEMBI.

14. «KomrmuiekcHbI» moaXo1 B o0ecriedeHNnH 0€301aCHOCTH KOMITBIOTEPHOM
CUCTEMBI.

15. B uem 3akiro4aeTcsi MOAUTUKA 0€30MACHOCTH KOMIIBIOTEPHOU CUCTEMBI?

16. Ha uyem ocHOBaHa «u30HUpaTeIbHAS» MOJUTUKA O€30MTACHOCTH?

17. Ha uem ocHOBaHa «IOJTHOMOYHAs» MOJIUTHKA O€30MaCHOCTH?

18.  Tlousarue kpunrorpaduu. OCHOBHBIE BUJIbI IIU(POB.

19. OOob6menHass cxema Kpunrtocucrembl. [lOHATHS CUMMETPUYHOU U
ACUMMETPUYHON KPUIITOCUCTEMBI.

20. Ilepeuucnure OCHOBHBIE QJIITOPUTMBbI KpUIITOrpaduuecKux
npeoOpa3oBaHUM.

21. Ilepeuucnure OCHOBHBIE METOJbl KPUOTOrpaUUYECKOM  3aluThl
uH(GOpMAINN B KOMITBIOTEPHBIX CUCTEMAaX U CETSX.

22. Kak xmaccupuiupyroTcs CpeiacTBa KpUNTOTpaduuecKkoi  3aiiuThl
uHbopMaru?

23.  OcHOBHBIE [IOCTOMHCTBA W HEIOCTATKH airoputMa MmHUPpOBaHUs
IaHHEBIX ¢ Tomomibio DES.

24. Ilepeuucnute  OCHOBHblE  KOMOMHALIMM,  HCIIOJNb3yeMbIE  IpPHU
mudpoBanun anroputmom DES.

25. Ilepeuuncnaute OCHOBHBIE peKUMBI paboThl anroputma DES.

26. Kak oOecrieunBaercs KPUIITOCTOMKOCTh aCUMMETPHUYHBIX
KpUNITOCHUCTEM?

27. KakoBo 0CHOBHOE Ha3HaueHHUE XelI-QyHKIUN?

28.  KakoBbl OCHOBHBIE IPUHIUIIBEI POPMUPOBAHUS XeII-(DYHKITTHN?

29.  OtrnuuuTenbHbIE OCOOCHHOCTH OTEYECTBEHHOTO CTaHJapTa  XeIl-
¢bynaknuu (COCT P 34.11-94) ot anroputmoB xemupoBanust MD5 u SHA.

30. Ilepeuncnute OCHOBHBIC ANTOPUTMBI AIEKTPOHHON MU(PPOBOH MOAMUCH
U YKQKUTE HA UX MPUHIUIUATIBHBIE OTIMYHUS.

31. Cospemennsie mpuwioxeHus kpunrorpadun. [Ipumepsr.

32. TunuyHbIC aTaKy HA ONEPALUOHHYIO CUCTEMY.

33. llonsATHE 3alMIIEHHON ONIEPAMOHHON CUCTEMBI.

34. AmnmapatHoe oOecrieueHre CpeICTB 3alUThI ONIEPAIIMOHHON CUCTEMBI.

35. IIpoGnemsl 6e3omacHocTH [P-ceTei.

36. Hawubonee pacnpocTpaHeHHbIE BapUaHThl AaTaKk Ha KOMIIbIOTEPHYIO
cucreMmy Ha ocHoBe nportokoia TCP/IP.

37. Cdopmynupyite CIUCOK (PYHKIMOHAIBHBIX 1€(PEKTOB C TOUKHU 3PEHUS
3aIIUThI B UCTIONIb3yeMon onepanronHoi cucteme (OC).

38. Kakme osnementel  O6e3omacHoctu  coaepxkur OC  Windows
2000/XP/Vista?

39. HazoBute snemenTsl 6e3omacnoctu OC UNIX?

40. OcHOBHBIE IPAKTHUYECKHUE BOMPOCHI 3aIUTHI HH(OPMALIUH.

41. IlporpaMMHbIE CpeACTBA 3aLIUThI U YHUUTOXKEHUS UH(OPMALUH.
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42.  OcCHOBHBIC TPHUHIUIBI TMOCTPOCHUS TOJCUCTEMBI HH(POPMAIIMOHHOMN
0€30IaCHOCTH.

43.  DTambl MOCTPOCHUS MOJCUCTEMBI HHPOPMAIIMOHHOM 0€30MMacHOCTH.

44,  OOmue TpUHITUIEI 0O0ecTieueHHs] HHPOPMAITMOHHON 0€30TacHOCTH.

45. CpenctBa obecrieueHus KOHPUIECHIMAIBHOCTH TaAHHBIX.

46. CpenctBa uaeHTUPUKALMT U ayTeHTU(DUKALMY MOJIb30BATEIEH.

47. IlpuBenutre OCHOBHBIE CXEMbl HUACHTU(PUKALMU W ayTEeHTU(UKAIUU
M0JIb30BATEIS.

48. JlocToMHCTBa  OMOMETPUYECKUX  CHOCOOOB  HJCHTU(PHUKAIUU U
ayTeHTU(UKAIMY IO CPAaBHEHUIO C TPAJAUIIMOHHBIMHU.

49. CpenctBa ayTeHTU(DUKAIIUN IEKTPOHHBIX TAHHBIX.

50. [IpuHUUMI MUHUMANIBHBIX IPUBUIIETHI B CUCTEME O€30MaCHOCTH.

51.  Yro Takoe MHOTOypOBHEBAasI MOJIEbh O€30MacHOCTH?

52.  OcHOBHBbIE 3TaMnbl aHATN3a YTPO3 UHHOPMAITMOHHON OE30MaCHOCTH.

53.  CpaBaute npotokoiibl SSL u TLS ¢ Touku 3peHust 6e301macHOCTH.

54. Yro Takoe «OpaHAMay?dp» U Kak OH pabotaer?

55. Ilpumeps! peanu3anuy MOJIUTUK O€30MMACHOCTH B KOPIIOPATUBHOM CpEIC.

56. IlpaBoBble = TOCHEACTBHA  HECAHKIMOHMPOBAHHOTO  CbE€Ma W
UCIIO0Ib30BaHusl KOHQUICHIIMAIBHON HH(MOpMALIUH.

57. Oco0OeHHOCTH NPUMEHEHHS] TEXHHUYECKHUX CpPEJICTB YHUUYTOKEHHUS
uH(pOpMaIy Ha MAarHUTHBIX U ONITHYECKUX HOCUTEIISX.

58. IlpuBenute  KiIacCUPUKAIIMIO  CUCTEM  3alUTHl  MPOTPAMMHOIO
oOecrieueHusl.

59. CpaBHHUTE OCHOBHBIE TEXHHYECKHE METOJAbl U CPEACTBA 3aIUTHI
IPOrpaMMHOT0 O0ecreYeHUsI.

60. HazoBuTe OTIWYMS CUCTEM 3alTUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTa
OT CUCTEM 3allUThl OT HECAHKIIMOHUPOBAHHOTO KOITUPOBAHHSI.

61. IlpuBenure onpeaeraeHue NOHATHI «IIPOTOKOIUPOBAHUE» U «ayIUTY.

62. HazoBuTe 3a1aun, peaanuzyemble MPOTOKOIUPOBAHUEM U AYIUTOM.

63. JlaiiTe XapakTEpUCTUKY 3a]]a4u aKTUBHOI'O ayIUTA.

64. Ilepeuncnure QyHKITMN 1 KOMIOHEHTHI ceTH VPN.

65. Kinaccupuuupyiite VPN 1o cnoco0y TeXHMUECKOW peanu3anuud |
APXUTEKTYPE TEXHUYECKOTO PEIICHHUS.

66. KakoBbl  cmocoObl  3amuThl  UHGOPMAIMKM TP MEKCETEBOM
B3aMMOJICUCTBUH?

67. Kakue kpunrtorpaguyeckre MTPOTOKOJBI HCIOIB3YIOTCS MJIs 3al[UThI
TEXHOJIOTUU «KIIUEHT-CepBEp»?

68. 3akoHoparenbHbIE aKThl PO, perynupyoiiue 3aiury nHdopMaiumu.

69. MexnayHapoaHble  CTaHAapThl B oOiactd  WHGPOPMAIMOHHOMN
6e3onacHoctu (ISO/IEC 27001).

70. OTBETCTBEHHOCTh 3a HApyUIEHWE TMOJIUTHKA  HH(POPMAIIMOHHOMN
0€30IaCHOCTH.

71.  MexaHuU3MBbI pe3€pBHOT0 KOMUPOBAHUS K BOCCTAHOBJICHUSI TAHHBIX.

72.  Opra"uzaiys KOHTPOJIS JOCTYyIIa B JIOKAJTbHOM CETH.

73. WudopmanmonHas 6€30MacHOCTb NpH YIaIEHHON padoTe.
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74.  IlpuHuumbl 6€30MacHOTO yaalieHus] HHGOPMAIIMKA B OPTaHU3AIUSX.
75. OcobGeHHOCTH 3aIHUThl HH()OPMAIIUU B MOOMIIBHBIX YCTPOUCTBAX.

6.4. Meroanueckue MaTepuaJbl, onpeae/silone Npoueaypbl OleHMBAHUA
3HAHMii, YMEeHN, HABBIKOB U (MJIM) ONBITA JeSITeJbHOCTH, XapaKTepH3yKIIHX
Tanbl GOpMUPOBAHMS KOMIIETEHIUH

OCHOBHOM 1LENBIO MNPOBEACHUS IPOMEKYTOUHOW AaTTECTALHUH  SBISECTCS
ONpeJeNeHNe CTENEHU JOCTHKEHUS Meled Mo ydyeOHOM JUCUUIUIMHE WU €€
paznenaM. OcCyHIECTBIIIETCS 3TO IPOBEPKOM M OLIEHKOH YPOBHS TEOPETUYECKOM
3HaHWM, TMOJYYEHHBIX OOYy4YalOIIMMHCS, YMEHHUS NPUMEHSATh HUX B PEIICHUU
OPaKTUYECKUX 3a/lay, CTEIEHM OBJIAJCHUS OOyYarolIMMUCA IPAaKTHYECKUMU
HaBbIKaMH M YMEHUSIMU B 00beMe TpeOOBaHU pabouell mporpaMMBl 10 AUCLHUIUIMHE,

a TaK)Ke UX YMEHHE CaMOCTOSTEIILHO paboTaTh C YU4COHOM JTUTEPATYPOH.
Opranuzanusi MPOBEJICHHUS MPOMEXKYTOUHON aTTeCTalldd perjaMeHTHpPOBaHA
«ITonoxxennem 00 opraHu3aniu O0OPA30BATEIBLHOIO TMpoliecca B  (eaeparbHOM

rOCyJapCTBEHHOM aBTOHOMHOM 0Opa30BaTEeIbHOM  YUPEIKICHUHU

MOJIUTEXHUYCCKUM YHUBCPCUTCT»

«MOCKOBCKHI

6.4.1. Iloka3zare/iu OLlCHUBAHMSI KOMIICTCHIUI HA PAa3JIM4YHBIX ITANaxX MX
(opMupoBaHUs, JAOCTHKEHHE O0YYANIMMUCH IJIAHHPYEMbIX Pe3yJbTATOB
00yUYeHHs 10 JMCIHHILIHHE

Kon u HaumenoBanue komnereHunu IK-3. Cnioco6en pa3padarbiBaTh apxutekTypbl MC

Kputepuu onennBanus
Jrtan
(ypoBens) HeyHOBHeT:OPHTeHbH YAOBJIETBOPUTEIbHO XOpOLIO OTJINYHO
3HATH OO0yuaronuiics OO0y4atontuiicst Oobyuatormmiics OO0yyatontuiics
JEMOHCTPHUPYET IIOJIHOE | IEMOHCTPUPYET JIeMOHCTPUPYET JEMOHCTPHUPYET
OTCYTCTBHE WIIH HETIOTHOE COOTBETCTBUE | YaCTUYHOE THI0JTHOE COOTBETCTBHE
HEJOCTaTOYHOE CIIEIYIOIMX 3HAHUMH! COOTBETCTBHUE CIIEIYIOIMX 3HAHUMH:
COOTBETCTBUE nH(popMaLMOHHbIE CIIEAYIONIMX 3HaHU: | MH(OPMAIOHHBIC
CIIEAYIOIINX 3HAHMM: cHCTeMbl 0e30MacHOCTH; | MH(OPMAIMOHHbIE CHCTEMBI
nH(OpPMaLMOHHbIE MEXyHapOHbIE CHUCTEMBI 6e30MmacHOCTH;
CUCTEMbI 0€30IIaCHOCTH; | CTaHIapThI 0e30I1acHoCTH; ME>K/IyHapOIHbIE
MEXXIyHapOIHbIE MH(pOPMaLIMOHHOTO MEXIyHapOIHbIC CTaHAAPTHI
CTaHAAPTHI o0OMeHa; CTaHAAPTHI nH(pOpPMaLMOHHOTO
HHOOPMALIMOHHOTO OCHOBHBIC ITOJIOKCHUS HH(OPMALIMOHHOTO oOMeHa;
obMeHa; TEOPUH obMeHa; OCHOBHBIC ITOJIOKCHUS
OCHOBHBIE ITOJIOKESHUS UH(OPMALMOHHON OCHOBHEIE TEOPUH
TEOpUHN 0e30MacHOCTH; TIOJIOKEHHS TEOPHUU MHPOPMATMOHHON
nH)OPMAITMOHHOM aKTyaJbHbIC HCTOYHUKA | WH(POPMAIMOHHOM 0e30macHOCTH;
0€30MacHOCTH; uHpopmanuu B chepe 0€30MacHOCTH; aKTyaJbHbIC
AKTyaJIbHbIE UCTOYHUKHU npodeccroHanbHOI aKTyaJIbHbIE HACTOYHUKH
nHdopmanuu B chepe JIeSITETIbHOCTH; HCTOYHUKH nHpopmanuu B chepe
npodeccHoHaNBEHON MOHSTHS nH(OpMaINH B npodeccroHaNbHOMN
JIeSITEIEHOCTH; KOH(UACHIIMAITEHON chepe JIeSITEeIIbHOCTH;
TOHSTHS nHpopmanuy, npodeccCHOHaNBEHON MOHATHS
KOH(UACHIIMATEHOI NEPCOHANIbHBIX IAHHBIX | JEATEIBHOCTH; KOH(HICHINATTBHON
nHbOpMALUH, Y TOCYIapCTBEHHOM TIOHSTHS UH(OPMALIUH,
NIEPCOHANIBHBIX JAHHBIX U | TalHHEI KOHOHMICHIIMABLHONW | MEPCOHANBHBIX JaHHBIX
rOCyAapCTBEHHOW TallHBI | METOJbI U CPENCTBA nHpOpMaIHH, U TOCYIapCTBEHHOMN
METOJIbI ¥ CPE/ICTBA obecreueHns HIePCOHAIBHBIX TalHbBI
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oOecrieueHus HH(POPMALMOHHOM JTaHHBIX U METOJIBI U CPELICTBA
nH(OPMaLMOHHON 0e301macHOCTH OOBEKTOB | TOCYapCTBEHHOM obecrieueHus
6e301acHOCTH 00BEKTOB | MPOQEeCCHOHATBHON TaliHbI nH}opMannoHHOH
npodeccroHaNbHON JIeSITEIIbHOCTH. METOJIBI M CPEACTBA 6e3omacHocTH
JIeSITEIIEHOCTH. obecrieueHus 00BEKTOB
WHPOPMAITMOHHON npogecCHOHATBHOM
0€30ITaCHOCTH JIEATEITLHOCTH.
00BEKTOB
po¢heCCHOHATFHOMN
JeATeIbHOCTH.

yMeTh Oo0yuaronuiicst He ymeeT | OOyuaromuiics OO6yuaronuics OOGyuaromuiics
WIIU B HEJOCTATOYHOMN JIEMOHCTPUPYET JEMOHCTPUPYET JIEMOHCTPUPYET
CTETICHNU YMEeT HEIMOJIHOE COOTBETCTBHE | YaCTUYHOE TIOJTHOE COOTBETCTBHE
BBITTOJIHATH! CIIE/TYFOIINX YMEHUH: COOTBETCTBUE CIIETYFOINX YMEHHIH:
MIPUMEHSTh MIPUMEHSTh CIIEAYIOIINX YMEHUH: | IPUMEHSTH
MEXXIyHapOIHbIE ME>K/TyHapOIHbIE TIPUMEHSTh ME>KTyHapOIHbIE
CTaHAAPTHI CTaHAAPTHI MEXXIyHapOIHbIC CTaHAAPTHI
nH(POPMAMOHHOTO nH(pOpPMaLMOHHOTO CTaHAAPTHI nH(pOpPMaLMOHHOTO
oOMeHa; OCHOBHBIE | OOMEHa; OCHOBHBIE | HH(OPMAIIMOHHOTO 0oOMeHa; OCHOBHBIC
TIOJI0XKEHHSA TEOPUH | MOTOXKEHHS Teopun | 0OMEHa; OCHOBHBIE TIOJIOXKEHHS TEOPHH
WH(POPMATMOHHOM MHPOPMATNOHHON MTOJIOKEHUS TEOPHUU MHPOPMATMOHHON
0€30IacHOCTH. 0e30macHOCTH. nH()OPMAITMOHHOM 06e30macHOCTH.
paspabaTbIBaTh pa3pabarbiBaTh 0e301acHOCTH. pa3pabarbiBaTh
nH(OpPMaIMOHHbIE nH(popMaMOHHbIE pa3pabaTbIBaTh nH(pOopMaLMOHHbIE
cUCTeMbI O€3011acHOCTH cucTeMbl 0e30macHOCTH | MH(OPMALMOHHbIE CHCTEMBI
NPUMEHATh TPUHIUIBI U | TIPUMEHSTh MPUHIUIBI U | CUCTEMBI 6e3omacHoCcTH
METOJIBI CHUCTEMHOTO | METOMbI CHCTEMHOT0 | O€301acHOCTH MPUMEHSTH TPUHIUITEI
aHaJM3a. aHaJM3a. TIPUMEHSTh Y METO/IbI CHCTEMHOT'O
aHAJM3UPOBATh U | aHAJIU3UPOBATH W | MPUHIOXIBI ¥ METOIBI | aHAIN3a.

BBIOMpaTh  METOABl W | BHIOMpaTh METOIBl U | CHCTEMHOTO aHaNW3a. | aHaIW3UPOBATH U
cpencTBa  oOecmeueHWs | CPeACTBa  OOECIeUeHUs | aHAIM3HPOBATh U BBEIOMPATh METOJBI U
WH(POPMATNOHHOM MHPOPMATMOHHON BEIOMPATh METONBI U | CPEACTBa OOeCTIeUeHHS
0€30MacHOCTH. 06e30TmacHOCTH. cpencTBa MH(OPMAITMOHHON
NPUMEHATL METOABI U MNPpUMEHATL METOAbBI H o6ecnequHﬂ 0€30IacHOCTH.
cpeactBa  obecrieueHMsi | cpeacTBa  obecnedeHus: | HHPOPMaIMOHHON MPUMEHSTh METOIbI U
UHGOPMAIUOHHOM HH(POPMATMOHHOM 0€30MacHOCTH. cpenctBa obecreyeHus
0e30MmacHOCTH OOBEKTOB | 0E30MaCHOCTH OOBEKTOB | MPUMEHSTH METOJBI U | MH(MOPMAIIMOHHON
npodeccHoHaNbHON npodeccrnoHaIbHON cpeacTBa 6e3omacHocTH
JIeSITEIIEHOCTH. JIeSITEIIbHOCTH. obecrieueHus 00BEKTOB

MHPOPMaMOHHON npodeccrnoHaNIbHOM

6e30macHOCTH JIeSITEIEHOCTH.

00BEKTOB

poheCCHOHATBFHOMN

JeATETbHOCTH.

BJIA/IETh OO6yuaromuiicst He OOyuaromuiicst Bnageer | OOywarommmcs OO6yuatontuiics
BJIaJCeT WIH B B HEMOJIHOM 00beMe U JIOIYCKaFOTCS CBOOO/IHO IPUMEHSIET
He}IOCTaTO'—IHOﬁ CTCIICHHU IIPOABIACT HE3HAUUTCIIbHBIC TMOJYUYCHHBIC HABBIKU, B
BJIaJICeT: HaBBIKAMH HEJI0CTaTOYHOCTh omnoKy, MOJIHOM 00BbeMe
MIPUMEHEHHUS BJIJICHUSI HAaBBIKAMU HETOYHOCTH, BJIaJIeeT HaBbIKaMU
MEXTyHapOIHBIX MIPUMEHEHHS 3aTpyTHEHUS, MIPUMEHEHHS
CTaHAApTOB MEKTyHapOIHBIX YaCTUYHO BIIaJeeT MEKTyHapOIHBIX
UH(POPMAMOHHOTO CTaHAapTOB HaBBIKaMH CTaHAapTOB
00MeHa; OCHOBHBIX nH(pOpPMaLMOHHOTO MIPUMEHCHHUS nH(pOPMaLMOHHOTO
MIOJI0KEHUH TEOpHH 00MeHa; OCHOBHBIX MEKIYHAPOIHBIX 00MeHa; OCHOBHBIX
WH(POPMATMOHHOM MIOJIO)KEHUN TEOPUU CTaHAapTOB MI0JIO)KEHUN TEOPUH
0€30MacHOCTH. MH(OPMAITMOHHON “H()OPMAITMOHHOTO MH(OPMAITMOHHON
METOJIaMH HACTPOUKHU 6e30macHOCTH. 00MeHa; OCHOBHBIX 6e3omacHoCTH.
MH(POPMALIMOHHBIX METOJlaMU HaCTPOUKHU IOJIOKEHUH TEOPUU METOJlaMU HaCTPOMKHU
cucreM 0€3011acHOCTH. MH(pOPMaLMOHHBIX nH(OPMaLMOHHON MH(pOpPMaLMOHHBIX
HaBBIKaMH pa3paboOTKH crcreM 0e30I1acHOCTH. 0e301acHOCTH. cucteM 0e30I1acHOCTH.
HH(POPMAMOHHBIX HaBBIKAMU pa3paboTKH METO/IaMH HACTPOWKHM | HaBBIKAMH pa3pabOTKH
cucreM 0€3011acHOCTH MH(OpMaLMOHHBIX MH(OPMAMOHHBIX MH(OpMaLMOHHBIX

35




MPAKTUYCCKUMU
HaBBIKAMU ITOMCKA U
aHalu3a ¥ CHHTE3a
nHpopManuu
METOJaMH M CPEIICTBA
obecnieyeHus
WHPOPMATMOHHOM
0e30IaCHOCTH.

cucreM 0e30MMacHOCTH
MPAKTHYECKUMH
HaBBIKAMU IIOUCKA U
aHanM3a ¥ CUHTE3a
nHpopmanuu
METOJIaMU U CPEJICTBA
obecrieueHus
MHPOPMAIMOHHON
0€30IacHOCTH.

CHCTEM
0e30I1acHOCTH.
HaBBbIKAMU
paspaboTku
HHPOPMAIIMOHHBIX
CHCTEM
Oe3omacHOCTH
MPaKTHYECKUMH
HaBBIKAMU [TOMCKA U

aHaJIN3a ¥ CHHTEe3a
nHopManuu
METO/IaMH U
cpeacTBa
obecrieueHus
nHPOPMaMOHHON
6e30ImacHoCTH.

crucreM 0e30MMacHOCTH
MPAKTHYECKUMH
HaBBIKAMU IIOUCKA U
aHanM3a ¥ CHHTE3a
nHdopmanuu
METOJIaMHU M CPE/ICTBA
obecrieueHus
WHPOPMATMOHHON
0€30IacHOCTH.

6.4.2. MeToauKa OLIECHUBAHUSA Pe3YJbTATOB MPOMEKYTOYHOM aTTeCTAIUU

[lokazaTenssMu  OLICHMBaHUS KOMHGTCHHI/Iﬁ Ha
arrecragumM I10 JUCHHIIIIMHC

O6y‘{€HI/IH 10 ANCHUIIIINHC.

«3amura uHOOPMALIUK

OTaIIc

MIPOMEKYTOUYHOU
ABJISIFOTCSL  PE3YJIbTATHI

OueHOYHBIH JUCT Pe3yJabTATOB 00Y4eHHs MO JUCHUIJINHE

YpoBeHb
K c(hOpMUPOBAHHOCTH
o 3HaHus YMeHnus Hagbiku KOMIIETCHLUU Ha
KOMIETEHIUN
JTAHHOM 3Tare /
OLICHKA

[IK-3. Criocoben Ha YpPOBHE 3HAHUI: Ha ypOBHE Ha YPOBHE HaBBIKOB!
pa3pabaThIBaTh 3HaTh HaBBIKOB: HaBBIKaMH
apxutekTypsl IC UH(OPMALMOHHEIE YMETb IPAMEHSTh NpUMEHEHHUS

CHCTEMBI MEXIyHapOIHbIe MEXIYHapOIHBIX

0e30acHOCTH; CTaHIAPTHI CTaHIapTOB

MeKTyHapOJHbIC WHPOPMALIMOHHOTO | WH(POPMAIIMOHHOTO

CTaHAAPTHI obOMeHa; oOMeHa; OCHOBHBIX

HH(POPMALOHHOTO YMETb OCHOBHBIE MIOJIO)KEHUN TEOPUU

oOMeHa; MIOJIOKEHHS TCOPUH | HHHOPMAITHOHHON

3HATh OCHOBHBIC uHGOPMAIMOHHOW | 6E30MacHOCTH.

TMOJIOKEHHS TCOPUH 6e30MacHOCTH. METOAaMH HaCTPOUKH

HH()OPMAIIMOHHOM pa3pabaTbIBaTh UH(OPMALHOHHBIX

0e30MacHOCTH; UHOOPMALIMOHHBIE | CHCTEM 0E30MaCHOCTH.

3HATh aKTyaJbHBIC CHCTEMBI HaBBIKaMH pa3pabOTKH

HUCTOYHUKH Oe3omacHOCTH UH(OPMALMOHHBIX

nHpOpMAaLIIN B TIPUMEHSTh cucteM 0e30IacHOCTH

chepe NPUHLHIIB! 1 NPaKTUYECKUMHU

npohecCHOHAIBHON METOABI HaBBIKAMH ITOUCKA

JIeATENbHOCTH; CHCTEMHOTO aHaM3a U CHHTE3a

3HATb NTOHATHUSA aHanu3a. nHpopmanuu

KoH(UACHIIMAILHON AHAIIM3UPOBATh U METOLAaMU U CPEACTBA

nHpopManuy, BBIOMpaTh METOABI | obecrieueHus

MePCOHATBHBIX U Cpe/CTBa UHOOPMALHOHHON

JaHHBIX U obecreueHus 6e3omacHocTH.

roCyIapCTBEHHOI UH(OPMALIMOHHON

TaiHBI 0e30MacHOCTH.

METOJIBI U CPE/ICTBA NPUMEHSATh METOMBI

obecrnieueHHs U Cpe/icTBa

HH(POPMAITMOHHON obecrieueHus

0e30macHOCTH HHGOPMALHOHHOM

00BEKTOB Oe3omnacHoCTH
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poeCCHOHATTBHOMN 00BEKTOB
JIeATEINBbHOCTH. npohecCHOHATBHOM
JIESITENIbHOCTH.

Omnenka o JUCHHILTHHE (CpeaHee apuMeTHIecKoe)

OrneHka «3a4TeHO» BBICTABJISIETCS, €CIIU CpeliHee apupMEeTHIECKOe HaXOAUTCs
B uHTepBajie oT 2,4 no 5,0. OneHka «HE 3a4TE€HO» BBICTABISICTCS, €CIIM CPEIaHEE
apudmeTndeckoe HaxoauTcs B uaTepBaie ot 0 1o 2,4.

[IpomesxyTouHast aTTecTarusi o0yJaromuxcs B (popme 3adera IpOBOJUTCS IO
pe3yibTaTaM BBIMIOJHEHUST BCEX BHUAOB Y4YeOHOW pabOThI, MPETYyCMOTPEHHBIX
Y4€OHBIM IIJIAHOM MO AUCIUIUIMHE «3aluTa HHHOPMaLUW», TPU ’TOM YUYUTHIBAIOTCS
pe3ynbTaThl TEKYLIEro KOHTPOJI YCIEBAEMOCTM B TedeHue cemectpa. OleHka
CTEMEHU JOCTUXKEHUSI OO0yUYaroNUMUCS TUIAHUPYEMBIX Pe3yJIbTaTOB OOy4EeHHUs IO
JTUCLUUIUIMHE TPOBOJUTCS TMPENoJaBaTesieM, BEAYIIMM 3aHSTHS 10 JIUCIUIUIMHE
METOJIOM DJKCIIEpTHOM oOueHKku. Ilo uroram mnpoMexyTO4HOM arrecTauuy I10
JTUCIUIUIMHE BBICTABIISIETCS OLIEHKA «3aUYTEHO», WU «HE 3aUTCHO.

HIkaJnaa
OLICHNBAHUSA

Onucanue

BoinonHeHs! Bce BUbl y4eOHON paOOThl, IPETyCMOTPEHHbIE YUEOHBIM IJIAHOM.
CTyneHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHUH, HABBIKOB IIPUBEICHHBIM B
TabMuax IoKas3aTeeil, omepupyer NpHUOOPETECHHBIMU 3HAHUSMHU, YMEHUSIMH,
3auTeHO HaBBIKaMU, IPUMEHSET UX B CUTyalUsX NOBBILIEHHON CI0XKHOCTH. [Ipn 3TOM MOTYT
OBITH JIOMYIICHBl HE3HAYUTEIbHBIE OINMOKH, HETOYHOCTH, 3aTPyIHEHHS IIpH
QHAINTUYECKUX  ONepalusX, IepeHoce 3HAHMMW M YMEHHH Ha  HOBBIE,
HECTaHJapPTHBIC CUTYyaLUH.

He BeimmosnneH omuH wim Oosee BHIOB y4eOHOW pabOTHI, MPEeayCMOTPEHHBIX
yueOHbIM mIaHoOM. CTyJeHT JOEMOHCTPUPYET HENOJIHOE COOTBETCTBHE 3HAHMHU,
YMEHHMM, HaBBIKOB MO A3TamnaM (ypoBHAM) CQOPMHUPOBAHHOCTH KOMIIETEHLUH,

He 3auteno . N
JAOITYCKAIOTCs 3HAYUTCIIBHBIC OI_I_II/I6KI/I, MMPOSABJIACTCA OTCYTCTBHUC 3HAHWU, YMCHUH,
HAaBBIKOB I10 psAOYy HOKaSaTeﬂeﬁ, CTYACHT UCHBITHIBACT 3HAYUTCIIBHBIC 3aTPYyAHCHUA
IIpH ONICPUPOBAHMUYN 3HAHUAMU U YMCHUAMMU IIPU UX IICPCHOCC HAa HOBLIC CUTYyaAllUU.
7. JJIeKTpPOHHAasi MH(POPMAIIMOHHO-00pa3oBaTeIbHas cpea

Kaxxaplii 00ydaromuiicss B TeUeHHE BCETO Iepruoaa o0ydeHuss 00ecrieYnBaeTCs
WHIVNBUYyaIbHBIM HEOTPAHUYCHHBIM JIOCTYIIOM K S3JIEKTPOHHOW HH(POPMAIIMOHHO-
oOpazoBarensHOll cpenme YeOokcapckoro wuHcTUTyTa (prmmana) MOCKOBCKOTO
MOJINTEXHUYECKOTO YHUBEPCUTETA U3 JIOOOW TOYKH, B KOTOPOW MMEETCS JOCTYI K

UH(OPMAIIMOHHO-TEJICKOMMYHUKAMOHHON cetn  «MHTepHeT» (nmamee — ceThb
«HTEepHETY»), KaK Ha TEPPUTOPHUH (PHUIIHATIa, TAK U BHE €€.
OnexTpoHHas HMH(OpPMALMOHHO-00pa30oBaTellbHAsA Cpela — COBOKYIHOCTb

WH()OPMAITMOHHBIX M TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, COOTBETCTBYIOIIUX
TEXHOJIOTUYECKHX  CPEJCTB, OOCCIEYMBAIOMIUX  OCBOCHHE  OOYYaIOIIUMHCS
o0pa3oBaTebHbIX MMPOTPaMM B IOJTHOM 00BbEME HE3aBHCUMO OT MECTa HaxXOXKJICHUS
o0yJarommxcs.
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DnekTpoHHas HH()OPMAIIMOHHO-00pa30oBaTelibHAsA cpela 00eCIIeUnBaeT:

a) TOCTYI K y4eOHBIM TUIaHaM, paboYuM MporpaMMaM JTUCHHUIIINH (MOYJIeH),
MPAKTUK, AJICKTPOHHBIM YUYE€OHBIM H3JaHUSIM U DJIEKTPOHHBIM 00pa30BaTEIHHBIM
pecypcaM, yKa3aHHBIM B pabOurX MporpaMMmax JUCIUTUINH (MOYJIeH ), MPaKTHK;

0) dbopMupoBaHUE AIIEKTPOHHOTO MOPTHOIHO OOYUAIONMIETOCS, B TOM YHUCIE
COXpaHEHHE €ro padoT U OLIEHOK 3a 3TU PadOTHI;

B) UKCaIUIO Xo0/1a 00pa3oBaTEIHLHOIO npoiiecca, pE3yIbTAaTOB
IIPOMEKYTOYHOH aTTECTAIlMK U PE3YITaTOB OCBOCHHUS MPOTPaMMEBI OaKaaBpHara;

I') IPOBEJEHUE YYEOHBIX 3aHATHI, MPOLEIYp OLIEHKU PEe3yIbTaTOB 00y4YeHUS,
peanm3anus KOTOPBIX TPEIyCMOTPEHa C TPUMEHEHUEM OJJIEKTPOHHOTO OO0y4YeHWUS,
JTUCTAaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTU;

1) B3aUMOJICHCTBUE MEXKIY Y4aCTHUKaMH 00pa3oBaTEIbHOTO MPOIECcca, B TOM
YUCJI€ CUHXPOHHOE W (WJIM) ACMHXPOHHOE B3aMMOJIEHCTBUSI TOCPEJICTBOM CETH

"Untepuer".

OYHKITMOHUPOBAHUE DJIEKTPOHHOW MH(GOPMAIIMOHHO-00pa30BaTEIBHON CPEeIbl
o0ecnieunBaeTcs COOTBETCTBYIOLIIUMU CpeacTBaMHU nH()OPMAITMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTWH W  KBanuukamuedn  paOOTHHKOB, €€

UCTIOB3YIOMINX U MOACPKUBAIOIIHX.

OYHKIMOHUPOBAHUE JIEKTPOHHOU MH(POPMALIMOHHO-00pa30BaTEIbHON Cpeibl
COOTBETCTBYET 3aKOHOAATENbCTBY Poccuiickor denepannu.

OcHoBubiMU cocTaBstomumu DMOC unuana sBISIOTCS:

a) calT uWHCTUTYTa B ceTd VHTepHET, pacmoIOKEHHBIM M0 ajapecy
www.polytech21.ru, https://chebpolytech.ru/ koTopsiii 06ecrieunBaert:

- gJoctyn oOydamommxcs K Yy4eOHbIM IUIaHaMm, padodyuM mporpaMmmam
JTUCIUIUIMH, TMPAKTUK, K M3JaHUSM DJICKTPOHHBIX OHOIMOTEUHBIX CHCTEM,
AJIEKTPOHHBIM HMH(POPMALIMOHHBIM W 00pa3oBaTeIbHBIM pecypcaM, yKa3aHHBIX B
pabounx mporpammax (pasmensl caiita «CBemeHus 00 oOpazoBarenbHOMN
OpraHU3alun»);

- nH(popMupoBaHUEe 00yUaAIOIMUXCS 000 BCEX M3MEHEHUSIX YU4eOHOTOo IMmporiecca
(HOBOCTHAs JIEHTA CaiiTa, IEHTa aHOHCOB);

- B3aUMOJCWCTBHE MEXIy Y4YaCTHHKaMU 00pa30oBaTENBHOTO Ipoliecca
(mompaszaensl caiita «3aaaTh BONPOC TUPEKTOPY»);

0) oduuuambHbIE BJIEKTPOHHBIE aJpeca MOAPA3IEIECHUN U COTPYIHUKOB
UHCTUTYTa ¢ SHaekc-momeHoM (@polytech2l.ru (cnMCOK KOHTaKTHBIX JIaHHBIX
nojpasneneHuil @unnana pa3MelleH Ha odunuaibHoM caiite Punmana B paszelne
«KOHTaKkTb», CIHHUCKH KOHTAKTHBIX  O(DHIMATBHBIX  AJIEKTPOHHBIX  JIAaHHBIX
npernojaBareneil  pasMeinleHsl B noapaznenax «Kadeape») obecneunBaror
B3aMMOJICHCTBHE MEXK]Ty YYaCTHUKAMH 00pa30BaTEIbHOTO MPOIIECCa;

B) JIMYHBIN KaOMHET oOyuaromierocs (mopTdosino) (BXOA B JIMYHBIN KaOMHET
pa3MenieH Ha odunuanbHoM caiite @unnana B pazgene «CTyAeHTy» MHOApasnese
«OnexTpoHHass WHOOPMAIMOHHO-00pa3oBaTeNbHas Cpela») BKIIOYaeT B celd
nopTdoano  CTyNEHTa, OJJIEKTPOHHBbIE BEAOMOCTH, PEUTHUHT  CTYJIEHTOB U
00ecIeunBaeT:

- ¢uKkcaruio xo/1a 00pa3zoBaTEIHLHOTO MPOIecca, Pe3yIbTaTOB MTPOMEKYTOUHOMN
aTTeCTallMu U Pe3yIbTaTOB OCBOCHUS 00PAa30BATEIbHBIX MPOTPaMM 00yUaOLTUMHUCH,
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- ¢opMupoBaHUE SJIEKTPOHHOTO MOPT(OINO 00YyUYaIOIIETocs, B TOM YHCIE C
coxXpaHeHHe paboT 00yUaroIIerocs, peleH3uid U OIEHOK Ha 3TH paboThI,

I) DOJCKTPOHHBIC OMOJMOTEKH, BKIIOYAIONIME JJICKTPOHHBIE KaTajorH,
MIOJTHOTEKCTOBBIE JJOKYMEHTHI U 00€CIICUMBAIOIINE TOCTYH K y4eOHO-METOINYECKUM
MaTepHaliaM, BBITTYCKHBIM KBATH(DUKAITMOHHBIM padOTaM | T.J.:

YebOokcapckoro uacruryta (punnana) - «K MPBUC»

1) 2JEKTPOHHO-0MOMoTeunsle cuctembl (ObC), BKIIOUAIONIUE AIEKTPOHHBIN
KaTaJior ¥ MOJIHOTEKCTOBBIC IOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenbHas wiatdopma FOpaiit - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

e) miatdopma 1udpoBoro oOpazoBaHUs [TonuTexa
https://Ims.mospolytech.ru/

K) cuctema « AnTuriaruar -https://www.antiplagiat.ru/

3) cucrtema dJeKTpoHHOro aokymeHtoobopora DIRECTUM Standard —
o0ecreunBaeT JOKyMEHTOO00pOT Mex 1y Duiinanom u Y HUBEPCUTETOM;

n) cucrema «1C Ynpasnenue BY3oM DnekrponHbiii nekaHat» (MOCKOBCKHi
MOJINTEXHUYECKUY YHUBEPCUTET) oOecrieunBaeT (UKCAIUIO0 X0/1a 00pa30BaTEIIbHOTO
mporiecca, pe3ysbTaTOB IMPOMEKYTOYHOM aTTECTallUd W PE3yIbTaTOB OCBOCHHUS
00pa3oBaTeNbHBIX MPOTPaMM 00YJaOIITUMUCS;

k) cucrema «POLYTECH systems» o0ecneuuBaeT uHGOPMAIMOHHOE,
JOKYMEHTAJIIBHOEC  aBTOMATH3WPOBAHHOE  COMPOBOXKJICHHWE  0O0pa3oBaTEIBHOTO
npoIiecca;

) cucrema «AOUTYpHUEHT» o0ecreynBaer JIOKyMEHTAJIbHOE
ABTOMATU3UPOBAHHOE COMPOBOXKICHHUE PAOOThHI MPUEMHON KOMHUCCHUHU.

8. IlepeyeHb OCHOBHOWI M [ONOJHUTEJbLHOW Y4YeOHOW JUTEpaTyphl,
Heo0X0AMMOIi 11l OCBOEHUS JUCITUTJIMHBI

OcHOBHas JIUTEpaTypa:

1. BaykoB, A. A. 3amura mHGOpManuu : y4eOHUK sl By30B / A. A.
BnaykoB. — 3-e u3z., nepepad. u gon. — Mocksa : U3gatensctBo FOpaiit, 2025. —
161 c. — (Boiciee oOpazoBanue). — ISBN 978-5-534-07248-8. — Tekcr

anekTpoHHbI //  OOpazoBarenbHas 1atdopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/561313.

2. TymOunckas, M. B. 3ammra unpopmauuu Ha OpeANpPUITHH : yuyeOHOE
nocobue ana By3oB / M. B. Tym6unckas, M. B. [lerpoBckuii. — 2-e u3a., cTep. —
Canxkrt-IletepOypr : Jlanp, 2025. — 184 c. — ISBN 978-5-507-52967-4. — TekcrT :
ANEeKTPOHHBIN //  JlaHb : 3nexkTpoHHO-OMOMMoTeuHas cuctema. —  URL:
https://e.lanbook.com/book/463043. —  Pexum  pmoctyma: i aBTOpH3.
II0JIb30BAaTEIIEH.

3. IIpoxopoBa, O. B. HWnadopmanuoHHas O€30IMaCHOCThP M 3aluTa

uHdopmaruu : yueOHuk s By30B / O. B. [IpoxopoBa. — 6-¢ u3zn., crep. — CaHKT-
[lerepOypr : Jlamp, 2025. — 124 c¢. — ISBN 978-5-507-52899-8. — Tekcr :
ANEeKTpPOHHBIN //  Jlamb : 3nexTpoHHO-OMOMMoTeunas cuctema. —  URL:

39



https://e.lanbook.com/book/462293. —  Pexum  pmoctyma: i aBTOPH3.
IIOJIb30BATEIIEH.

4. Basunmun, . A. WadopManvoHHbIE TEXHOJOTUU B YIPABJICHUH
Ka4yeCcTBOM M 3amuTa uHpopManuu : yueOHoe nocodue ais By3oB / S. A. BaBunun,
B. I'. Conpnaros, U. I'. MankeBuu. — Cankt-IletepOypr : Jlanb, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — Tekct: »>neKTpoHHBIA // JlaHb : 3JIEKTPOHHO-
oubmmoreunast cucrema. — URL: https://e.lanbook.com/book/447242. — Pexum
J0CTyTa: JIJIsl aBTOPH3. MOJIh30BaTENCH.

JlonojaHuTeIbHAS JUTEpATYPA.

1. 3enkoB, A. B. Nudopmarnmonnas 0e30MacHOCTh W 3allUTa
uHpopManmu : yueOHUK 1 By30B / A. B. 3eHkoB. — 2-e uzj., nepepad. u gom. —
Mocksa : UznarensctBo FOpaiit, 2025. — 107 c. — (Bricmiee oOpa3oBanue). —

ISBN 978-5-534-16388-9. — Tekcr : anekTpoHHbIi // OOpa3oBaTenbHas miaTdopma
IOpaiit [caiit]. — URL: https://urait.ru/bcode/567915.

2. Jloch, A. b. Kpunrorpadudeckue MeToapl 3aluThl UHPOpPMAIIUN IS
U3YYaIoNUX KOMIIBIOTEPHYIO 0€301acHOCTh : yueOHuK /utst By30B / A. b. Jlock, A. HO.
Hecrtepenko, M. U. PoxkoB. — 2-e u3a., ucnp. — Mocksa : U3narensctBo IOpaiiT,
2025. — 424 c. — (Briciee o6pazoBanue). — [ISBN 978-5-534-12474-3. — Tekcr :
anekTpoHHbIt //  OOpazoBarenbHas mnatdopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/560426.

Ilepuonuka:
1. U3Bectuss Tynbckoro rocyJapCTBEHHOTO YHHMBEpCUTETa. TexHUYecKHe
HAYyKU: Hayunsbrii PEUEH3UPYEMBI KYPHAL.

https://tidings.tsu.tula.ru/tidings/index.php?id=technical&lang=ru&year=1.

- TekcT : aneKTpOHHBIM.

2. Hayuneii nepuomnueckuid kypHan «BectHuk HOxHO-Ypanbckoro
rocynapcTBeHHoro yHuBepcutera. Cepust «BpluucnurenbHass MareMaTHKa H
uHpopmaTtuka» : Hayunwni penensupyembiii Kypaai. https://vestnik.susu.ru/cmi -
TeKcT : 3JIIEKTPOHHBIM.

3. Hayuneii nepuomnueckuii kypHan «BectHuk HOxHO-Ypanbsckoro
rocygapctBeHHoro  yHuBepcurera. Cepust  «KoMmmbloTepHbIE  TEXHOJIOTHH,
yIIpaBJICHUE, PaINOIEKTPOHUKA) Hayunsrii pEeLIEH3UPYEMBII
xypHaJ. https://vestnik.susu.ru/ctcr - TeKcT : 37€KTPOHHBIN.

9. IIpodeccuonanbubie 0a3bl JaHHBIX W HH(OPMANMOHHO-CIIPABOYHBIE
CHCTEMbI

[IpodeccuonanpHas 6a3a
JTAHHBIX 1 UH(POPMAITMOHHO- Nudopmanus o mpaBe cOOCTBEHHOCTH (PEKBU3UTHI IOTOBOPA)
CIPAaBOYHBIEC CHCTEMbI

TemaTnueckast 37eKTpoHHas OMOIMOTEKa U Oa3a Jyist

VYHuBepcurerckas .

NPUKIIAJHBIX UCCIEIOBAHUN B 00JIACTH YKOHOMHUKH,
nHpOpPMalMOHHAs crcTeMa
POCCHS yIpaBJI€HUs, COLIMOJIOTUH, TUHIBUCTUKH, pritocopui,

buon0ruM, MEXIyHapOAHBIX OTHOILICHUH, IpaBa. CBOOOIHBIN
JOCTYII

https://uisrussia.msu.ru/
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Hay4Has JIEKTPOHHAS
oubimmoreka Elibrary
http://elibrary.ru/

Hayunas snexrponnas 6ubnuorexka eLIBRARY.RU - ato
KpyIMHEHITHI pOCCUUCKII MHPOPMAITMOHHO-aHATUTHIECKUT
HopTaj B 00JacT HAYKH, TEXHOJIOTUH, MEIULIUHBI U
o0OpazoBaHmus, cofepkammuii pedepaTsl U MOTHBIC TEKCTHI OoJIee
26 MJTH Hay4HBIX CTaTeH W MyOJUKaIMii, B TOM YHCIIe
3JIEKTPOHHBIC Bepcuu O6oiiee 5600 pocCUiCKUX HAyIHO-
TEXHUYECKUX KYpPHAJIOB, U3 KOTOpbIX Oosiee 4800 xypHAIOB B
OTKPBITOM JIOCTYyIE€ CBOOOHBIN JOCTYM

caut MHcTHTYTa HAYYHOR
uHpOpMaIUU 1O
oOmecTBeHHBIM Haykam PAH.
http://www.inion.ru

bubnmnorpaduueckue 6a3wr qanasix MTHUOH PAH 1o
COLMAJIbHBIM M TYMAaHUTAPHBIM HayKam BelyTcs ¢ Hadana 1980-
x roj10B. OO0t 00bEM MaCCHBOB COCTABISET OoJiee 3 MITH.
500 toic. 3anmuceit (manubie Ha 1 ssHBaps 2012 r.). Exxeroansrit
npupocT — okoiio 100 TeIc. 3anuceil.

B 6a3b1 1aHHBIX BKIIOYAIOTCS aHHOTUPOBAHHBIE OMMCAHUS KHUT
U cTaTel u3 KypHAJIOB U cOOpHUKOB Ha 140 s3bIKax,
noctynuBIux B @yHaamentanpHyro oundmuorexky MTHUOH
PAH.

Ornucanust cTatei U KHUT B 0a3axX JaHHBIX CHa0XeHBI mudpom
XpaHEHUS U CChUIKAMU Ha MOJIHBIE TEKCTHl ICTOYHUKOB M3
HayuHol 371eKTpOHHON OMOINOTEKH.

®denepanbHbIA OpTAT
«Poccuiickoe

oOpa3oBaHue» [DIEKTPOHHBIN
pecypc] — http://www.edu.ru

®enepanbhblil mopran «Poccuiickoe oopazoBanue» —
YHHUKaJIbHBIA HHTEPHET-pecypc B cepe 00pa3oBaHUs U HAYKU.
EsxenqHeBHO MyOIMKyeT caMble aKTyaJIbHbIE HOBOCTH, aHOHCHI
coObITHiA, THGOPMAITMOHHBIE MaTEPHAJIbI JIJIsl IIUPOKOT0 Kpyra
yurareliei. ExxeHenenbHo Ha nopTajie pa3MerarTcs
SKCKJIFO3UBHBIE MaTEPHUAJIbl, HHTEPBBIO C BEYILIUMHU
crieguaJimCraMu — rnegaroramMu, NCUxoJjoraMmu, y4CHbIMU,
pEenopTaXKu U aHATUTHYECKUE CTAaThU.

YuraTenu moyiydaroT J0CTyl K HOpPMaTHBHO-TIPaBOBO Oa3e
chepnl 00pa3oBaHUs, OHH MOTYT MOJIB30BATHCS CAMBIMH
PA3JIMIHBIMU MMOJIC3HBIMHU CCPBHUCAMU — TAKUMHU, KaK OHJIaMH-
TECTUPOBAHUE, ONPOCHI 10 AKTYAJIbHBIM TEMaM H T.1.

WNudopmannonnsie
TEXHOJIOTHH — IIEPUOIUYECKOE
Hay4YHO-TEXHUYECKOE U3aHHE
B 00s1acT MH(POPMAITMOHHBIX
TEXHOJIOT U,
ABTOMATHU3HPOBAHHBIX CUCTEM
Y UCTIOJIb30BaHUS
MH(OPMATHUKH B Pa3IMYHbIX
TIPUIIOKEHUSIX

novtex.ru

N3narenscTBO BBITYCKAET TEOPETHUECKUE U IPUKIIAIHbIE
HAYYHO-TEXHUYECKHE KypHaJIbI, 00eCIIeUnBaIONINe HAyYHOMH,
IPOM3BOJICTBEHHOM, 0030pHO-aHAIUTHUECKON 1
oOpa3oBaTenbHON HHPOPMALIUEH PYKOBOAAIINX pAaOOTHUKOB U
CHELMATUCTOB MTPOMBILIUICHHBIX MPEAIPUATHHA, HAyYHbBIX
aKaJeMUYECKHX M OTPACIEBBIX OpPraHU3alui, a TAaKXKe yU4eOHBIX
3aBeJICHUH B 00JIaCTH IPUOPUTETHBIX HANPABICHUH pa3BUTHS
HayKH U TEXHOJIOTHH.

Acconuanust ”H)XEHEPHOTO
obpa3oBanus Poccun
http://www.ac-raee.ru/

CoBepIieHCTBOBaHNE 00pa30BaHMs U HH)KEHEPHOU
JeSITEIbHOCTH BO BCEX UX MPOSBICHUAX, OTHOCSIIUXCS K
y4eO0HOMY, HAYYHOMY M TEXHOJIOTHYECKOMY HAIIPABJICHUSM,
BKJII0Yasl IPOLIECCHI ITPENOIaBaHusl, KOHCYIbTUPOBAHUS,
UCCIICIOBaHMS, Pa3pab0TKN MHKEHEPHBIX PEUICHUH, OKa3aHUs
HIMPOKOT'0 CIIEKTpa 00pa30BaTENIbHBIX YCIYT, 00ecredeHns
CBsI3el C 00IIECTBEHHOCTHIO, MPOU3BOICTBOM, HAYKOH 1
MHTErpaliy B MEX/IyHapOAHOE HayuyHO-00pa30BaTeIbHOE
MPOCTPAHCTBO. CBOOOHBIN TOCTYI
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10. IIporpammuoe

o0ecreuenue

(IMIeH3MOHHOe

1 | CB0OOOIHO

pacnpocTpaHsieMoe), HCIO0Jb3yeMoe MNMPH OCYIIeCTBJIEHHH 00pa3oBaTeIbHOIO

nmpouecca

Aynutopust

[IporpammHoOe obGecrieueHne

WNudopmanus o mpase
COOCTBEHHOCTH (PEKBU3UTHI
JI0TOBOPa, HOMEp JINIICH3UH U
T.1.)

Ne 2196 YyeOHnas ayaAuTOpHs IS
[IPOBE/ICHUS YUEOHBIX 3aHATUN BCEX
BUJIOB, IIPETYCMOTPEHHBIX
[MPOrpaMMOU CPEeIHETO
poheCCHOHATBLHOTO
oOpasoBanus/OakanaBpuara/
CTELUANNUTETa/ MATUCTPATYPHI,
OCHAIIIEHHAsI 000py0BaHUEM U
TEXHUYECKUMU CPEJICTBAMU O0yUEHUS,
COCTaB KOTOPBIX ONpPEAEIAeTCS B
pabounx mporpaMMax JTUCIUTUTHH
(Momymeit)

Kabuner cucrem ynpasnenus OO0
«HITO «Kackan-I'PYII»

'Windows 7 OLPNLAcdmc

moroBop NeJ103 ot 30.05.2012) ¢
norcornamesusmu ot 29.04.14 u
01.09.16

(6eccpouHast JIMIIEH3US)

Kaspersky Endpoint Security mis
om3Heca — Paciupennsiii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

CyOnuIeH3nOHHBINA JOTOBOP
Ne977 1049.EI1/25 ot 10.12.2025

'Yandex Opaysep CB00OIHOE pacTpoCcTpaHsieMoe
[IporpaMMHOE 0OecrieyeHue
(OeccpoyHast TUIICH3HS)

MTC JIunk Jlorosop Ne2/2026 (091 168.EI1/26) ot

27.03.2026

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery Academic
(Microsoft Open License

HOMep JHieH3un-42661846 ot
30.08.2007) ¢ momncoriameHusiMi OT
29.04.14 1 01.09.16 (6eccpounas
TTULICH3HSA)

Ne 20606 Yuebnas aynuropus 1is
MIPOBEICHUS YICOHBIX 3aHIATHI BCEX
BUJIOB, IPETYCMOTPEHHBIX
[MPOrPaMMOM CPEAHETO

PO eCCHOHAIBHOTO
oOpa3oBanusi/OakanaBpuara/
CHeIHaluTeTa/ MarUCTPaTyphl,
OCHaIIeHHast 000pyOBaHHEM U
TEXHUYECKUMU CPEJICTBAMU O0yUYeHUs,
COCTaB KOTOPBIX ONPEAEIsACTCS B
pabourx mporpaMmax JTUCIUTIINH
(Momyeit)

JlaGopaTtopus «IIporpaMMupoBaHus 1
0a3 TAHHBIX»

Ha60|28.TO|2PI$I HH!I!O[!Ma!!I/IOHHHX

TEXHOJIOTUNA

Kaspersky Endpoint Security s
OusHeca — Pacimpennsiii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

CyOInIeH3NOHHBIH J0TOBOP
Ne977_1049.EI1/25 ot 10.12.2025

'Windows 7 OLPNLAcdmc Windows
Server 2012

moroBop NeJ103 ot 30.05.2012) ¢
norcornamenusaMu ot 29.04.14 u
01.09.16

(6eccpouHast JINTIEH3HS )

MS Windows 10 Pro

moroBop Ne 392 469.223.3K/19 ot
17.12.19 (beccpovHas TUICH3MA)

Microsoft Office Standard
2019(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMED JHLEeH3UN-42661846 ot
30.08.2007) ¢ momcornameHus MU OT
29.04.14 1 01.09.16 (6eccpounas
JIUTICH3M )

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

Intelli) IDEA.

CBOOO/IHO pacrpocTpaHsieMoe
MPOrpaMMHOE 00ecIeUeHUE
(6eccpouHnast TUIICH3HS)

KOMIITAC-3D v20 u v21

CyGnunen3nonHslii gorosop Ne Hi-22-
00044 ot 21.03.2022
(OeccpoyHast TUIICH3HS)

MathCADv.15

Cyomuir.gorosop Ne39331/MOC2286 ot
6.05.2013)
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HOMep JHIeH3un-42661846 ot
30.08.2007) (6eccpouHas JIUICH3HSI)

SimInTech OTedecTBEeHHOE MPOTPaMMHOE
obecrieueHne

AdobeReader CBOOOTHO pacIpoCTpaHsIeMOe
porpaMMHOe oOecrieueHre
(6eccpouHast JIMIIEH3HS)

AdobeFlashPlayer CBOOOTHO pacIpoCTpaHsIeMOe

porpaMMHOE oOecTieueHre
(6eccpouHast JINIIEH3HS)

Microsoft Visual Studio 2019

CBOOOJIHO pacrpocTpaHsieMoe
IporpaMMHOe oOecTieueHre
(6eccpouHast JINIICH3HS )

Python 3.7

CBOOO/IHO pacrpocTpaHsieMoe
MPOTrpaMMHOE 00eCIeUeHUE
(6eccpoyHast JINIICH3HS )

PascalABC

CBOOO/IHO pacrpocTpaHsieMoe
MPOrpaMMHOE 00ecIeUeHUE
(beccpounast TUIICH3HS)

AIMP

OTEYECTBEHHOE CBOOOIHO
pacIipocTpaHsieMoe IIporpaMMHOe
obecrieueHre (OeccpOTHAST JIAICH3U )

Ne 1126 [Tomenienue ais
CaMOCTOSITEJIBHON PabOThI
00y4Jaromuxcst

Kaspersky Endpoint Security ms
6msneca — Pacmpennsrii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

CyOnuIeH3nOHHBIH JOTOBOP
Ne977 1049.EI1/25 ot 10.12.2025

Windows 7 OLPNLAcdmc

norosop NeJ103 ot 30.05.2012) ¢
norcornamenusiMu ot 29.04.14 u
01.09.16

(beccpoyHast TUIICH3HS)

AdobeReader

CBOOOJHO pacrpocTpaHsieMoe
MporpaMMHOe oOecTieueHre
(beccpounas TUIICH3HS)

I"apanT- cripaBoYHO-IIpaBOBast
cucreMa

JHorosop NeC-002-2025 ot 09.01.2025

Yandex Opaysep

CBOOOJIHO PacrpoCTpaHsieMoe
porpaMMHOE 0OecriedeHue
(beccpodHas TUIICH3HS)

Microsoft Office Standard
2007(Microsoft DreamSpark
Premium Electronic Software
Delivery Academic (Microsoft Open
License

HOMeEp JHMLEH3UN-42661846 ot
30.08.2007) ¢ morcornanmeHusiMi OT
29.04.14 1 01.09.16 (6eccpounas

JIUTICH3MS)

MTC Jlunk Jorosop Ne2/2026 (091 168.EI1/26)
ot 27.03.2026
AIMP OTEYECTBEHHOE CBOOOIHO

pacmpocTpaHseMoe MPOrpaMMHOE
obecnieuerne (OeccpoyHas JTUIIEH3MUA)

11. MaTepnanLHO-TexnnquKoe o0ecrneueHue ANCIHUITIINHBI

| Tun 1 HoMep MOMEIISHUS |

[TepeyeHb OCHOBHOTO 00OPY/IOBAHHMSI H
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TCXHUYCCKUX CPCACTB 06yqumI

VueOuas ayJIUTOPUS ISl IPOBEICHHUS yqe6HHx O6opynoBaHKe: KOMILICKT MEOEIH I yu4eOHOTo
3aHSATHI BCEX BHOB, IPEAYCMOTPEHHBIX Npolecca; 10cka yuebHast; CTeH bl

Texunueckue CpEeACTBa O6yquI/I${Z MyHBTHMeHHﬁHOG

nporpaMmmou CpCaHero HpO(I)eCCI/IOHaJII:HOFO 0GopynoBanue (IPOEKTOP, IKPaH)

oOpasoBanwus/OakanaBpuaTa/ crieruaauTeTa/
MarucTpaTyphbl, OCHaIlleHHAs] 000PYIOBaHUEM U
TEXHUYECKUMU CPEJCTBAMU O0yUYEHUs, COCTaB
KOTOPBIX OMPEAEISETCs B pabounX MporpamMmax
JUCITUTIIINH (MOJTYJICH )

Kab6uner cucrem ynpasienus OO0 «HIIO
«Kackan-I'PYII»

Ne 2196 (r. Yebokcapsl, yia. K.Mapkca, 60)

O6opynoBaHue: KOMITICKT MEOEIH U1 y4eOHOTO

Y4ebHast ayIUTOpHsL JULsL IPOBECHHS YICOHBIX npouecca; 10cka yueOHas; aBTOMAaTU3UPOBAHHbIE
3aHATHUI BCEX BUJIOB, npeaAyCMOTPCHHBIX paboune MecTa, aBTOMaTU3UPOBAHHOE Pabodee MECTo
MpOrpaMMoOi cpeiHero nmpodhecCuoHaATBLHOTO IperiojjaBaTells, IPOSKTOP U SKpaH; MapKepHast J10CKa;
0Gpa3oBaHus/GaKanaBpuaTa/ CrieLUaInTeTa/ Texnuueckue cpencTsa 00y4eHUs: KOMIBIOTEpHAs
TEXHHUKa
MaruCcTpaTyphbl, OCHalleHHas 000py10BaHHEM H (mpoueccop Core 13, onepaTuBHast MaMsITh 00BEMOM HE
TEXHUYECKUMU CPEJICTBAMHU O0yUYEHUSs, COCTaB weniee 8 ['6); cepBep B abOpaTopu (8-sepHbIii
KOTOPBIX OMPEACIIAETCS B pab0oUnX MpOorpaMmax npoueccop ¢ yacTotoil He MeHee 3 I'Tw, oneparuBHas
JUCIUILIAH (MO TyJIei) namsITe 00beMOM He MeHee 16 I'0, xecTkue TUcKu
Jlaboparopust HHHOPMAIIMOHHBIX TEXHOJIOTHH obmM 061’611“’1“ ne menee 1 T6;
Ne 2066 (. YeGokcapsr, yir. K.Mapkca, 60) MyJIETUMEIUITHOE 000pyTOBaHNE (TEIEBU30D)

O6opynoBanue: KOMIIEKT MeOesH sl yueOHOTro

ITomerienne IS CaMOCTOSITENBHONH — paboThI | MPOHECCa,

Texuuyeckue cpecTBa _0OyYeHHsS: KOMIBbIOTEpPHAs
00y4Jarmuxcst

TEXHHKA C BO3MOJKHOCTBIO TMOJKIIOUEHHS K CETH
Ne 1126 (r. Yebokcapsl, yi. K.Mapkcea, 60) «HTepHET» U 06ECTIEUEHHEM JOCTYTIA B JEKTPOHHYIO

nH(OPMaMOHHO-00pa30BaTebHYI0 cpeny Pumana

12. Meroauueckne YyKazaHusi sl 00y4awIerocsi IO OCBOEHHUIO
AUCUMILTHHBI

Memoouueckue ykazanus 011 3aHAMUIL 1eKYUOHHO20 MUNA

B Xxome JeKUMOHHBIX 3aHATUH O0O0ydYaromiemycss HEOOXOJUMO BECTU
KOHCIIEKTUPOBAaHUE Yy4yeOHOro Marepuana, oOpamiaTh BHHMAaHUE Ha KaTEropHH,
(GOopMyIMPOBKH, PACKPHIBAIOILIUE COACPKAHUE TEX WM MHBIX SBJICHUN U MPOIECCOB,
HAy4YHBIE BBIBOJIBI U IPAKTUYECKUE PEKOMEHAALINH.

HeoOxomumo 3amaBaTh MpemnojaBaTeNi0 YTOUYHSIOIIUME BOMPOCHI C IIEIBIO
YVSCHEHUST TEOPETHUYECKUX  IOJIOKEHUM, pa3pelieHus] CIOPHBIX  CUTyalui.
[lenecoobpa3zno  gopabarbiBaTh CBOM  KOHCIEKT JIEKIIMU, Jenas B HEM
COOTBETCTBYIOIIME 3allMCM W3 OCHOBHOM U JIONOJHUTEIBHOW JIMTEpaTypHl,
PEKOMEHJIOBAaHHOM TMpernojiaBaresieM M NpPelyCMOTPEHHOM y4eOHOM mporpaMmmoi
JUCIUTUTUHBI.

Memoouueckue ykazanus 0,14 3aHAMUIL 1A00PAMOPHO20 MUna.

BoimonHennio  1abopaTOpHBIX  paOOT MPEAlIeCTBYET IMPOBEpKa 3HAHUM
CTyA€HTOB — HUX TEOPETUYECKOW TOTOBHOCTH K BBHINOJHEHUIO 3anaHus. [IpoBepka
3HaHUU MPOBOAMUTCA B (opMe, KOTOPYIO ONpENeNseT MpernojaBaTeslb TUCIUIUINHBI
(TecTupoBaHue, OIpoc).

[Tpu npoBeneHny 1abOPaTOPHBIX 3aHATHI BBIICIAIOT CIACAYIOUINE Pa3IeIbl:
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— obmue nmojoxxeHus (epevyeHsb J1a00PaTOPHBIX HIIA MPAKTUYECKHUX

—  3aHATUH);

— 000mue TpeOoBaHMs K BBITIOIHEHUIO padoT;

— HHCTPYKLHA MO KaXJ10i padoTe;

— CIpaBOYHBbIC MaTEpHUabl U T. 1.

JlaGopatopHble 3aHATHS MO3BOJISIIOT Pa3BUBATh y 00YyYaIOIIErOCs TBOPUYECKOE
TEOPETUYECKOE MBIIUICHUE, YMEHUE CaMOCTOSITEIbHO H3ydaTh JUTEpaTypy,
aHaJM3UPOBATh MPAKTUKY; y4aT 4eTKO (POPMYJIUPOBATH MBICIIb, BECTU JUCKYCCHIO, TO
€CTh HMMEIOT HCKIIOYHMTEIPHO Ba)XHOE 3HAYEHUE B PA3BUTHU CaAMOCTOSATEIBHOTO
MBIIICHHUS.

['oToBsch K JOKIaAy WM BBICTYIUICHHIO B paMKaX WHTEPAKTUBHOW (OPMBI,
IpY HEOOXOUMOCTH, CIEAYET 0OpaTUTHCA 32 MOMOIIBIO K MPENoAaBaTENIO.

Memoouueckue ykazanus K camocmoamenibHoil padome.

CamocrositenbHas paboTa oOydYaromierocs SBJSETCSI OCHOBHBIM CPEJICTBOM
OBJIaJICHUS Y4€OHBIM MaTEpUaIOM BO BpeMs, CBOOOHOE OT 00sA3aTeNbHBIX YUeOHBIX
3aasaTuil. CamocrtositenpbHas paboTa o0Oydwaromerocs HajJ YCBOSGHHEM Y4eOHOTO
MaTeprajlia 10 Yy4eOHOW MAWCIMIUIMHE MOJXKET BBITIONHATHCS B OMOIHMOTEKE
YHUBEPCUTETA, YUEOHBIX KaOMHETaX, KOMIIbIOTEPHBIX KJIaccaX, a TAKXKE B JIOMAIIHUX
ycnoBusix. ConepkaHue M KOJHUYECTBO CAMOCTOSITENIbHOM paboThl 00ydYaromerocs
omnpenensercss yueOHONH mporpaMMoN JUCHUILIMHBI, METOJAUYECKUMHU MaTepuaiamu,
MPaKTUUYECKUMH 3aJJaHUSIMU U YKa3aHUSIMU TTPENoaBaTersl.

Camocmoamenvnasn padoma ¢ ayoumopHoe 8pems MOHcem GKII0UAMmb:

1) xoHCnekTHupoBaHUE (COCTaBIECHUE TE3UCOB) JICKIIHIA;

2) BBINIOJIHEHHE KOHTPOJIbHBIX padoT;

3) pelieHue 3a1a4;

4) paboTy CcO CIIpaBOYHON U METOUYECKON JTUTEPATYPOH;

5) paboTy ¢ HOpMATUBHBIMH MPABOBBIMU aKTAMH;

6) BBICTYIUICHHUS C JOKJIaJaMH, COOOIEHUSIMHA Ha CEMUHAPCKUX 3aHITHUSX;

7) 3amuTy BBIMOJHEHHBIX PaboOT;

8) ydacTue B ONEpPaTUBHOM (TEKYIIEM) OMNPOCE IO OTACIbHBIM TeMaM
V3y4aeMOU JTUCIUILUIAHBI,

9) yudactue B coOeceqoBaHUX, JEJIOBBIX (POJIEBBIX) HUIpPax, IUCKYCCHUSX,
KPYTJIBIX CTOJIaX, KOH(PEPEeHITUX;

10) yyactue B TECTUPOBAHUU U JIp.

Camocmoamenvnana padboma 60 6HeaAyOUMOPHOE 8PEMA MOMCEM COCMOAMDb
u3:

1) moBTOpeHHUs JEKIIMOHHOTO MaTepuaa;

2) MOATOTOBKHU K MPAKTHUUYECKUM 3aHATUSM;

3) wusydeHus yueOHOUW U HAyYHOU JTUTEPATYPHI;

4) wW3y4yeHUss HOPMATUBHBIX NPABOBBIX aKTOB (B T.4. B AJIEKTPOHHBIX 0Oazax
JTAHHBIX );

5) peleHus 3a7a4, ¥ UHBIX MPAKTUUYECKUX 3aJJaHHUI

6) TOATOTOBKHU K KOHTPOJIBHBIM paboTaM, TECTUPOBAHHIO H T.1I.;

7) TOATOTOBKH K MPAKTHUECKHUM 3aHSATHUSM YCTHBIX JOKJIAI0B (COOOIICHMH);
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8) moarotoBku pedepaTtoB, 3¢C€ U HHBIX WHIUBUIYAIbHBIX MHUCHMEHHBIX
paboT 10 3aJJaHUTO0 MIPEIOIaBaTEI,

9) BBINIOJIIHEHUS KYPCOBBIX pabOT, IPETYCMOTPEHHBIX YICOHBIM IIJIAHOM;

10) BBITIOJTHEHUS BBIITYCKHBIX KBATU(DUKAITMOHHBIX padOT | JIp.

11) Beesiennst HanboJiee CIOKHBIX W TPOOJIEMHBIX BOMPOCOB IO M3y4aeMOM
TeMEe, TMOJy4YeHUE Pa3bACHEHUNW U PEKOMEHAAIMH 1O JaHHBIM BOIpocaM C
penojaBaTes MU Ha KOHCYJIbTaIUSsIX.

12) npoBeieHHsT CaMOKOHTPOJISI MYTEM OTBETOB Ha BOMPOCHI TEKYILETO
KOHTPOJISI 3HaHWM, pElIeHUs MPEICTABICHHBIX B YUeOHO-METOAMYECKUX MaTepuaiax
kadeapsl 3amay, TECTOB, HamMCaHUs pedepaToB M 3CCE MO OTIEIBHBIM BOIPOCAM
U3y4aeMoOu TEMBI.

Texymuii KOHTPOJIb OCYLIECTBIsIETCA B (DOPME YCTHBIX, TECTOBBIX OIPOCOB,
JIOKJIaJI0B, TBOPUECKUX 3aaHU.

B crydae npomnyckoB 3aHATHI, HAIMYUS UHIMBUIYATBHOTO Tpaduka oOydeHus
W IS 3aKpeIUICHUs TMPAKTUYECKUX HABBIKOB CTYJCHTAM MOTYT OBITh BBIJAHBI
TUINOBbIC HMHAWBUIYyalbHbIE 3a/JlaHUsl, KOTOPbIE JOJKHBI OBITH CHAHBI B
YCTaHOBJICHHBIN MPENOAaBaTesieM CPOK.

13. OcobenHocTH peajM3auMu AMCHUIVIMHBI JJIS UHBAJUAOB M JHI C
OrpaHN4Y€eHHBIMHU BO3MOKHOCTSIMU 310POBbS

OOydeHue 1O AAHHOW AUCHUIIMHE WHBAJIUIOB U JIMUI[ C OTPAaHUYCHHBIMHU
BO3MOXKHOCTSIMU 370p0Bbs (Haniee OB3) ocyliecTBisieTcs: MpenojaBaTesieM ¢ Y4eTOM
O0COOCHHOCTEHM TMCUXO(DU3NUECKOTO Pa3BUTHUSI, WHIWBUAYAJIbHBIX BO3MOXHOCTEH H
COCTOSIHUSA 37I0POBbsI TAKUX 00YUYaIOIITUXCS.

JIns1 CTYIEHTOB ¢ HapyIICHUSIMU OTIOPHO-ABUTaTeIbHON (yHKIMU U ¢ OB3 1o
CIyXy TMpeIyCMaTpUBACTCS COMPOBOXKICHUE JICKIMH W TPAKTHUYCCKUX 3aHATHH
MYJIbTUMEIUUHBIMU CPEJICTBAMH, Pa3IaTOYHBIM MaTEPHUAIOM.

Hns crynentoB ¢ OB3 mo 3peHMI0O TpeaycMaTpuBaeTCs MNPUMEHEHHUE
TEXHUYECKUX CPEJICTB YCHJICHHS OCTAaTOYHOI'O 3pEHUS, a TaKKe MpeayCMOTpeHa
BO3MOKHOCTh pa3pabOTKH ayAuoMaTEPUaoB.

[To manHO#N nucHUIUIMHE OOy4Y€HHUE WHBAIUAOB W JIMIl C OTPAaHUYCHHBIMHU
BO3MOXKHOCTSIMU 3JIOPOBbSI MOKET OCYIIECTBIATHCS KaK B ayJIUTOPUHU, TaK U C
UCIIOb30BAaHUEM  DJICKTPOHHOM  MHGPOPMAIMOHHO-00pa30BaTEILHON  CpEIibI,
00pa3oBaTEILHOIO MOpTaia U JIEKTPOHHOM MOYTHI.
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JINCT AOIIOJHEHUN U UI3SMEHEHNI

paboueit mporpaMMbl JUCITUTUTMHBI

PabGouass mporpamMma IHUCHMIUIMHBI PAacCMOTpPEHa, OOCYXJeHa M ojo0peHa i
ucnonnenust B 202 -202  yuyeOHOM Tozly Ha 3aceqaHuu Kadeapbl, IPOTOKoa No
OT «_ » 202 r.

Baecenbl JOITIOJIHCHUA 1 U3MCHCHUA

PaGouass mporpamma IUCHUIUIMHBI pPacCMOTpeHa, OOCYXKJIeHa MW oj00peHa s
ucrionHenus B 202 -202  ydeOHOM roay Ha 3aceqaHuu Kadeapbl, IPoTokos Ne
oT &« » 202 r.

BHecennl JOITIOJIHCHUA 1 U3MCHCHUA

PaGouass mporpamma IUCHUIUIMHBI pPAacCMOTpeHa, OOCYKJeHa W ojo0peHa st
ucnionHenus B 202 -202  y4eOHOM roay Ha 3aceqaHuu Kadeapbl, IPOTOKoJ No
OT & » 202 1.

Baecennl JOITOJIHCHUA 1 U3MCHCHUA

PabGouass mporpamMma JHCHMIUIMHBI PAacCMOTpPEHa, OOCYXJIeHa u ojo0peHa s
ucnonnenust B 202 -202  yuyeOHOM Tojly Ha 3aceqaHuu Kadeapbl, IPOTOKoa No
OT «_ » 202 r.

Baecennl JOITIOJIHCHUA 1 U3MCHCHUA
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