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PaGouass mnporpamMma JUCHMIUIMHBI pa3paboTaHa B COOTBETCTBHUH  CO
CICIYIOIIEH JOKYMEHTAIUEH:

- (enepalibHBIM TOCYJAPCTBEHHBIM OOpa30BAaTENbHBIM CTAHIAPTOM BBICIIETO
oOpa3oBaHusi - OakanaBpuar no HamnpasieHuto noarorosku 09.03.02 —
Nudpopmanmonnble  CUCTEMbI U TEXHOJOTHMU,  YTBEPKICHHBIM  IPUKA30M
MuHucTepcTBa Hayku U Bbicuiero odopaszoBanus Poccuiickoit @enepauuu Ne 926 ot
19 cents6ps 2017 r. 3apeructpupoBanHblii B Muntocte 12 okta0ps 2017 roga, per.
Homep 48535 (manee — ®I'OC BO);

- mpuka3zom MunHoOpHayku Poccun ot 05.04.2017 Ne 301 «O6 yTBepx)aeHUU
[lopsinka opraHuzanuu M OCYILIECTBIEHUSI 00pa30oBaTEIbHOM AEATENBHOCTU TIO
oOpa3zoBaTeNnbHBIM  MpOrpaMMaM  BBICIIETO  00pa3oBaHUsl —  [porpamMmam
OakanaBpuaTa, MporpaMMam CIICIMAIMTETa, IPOrpaMMaM MarucTpaTypbi»;

- Y4eOHbIM IUIaHOM (OYHOM, 3a04HON (PopM 00yuYeHHs) MO HAMPABICHUIO
noarotoBku 09.03.02«upopmaimoHHbIe CUCTEMBI U TEXHOJIOTHI.

Pabouas mporpamma JUCIUIUIMHBI BKJIIOYAET B ce0Sl OLIEHOYHBIE MaTEpUabl
JUTSL IPOBEACHUS TEKYIIET0 KOHTPOJIA YCIEBAEMOCTH M IMIPOMEKYTOUYHOM aTTECTALMH
no aucuumuiiHe (. 8 @DOoHJ OLIEHOYHBIX CPEACTB IS MPOBEIEHUS TEKYILIEro
KOHTPOJISL YCIIEBAEMOCTH, NPOMEKYTOYHOM aTTECTalMd [0 MTOraM OCBOEHUS
JTUCITUILIAHBI).

ABTOp IIuxkuna Haranus EBF@HBGBH&, KaHauaaT rncaarortdCcCKmux Havk,

JOILICHT Ka(beﬂpbl I/IHd)OpMaI_[I/IOHHI)IX TEXHOJIOTUH U CUCTEM YIIPpaBJICHUA
(vkazamo OHO, yuenyio cmenenn, yuenoe 38amue Uiy 00AHCHOCHID)

[IporpaMmma omoOpena Ha 3acemanuu Kadenpsl  MHQOpMaIMOHHBIX
TEXHOJIOTUI U cucTeM ynpasieHus (mpotokoa Ne 8 ot 12.04.2025 r.).



1. IlepeyeHb IUIAHHMPYEMBIX Pe3yJbTATOB O0yYeHUS IO AMCIHHUIIUHE,
COOTHECEHHBIX C IUIAHHMPYEMBIMH pe3yJbTAaTaAMH OCBOEHHSI 00pa3oBaTebHOI
nporpammbl (Llesin ocBOeHMsI AW CHMIIJINHBI)

1.1. Lenstmu 0OCBOCHUS TUCTIUTUIMHBI «3aIIUTa HHPOPMAIUI SBIISIOTCS:

— [IOJTy4YEHUE

Kpunrorpapuu;

CTyJAEHTAMU

3HAHUU

()

TEOPETUUECKUX

OCHOBax

— dbopMupoBaHrUE HABLIKOB PabOThl C COBPEMEHHBIMU MPOTPAMMHBIMU U

TCXHUYCCKUMHU

o0OpabaTbiBacMoOit

CpelCcTBaMHU
U

OBM,
repeaaBaeMon

o0ecreynBalIUMHU
uHdopMmaluu  OT

npeAHaMEPEHHOT0 O3HAKOMJICHHS, I3BMEHEHHUS U YHUUTOKEHUS,
- U3YUYEHHUE CIIOCOOOB M CPEJCTB HECAHKIIMOHHUPOBAHHOTO JOCTYIa K
nH(opMaIuu, ciocoO00B U CPEJICTB 3alTUTHI KOH(DHACHITMAILHON HHpOpMaIIn.

1.2.

Oo6mactu

npodeccruoHaIbHON
IPOrpaMMy, MOTYT OCYIIECTBIISATh TPO(PECCHOHATBHYIO e TEIHHOCTD:

06 Csazv, unHgopmayuonnvie U KOMMYHUKAYUOHHblE MeXHoIo2uu (8 cgepe
paszpabomku,

NpOeKmupo8aHus,
8bIYUCAUMENIbHOU

MEeXHUKu u

HCUBHEHHBIM YUKTIOM).

poheCCHOHAIBHOM
JCATCIIBHOCTH,

B

BHeOpeHUsl
UHGDOPMAYUOHHBIX

KOTOPBIX

u

ACATCIIbHOCTHU
BBIITYCKHHUKH,

n(Uin)

IKcnjiyamayuu
cucmem, ynpaejieHusa - ux

3al0UTy XPaHUMOWU,
CIIyYalHOTO

501041

cdepsl

OCBOHMBIINC

cpeocme

1.3. K OCHOBHBIM 3agadyaM H3YUYCHUA JUCHUIINIMHBI OTHOCHUTCA ITIOATOTOBKA
BBIITOJIHCHHUIO
HpO(l)GCCI/IOHaJILHBIMI/I CTaHdapTaMMu:

00yJarommuxcs

TPYIOBBIX

byHKIIUHA B

COOTBCTCTBUHU C

KO)I 1 HAMMCHOBAHUC

O0001eHHbIe TPYAOBBIE (PYyHKINH

TpynoBsie pyHKIMN

MpoheCCHOHATBLHOTO YpOBEHb YPOBCHB
CTaHImapra KOJ HAaNMCHOBAHHE KBaJTU(pUKAITH HaUMCHOBAHHE KOZ (TIomypoBEHb)
n KBaJIM(PUKAIHN
06.001 ITporpammuct Ananu3
[MpodeccuonanbHbiit TpeGoBaHuil K
CTaHIapT 6 i aMMHOM D/01.6
porp oMy
«IIporpammucTy, o0ecreueHHIO
YTBEPKJICHHBII
TPUKA30M PaspaboTka
MuHuCTEPCTBOM TpyAa PaspaboTka TeXHUYECKUX
W COIMAIIBLHOM 3aIllATHI TpeOOBaHUH U cnenupuKanuii Ha
Poccuiickoit D MIPOEKTUPOBAHUE 6 HPOrpaMMHBIE D/02.6 6
®Denepaunt OT MIPOTPaMMHOTO KOMIIOHEHTHI U MX
18.11.2013 Ne 6791 obecrieueHust B3aUMOJEUCTBHUE
(3aperucTpupoBaH B
MunucTepcTBe Tpyaa u
COLIMAJIBHOW 3aIIUTBI IIpoekTupoBanue
Poccuiickoii 6 MIPOTPaMMHOTO D/03.6
®Denepanun ot 18 obecrieueHHs
nekabps 2013 r.
Ne30635)
06.028 CucremHbIit PaspaboTka Pa3pva60TKa
A 6 JpaiiBepoB A/01.6 6
MIPOTPAMMHUCT KOMIIOHCHTOB N
YCTPOUCTB

IIpodeccrnonanbHbII

CHUCTCMHBIX




Kon u HanmeHoBaHME
Mpo¢eCCHOHATHFHOTO
CTaHIapTa

O0001eHHbIe TPYAOBBIE (QYHKINU

TpynoBsie pyHKIIN

KOJI

HaMMCHOBaHHC

YpOBEHb
KBaJTU(pUKAIH
u

HaMMCHOBAaHHC KOO

YPOBEHb

(TI0mypoBEHB)
KBaJIM(PHKAIHN

crarnapt « CHCTEMHBIH
TIPOTPAMMUCTY, YTB.
IIpuka3zom
MuHUCTEPCTBOM TpyAa
M COIIMAIIbHOMN 3aIlIUThI
P® ot 29 cenrs6ps
2020 rona N 678H

MIPOTPaMMHBIX
MPOJyKTOB

PaspaboTka
KOMITUJIITOPOB,
3arpy34HMKOB,
COOPIINKOB

A/02.6

Pa3paboTka
CHCTEMHBIX yTHIIHT

A/03.6

Co3nanne
HHCTPYMEHTAIbHBIX
CpeICTB
MPOrPaMMHUPOBAHHI
1

A/04.6

06.015 Crrermpanuct mo
HH(POPMAIOHHBIM
cucTeMam
ITpodeccronanbHbII
cranaapt «Crnennanuct
110 MH(GOPMaMOHHBIM
cUCTEMaM», YTB.
TIPUKA30M
MHUHHCTEPCTBOM Tpya
U COIMATBHOMN 3aIIUTHI
P® 18 HOs10pst 2014 T.
Ne896H

Bsimonaenme paGot
1 yIIpaBJICHHAE
paboTtamu o
CO3/IaHHI0
(Moaudukaun) u
COTMPOBOXICHHUIO
HUcC,
ABTOMATU3UPYIOIIH
X 3371291
OPraHU3aOHHOTO
YIpaBIeHUS U
OU3HEC-TTPOLIECCH

Pazpabotka momenn
OHM3HEC-TIPOIIECCOB
3aKa34nKa

C/08.6

BrisiBnenue

TpeboBanuii k UC G116

Ananmz

. C/12.6
TpeGoBaHMit

PaspaboTka

apxutextypsl IC C/14.6

HpOeKTI/IPOBaHI/IC n

nu3aiia M1C C/16.6

Pa3pabotka 6a3

nmanueix UC C/17.6

OpraHu3anuoHHOe
U TEXHOJIOTHYECKOE
obecrneueHue
KOJIMPOBAHUs Ha
SI3BIKAX
MPOrPaMMHUPOBaHH
i

C/18.6

OpraHu3anrnoHHOE
U TEXHOJOTUYECKOe
obecreueHue
MOJYJIEHOTO
tectuposanus 1C
(Bepudukarum)

C/19.6

Co3pganne
MOJIb30BaTEILCKON
}IOKyMEHTaHI/II/I K
ncC

C/22.6

Opranuzauus
peno3uTOpus
XpaHEHHs JaHHBIX
0 CO3IaHuu
(Monudukamm) u

C/40.6




KO)I 1 HAMMCHOBAHUC

O0001eHHbIe TPYAOBBIE (QYHKINU

TpynoBsie pyHKIIN

Mpo¢eCCHOHATHFHOTO YpOBEHB YPOBEHb
CTaHImapra KOJI HanMEHOBaHHE KBaJTU(pUKAIH HauMEHOBaHHE KOJI (TI0mypoBEHB)
n KBaJIM(PHKAIHN
BBone MIC B
IKCIUTyaTaIUIo

1.4. Komnerenuuu oOywaroierocs, (GpopmMupyemble B pe3yibTaTe OCBOCHHUS

YIPaBICHUS U
OM3HEC-TIPOLIECCHI

JUCHUILINHBI
HaumenoBanue Koa n Konx u HaumeHOBaHuUe Ilepeyenb MuIaHMPYEMBbIX
KaTeropuu HaUMEHOBaHH MHIUKATOPA pe3yabTATOB 00yUeHusl
(rpynmnsr) e JOCTHKEHHS
KOMIIeTeH Uil KOMIIeTeHI Ui KOMIIETCHIIUHA
Bemonnenue pador | I1K-3. Cnocoben | IIK-3.1. 3nats: HA yPOGHE 3HAHULL:
110 CO3JIaHUIO pagpa6aTbIBaTB HUHCTPYMCHTBI U MCTO/bI 3HATh I/IH(I)OpMaL[I/IOHHBIC CHCTEMBI
(Mozmubukaumu) 1 | apxuTekTypbi MIC | TPOSKTHPOBAHHUS 6e3omacHOCTH;
apxutektypsl IC, OCHOBBI MEKAyHApOAHBIE CTAaHAAPTHI
COTIPOBOXKJICHUIO
e COBPEMEHHBIX CUCTEM WHPOPMALIMOHHOTO OOMEHa;
’ yIpaBiieHus 6azaMu Ha ypoGHe YMeHul:
4BTOMATH3MPYIOIIH JIAHHBIX, YCTPOWCTBO U YMETb IIPUMEHSTH MEKTyHAPOIHBIC
X 3a/1a41 (YHKIIMOHUPOBaHKE CTaHAapThl HHOOPMALIMOHHOTO OOMEHa;
OPraHHU3aIIOHHOTO coBpemMeHHBIX IC OCHOBHBIE TTOJIOKEHHS TEOPHU

nH(pOpPMaLMOHHOH 6€30MacCHOCTH.

Ha YPOGHE HABbIKOG:

BJIaJICTh HaBBIKAMH [TPUMEHEHHMS
MEKIyHApOIHBIX CTaHIAPTOB
nH(pOpMaMOHHOTO 0OMEHA; OCHOBHBIX
TIOJIOKEHUN TeOprUr HH(POPMAITHOHHON
6e30macHOCTH.

IIK-3.2. YMmets:
IIPOEKTUPOBATH
apxurextypy UC

HA YposHe 3HAHULL

3HATh OCHOBHBIE ITOJIOXKEHHS TEOPUH
nH(popMannoHHOI 0e30MacHOCTH;
aKTyaJIbHble NICTOYHUKH MH(OPMAINH B
cdepe npodeccnoHaIbHOI IeATeNEHOCTH;
HA YPOBHE YMeHUIL:

yMeTb pa3pabaTeiBaTh HH)OPMAIIOHHEIE
CHCTEMBI O€30IaCHOCTH;

NPUMEHATH IPUHIMIBI U METOIbI
CHCTEMHOTO aHaJn3a.

HA YPOBHE HABBIKOS:

METOJIaMH HACTPOWKH MH(POPMAIIMOHHBIX
cucTeM 0e30MacHOCTH;

HaBBIKaMHU pa3paboTKu MH(YOPMALIMOHHBIX
cucreM 0e301acHOCTH




IIK-3.3. Bnanets: Ha YpOBHe 3HAHUL:

pa3paboTKa apXUTEKTYPHOH | MOHATHS KOH(UIACHINAIBHOM
cnerudukanmu UC nH(OopManny, NEPCOHAIBHBIX TaHHBIX U
roCy1apCTBEHHOH TallHbI;

METOJIBI M CPeACTBa O0ecTIeueH s
WHPOPMALMOHHON OE30MTaCHOCTH 00BEKTOB
podecCHOHANBHOMN e TENEHOCTH.

Ha ypogHe YMeHul:

aHAJIM3UPOBATh M BEIOMPATh METOIBI U
cpenctBa obecriedeHust HHPOPMAITMOHHOM
0€30I1aCHOCTH;

MMPUMEHATb MCTOJbI U CPCIICTBA
obecrieueHnst HHYOPMATOHHOM
6e30macHOCTH OOBEKTOB
npodeccHOHaNBEHOMN JIESITENEHOCTH.

Ha YPOBHE HABLIKOG:

MPAaKTHYECKUMH HaBBIKaMHU TIOMCKA
aHaJIM3a ¥ CHHTE3a HHPOPMaNNH;
METOJIaMH M CPEACTBA 00ECIICUCHUS
WHPOPMALIMOHHON OE30MTaCHOCTH.

2. Mecto nucuuninubl B cTpykrype OIIOII

Huctmmunaa  B1.JI(M).B.JIB.6.2 «3ammura uHbopMalumy peanusyercs B
paMkax BapuaTUBHOM wyacTtu brnoka 1 «DneKkTHBHBIE JUCHUIUIMHBL (MOJYJIH)»
IporpaMmbl OakanaBpuarta.

Huctumuinaa «3anmTa nHbopMaIimy) mpenogaeTcs: o0y4aronuMcs Mo O4YHON
dbopme oOyueHus — B 4-M ceMecTpe, 1o 3a04HOi hopMe — B 6-M cemecTpe.

Hucrmmunaa «3amurta uHGOPMAIMM SBISETCS MPOMEKYTOYHBIM 3TaroM
dbopmupoBanus kommnerennuii I1K-3 mponecce ocBoenns OITOII.

Hucrummaa «3ammTa nHGOPMAIHI OCHOBBIBACTCS HA 3HAHMIX, YMEHUAX U
HABBIKaX, TPUOOPETCHHBIX MPH WU3YYECHUU TUCIUTUIMH OOBEKTHO-OPUECHTUPOBAHHOE
nporpaMMmupoBanue, [IporpammupoBanue i MOOMIBHBIX YCTPOUCTB W SIBISIETCS
NpEAIICCTBYIOMICH M1 U3yYeHUsl TUCIHUIUIMH y4eOHas MpaKTHKa: TEXHOJOTHYeCKas
(MpOEKTHO-TEXHOJOTUYECKasl) TpakThkKa, bas3el JaHHBIX, MeTOoabl U CpejicTBa
MPOCKTUPOBAHUS WH(POPMAITMOHHBIX CHUCTEM M TEXHOJIOTMH, MPOU3BOJICTBEHHAS
IPaKTHKA: TEXHOJIOTHYECKas (IpOEKTHO-TEXHOJIOTUYECKas ) IIPaKTHKA,
IPOU3BOJICTBEHHAs MPAKTUKA: MNPEAAUIUIOMHAas MpakTUkKa, [ocynapcTBeHHas
UTOTOBasl aTrTecTalus: MOJArNOTOBKA K Cladye M cAadya TOCyJapCTBEHHOIO SK3aMEHa,
l'ocynapcTBeHHass uWTOroBasi aTTECTallMsi: BBIIOJHEHUWE W 3aIATA BBITYCKHOMN
KBAUTU(PUKAIIMOHHOMN pabOTHI.

dopMoil MPOMEKYTOUHOM ATTECTAIMU 3HAHUNM 00y4aeMBbIX TO OYHOU (opme
oOy4eHUS SBISETCS 3a4eT B 4-M ceMecTpe, 1o 3a09HOH (opMe 3a4eT B 6-M CEMECTpe.

3. O0beM TUCHUIIIHHBI
ouHas ¢opma 00y4YeHHS:

Bua yueOHo# padoThl 110 JUCUMILIIHHE Bcero B 3.e. 1 yacax Cemectp 4
B Yacax
Obmast TpY10EMKOCTL IHCHHTITHHDBI 3 3.e. -108 ak.uac 108 ak.4ac
Konmaxmmnasn paboma - Ayoumopnwie 3anamus 36 36

Jlexyuu 18 18




Jlabopamopnvie 3anusmus 18 18
Cemunapyl, npakmuyecKkue 3aHAmus - -
Koncynemayus - -
Camocmoamenvnasa paboma 72 72
KypcoBas pa6ora (KypcoBoOii IPoeKT) - -
Buja npomMexyToUHOI aTTeCTAIIMA 3auer 3auer
3a04yHas hopma OOyUIEHUS:

Buj yueOHoit padoThl M0 JUCHHUIINHE Bcero B 3.e. u yacax Cemectp 6

B yacax

O6mast TpY10EMKOCTH IHCHHTITHHDI 3 3.e. -108 ak.uyac 108 ak.uac
Konmaxmmuasn paboma - Ayoumopnwie 3anamus 8 8
Jlexyuu 4 4
Jlabopamopmwie 3anusmus 4 4
Cemunapyl, npakmuyecKkue 3aHamus - -
Koncynemayus - -
Camocmoamenvnas paboma 96 96
KypcoBas pa6ora (KypcoBoOii IpoeKT) - -
Buja npomMexyTOYHOI aTTecTAIIMA 3auer — 4 yaca 3auer — 4 yaca

4. Conep:xxanmne TMCIHUILIMHBI, CTPYKTYPHMPOBAaHHOE MO TeMaM (pa3aesam)
AUCIHHUIIMHBI ¢ YKa3aHWeM HX 00beMOB (B aKajJeMHYeCKHX 4acax) U BHUIOB

yueOHBIX 3aHATHI
4.1. Y4yeOHO-TeMaTHYECKHUIl JIAH
Ounas dhopma 00yueHus

Tema (pazaen) PacnpesencHue 4acoB Camocros- |  PopmupyembIe
Jlexumu | JlaGoparopHbie | Ilpakrtuyeckme | TEIBHAA ML L0
3aHATHUS 3aHATHS pabora (ko)
Tema 1. OcHOBHBIE MOHATHA U TIK-3.1
onpeneneHus. MictTounuku, pucku IK-3.2
1 GopMbI aTak HA HHOOPMALHIO. 4 4 - 18 K 3' 3
IMonutnka u CTaHJAPThHI -
Oe3omacHOCTH
Tema 2. Kpunrorpapuueckue TIK-3.1
MO/JIEITH. ANTOpUTMBI IK-3.2
mdpoBaHus. ANTOpPUTMBI TIK 3' 3
ayTeHTH(UKALUH 4 4 - 18 .
MOJIb30BATENEH. Mogenu
Oe3omacHOCTH OCHOBHBIX
OTIEPAITHOHHBIX CHCTEM.
Tema 3. AjaMuHHCTpHpOBaHHE TIK-3.1
ceteil. 3ammra WHPOpPMAIMHA B 4 4 ) 18 IK-3.2
cerssx. MHOTOypOBHEBas 3allUTa [IK-3.3
KOPITOPATUBHBIX CETEH. -
Tema 4. TpeGoanusi K T1IK-3.1
CHCTEMaM 3allUThl HH(OOPMAIH MK-3.2
u HaTpaBJICHUS pasBUTHS 6 6 ) 18
Cpe/CTB 0€30MacHOCTH IK-3.3
NPENPUATHSL. [IpaBoBbIE
MOCTIeICTBHS




HECaHKI[MOHUPOBAHHOTO JIOCTyIa
K nHMOpMaIn

Koncynpramun - - I1K-3.1
[1K-3.2
I1K-3.3
IIK-3.1
Kontpons (3a4eT) I1K-3.2
I1K-3.3
HUTOTO 32 40
3aounas opma oOydeHus
Tewma (pazgen) Pacnipenenenue yacos Camocrosi- | Dopmupyemsie
Jlexumu | JlaGoparopubie | Ilpakrtudeckme | TCIBPHAA KOMICIC HITHH
3aHATHS 3aHATHS pabora (ko)
Tema 1. OcHOBHBIE TIOHATUS H TIK-3.1
onpeneneHus. ICTOYHUKH, PUCKU IK-3.2
U GopMbI aTak HA HHOOPMALHIO. 2 - - 24 [IK-3 .3
[Monurrka u CTaHIapTHI -
0e30macHOCTH
Tema 2. Kpunrorpadpuyeckue I1IK-3.1
MOJIEITH. AJIropuTMBI IK-3.2
U POBAHUSL. AJITOpHUTMBI K33
ayTeHTU(UKAUH - 2 - 24 -
MHOJIb30BaTEIIEN. Monemn
Oe3omacHOCTH OCHOBHBIX
OMEPAIIMOHHBIX CHCTEM.
Tema 3. AjaMUHHCTpHpOBaHHE T1IK-3.1
cetet. 3ammuTa WHPOPMANUHA B ) ) ) 24 [MK-3.2
ceTsix. MHOTOypOBHEBasI 3alliTa IK-3.3
KOPIOPATHBHBIX CETEi. -
Tema 4. TpeboBaums K IIK-3.1
CHCTEMaM 3alluThl MHPOPMAIHU IK-3.2
u HaIpaBIeHUsI pa3BUTHU
CpencTB 0€30MacHOCTH IK-3.3
- 2 - 24
NPEIIPUATHSL. IIpaBoBEIC
MOCIEICTBHS
HECAHKI[MOHUPOBAHHOIO J0CTYyIa
K HHGOpMaIAH
Koncynpranun - - IIK-3.1
I1K-3.2
[1K-3.3
I1K-3.1
Kontpons (3a4eT) 4 I1K-3.2
1K-3.3
HUTOT'O 8 60

4.2. Conep:kanue TUCHUIIHHBI
Tema 1. OcHOBHbIe NOHATHA W omnpegejeHus. MCTOYHHUKH, PUCKH U
¢opmbl aTak Ha nHGopmanuio. IlouTrka U cTaHaAAPTHI 0€30MACHOCTH




OcHOBHbIE  MOHATHS  3alUTBl  UHpOpMaLMM:  KOHPUACHLIHUAIBHOCTD,
LEJIOCTHOCTb, TIOCTYITHOCTb.

HcTounuku yrpo3 6e30nacHOCTU: BHYTPEHHUE U BHEITHUE YTPO3bI.

Buner atak Ha uHpOpManuio: aTaku Ha KOH(QUACHIUAIBLHOCTD, LIEIOCTHOCTD,
JOCTYITHOCTb.

— [Ipumepsl  atak:  BUPYChI, TPOSHCKHE MpOrpamMmbl,  (UIIUHT,
MaHUITYJISIIIUM C TaHHBIMU.

O1eHKa pUCKOB U YSI3BUMOCTENW NH(OPMALIMOHHBIX CUCTEM.

- AHanu3 ys3BUMOCTEN CUCTEMBI: METOAUKN U UHCTPYMEHTHI.

— Pucku, cBsA3aHHBIE C YTE€UKAMHM JAHHBIX, HECAaHKIHMOHUPOBAHHBIM
JNOCTYIIOM U BpeaoHOCHBIM [10.

[Tonutrka 6€30MaCHOCTH:

— Pa3paboTka 1 BHepeHUE NOJUTUKH 0€30MMacCHOCTH MH(pOpMaIUK.

— BaxxHocTh pa3rpaHudeHust 10CTyIa, KOHTPOJISE 1 MOHUTOPHUHTA.

- [TonuTHka 3amMTBl JaHHBIX, NpPAaBWJIA PE3EPBHOTO KOMHMPOBAHUA,
BOCCTaHOBJICHHMSI IOCJI€ UHIUECHTOB.

MexyHapoaHbsle cTaHAapTel U pernamenTsl 6e3omacHoctu: ISO/IEC 27001,
NIST, GDPR.

— O630p TpeOoBaHMI M CTaHJIAPTOB OE30MACHOCTU ISl PA3IMUHBIX cep
JEeSITEILHOCTH.

- IIpumeHeHrne CcTaHAApTOB  JUIsL  IIOCTPOCHHSI  CHCTEMBI  3aIlUTHI
UH(GOpMaIMU B OPTaHU3ALINH.

Tema 2. Kpunrorpagpuueckue wmojaean. AJAropurMmbl mudpoBaHUs.
AJITOPUTMBI  ayTeHTH(UKAUMU MoJb3oBareneil. Moaean 0e30macHOCTH
OCHOBHBIX ONEPALMOHHBIX CHCTEM.

Kpunrorpaduueckue moenu:

— Mopenu CMMMETPUYHOTO U ACUMMETPUYHOTO MNP POBAHUS.

— Hcnonb3oBanne mu@poBbIX MOAMNMCEH U X3II-QYHKUUN A MPOBEPKU
LEIOCTHOCTH JAHHBIX.

— [Ipunununer  paboTel  Mopeneld  O€30MACHOCTM  HA  OCHOBE
KpunTorpauyeckux NpoTOKOJIOB.

ANTOpUTMBI IKX(PPOBAHUSA:

- Cummerpuunble anroput™Mbl: AES, DES, RC4.

— Acummerpuunbie anroputMbel: RSA, ECC (kpuBble 53ITUNTHYECKON
Kpunrorpapun).

— [IpuMeHeHne aaropuTMOB B PEAIbHBIX MPUJIOKEHUSX: 3aIIUTA JTaHHBIX,
3JEeKTpOHHasA noura, VPN.

ANTOPUTMBI ayTEHTU(HUKAIUU TI0JIb30BATENICH:

— [TaponbHas  ayteHTHdUKaMs, JByx(daKTopHas  ayTeHTUPUKaLus,
ounomeTpusl.

— [TpoTtoxonsl ayrentudukaruu: Kerberos, LDAP, SSO (Single Sign-On).

Monenu 6e30nacHOCTH ONEPAIlMOHHBIX CUCTEM:

— Monenu 6e3omacHoctu: Bell-LaPadula, Biba, Clark-Wilson.



— Ponp onepaninoHHBIX CHCTEM B 3allIUTE JAaHHBIX: MpaBa JOCTYIIA, 3aIIUTa
OT BUPYCOB U BPEIOHOCHBIX MPOTPaMM.

— KonTtponp gocTyma W ympaBieHHE TpaBaMH TOJb30BaTelei B
pazimuunbix OC: Windows, Linux, macOS.

Tema 3. AaMuHucTpuUpoBaHue cereil. 3amura uHpopMauuu B ceTHX.
MHoroypoBHeBasi 3all{UTa KOPIOPATUBHBIX CeTEH.

AJMUHUCTPUPOBAHKE CETEH U yIPaBJICHHE 0€30MaCHOCTHIO:

— OcHoBHbIE 337]a4l aAMUHUCTPUPOBAHUS CETEBON OE30MACHOCTH.

— Coznanmne 3amMIIEHHBIX CETEBBIX HHMPACTPYKTyp U oOecrmedeHune
J0CTyIa.

3amura uHQOpPMaALIUU B CETAX:

— Mertosl 3anTuThl Iepeaaun JaHHbIX: mudpoBanue Tpaduka (SSL/TLS,
IPsec).

— 3ammTa Ha ypoBHe npuioxenuit: HTTPS, SSH.

— [Tporoxomnsl 6e3omacHoOi nepenaun AaHHbX: VPN, kpuntorpaduueckue
POTOKOJIBI.

MHuoroypoBHeBas 3alIUTa KOPIIOPATUBHBIX CETEH:

- Konmenius MHOTOCIOMHOM 3amuThl: 3amuTHble cTeHbl (firewalls),
cucremMbl npenoTBpaiienus sropxkennit (IDS/IPS), mudposanue.

- 3amMTa KOPHOPATUBHBIX JaHHbIX ¢ 1nomombio VPN, DMZ,
CErMEHTAIlUH CETH.

— KouTponb u ynpaBieHne 10CTyNOM B KOPIOPATUBHBIX CETSIX.

Bormpocsl ynpaBiieHUsI HHIIUACHTAMHA U OTBETHBIMU MEpPaMH Ha YTPO3bI:

— PearupoBanne Ha araku W MHUOUACHTBL: OJOKUPOBKA, aHAIU3 H
BOCCTaHOBJICHHE.

- Ucnonv3oBanue SIEM-cuctem s MOHUTOpPUHIA W aHaiu3a
0€30MaCHOCTH.

Tema 4. TpeGoBaHusl K cucTeMaM 3aIIUTHI HHPOPMAMH ¥ HANIPABJIEHUSA
pa3BuUTHUsl cpelacTB Oe3omacHocTu npeanpustus. I[IpaBoBble mnociaencTBus
HECAHKIIHOHMPOBAHHOIO J0CTYNA K HH(OPMALMU

TpebGoBaHus K crucTeMaM 3alUThl UHPOPMaALIUU:

— CranpapThl KOH(MICHIUATBHOCTH, LEIOCTHOCTA U  JIOCTYIMHOCTHU
JAHHBIX.

— Cucrempl  3amuThl  WHGOPMAIMKM:  AHTUBHPYCHBIE  IPOTPAMMBI,
¢daepBoIIbI, CHCTEMBI KOHTPOJIS JOCTYTIA.

— [Tonmutukn ©€30MACHOCTH: pasTpaHWYEHUE TMpaB JOCTyMa, ayauT
0€30MacHOCTH, aHAIN3 YSI3BUMOCTEH.

Hanpasnenus pa3BuTus cpeacTB 0€30MacHOCTH:

— Pa3BuTHe 001auHBIX TEXHOJIOTHI U oOecrnieueHne 0e30MacHOCTH JTaHHbIX
B oOJIaKe.

— Hcnonp3oBaHrne MCKYCCTBEHHOTO WHTEUIEKTa M MAlTUHHOTO OOy4YeHHUS
JUTSI BBISIBJICHHS YTPO3.

— Pa3BuTtre OMOMETPHUYECKHUX TEXHOJOTUH JJIsg ayTeHTU(DHKAIUA W
3aIUTHI TaHHBIX.
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[IpyMeHeHre UHHOBAIIMOHHBIX CPECTB JJIS 3aIUThl HHPOPMAIIUH:

— JlenleHTpanu30BaHHbIE CUCTEMbI 0€30MacHOCTH (OJIOKUYEHH).

— Hcnonb3oBaHre KpUNTOBATIOT U HU(POBBIX MOAMKUCEN NIl TpaH3AKLIMMA
U KOHTPAKTOB.

[IpaBoBbIe MOCAEACTBUS HECAHKIIMOHUPOBAHHOTO AOCTYyMA!

— Bnusinue Ha 6e30nmacHOCTh M KOHPUIEHIMATBHOCTh MHPOPMALUH.

- 3aKOHBI U PEryJIMPOBaHUE: 3AIINUTA JAHHBIX, OTBETCTBEHHOCTD 3@ yTEUKY
uHbOpMaIuu.

- [Ipumenenrne 3akOoHOB Mo 3aumuTe JaHHbIX (Hanpumep, GDPR) wu
OTBETCTBEHHOCTh 32 HapyILIEHUE paB Ha HHPOPMALIHIO.

— [Tpumepsl IIPaBOBBIX HOCJIEACTBUI: mrpadsl, yroJIOBHAst
OTBETCTBEHHOCTb, Cy/1€0HBIE ITPOLIECCHI.

5. VY4eOHO-MeTOAMYecKOe o0OeclevYeHHe CaAMOCTOAATEJbHON PadoThl
CTY/I€HTOB

CamocrosiTenbHass paboTa TMPOBOAUTCS C LENbIO: CHUCTEMATH3alUU U
3aKPETUICHHSI TTOJTYYEHHBIX TEOPETUYECKUX 3HAHWMM W TPAKTUYCCKUX YMCHHM
oOydaromuxcsi; yriyOJIeHHs M PpacCHIMPEHUs TEOPETHYECKHX 3HAHHHA CTYICHTOB;
dopMupoBaHUsS YMEHHH HCIOIB30BaTh HOPMATHBHYIO, IMPABOBYIO, CIIPABOYHYIO
JOKYMEHTAIMIO, YUeOHYIO0 M CIIeHUaTIbHYIO JINTEPATypPy; Pa3BUTHS MO3HABATEIBHBIX
CIIOCOOHOCTEH W aKTUBHOCTH  OOYYAIOIIMXCS:  TBOPYECKOW  HMHHUIIMATHUBHI,
CaMOCTOSATENIbHOCTH,  OTBETCTBEHHOCTH,  OpPraHM30BaHHOCTH;  (OPMHpPOBAHUE
CaMOCTOSTENIbHOCTH MBIIILJICHUS, CrocoOHOCTEM K CaMOpa3BUTHIO,
COBEPILIEHCTBOBAHUIO M CaMOOpraHu3aiuu; QGopMUpoBaHUS NpodeccHoHaTbHBIX
KOMITETEHIINI; PA3BUTHIO UCCIIEI0BATENbCKIUX YMEHUN CTYICHTOB.

@®opMbI U BHIBI CAMOCTOSITEIbBHOW pabOTHl CTYJCHTOB: YTCHHE OCHOBHOU H
JOTIOJTHUTEIPHOW JIUTEpaTyphl — CaMOCTOSATEIhLHOE U3Y4YEHHE Marepuana Iio
PEKOMEHTyeMbIM JINTEPATYPHBIM UCTOYHUKAM; pab0oTa ¢ OMOIMOTEYHBIM KaTajJoroMm,
CaMOCTOSITENIbHBIM TIOA00pP HEOOXOAUMOM JIUTEpaTyphl; paboTa CcO CIOBapem,
CIIPAaBOYHHUKOM; TIOMCK HeoOXxomumowr wuHpopmanmmu B cetu  VHTEpHeT;
KOHCTICKTUPOBAaHHWE HCTOYHUKOB; pedepupoBaHUE HCTOYHUKOB; COCTABJICHHE
AQHHOTAIMK K MPOYMUTAHHBIM JIMTEPATYPHBIM HCTOYHHKAM; COCTABJICHUE PEICH3UN U
OT3BIBOB Ha MPOYHTAHHBIN MaTepual, COCTaBJICHHE 0030pa MyOJIMKaIUil Mo TeMme;
COCTaBJICHHME U  pa3pabOoTKa TEPMUHOJOTMYECKOTO  CJIOBapsi;  COCTaBJICHUE
XPOHOJIOTUYECKON TaOuIlbl; cocTaBieHue Oubnuorpaduum (6ubnmorpadudeckoit
KapTOTEKH); TMOATOTOBKA K PAa3IMYHBIM (QopMaM TeKylled U MNPOMEKYTOUHOU
arTecTaluu (K TECTUPOBAHHMIO, KOHTPOJIBHOW paloTe, 3a4yeTy); BBHINIOJIHEHUE
JIOMAIIIHUX KOHTPOJBHBIX PadOT; CaMOCTOSITEIHHOE BBIIOJHEHHE TMPAKTHYECKUX
3aJlaHuil PENPOIYKTUBHOTO THMA (OTBETHI HAa BOIMPOCHI, 3a7a4u, TECTHI; BBHITIOJIHCHHUE
TBOPUYECKHUX 3a1aHHM).

TexHomorust  OpraHu3al  CaMOCTOSATENbHOW  pabOThl  OOyYaromuxcs
BKJIFOYAE€T HCIOJIb30BaHWE WHGOPMANMOHHBIX W MaTePHAIBHO-TEXHHYECKUX
pecypcoB 00pa30oBaTEIbHOTO YUPEXKJICHUs: OUOIMOTEKY C UHWTAIBHBIM 3aJIOM,
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KOMIIBIOTEPHBIE KJIACChl C BO3MOXHOCTBIO pa0boThl B IHTEpHET; ayAUTOpUH (KJIACCHI)
JUTSl KOHCYJIbTallMOHHOM J1€ATEIbHOCTH.

[lepen BbIMOTHEHUEM OOYYAIONIUMHUCS BHEAYJIUTOPHON CaMOCTOSTEIHLHON
paboThl IpenojaBaTeb MPOBOJUT KOHCYJIbTUPOBAHHME IO BBINOJIHEHUIO 3aJaHMS,
KOTOpBbI BKJIIOYAaeT UeNb 3aJaHus, €ro COJEp>KAHMs, CPOKU BBINOJHEHHUS,
OpUEHTHUPOBOYHBI 00BbEM pabOThI, OCHOBHBIE TPEOOBaHUS K pe3yJibTaraM paOoThl,
KpUTEPUH OLEHKU. Bo Bpems BbINOJHEHUA OOYyYarolMMUCS BHEAYIUTOPHOU
CaMOCTOATENbHON pabOThI U MPU HEOOXOAUMOCTH NPENOJaBATENb MOXKET MTPOBOJIUTH
UHANBUIYJIbHBIE U TPYNIOBbIE KOHCYJIbTALIMH.

KonTpons  camocrosiTennbHOM ~ pabOTBl  CTYJEHTOB  IIpelycMaTpUBacT:
COOTHECEHME COAEPKAHUSI KOHTPOJIS € UEISIMU 00yUYeHUs; 00bEKTUBHOCTh KOHTPOJIS;
BaJIUAHOCTh KOHTPOJIS (COOTBETCTBHE NPENBABISIEMBIX 3aJaHUM TOMY, 4YTO
Opeanojaraercs MpoBepUTh); IuddepeHranuo  KOHTPOIbHO-U3MEPUTENbHBIX
MaTepHUaJIOB.

@®opMBl KOHTPOJII CaMOCTOSITENIbHOM paboThl: MPOCMOTP U HIpOBEpKa
BBIMIOJHEHUSI ~ CAMOCTOATENIbHOW  paboThl  MpemojaBaTesieM;  OpraHu3alus
CaMOIIPOBEPKH, B3aWMOIPOBEPKH BBIIIOJIHEHHOTO 3aJaHUSl B TPyMIe; 0OCYXICHUE
pPE3yAbTATOB BBIOJIHEHHOW paOOThl HA 3aHATHH; MPOBEACHUE MHUCHbMEHHOIO OIPOCaA;
OPOBEICHUE YCTHOTO OINpOCa; OpraHu3alMs M MPOBEJCHUE HWHIUBUIYAIBHOIO
co0ecel0BaHus; OpraHu3alus U IPOBeIeHUE COOECeI0BAHUSI C TPYIIION.

Hepeqenb BOIIPOCOB, OTBOAUMBIX HA CAMOCTOATEJIbHOE€ OCBOCHUE TUCHUIIIINHBI,

(opMbI BHEAYTUTOPHOM CAMOCTOATEILHOMH PAadOThHI

HanMeHoBaHHE TEM
(pa3zaesoB)
JTUCIHUILINHBI

l'lepequL BOIIPOCOB, OTBOAUMbBIX HA CAMOCTOATEIbHOE
O0CBOCHMEC

®opMbl BHEAYIUTOPHOH
CaMOCTOSITeJIbHOH PadoThI

Tema 1. OcHoBHBIE
MTOHATHS U
OTIpeICTICHMSI.
WcTounuku, pucku u
(hopMBI aTak Ha
nH(pOpPMAIHIO.
[MomuTHKa ¥ cTaHAAPTHI
0€30IaCHOCTH

1. Onpenenenue 3amuThl HHGOPMAIMU 1 €€ OCHOBHBIE LIENH.
2. OCHOBHBIE MOHATHS: KOHQUIEHIIHNATHLHOCTD, IEJI0CTHOCTH,
JIOCTYITHOCTH HH(OpMAInu.

3. Ucrounuku yrpo3 nHGOpMaLWu: BHYTPEHHUE U BHEITHHE
(baxTopsI.

4. ®opmel aTak Ha HHGOOPMAIIHIO: BPEIOHOCHBIC TTPOTPAMMEIL,
colMabHast MHKEHEePHst, (PUILUHT | Jp.

5. IlonuThky 6€30MacCHOCTH: OCHOBHBIE KOMIIOHEHTHI U X
3HAa4YeHHE B OPTaHHU3AIINN.

6. Cranmaptsl 6e3onmacHocti nHpopmanuu: ISO/IEC 27001 n
JpyrHe.

7. O1leHKa PUCKOB U YSI3BUMOCTEH B 00J1aCTH 3aIIUTHI
nHpopMaIum.

8. CounanpHast HHKEHEPHUs: METOABI U IPUMEpPHI aTak.

9. BnusiHue yenoBeveckoro (akTopa Ha 0e30MacHOCTh
WH(GOPMAITHIH.

10. byaymiee 3amuTsl H”HGOPMAIMK: HOBBIE YTPO3bI U TIOIXOIbI.

Wzydenue nurepatypsl o
OCHOBHBIM MOHSATHSIM 3aIIUTHI
nHpopmaruu. [IposeneHmne
aHaJIn3a BO3MOXKHBIX YIpo3
JUtst TH(GOPMAIUH B
Pa3TUIHBIX cepax.

Tewma 2.
Kpunrorpadugeckue
MOJIETH. ANTOPUTMBI
mmdpoBaHysL.
AJITOpUTMBI

1. O630p kpunTorpaguUECKUX MOJICICH: CHMMETPUYHAS U
aCMMMETpHYHAs KpUITOrpadusi.

2. Anroputmer mudpoanus: DES, AES, RSA u ux
0COOEHHOCTH.

3. Xa1-(pyHKIMK U UX TPUMEHEHHE B 3aIUTe WH()OPMAIUH:

HccnegoBanne METOI0B
ayTeHTU(PUKAIIH
MHOJB30BaTeIIeH U UX
a¢dpextuBHoCTH. [IpOoBeieHnE
aHaiau3a Mojeleu
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ayTeHTU(UKAINN
MOJIE30BaTEIICH.
Mogenu 0€30MacHOCTH
OCHOBHBIX
ONEPALMOHHBIX CUCTEM.

SHA-1, SHA-256 u np.

4. AnropuTMbl ayTeHTH(QUKALUK: TAPOJIH, TOKEHBI, OnOMETpusl.
5. Mopenu 6e30MacHOCTH B OTIEPAallHOHHBIX cucTeMax: Windows,
Linux, macOS.

6. Poxp kpunrorpaduuecKkux METOI0B B 00eCTIEeHeHUH
0€3011aCHOCTH OIEPALIUOHHBIX CUCTEM.

7. Tlpumepsl MPUMEHEHHS PA3THYHBIX AITOPUTMOB MIM(POBAHHUS
B PEANbHBIX CUCTEMAaX.

8. Ceptudukatsl 1 HHPPACTPYKTYpa OTKPHITHIX Kitoyeid (PKI) B
ayTeHTU(HKALNUHU T10JIb30BaTEICH.

9. CooTBercTBHE CTaHAAPTaM 0€30MMaCHOCTH AITOPUTMOB
mudpoBaHUsL.

10. bynymiee xpunrorpaguuecKuX METOIOB: HOBBIE PEIICHUS H
TOJIXO/JIBL.

0€30I1aCHOCTHA OCHOBHBIX
OTIEPAIUOHHBIX CUCTEM.

Tewma 3.
AJIMUHUCTPUPOBAHUE
cereil. 3amuTa
WHPOPMAIUH B CETSAX.
MHoroypoBHeBast
3aIMTa KOpInopaTUBHBIX
ceTel.

1. OCHOBBI aIMUHUCTPUPOBAHUS CETEH: 3314l U HHCTPYMEHTBI.
2. Yrpo3bl 6€300aCHOCTH B CETSIX: TUIIBI M HCTOYHUKU.

3. Meroap! 3anuThl HHOOPMAITHH B ceTsaX: mudpoanue, VPN,
(aiipBoIIbI.

4. MHOrOypoOBHEBasI 3aIIUTa KOPIIOPATUBHBIX CETEeH: KOHUEILINU
Y TIOJTXO/TBI.

5. Pornb ceTeBbIX MPOTOKOJIOB B 0€301MacHOCTH HHPOPMAIIHH.

6. [Ipumenenue cucteM 0OHApY>KEHHS U IIPEJOTBPAILICHUS
Bropxenwuii (IDS/IPS).

7. Cuctemsl yrnpaBiieHus 0e30macHOCThio HHpopManmu (SIEM):
(GYHKUIUH U IPUMEPBI.

8. OcHOBHBIC IPUHLHUITBI IPOCKTUPOBAHHS OE30MACHBIX CETEH.
9. Oby4eHre COTpyIHUKOB 0€30IMacHOCTH B KOPITOPATHBHON
cpere.

10. Bynymiee ceTeBoii 6€30MacCHOCTH: TPEHABI ¥ TEXHOJIOTHH.

IIposenenue ananusa
MHOT'OYPOBHEBOM 3aLLIUTHI
KOPIIOPaTUBHBIX CETEH.
HccnenoBanue npumMepoB
YCHEIIHOT'O
aJIMHHUCTPHUPOBAHUS CETEU C
aKIICHTOM Ha 0€301TacHOCTb.

Tema 4. TpeboBanus K
CUCTEMaM 3allIUThI
UHPOpPMALUH U
HAaIpaBJICHUs PAa3BUTHUS
cpencTB 0€30MacHOCTH
MPEANPUSITHSI.
[IpaBoBBIE MOCTEACTBHS
HECAaHKIIMOHUPOBAHHOT
0 JJoCTyMa K
HHpOpPMaLUH

1. OcHoBHBIE TpeOOBaHHA K CHCTEMaM 3aIlUThl HHOpMaIuu:
KOH()UICHINAIBHOCTb, LIEIOCTHOCTb, JOCTYITHOCTb.

2. HopMaTHBHBIE JOKYMEHTHI ¥ CTAaHJAPTHI B 00JIACTH 3aIUTHI
UHPOPMALUH.

3. HampaBneHus pa3BUTHsI CPEACTB O€30IaCHOCTH: TEHICHINU 1
WHHOBAIINH.

4. Ponb TexHONOTHI B 0OecnieueHnH 0€30IacHOCTH HHPOPMALUH
Ha MPEIIPUATHAX.

5. [IpaBoBBIC acTIEKTHI 3AIUTH HHPOPMAITAN: 3aKOHBI U
perynsuum.

6. [locnencTBus HECAaHKIIMOHUPOBAHHOTO AOCTYIA K
nH(pOpMaIIK: pUANIecKre 1 (HUHAHCOBHIE.

7. Ilpumepsl YCIEMIHOTO BHEAPEHUSI CUCTEM 3alIUThI B
KOMIIaHMSIX.

8. Bnmussane GDPR u 1pyrux perymsmnuil Ha 3aIiuTy
nHpOpMaIIm.

9. OneHka yrpo3 U OIIeHKa PUCKOB B KOHTEKCTE MTPABOBBIX
MOCIIEACTBU.

10. Bynymiee cuctem 3amuThl THGOPMAIMH: HOBBIE TIOJXOIbI H
BBI30BBL.

HccnenoBanue mpaBoBbIX
TOCJIEICTBUH
HECAHKI[MOHUPOBAHHOTO
JIOCTyTa K HHPOPMAITUH.
[IpoBeneHue anamm3a
COBPEMEHHBIX TEHICHIINH B
00acTH CpeacTB
0€30IaCHOCTH.

Ikaaa oneHNBaHUA

[IIxama oneHmnBanus

Kpurepuun ouenuBanus

«OTINYHO»

OOyuaromuiicss ray00KO U COAEP’KATEIBbHO PACKPHIBAET
TEMYy CaMOCTOSITEJIbHOW palOThl, HE AOMYCTUB OUIMOOK.
OTBET HOCHUT pPa3BEPHYTHIN U UCUEPIBIBAIOLINN XapAKTEP
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«Xopouo»

Xapakrepa

OOyuaronuiics
CaMOCTOSITeIILHON pabOThI, OJTHAKO OTBET XOTs ObI HA OJIMH
U3 HUX HE HOCHT pPa3BEPHYTOTO M WCUEPITHLIBAIOIICTO

B ociaoM

pacKpbIBaeT

TEMY

«yI[OBHGTBOpI/ITeHBHO»

OOGyuaronuiics
CaMOCTOSTEIILHON pabOThI U JAOIYCKAET PsiJ HETOYHOCTEH,
(dbparMeHTapHO PACKPBIBAET COJCPKAHUE TEOPETUUYCCKHUX

B oeaoM

packpbIBaeT

TEMY

BOIIPOCOB WJIM MX PAaCKpPbIBA€T COJEPKATEIbHO, HO
JONyCKasl 3HAYUTEIbHbIE HETOYHOCTH.
«HeynoBnerBopurensHo» | OOydaromuiicss He  BIaJeeT  BBIOpAaHHOW  TEeMOM

CaMOCTOSATEIbHON pabOThI

6. OueHouynbie MaTepuaJbl (POHA OLECHOYHBIX CPEACTB) AJISl NPOBEACHUSA
TeKYIIero KOHTPOJSl YCHeBAeMOCTH, NMPOMEXKYTOYHON ATTeCTALMU IO MTOram

OCBOCHUA JUCHUIIIIMHDBI

6.1. Ilacmopt doHIA OLIEHOYHBIX CPEACTB

Ne | KonTponupyemsie Kon u WNHaukaTop NOCTHKEHUS HaumenoBanue
pazzensl (TeMBbI) HauMEHOBaHNE KOMITIETEHIIUH OLICHOYHOI'O
JUCLUTIIUHBI KOMIIETCHIIH cpencTna

1. | Tema 1. OcHoBHBIE IIK-3. Criocoben IIK-3.1. 3HaTth: Ompoc, TECT,
TIOHATHA 1 paspabaTbiBaTh UHCTPYMEHTHI H METOIBI AOKJIaz,
OIIPCACIICHUA.

pen apxutekTypsl C NPOEKTHPOBAHHS pedepar, 3ader
Hcrounnku, pUcku u
dopMbI atak Ha apxutektypsl IC, 0CHOBBI
UH(POPMALHIO. COBPEMEHHBIX CUCTEM
IMonuTHKa ¥ CTaHAAPTHL yIpaBieHus 6azamu
Oe3omacHoCcTH N
JaHHBIX, YCTPOICTBO U
(GyHKINOHUPOBaHUE
coBpeMmeHHbIx C
[IK-3.2. Ymers:
IIPOECKTUPOBATH
apxutektypy 1MC
I1K-3.3. Bnaners:
pa3paboTka
APXUTEKTYpPHOHI
crnenudukanun MC

2. | Tema 2. IIK-3. Criocoben IIK-3.1. 3Hath: Ompoc, TECT,
Kpumrrorpapuyeckne paspabaTbIBaTh AHCTPYMEHTHI U METObI JOKJIan,
MOAEIU. AITOPUTMBI

A p apxurektypsl UC NPOEKTHPOBAHNS pedepat, 3auer
mpoBaHHUSL.
AJNFOPHTMBI apxutekTypsl MC, 0CHOBBI
ayTeHTH(UKan COBPEMEHHBIX CUCTEM
TI0JIb30BaTENCH. yIIpaBIIeHHs Ga3aMu
Mozenu 6e30macHOCTH .
JaHHBIX, YCTPOICTBO U
OCHOBHBIX
OTePAIMOHHBIX CHCTEM. (yHKUMOHMpOBaHKE
coBpemeHHBIX NC
[IK-3.2. Ymers:
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POEKTHPOBATH
apxutektypy 1MC

[1K-3.3. Bnaners:
pa3paboTka
ApXUTEKTYpPHOHN
cnenudukanuu MC

3. | Tema 3. [1K-3. Cnocoben I1K-3.1. 3HaTs: Omnpoc,  Tecr,
AJIMHHUCTPUPOBAHHE pa3palarbiBaTh VHCTPYMEHTBI U METOJIbI JOKJIaJ,

ceTei. 3aluTa apxutexTypst NC pedepar, 3ager
nH()OPMAITIH B CETSIX.
MHuoroypoBHeBas apxutektypsl IC, ocCHOBBI

IMPOCKTUPOBAHHA

3allMTa KOPIIOPAaTUBHBIX COBPCMCHHBIX CUCTCM
ceTei. ynpaBieHus 6azamu
JAHHBIX, YCTPONCTBO U
(GYHKIIMOHUPOBAaHKE
coBpeMeHHbIx C
[IK-3.2. Ymers:
IIPOEKTUPOBATH
apxutektypy 1MC

I1K-3.3. Bnanets:
pa3paboTka
APXUTEKTYpPHOHI
cnenudukanuu MC

4. | Tema 4. Tpe6osanus k | [IK-3. CmocoGen IIK-3.1. 3uatk: Ormpoc, TECT,
CHCTEMaM Al TR paspabarbiBaTh WHCTPYMEHTHI M METO/IBI JAOKIIAN,

uHpOpMALH U apxutektypbl UC pedepar, 3ager
HaIpaBJICHUA Pa3BUTHUA
CpezcTB 0€30MacHOCTH apxutekTypsl IC, ocHOBBI

NpEaIPUATHA. COBPCMCHHBIX CUCTEM

IIpaBoBbIe nocCienCTBUS yIpaBieHus 6a3aMu
HECAHKLIMOHUPOBAHHOT

0 JmoCTyma K
uH(opMaIuK (YHKIIMOHHPOBAHUE
coBpemeHHBIX NC

IIK-3.2. Ymers:
IPOEKTUPOBATH
apxutektypy 1MC

[1K-3.3. Bnaners:
pa3paboTka
APXUTEKTYpPHOHI
cnenudukanun MC

POEKTUPOBAHUS

JAHHBIX, YCTPOMCTBO U

Jdranbl (opMupoBaHUs KoMmeTeHuni B mnpouecce ocBoenusi OIIOII
MPsIMO CBSA3aHBI C MECTOM AMCLMILINH B 00pa3oBaTenbHON mporpamMme. Kaxapiit atan
(GOpMHpOBaHUSA KOMIIETEHIIMHM, XapaKTEePU3yeTCs ONpPEICICHHbIMH 3HAHUSMH,
YMEHUSIMU U HaBbIKaMU U (WIM) ONBITOM MNPO(ECCHOHANTBHON NEsITEIbHOCTH,
KOTOPBIE  OLIEHMBAKOTCS B  IPOLIECCE TEKYLIErO0 KOHTPOJISI  yCIIEBAEMOCTH,
IPOMEKYTOUYHOM aTTecTalli MO JUCUUIUIMHE (MPaKTHUKE) U B IMPOLIECCE UTOrOBOU
aTTECTallNH.
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HucuunnuHa «3amura UHPOpMaLUUy) SBISETCS MPOMEKYTOUHBIM 3TaroM
KOMIUIEKCA JUCUHUIUIMH, B XOJE HM3yU€HHUS KOTOPBIX y CTYIEHTOB (OPMUPYIOTCS
kommneteHuus [1K-3.

®opmupoBanua komnereHiuu [IK-3 HaumHaeTcsa ¢ W3ydeHHWEM OUCLHUILUIVH
«OOBEKTHO-OPUEHTUPOBAHHOE IMporpaMMHupoBanue», «lIporpammupoBanue ais
MOOMJIBHBIX YCTPOUCTBY.

3aBepmiaercs pabota 10  (HOPMUPOBAHHMIO Y  CTYJACHTOB  yKa3aHHBIX
KOMIIETEHUUHA B XOJ€ M3YUYEHUS TUCUUIUIMH y4yeOHas MpaKTHUKA: TEXHOJIOTMYecKas
(MpOEKTHO-TEXHOJNIOTHYecKasl) mnpakTuka, «ba3pl naHHbix», «Meroabl M CpeicTBa
IPOEKTUPOBAHUST HH(POPMALMOHHBIX CHCTEM M TEXHOJIOTHil», MPOU3BOACTBEHHAs
IIPaKTHKA! TEXHOJIOTUYECKas (IpOEKTHO-TEXHOJIOTUYECKas ) MPaKTHKA,
IIPOU3BOJICTBEHHAS MMPAKTUKA: TPEAAUIUIOMHAS TPAKTHKA.

Urorosas omnenka cpopmupoBanHoctr komrereHnuuii [1K-3 ompenensiercs B
nepuoa l'ocynapcTBeHHass WTOroBas arrecTalus: NOATOTOBKA K clade M chada
roCyJJapCTBEHHOTO JK3aMeEHa, ['0CynapcTBEHHAass UTOTOBasi ATTECTALMA: BBIIIOJIHEHUE
¥ 3aIIMTa BBIMTYCKHON KBaNU(UKALIMOHHON pabOTHI.

B npouecce u3yuyeHus IJUMCHUIIMHBI, KOMIIETEHIMH TaK:Ke (POPMHUPYIOTCH
M03TAIHO.

OcHoBHbIMM 3TanamMu  ¢opmupoBanus [IK-3 npu u3zydeHUM IUCUUIIIUHBI
b1.4(M).B./IB.6.2 «3amurta undpopmaium» sSBISETCS MOCIEI0BATEIIBHOEC U3YyUYCHHUE
coJiepKaTelIbHO CBSI3aHHBIX MEXAY CO00M TeM yueOHbIX 3aHATUN. M3yueHue kaxaon
TEMbl TMpeArojiaraeT OBJaJCHUE CTYJACHTAMH HEOOXOAUMBIMHU JECKPUIITOPAMHU
(cocTaBisAOMMMH) KOMIleTeHUMH. [l OIleHKH YypOBHA C(HOPMUPOBAHHOCTHU
KOMIIETEHIMA B MPOLECCE HW3YYEHHUs] AUCHUUIUIMHBI MPEIYyCMOTPEHO MPOBEICHUE
TEKyIIero KOHTPOJIA YCIIEBAEMOCTH IO TeMaM (pa3jenaM) JUCUUIUIMHBI U
IIPOMEKYTOYHOM aTTECTALMU 110 TUCLUIUIMHE — 3a4eT.

6.2. KoHTpo/ibHBIC 3aJaHUSI U MATEPHAJbI, HEOOXOAUMBbIE ISl OLECHKHU
3HAHUH, YMEHUI U HABBIKOB U (MJIM) ONBITA JAESTEJbHOCTH, XapaKTePU3YIOIUX
Tanbl (POPMHUPOBAHUA KOMIIETCHLIMH B IpoLecce 0CBOCHHS 00pa30BaTeIbHOI
NMPOrpamMmbl

6.2.1. KoHTposibHBIE BONPOCHI MO TeMaM (pas3jejaM) AJs ONpoca Ha
3aHATHAX

Tewma (pazgen) Bompocsr

Tema 1. OcHoBHbIE [1K-3

HOHATHS ¥ ONPEIETICHHS. 1. [Tonsitue nndopmanvu ¥ HTHPOPMALIMOHHBIX PECYPCOB.

HcTounnku, pUcKu U 2. OcHOBHBIE 1IeJIM U 33724 3alIUThl HHPOPMAITUH.

opmbr aTak Ha 3. Knaccudukanust napopManmu 1mo cTeneHu

nHpopmarmto. [lomurrka u KOH(HICHINAIHOCTH.

CTaHAApTEI 6E30MACHOCTH | 4 [IpuHIIUTIBI TOCTPOCHUS CUCTEM 3alUTHI HH(POPMAIIUH.
5. Tunsl yrpo3 uHGOPMAIIMOHHON O€30MaCHOCTH.
6. HcTouyHUKY yrpo3 U BO3MOKHbBIE KaHAJbl YTEUKU HHPOPMALUH.
7. Knaccudukanus ysa3BUMOCTEN U METOJIbI UX OOHAPYKEHUSL.
8. [TocnencTBus peaausanuu yrpo3 1 OlIEHKa PUCKOB.
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9. MeToap!l aHanM3a 3alUIIEHHOCTH HH(POPMAIIHH.
10. [Toaxoas! k 0OeCTIEYEHUIO HEMTPEPHIBHOCTH MH(POPMAITMOHHBIX
IIPOLIECCOB.
11. Ornpezenenne MOIUTHKY 3aIUThl HH(OPMAITUH.
12. MexaHu3MBbI 3aIUTHl KOHUICHIIHATBHBIX JaHHBIX.
13. [IpUHITUTIEI KOMIUIEKCHOM 3alIUThl HH(POPMAIIUH.
14. Ponb nmonb3oBarens B obecneuenuu Ub.
15. Cucrema o0ydeHust 1 ”HGOPMHUPOBAHHUS ITEPCOHAIIA 10 BOIIPOCAM
Ub.
16. ®dopmMupoBaHUEe KyJIbTYypbl HH()OPMAITMOHHONW 0€301TaCHOCTH.
17. [TpuHIHIB BEIOOpA TEXHUYECKUX U IPOTPAMMHBIX CPEICTB
3aIUTHI.
18. CornacoBaHue Mep 3allUThI C TPOU3BOJCTBEHHBIMHU 33Ja4aMH.
19. PernamenTsl pearnpoBaHus Ha UHIIUJEHTHI.
20. HNurerpanus b B KOPIOpaTUBHYIO CTPATETHIO.
Tewma 2. [1K-3
Kpunrorpapudeckne 1. TexHu4ecKkre KaHallbl YTeUYKH HHPOPMAIIUH.
MozemH. ATOPHTMBI 2. MeToap! 3aIUTHl OT aKyCTHYECKUX U BUOPOAKYCTUYECKHX YTEUEK.
wHQPOBAHUA. ANTOPHTMBI | 3 DKpaHUPOBAHKE MOMEIIEHUN U 000PYI0BaHHUS.
ayTeHTHUKALIH 4, KOHTpPOIIb 37IEKTPOMArHUTHOM COBMECTHMOCTH.
nosk3oatenei. Moxem 5. Hcnonp3oBanue mudpoBaHus KaHAJIOB CBS3H.
6€301MacHOCTH OCHOBHBIX N
ONCpALIHOHHBIX CHCTEM. 6. CpenctBa 1moaBieHust TOOOYHBIX U3TYUYCHHH.
7. MeTto/1bl U CpelICTBAa KOHTPOJIS JOCTYTA B IOMEIICHHUS.
8. Buomerpuueckue cucteMbl HACHTU(OUKALUN U ayTeHTU(DUKALINH.
9. TexHuyeckue cUCTEMbI OXpaHbl U CUTHATIU3ALIUY.
10. KomrekcHbie cucTembl (PU3HMUECKON ¥ TEXHUYECKOH 3alHUTHI.
1. CraHaapThl M0 TEXHUYECKOU 3auTe HHPOPMAITIH.
12. [IpaBuia skcruTyaTauu 3aluEHHBIX TEXHUYECKUX CPEJICTB.
13. CepruduimpoBaHHble CPEACTBA 3aTUTH HHPOPMAIIHH.
14. [TonGop u BHEApEHNE CHCTEM KOHTPOJISA JOCTYIIA.
15. JlokyMeHTHpOBaHKE MEP TEXHUYECKOM 3alUTHI.
16. [IpoBenenue NpoBepOK TEXHUYECKOMN 3aIUIIEHHOCTH.
17. OO0ecrneyeHne TEXHHYECKOM 3alIMThl B pacipeIeIEHHbBIX
CUCTEMAX.
18. OOGecneyeHue 3anuThl HHPOPMAIIMKM Ha paOOYNX MECTaX.
19. Opranu3zanus 3aiUnIEHHbIX 30H 1 KAOMHETOB.
20. MOHUTOPHUHT COCTOSIHHSI TEXHMYECKOM 3aIIMThl HA O0OBEKTE.
Tema 3. [IK-3
AIMUHUCTPHUPOBaHHE 1. CpencTBa aHTUBUPYCHOM 3aIlIUTHI.
ceTeii. 3amuTa 2. MesxceTeBble SKpaHbl M CUCTEMBI KOHTPOJIS TpaduKa.
MH(OPMAITUH B CETAX. 3. Hcrnonp3oBanue cucteMm oOHapy)eHus BropskeHuit (IDS).
MHoroypoBHeBas salluTa | 4 IIporpaMMHEIE CPEACTBA KOHTPOJIS LENTOCTHOCTH JaHHBIX.
KOPTOPATHBHBIX CCTCH. 5. OOGHoBIeHHUE U yIipaBiieHue ys3pumocTsamu [10.
6. [IprHIHAIIBI TOCTPOEHUS OTKA30yCTOMYHUBBIX CUCTEM.
7. Hcnonp3oBaHue pe3epBHOTO KOMMPOBAHUS M BOCCTAHOBIICHUSI.
8. [IporpamMmMHbIe cpeAcTBa pa3rpaHUdYeHHs! JOCTyIa.
9. CpencTsa 3amuThl OT HeCaHKIMOHUpoBaHHoro noctyna (HC/).
10. CpenctBa 3a1iuThl JaHHBIX HA MOOUJIBHBIX YCTPONCTBAX.
1. Pa3paboTka BHyTpEeHHUX perjaMeHTOB WH(OPMAITMOHHON
0€30MacHOCTH.
12. IIpoBenieHre MHCTPYKTaXei U TpeHUHroB 1o Ub.
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13. Opranu3zanys KOHTPOJIS 3a IEHCTBUSAMU IIEpPCOHAIA.

14. VnpaBieHrue y4eTHBIMU 3aNIUCSIMU U JOCTYIaMH.

15. ITonuTuka naposiel 1 3alUTa yYETHBIX JAHHBIX.

16. KoHTposb ncnonp30BaHus BHEINTHUX HOCUTENEH HH(GOpMAITUH.

17. AyauT IpOrpaMMHBIX U OPTaHU3ALIMOHHBIX MEp.

18. NHTterpanus oprann3allMOHHBIX U porpamMHubix mep B UC.

19. Peanuzanus npuHIIMIa MUHUMAJIbHBIX PUBUIICTHH.

20. dopMHupoBaHUE OTYETHOCTH 110 coOItoaeHn0 Mb.
Tema 4. TpeGoBanust K [1K-3
CHCTEMAaM 3aIllUThl 1. OGuue TpeGoBaHUS K CUCTEMaM 3aIlUThl HHGOPMAIIIH.
HHpOpMALII 1 2. [Tpuniune! cepTrdUKaLUU CPEACTB 3aIUTHI HHPOPMALIUH.
HalpaBJICHHS PasBUTH 3. Yporuu gosepust u kinaccudukamnus MC nmo ypoBHIO 3alUIIIEHHOCTH.
CPeNCTB Oe30MacHoCTH 4. Metopl OlIeHKH dPPEKTHBHOCTH CHCTEM 3alIUTHL.
npeanpuATHL. [lpasosbie | g MuHuMM3anus IpaB JOCTYIA U YIPABICHUE IPUBUIETUSMH.
Egg;ﬁ;;]:)lglpomﬂﬂoro 6. OTBETCTBEHHOCTD 32 HapyIICHHE PEKUMA KOH(PHUICHIINATLHOCTH.
JOCTYNA K HH(OPMAIHH 7. IlocneacTBUsI HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHGOpMAIUH.

8. [opsinok paccnenoBanust uHuuaeHToB Ub.

9. Opranu3zanysi BHyTPEHHETO KOHTPOJISI CUCTEMBI 3aIUTHI.

10. Onenka ymep0a oT peanu3aluu yrpos.

11. HopmatuBHO-1ipaBoBas 6a3a 3amuThl HHGopManuu B PO.

12. Opranu3anys npoueccoB 3alUThl HHPOPMALIUU Ha TPEIIPUATHH.
13. Arrecrarus 00bekTOB HHGOpMaTH3aluU 1o TpedoBanusm Mb.

14. Bzaumogeiicteue ¢ koHTposnupyromumu opranamu (PCTIK, ®Cb u
Jp.).

15. TlpaBoBbIe acmeKThl 00PaOOTKH MEPCOHATBHBIX JTaHHBIX.

16. ITpunHIMIIEI TOCTpOCHHMSI O€30MmacHBIX KopropaTuBHbIX VC.

17. IlepcrieKTUBBI pa3BUTHS TEXHOJIOTUH 3aIIUTHl HH()OPMAIIH.

18. CootBerctBue TpeboBanusM crangaptoB b (I'OCT, ISO).

19. Pa3zpaboTka BHyTpEeHHEH HOPMATUBHOMN JOKyMeHTarwu 1o Wb.

20. YrpasieHue >KM3HEHHBIM ITUKJIOM HH()OPMAIMOHHOM 0€3011aCHOCTH B
OpraHM3alMH.

HIkana oneHUBAHUS OTBETOB HA BONPOCHI

[IIxana orieHUBaHUs

Kpurepuu onenuBanus

OOyuaromuiicss TIyO0OKO M COAEP)KAaTENbHO pPacKpbIBaeT OTBET Ha

«OTIU4HO» KKl TEOPETUYECKUIN BOIPOC, HE JOMYCTHUB OMIMOOK. OTBET HOCUT
Pa3BEPHYTHIN M HCUEPIBIBAIOLINN XapaKTED.

OOyuaromuiicsi B I€JIOM PacKpPbhIBA€T TEOPETHYECKHE BOIPOCHI,

«Xopouo» OJIHAKO OTBET XOTsI ObI Ha OJUH W3 HUX HE HOCUT Pa3BEPHYTOrO H

MCUEPIIBIBAIOIIETO XapaKTepa.

«Y IOBJIETBOPUTEIBHO

OOyvarommiicss B I1IEJIOM PACKPHIBAET TEOPETHUECKHE BOIMPOCH U
JOMyCKaeT  psAJ  HETOYHOCTeW,  (parMeHTapHO  PACKPBIBACT
COJICpKAaHUE TEOPETHUYECKUX BOMNPOCOB WM HMX  PACKpPHIBAET
CoJIepKaTeIbHO, HO JOMYCKasl 3HaYNTeNIbHbIe HETOUHOCTH.

«HeynoBneTBopUTEILHO»

OOyuaromnuiicsi He 3HAa€T OTBETOB HA IOCTABJICHHBIC TEOPETUUECKHE
BOIIPOCHI.
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6.2.2. Temsbl 1J151 TOKJIAa10B

Tewma (pazaen) Bompocsr

Tema 1. OcHoBHbIE [1K-3

HOHSITHS U OLPE/ICTICHUS. 1. BBenenue B 3anmuTy nHGOpMallMu: OCHOBHBIC MTOHATHS U

HcTounnky, pucku u TEPMUHBIL.

opmbi atak Ha 2. Pucku yredek nHbopMamyy B COBpEMEHHBIX HH()OPMAITMOHHBIX

I/IH(I)OpMaLII/IIO. ITomutuka u CUCTEMAX.

CTAHAAPTEI 6E30MACHOCTH | 3 [Tpunuumne! obecnieueHuss THPOPMAITMOHHON 0€30MaCHOCTH.
4. dusnueckue yrpo3sl 1 X BIUSHHE Ha 0€301MacHOCTh
nHpOopMaIuu.

5. OcHoBHBIE (OPMBI aTak HA HH(POPMAITUIO: BUPYCHI, (DUIIIHHT,
DDoS.
6. Crangaptel 6e3onacHocty uHpopmarmu: ISO/IEC 27001 u
IpyTHE.
7. [Tonutrku 6€30NacHOCTH: CO3/1aHUE U YIIPABJICHHUE.
8. Knaccudukanus yrpos mist unpopmanmu: BHyTpeHHUE U
BHEIIIHUE PUCKH.
9. CoBpeMeHHbIE METOIbI 3aLUTHI OT YTPO3 YTEUEK JTaHHBIX.
10. OTHYECKHE acTIeKThl 3aIUThI HH(OpPMAIMK B OPTaHU3AIHSIX.
Tewma 2. [1K-3
Kpunrorpaduueckue BBenenne B kpunrorpaduo: OCHOBHBIEC BUIbI ITU(PPOBAHHUS.

MOJENU. AJTOPUTMBI
ndpoBaHust. ATTOPUTMBI
ayTCHTH(PUKAITAN
IoJib30BaTese. Monaenu
0e30IMacHOCTH OCHOBHBIX
OTIEPAIUOHHBIX CUCTEM.

1

2. [IpuHIMIBI CUMMETPUYHOIO M CUMMETPHUYHOTO MHU(POBAHUS.
3. Anroputmsl mugposanus: DES, AES, RSA u ux ocobeHHOCTH.
4 AyTeHTH(UKaLMS 0JIb30BATEICH: YTO 3TO U KaK OHA paboTaer.
5 [TpumeneHne KpunTorpagpuIecKux METOIOB B ONIEPAIIIOHHBIX
cucTeMax.

6. Mopenu kpuntorpaduaecKoi 3aUThl B COBPEMEHHBIX
OTIEpPAIIMOHHBIX CUCTEMaX.
7. Cranpmaptel ¥ IpoToKoIb ayTeHTH(GUKanuu: Kerberos, LDAP.
8. Hcnonb3oBanue nudpoBbIX MoAnucei ans od0ecrnedeHus
TIOJIJTAHHOCTH JIAHHBIX.
9. CoBpemeHHbIe KpUnTorpadhuyeckue moaxoAbl K 3aluTe
KOPIIOPATUBHBIX JTAHHBIX.
10. 3amuTa nepeaaun aanubix: TLS/SSL u npyrue npoTokoss
0€30MacHOCTH.
Tewma 3. [1K-3
AJIMUHUCTPHPOBAHHUE 1. OCHOBEHI CeTeBOM 0€30MaCHOCTH: MPABHIIA U METObI 3AIIUTHI.
cerei. 3amura 2. [Iporokoas! 3amutsl B ceTsax: [Psec, VPN.
MHQOPMAIIIH B CETSIX. 3. Pucku 1 yrpo3sl 6€301mMacHOCTH IPH pabOTEe B OTKPBITHIX CETAX.
MroroyposHeBas samura - 4. 3amura JOKaIbHbIX CETEN U MHTEPHETA.
KOPHOPATHBHBIX CCTCH. 5. [Ipumenenue 6panaMay3poB U CUCTEM OOHAPYKEHUS BTOP>KEHUH.
6. CtpaTeruu MHOTOYPOBHEBOH 3aIUTHI KOPIIOPATUBHBIX CETEH.
7. VYnpasiieHue 6€301MacHOCTbIO CETEBON UHPPACTPYKTYPHI.
8. 3amuTa OT aTak Ha YpOBHE PUIIOKEHUH 1 BeO-CEPBHCOB.
9. MeTo/1bl MOHUTOPHHTA U pearupOBaHUs HA HHIUJCHTHI B CETSIX.
10. Texnonoruu 3ammtbl Wi-Fi u 6ecipoBOgHBIX CETEH.
Tema 4. TpeboBanus k [1K-3
CHCTEMaM 3allUThI 1. Crangaptsl ¥ TpeOOBaHUS K CUCTEMAaM 3allUThl HH()OPMAIIUH.
HH(pOpMAIIHK 1 2. Pa3paboTka u BHeipeHHE CHCTEMBI O€30TTaCHOCTH Ha
HaIPaBIICHUs Pa3BUTHUA TIPETPHSTHN.
CpenCTB besonacHocTH 3. OLeHKa PUCKOB U INIAHUPOBAHUE OE30IaCHOCTH IIPEANPHATHS.

npennpustus. [IpaBoBbie
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IOCIICACTBUS
HECaHKIMOHUPOBAHHOTO
JocTyma K nHpopmamm

4, HNHcTpyMeHTBI U CpecTBa 3alUTH HHPOPMAIIHH.

5. [Topsimok pearupoBaHus Ha MHITUACHTHI O€30MTaCHOCTH.
6. 3akoHOaTeIbHbIC TPeOOBaHUS K 3alUTe HHPOPMAIIUH B
pPa3IMYHBIX CTpaHaX.

7. IIpaBoBbIE IOCIIEACTBUS YTEYEK JaHHBIX U
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

8. OTBETCTBEHHOCTH 32 HAPYIICHUS B 00JACTH 3aIIUTHI
nHpopMaIuu.

9. DBOJIIOLMS YTPO3 U METOJIOB 3AIIUTHI B KOHTEKCTE PAa3BUTHUS
TEXHOJIOTHH.

10.  Bynaymiee u TpeHbl B 001aCTH 3aIIUTHI HHPOPMALIUK:

I/ICKYCCTBCHHBII\/'I WHTCIIJICKT 1 aBTOMAaTHU3allus.

[HIxana oneHNBaHUA

[IIxana oneHUBaHUA

Kputepuu oreHrnBanus

«OTIHYHOY

OO0yuatomuiicss TIIyO0KO M COIEPIKATEIbHO PACKPBIBAECT TEMY JOKiIana, He
JIOITYCTHB OMMUO0K. OTBET HOCUT Pa3BEPHYTHIN M MCUCPITBIBAIOIINHN XapaKkTep.

«Xoporo»

OOyyJaroIuics B 1IEJIOM PacKphIBaeT TEMY JOKIJIaa, OHAKO OTBET XOTs OBl
Ha OJIMH W3 HUX HE HOCUT Pa3BepHYTOTO M MCUEPIBIBAIONIETO XapaKTepa.

«y)lOBJ'IGTBOpI/ITCJ'IBHO»

OOyuaromuiicss B LIEIOM pPACKpBIBAaeT TEMY JAOKIaAa M AOIYCKaeT psA
HETOYHOCTEH, (parMeHTapHO PpACKPHIBACT COIEPNKAHUE TEOPETHUECKUX
BOIIPOCOB WJIM WX PACKPBIBAET COAEP)KAaTeNbHO, HO JIOIYCKas 3HAYUTEIHHBIC
HETOYHOCTH.

«HeynoBieTBOpHTEIHHO

OOyuatomuiics He BJIaJceT BRIOPAHHON TEMOM

6.2.3. OeHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMM (TECT)

HK3.

1. Kaxkoii u3 MmeTroaoB mndpoBanus siBiasieTcsi CAMMETPUYHBIM ?
1) RSA

2) AES

3) ECC

4)  Diffie-Hellman

2. Yro Takoe Kpunrorpagpuyeckuii xam?

1)  Axroputm mmdpoBaHus

2)  Meron mosy4eHUs] YyHUKAILHOTO UICHTU(PUKATOPA TaHHBIX
3)  MeTtoa reHepanny Ciay4aiHbIX YACET

4) AJTOPUTM JJIs1 TPOBEPKU MOIJTUHHOCTH COOOIIIEHUN

3. Kakoii TMII aTak HCHOJIb3yeTCH IJIsl B3JI0MAa MapoJieil ¢ MOMOIIbIO
NnpeABapUTEIbHO BLIYUCIEHHBIX XA1I-3HAYEHU?

1)  Araka «rpy0oii CUIbD)

2) ATaka 1no cjioBapio

3)  Araka ¢ UCIOJIb30BAaHUEM DAY KHBIX TAOJIHIL

4) ATaka «4eJIOBEK MOCEPEIUHEN
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4. Kakoii aaropurmM wucmoab3yercss AJs IMUPPOBAHUA [JAHHBIX B
coBpeMmenHbix Wi-Fi ceTsax?

1) DES

2) AES

3) RC4

4) RSA

5. Kakoil MexaHM3M ayTeHTH(PUKALMH HCHOJb3YeTCHA B IPOTOKOJIE
WPA2 nas 3amutel Wi-Fi cereit?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4) AES

6. Kakoii 13 nmepe4ucjIeHHbIX aJIrOPUTMOB He SBJSAETCH AJTOPUTMOM
aCHMMETPUYHOro mudpoBanus?

1) RSA

2)  ElGamal

3) AES

4) ECC

7. Kakyo ¢pyHKIIMIO BLINOJHSET MYOJMYHBIN KJIKY B ACHMMETPUYHOM
Kpunrorpapumn?

1) Iludpyer nanHbie

2)  JemmdpyeT naHHbIC

3) IToamuceiBaeT coOOIIEHUS
4) [IpoBepsier noanucu

8. Kak Ha3pIBaeTcsl araka Ha cCHCTeMY, NPH KOTOPOH NbITAKTCH
NoA00PATh CEKPETHBIN KJII0Y METOJAOM «Ipy0oil CHIbI»?

1) ATaka ¢ UCIOJIb30BaHUEM PATy KHBIX TaOIuUIL

2) ATaka 1no cioBapro

3)  Araka Ha ocHOBe mudpa

4)  Ataka METOJIOM IOJHOTO Mepedopa

9. Kakoii aaroputm wucnoasdyercss B SSL/TLS nuas oOecnedeHus
KOH(PUACHUNATIBLHOCTH U IEJIOCTHOCTH JAHHBIX MPH Mepeaaye yepe3 MHTEPHeT?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe u3 3THX yTBep:KAeHuil 0 Hu(PpPoBOM MOANUCH BEPHO?
1)  [udpoBas noanuch UCHOAb3YyETCA s IIUPPOBAHUS COOOILIEHUN
2)  Hudposas noanuchk odecrneynBaeT KOHPHUICHINATBHOCTh COOOIICHUS
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3) IludpoBas mnoANUCHL HUCHOJB3YETCS I TMPOBEPKUA MOJIMHHOCTU U
LIEJIOCTHOCTH COOOIIEHUS
4) [Mudposas moAnMCcs UCTIONB3YETCS JJIS CO3TAHUS TapOIst

11. Yro takoe PKI (Public Key Infrastructure)?

1)  Cucrema ynpasieHus: U(POBBIMH MOJIUCIMU

2)  Cucrema ans mMppoBaHUs CAMMETPUYHBIMU aITOPUTMaMU

3)  Cucrema, ucnosb3yrouiasi TOJIbKO OJHOPA30BbIE KITIOUU

4)  MexaHusM JUisl YOpaBJICHHS U XPaHEHUS IMyOJWYHBIX M TMPUBATHBIX
KIIIOYEH

12. UYro Takoe 'crpormii pexkuMm mMUPPOBAHUA" B KOHTEKCTE
aaroputma AES?

1)  Pexwum, rue kaxplii 60K JaHHBIX MIHQPPYETCS OTACIBHO

2) PexuM, KOTOpBIM 3ampemniacT HMCHOJIb30BAHUE BCEX CUMBOJIOB, KpOME
udp

3) Pexxnm, ncnonb3yroniuii 6J10ku GUKCUPOBAHHOTO pa3Mepa

4)  Pexum, KOr/a OAUH KJIHOY UCIOJB3YETCA ISl BCEX CECCHI

13. Kakoii u3 aaropuTMoB sIBJIsIeTCH AJTOPUTMOM XIIIUPOBaHUA?

1) RSA
2)  AES
3) SHA

4)  Diffie-Hellman

14. B kakowm cay4ae ucnosab3yercs aaroputm HMAC?
1) Jlns co3nanus mUGPOBBIX IMOTHUCEH

2) JIJ1s1 3a1IUTHI LIEJIOCTHOCTHU JTaHHBIX

3)  Jlud reHepauuu cirydaiHbIX YACET

4) Jlns nemmdpoBaHusi COOOIICHUN

15. Kakoii npoToKO0J UCNO0JIb3YeTCs JAJIA 3aIUUThI JJIEKTPOHHOM MOYTHI €
NMOMOIIbIO KPpUNITOrpaduIeCKUX MeTo10B?

1) SSL

2)  IMAP
3)  S/MIME
4)  SMTP

16. Yto o3HaYaer TepMHH '"'KOHQPUIECHIHAIBHOCTH'' B KOHTEKCTE
3amuThl HHGpopManun?

1)  3ammra OT HECAHKUMOHUPOBAHHOTO JIOCTYMA K JTAHHBIM

2)  YpocroBepeHue MOMJIMHHOCTH OTIIPABUTENS

3)  IloarBepxaeHUE LEIOCTHOCTH JTaHHBIX

4)  VYpoctoBepeHue aBTOPCTBA JAHHBIX
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17.

Kaxkou aJrOPUTM KPUITOrpadpu4ecKoro X3IIHUPOBAHUA

HCIMOJIB3YETCH JId TIIPOBECPKH MNMOAJUHHOCTH naponeﬁ B COBPEMCHHbIX

cucremMax?
1)
2)
3)
4)

18.

MDS5
SHA-256
DES
RSA

Yro npeacraB/sieT cO00M MeTOH ATAKYIOUIETr0, KOTOPbI NMbITACTCS

yrajaaThb CeKpeTHbIN KJIK0Y, HccJIieys BO3MOKHbIe KOMOMHAIMY 3HAYEHUI ?

1)

ATaka ¢ paay>KHbIMH TaOJIUIIaMHU

2) ATaka MeTOJI0M TIOJIHOTO Tiepedopa

3) ATaka 1o cioBapro

4) ATaka c ucnoiab3oBaHueM yszBumocteit B [10

19. Yrto Takoe "cumMeTpuyHoe mudpoBanue'?

1) HUcnonb3oBaHue  OJMHAKOBBIX  KJIoued  miuss  mudpoBaHUS U
nemuppoBaHus

2)  Hcnonb3oBaHue ABYX KIHOUYEH: MyOIMYHOTO U MIPUBATHOTO

3) Hcrnonp30BaHne YHUKAIBHBIX KITOYEN I KAXKIOTO CEaHca

4)  Vcnonb3oBaHUE OJHOTO KJIFOYA JIJISl BCEX MOJIb30BaTEIEH CUCTEMBbI

20. Kaxk Ha3pIBaeTcsi MeXaHHM3M, MO3BOJISIIONIUIA AyTEHTHU(PUIMPOBATH
MOJIb30BATEJIsl C IOMOIIBIO €ro OTNe4YaTKa najpbua’?

1) buomMerpuyeckas ayreHTUDUKAIUS

2)  MmuorodakTopHas ayTeHTHUDUKAIISL

3) [TaponbHas ayTeHTUDUKAIIS

4)  PoneBas ayreHTHU(UKALINA

21. Kakoii u3 mnepe4yHCJeHHbIX MeTOJA0B IU(PPOBAHUSA HCHOJIb3YyeT
aCHMMMeETPUYHBbIC KJIIOYU?

I) RSA

2) AES

3) DES

4) RC4

22. Jlons yero ucnoJb3yercs mporokoa SSL/TLS?

1) Jlist mudpoBaHus SIEKTPOHHBIX MHCEM

2) JI714 321U Thl JaHHBIX, ITIEpEeAaBaEMbIX MO CETH

3) Jlnis ayTeHTu(UKaIuy MoJib30BaTesei

4) Jlns 3amuTel 0a3el JaHHBIX

23. Yro TaKoe JABYCTOPOHHSASA ayTeHTH(PUKAUMUSA (mutual
authentication)?

1)

Korzaa tonbsko cepBep ayTeHTU(ULIUPYET KIHUEHTa
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2)
Aapyra

3)

4)

24.

Korga o6a yuactHuka obmeHa mHpopmaimeid ayTeHTUGUIHPYIOT APYT

Korga knuenT ayreHTudumnupyet cedst ¢ moMOIIBIO TapoJis
Korma o6a yuacTHUKA HCTIOIB3YIOT OJMHAKOBBIC MTAPOITH

Kakoii 3 METOAOB 3alIUTbLI JAHHBIX HCIHOJBL3YETCHA - IJIA

o0ecrneueHus HEJOCTHOCTH M 3alMMTHI OT IMOAMEHBLI JAHHBLIX B IIpoHecce HX

nepeaavu?
1)
2)
3)
4)

25.
1)
2)
3)
4)

26.

[udpoBanue
DJIeKTpOHHAs MOANUCH
X3MpOBaHUE
OTKpBITBIE KITIOUH

Yrto Takoe cuctema ynpasJjienus kiarwyamu (KMS)?
MexaHu3M 11 TeHepalyy nap KiIoden

MexaHu3M J1st yOpaBiaeHUs JOCTYIOM K JJaHHBIM

Cucrema J1st XpaHeHUs1, pacCpeAesICHUs U 3alllUThl KITtouen
[TpoTokon asns 3anuThl HHGOPMALIUK

Kak Ha3piBaeTcs cmocod, NHpM KOTOPOM CEKPeTHbIH KJIHY

HUCIOJIb3yeTCs AJd JenpoBanns 3alIH(PPOBAHHBIX JAHHBIX?

1)
2)
3)
4)

27.
HEBEPHO?

)
BXOaa
2)
3)
4)

28.

[IudpoBanue ¢ UCTIOIB30BAHUEM CUMMETPUYHBIX KITIOUEH
AcumMmeTpruyHOe UG pOBaHUE

X31IMpOBaHUE

DJIEKTPOHHAs MOJIUCH

Kakoe wu3 3THX YyTBep:KIeHMH O Kpunrorpaguyeckux Xx3max
X31I-QpyHKIMS BCerja TeHepUpPyeT YHUKAIBHBIN pe3yJIbTaT Uil KaXa0ro
X31I-QpYyHKIMS UCTIONb3YETCS AJI MPOBEPKHU LUETOCTHOCTH JAHHBIX
X31I-QpyHKIMU HE MOTYT OBbITh paciii(poBaHbl 0OpaTHO

Xo1I-(hyHKIIUU SABISIIOTCS HEOOPaTUMBIMU

Kakoii u3 3Tmx ajaropurmoB mudpoBaHusi sIBJIAsiETCH HamOosee

3¢ G eKTUBHBIM /15 3aAIMUTHI JAHHBIX B 00J1aYHBIX cepBHCcax?

)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoi INPOTOKOJ HUCHOJIB3YECTCHA NJd YCTAHOBJICHHUA 3AINMUINCHHOTO

KAaHAJIa CBSI3U MKy KJIMEHTOM U CepBEPOM B MHTepHeTe?

1)
2)

SSL/TLS
HTTP
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3) FTP
4)  SMTP

30. Kaxk Ha3bIBaeTcss MeToJ, NPHM KOTOPOM /JABa Y4YacTHHKa OOMeHAa
MOIryT O0OMEHUBATbCH KJOYaMHu 0e3 TOro, 4ro0bl OHM ObLIH IepeXBayeHbl
TpeTbell CTOPOHOI?

1) Hdudpdu-Xennman

2) RSA

3) One-I'amans

4)  RSA u ludpdpu-Xemiman

31. Yro takoe ceprupukart X.509?

1)  Twun mudpoBoiil moanucu

2) Cranpapt 17 3alUThI TapoIei

3)  @opmar asg XpaHeHUs ¥ OOMeHa MyOJINYHBIMH KII0YaMu
4)  Meroa reHepaiyu Ciy4ailHbIX YHCel

32. Yro npeacrasJjsieT co00il aTaKa «4eJ0BEK MOcepeIruHe»?

1) ATaka, NpyU KOTOPOW 3JIOYMBILUIEHHUK II€PEXBATHIBAET W HM3MEHSET
JAHHBIE MEK]y IBYMsI CTOPOHAMH

2) ATaka Ha cepBep, C €TI0 IEPETPY3UTh €TI0

3)  Araka, IpM KOTOPOM Mapojb MOJb30BATENsl YKPAJEH C IOMOIIBIO
[IEPEXBATA CETH

4)  Araka Ha LIM(P ¢ UCTIOTB30BAHUEM PATY>KHBIX TaOIHI]

33. Uro takoe "MHoropakropHas ayreHTupukanusa'?

1)  Meroa, npu KOTOPOM Ui BXOJla B CUCTEMY MCIIONb3YyeTCs ABa U Oojee
pa3HbIX C0c00a MPOBEPKU MOATUHHOCTH

2) Hcnonbs3oBaHue eAMHOTO Naposist AJisl BCEX MOJIb30BaTENEH

3)  Hcnonb3oBaHuE OJJTHOPA3OBBIX MapoJei

4)  Meroa, npu KOTOPOM UCHOJB3YETCS TOJBKO MapoJib

34. UYrto Takoe kKpunrorpaguyeckasi 3alllMTAa HA OCHOBE IJIJIMITHYECKHX
KPUBBbIX?

1)  Meton, UCHONB3YIOUMN JOJTHUE BBIYUCICHHUS JJIA  YBEJIWYEHUS
0e301macHOCTH

2)  Meroa, UCTIONB3YIONIUNA MaTeMaTHIYECKUE OCOOCHHOCTHU DJUTMIITHYECKUX
KPUBBIX JIJIs1 00ecrieueHus: 6€30MacHOCTH

3) MeToa, UCTIOIB3YIOLIUM TOJIBKO OHOPA30BhIE KITFOUH

4) Meton, HCTIONB3YIOIINAN X3MIUPOBAHUE

35. Kakoil U3 MeTo0B 3aIUTHI JAHHBIX MpPeANoJaraer uCIojab30BaHue
JUYHBIX OMOMETPUYECKUX XAPAKTEPUCTHK, TAKMX KAK OTHEYATKH NAJIbIEB HJIH
paay:kHasi 000J104Ka riaa3za?

1)  buomerpuyeckas ayTeHTU(UKAIUSA
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2) [TaponbHas ayTeHTUUKAIUSA
3)  CekpeTHbli K04
4) OTKpBITHIN KITIOY

36. Kakoi aJjgropur™M 3amuTrbl HHpOpMAUMH HCHOJBb3YyeTCH AJs
MG poBLIX NOANKCEH B 3JICKTPOHHOM moyTe?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoii ajaroputrM HCHoJb3yercsi B OOJbIIMHCTBE COBPEMEHHBIX
CHUCTEM JJisl IIU(POBAHMS JAHHBIX B 0a3e JaHHbIX?

1)  AES
2)  RSA
3) MD5
4)  SHA-256

38. Kakoii THHD arTrak 4yame BCero HCHOJAb3yeTCd /JIA IOMCKA
YA3BHMOCTEH B KpUNTOrpagpuuecKux nNpoTroxkojaax?

1)  Araka «rpy0oii CUIbD)

2)  Araka ¢ UCIOJIb30BaHUEM PAAYKHBIX TAOJIHIL

3)  Araka Ha ocHOBe mudpa

4) ATaka 1mo cjoBapio

39. Kakoii MexaHM3M MCNOJIb3YeTCsl JIsl 3aIUUThI JaAHHBIX B 00J1aKe?
1)  CummerpuuHoe mH(ppPOBaHHE

2)  AcummerpuuHoe mudpoBaHue

3)  MHorogakropHas ayTeHTH(PUKALIHS

4) VPN

40. Kaxk Ha3pIBaeTcsi mnpouecc, HNpM KOTOPOM KpuUITOrpadguyeckui
KJII0Y HCHOJIb3YyeTcs Ui TNPOBEPKHM MEJOCTHOCTH [aHHBIX, a He I HX
muppoBanus?

1)  XbsmupoBaHue

2) DJIEKTpOHHAs MTOANUCH

3)  AyreHtudukanus

4)  Mubdu-Xennman

41. Kakoii aJropuTM HCHoJb3yercsi AJs CO3XaHUS aAyTEeHTHYHBIX
¢ poBbIX NoAnuceil B 0J10K4YeiiHe?

1) RSA
2)  ECDSA
3) SHA

4)  AES
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42. Yrto Takoe metToa "'AByX(aKTOpHOH ayTeHTUGUKAUN'" ?
1)  Hcrmonp3oBaHuEe ABYX pa3HBIX KPUOTOTPAUUYECKUX aITOPUTMOB IS

mudpoBaHUs
2) Hcnonp3oBaHnne  KoMOWHAaIMM  mapoiast W OWOMETpuUH  JUIs

TIOJITBEPIKICHUS IMIHOCTH
3)  Hcnonp3oBaHue mapoyii W OJHOPA30BOTO KOJa, OTIPABICHHOTO Ha

TenedoH
4)  Hcnonb3oBaHue NBYX UJIEHTU(DUKATOPOB ISl KAXKAOTO MOIb30BATENS

43. Kaxk Ha3pIBaeTcsi KpUNTOrpauyecKuili TMNPOTOKOJ, KOTOPbIii
obecrieunBaeT 0€30MaACHOCTH BeO-CAaTOB?

1)  HTTPS
2)  FTP

3) POP3
4)  IMAP

44. Kakoil aaropurM HCHoJb3yercsi B OJIOKYEHH-TEXHOJIOTHAX ISl
NPOBEPKHU TPAH3AKLMMA?

1)  SHA-256
2) RSA
3) DES
4)  MD5

45. Kakoii Tun mu@poBaHUA  HCHOJB3YeTCH I  Nepeaadu
KOH(PUIEHUNAJBHBIX JAHHBIX B MPUJIOKEHHUSAX C UCMOJb30BAHHEM IYOJMYHOIO
KiIw4a?

1) RSA
2)  AES
3) SHA
4)  DES

Kirou Kk Tecty:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1
10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2
19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3
28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1
371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

IkaJia oeHUBAaHKS Pe3yJIbTATOB TECTUPOBAHMS

% BEpHBIX pPelICHUH (OTBETOB) [Txana oneHUBaHUS
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85-100 OTIINYHO

70 - 84 XOpOoUIo

50- 69 YJOBJIETBOPUTEIHHO
0-49 HEYAOBIETBOPUTEILHO

6.2.4. Ilpumepsnl 3a1a4 Ipu pa3zdope KOHKPETHBIX CUTYy AUl

Tema 1. OcnogHvle nouamus u onpedenerus. Mcmounuku, pucku u ¢hopmwl
amak Ha ungopmayuto. [lonumuka u cmanoapmsi 6e3onacHocmu

MK3.

1. Hanucath 0030p OCHOBHBIX MOHSTHM 3alUThl WHGOPMAIMK, BKIIOYAS
KOH(UICHIIUATBHOCTh, 1ENOCTHOCTh W JocTynHocTh (CIA). IlpuBectu npumepsi,
WUTIOCTPUPYIOLINE KaXI0€ TOHATHE.

2. Pa3paboTaTh MOJUTUKY O€30MACHOCTH Ui BBIMBIIUICHHOW OpraHuU3alluH,
BKJIFOYAIOIIYIO ONMCAaHUE HCTOYHUKOB YTPO3 U MEPHI IO UX MUHUMH3ALUY.

3. OueHuTh PUCKU i1 MH(OOPMALMOHHOW CHCTEMBI, HCIOJb3YS METOAMKY
OLICHKU PUCKOB, ¥ MPEJJIOKUTH MEPHI JIJIs1 CHUKEHUS ITUX PUCKOB.

4. IlpoaHanu3upoBaTh peajbHbI Clay4yall yTE€UYKHM JaHHBIX B KOMIIAHUH,
OMMCHIBASI, KAK MPOU30IILJIA aTaKa U KaAKUe ObLIU MOCIEACTBUS.

5. [loAroTOBUTH MPE3EHTALMIO O MEXAYHAPOJHBIX CTaHAApTax 0€30MacHOCTH
(manpumep, ISO/IEC 27001), 0ObsicHSIA UX 3HAUCHUE U IPUMEHEHUE B OpTaHU3aINH.

6. Coznath Tabnuily, B KOTOpO OyayT MepeyucieHbl pa3inuHble (POpPMBbI aTak
Ha MH(GOPMAIINIO, UX OMUCAHKE U CITOCOOBI 3aIIUTHI OT HUX.

Tema 2. Kpunmoepaguueckue moodenu. Aneopummel  wugposarus.
Aneopummul aymenmughuxayuu nonvzosameneu. Mooeru bezonacHocmu OCHOBHBIX
ONepayuoOHHbIX CUCTIEM.

IIK3.

1. OnucaTh OCHOBHBIE KpUNTOTrpaQHUUECKHe MOJAEIU: CUMMETPUYHBIE U
ACUMMETPUYHBIC AJITOPUTMBI IIHU(PPOBAHUS, UX TPEUMYIIECTBA U HEAOCTATKH.

2. TlpoBectn aHanu3 anropuTMoB mmdpoBanus (Hanpumep, AES m RSA):
OPUHIMUI pabOThl U 00JACTU IPUMEHEHHUS.

3. Onucath pa3inuyHbe METObl ayTeHTU(UKALIMY T10JIb30BaTeNe (Harmpumep,
apoJu, TOKeHbl, OMOMETpHs) U UX 3PPEKTUBHOCTb.

4. Peanu3oBaTh nMpuMep MCHOJb30BaHUS airopuT™Ma UG poBaHus (Hanpumep,
AES) Ha BbIOpaHHOM $I3BIKE MPOTPAMMHUPOBAHUS, C OOBSICHEHHUEM HCIOIb3YEMbIX
OMOIMOTEK U UX QYyHKITUH.

5. IlpoBectn wuccienoBaHne Mojelel Oe30MacHOCTH B OJHOM U3
omepanvoHHbIX cucteM (Hampumep, Windows wunu Linux), omuceiBasi, Kak OHHU
pealin3yIoT 3alUTy HH(POPMaLIUU.

6. HccnenoBaTh COBpeMEHHBbIE YTPO3bl U KPUNTOTpadUUYECKUX METOI0B
3aIuUThl UHHOPMALIMU U MPEIJIOKHUTD CITIOCOOBI UX YCTPaHEHHUSI.

Tema 3. AOmunucmpuposanue cemeu. 3awuma uH@poOpmMayuu 6 Cemsix.
MHnoeoypoenesas sawuma Kopnopamueuvix cemel.

MK3.
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1. Onucate OCHOBHBIE IPUHLHUIIBI AJMUHUCTPUPOBAHMS CETEH, BKIIIOYAs
3a/1a4¥ ¥ OTBETCTBEHHOCTh CETEBOI0 aJIMUHUCTPATOPA.

2. IlpuBecT mpuMeEpbl METOIOB 3allUThl MH(POPMAIUU B KOPIOPATUBHBIX
CeTsIX, TaKuX Kak (haepBOJIbI U CUCTEMbI OOHAPYKEHHSI BTOPKEHUH.

3. Pa3pabotarh KOHUEMIHMIO MHOTOYPOBHEBOW 3alUTHI AJisI KOPIOPATUBHOM
CETH, BKJIFOUYasi BCE YPOBHHM 3alIUTHI ((PU3HUUECKUH, CETEBOM, MPUKIIATHOMN).

4. IlpoBecTu MpaKkTUYECKOE UCCIIEI0BAHKE 110 HACTPOUKE (haepBOJIa U CUCTEMBI
oOHapyKeHHsI BTOPKEHUI B TECTOBOM CETEBOM Cpejie, OMUCKIBAs MPOLIECC HACTPONKHU
U pe3yJIbTaThI.

5. Cozpmate mnpe3eHTaUMIO O Haubojiee paclpOCTPAHEHHBIX —YIpoO3ax
0€30MaCHOCTH B CETAX U MPENJIOKEHHBIX MEPax M0 UX MPEIOTBPALECHUIO.

6. Pa3paboraTh pyKOBOACTBO 10 MPOBEJCHHUIO ayuTa OE30MaCHOCTH CETEBOM
UHPPACTPYKTYPHI, BKIFOUAs] OCHOBHBIE ATAlbl U METObI.

Tema 4. Tpebosanua x cucmemam 3awumel UHGOpMayuu U HANPAGIEHUs

paseumusi  cpeocme Oe30nacHoCmu  npeonpusimusl. IIpasosvle nocnedcmeus
HeCaHKYUOHUPOBAHHO20 OOCMYNA K UHDoOpMayuu
MK3.

1. OnucaTe OCHOBHBIE TpeOOBAHMS K CHUCTEMaM 3alluThl MH(pOpMaIUH,
BKJIIOYAsl PYHKIIMOHAIbHbIE U HE()YHKIIMOHAJIbHBIE ACTIEKTHI.

2. HccnenoBaTh HampaBieHUs Pa3BUTHS CPEICTB O€30MAaCHOCTH, BKIIIOYAs
HOBBIE€ TEXHOJIOTMH U MOAXObI K 3aIIUTe HHPOPMALIUH.

3. PaccMmoTperh mnpaBOBBIE AaCMEKThl 3alllUThl MH(POpPMALUHU: 3aKOHBI U
HOpPMaTHUBHBIE aKThl, PETYJIHUPYIOIINE OE30MACHOCTb JTaHHBIX.

4. TlpoBecTH HccaeA0BaHNE O NOCIEACTBUSIX HECAHKIIMOHUPOBAHHOTO JI0CTYyIIa
K MH(GOpMaLuH, IPUBOS IPUMEPHI U3 PEATbHON MPAKTUKU.

5. IloaroTroBUTh OTYET O POJM PETYISATOPOB B OOECIEUEHUH 3aLIUTHI
UHGOpMAIUU: KaK OHHU BJIHAIOT Ha IPAKTUKU U CTaHJApThl 0€30MacHOCTH.

6. Omnucarb MNpPaKTUYECKUE PEKOMEHAAIMU 1O BHEAPEHHUIO IOJUTUKH
0€30MacHOCTH Ha yPOBHE MPEANPUATHS, BKIIOYAs MPUMEPHI YCTICITHBIX peaTn3aiuii.

IIIxana oneHUBaHUA

[ITxana oneHMBaHUA Kpurepuu onenuBanust
«OTANIHO 00yyJarouics ICHO U3JIOXKIII YCIOBHE 3aJ]a4M, pelieHue 000CHOBA
«Xoporio» 00y4Jaromuics SICHO M3JO0XKWJI yCIOBUE 3a/ayd, HO B 0OOCHOBaHUU
peIHGHI/Iﬂ HUMCIOTCA COMHCHUA,
«Y 1OBIETBOPUTEIBHO» OoOy4JalIIUHACAs M3JI0XKHWI pelieHHe 3aJadyd, HO OOOCHOBAN €ro

bopMyITUpPOBKaMU OOBIIEHHOTO MBIIILICHNUS,

«HeynoBieTBOpUTETHHOY O0ydJaroImMiCcsl HE YSACHMJ YCJIOBHE 3aJaud, pelICHHE He 00OCHOBAI
o160 He cpan paboTy Ha MPOBEpKY (B Cllydae NMPOBEACHHS PEIICHHS
3a7a4 B MUCbMEHHOH opme).

6.2.5. Temnl 1151 pepepaToB

Tewma (pazmen) Bompocsr

Tema 1. OcnoBuble nonsitua u | 11IK-3
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onpeaesneHus. ICTOUHUKH,
PUCKU 1 (OPMEI aTak Ha
nHpopmaruio. [lonmntrka u
CTaHAAPTHI 0€30MACHOCTH

1. OcHOBHBIE TOHATHS 3aLUTH MH)OPMAIMH: OTIpE/IeTICHUE, LIeIH U
HNPUHIAIBL.

2. Bujpl ICTOUHUKOB yIpo3 6e30MacHOCTH HH(OpMAIK: BHYTPEHHUE U
BHEIITHHE.

3. OcHoBHbBIE (OPMBI aTak HAa MH(OPMAIHIO: BUPYCHI, hurmHr, DDoS-
aTaku v JpyTHe.

4. ITonutrka 6e30MacHOCTH: pa3padoTka U BHeApeHue 3(h(HeKTUBHON
MOJIUTUKY O€30MaCHOCTH B OPTaHU3ALIUH.

5. O1ueHKa pUCKOB B 00JIACTH 3aLIUTHI HH(OPMAIIMU: METOABI U
HOXOIBI.

6. Crannaptel 6€30MacHOCTH UH(OPMAIMU: MEXTYHAPOAHbIE U
HalMoHaIbHBIE cTannapThl (Hanpumep, ISO/TEC 27001).

7. Ponb yenoBeueckoro akropa B 6€30macHOCTH MHPOPMALIUU: KaK
OIIMOKY ITOJIb30BaTeNeH MOTYT IIPUBECTH K YTEUKaM JaHHBIX.

8. IIpumepsl peanbHbIX aTak Ha HHPOPMALMOHHBIE CUCTEMBI U aHAJIH3
HUX IOCIENCTBUIL.

Tewma 2. Kpunrorpaduyeckue
MOJETH. AJITOPUTMBI
mudpoBaHus. AJTOPUTMBI

Ay TeHTU(UKALIH
moab3oBaTene. Moaenu
0€3011aCHOCTH OCHOBHBIX
OTICPAIIMOHHBIX CUCTEM.

[1K-3

1. OcHoBHBIE KpUNTOrpaduuecKre MoIeIN: CHMMETPUYHBIE U
ACUMMETPUYHBIE AITOPUTMBI IIHPPOBAHUSI.

2. Anroputmsl mudposanus: AES, DES, RSA: npuniumnel paboTs! 1
00JIaCTH IPUMEHEHHS.

3. AIropuT™msel ayTeHTU(DUKAIMH T10JIb30BATENEH: Tapoin, TOKEHBDI,
OMOMETPHSI U UX UCTIOIBb30BAaHUE.

4. Mopnenu 0e30MacHOCTH B ONEPAIMOHHBIX CUCTEMaX: KaK OHU
peanu3yoT 3auMTy HHQOPMAIH U YIIPABICHHE JOCTYIIOM.

5. [Ipumenenue kpunTorpaUuECKUx METOAOB B 3allIUTE HHPOPMAIIH:
IIPUMEPHI U CLIEHAPUH.

6. CoBpeMeHHbIE YTPO3bI JIJIs1 KpUNITOTpahUIECKUX METOI0B 3aIUThI
MHPOPMALIMKU: aTaKu Ha IUQPHI U YA3BUMOCTH.

7. UnTerpamnus Kpunrorpa@uueckux TEXHOJIOTHI B IPOrPaMMHOE
o0ecrieyeHne  armnapaTHbIe peIIeHusl.

8. bynymee kpunrorpadguu u Mojiesneii 6e30macHOCTH: HOBBIS
HAIPaBJICHUS] U TEXHOJIOTHH.

Tema 3. AnMuHUCTpUPOBaHHE
cerel. 3amura nHGOpMAIHU B
ceTsix. MHOTOypOBHEBasI 3aIUTa
KOPIIOPaTHBHBIX CETEH.

I1K-3

1. OcHOBHBIE IPUHIIHITBI AIMIUHUCTPUPOBAHUS CETEH: 3a1a4u U
OTBETCTBEHHOCTb CETEBOT0 aIMHUHUCTPATOPA.

2. Metoapl 3amuThl HHGOPMAIH B KOPIIOPATHBHBIX CETSIX: (hacpBOIIBL,
crcTeMbl OOHApYKEHUs BTOPKEHUH U Ipyrue CpeacTBa.

3. MHOTOYpOBHEBAas 3aIIUTa CETEBON MHPPACTPYKTYPHI: MOAXOBI U
TEXHOJIOTHH.

4. Pons VPN u mm¢poBanus B 3anure HHPOPMALIUHU TIPH TIepeade
JAHHBIX 110 CETAM.

5. Ilpumepsl yCcnemHou peain3aiii MHOTOYPOBHEBOM 3aILUTHI B
KPYITHBIX OpraHu3anusix.

6. Yrpo3bl 6€30MaCHOCTH B CETAX: aHAJIM3 U CIIOCOOBI X
IPEJOTBPALLCHHUS.

7. Aynut 6€301acHOCTH CeTeBON HH(PPACTPYKTYpPhI: METOIBI
MOJIXO/IBI.

8. [IpakTHueckne peKOMEHIAINH TI0 YIy4IIEHHIO 0€301TacHOCTH
KOpPIIOPAaTHBHBIX CETEH.

Tema 4. TpeGoBanus K
CHCTEMaM 3aIlUThl HHPOPMAIMU

[1K-3
1. OcHoBHBIE TPeOOBaHMI K CHCTEMaM 3alUThl HH(GOPMaLIUU:
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1 HAITPaBJICHUA pa3BUTHUA
CpencTB 0€30MacHOCTH
npennpusatus. IIpaBoBbie
MOCICACTBUA
HECaHKIITMOHUPOBAHHOTO
ImocTyta K nH(pOpMAaIIH

(YHKIIMOHATIBHOCTD, HAIEKHOCTh, YCTOMYUBOCTb.
2. HampaBneHus pa3BUTHUs CPEJICTB OE30MaCHOCTH: HOBbIE TEXHOJIOTHUHI
Y TIOJIXOJIBI B 3aIIUTe HHPOPMAITHH.
3. [IpaBoBbIe aceKThl 3aUTUTHl HHPOPMAIIUU: 3aKOHBI 1 HOPMaTHUBHBIE
aKTBhl, peryJupylonme 6e30MacHOCTh JaHHBIX.

4. OTBETCTBEHHOCTh OpPraHM3alMiil 32 YTEUKY JJAHHBIX: IPABOBBIE
MOCJICACTBUA U MCPEL BO3H€ﬁCTBHﬂ.

5. [IpuMepsl HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MH(POPMAILIUN U UX
IMPaBOBLIC TTOCTICACTBUA.

6. Ponb perynaropoB B o0ecriedeHUH 3aluThl HHGOPMaLUU: KaK OHU
BJIMSIIOT HA MPAKTUKU U CTAHJAPThI 0€30MaCHOCTH.

7. Pa3zpaboTka 1 BHEIpEHUE MTOJIMTHKN O€30MTaCHOCTH Ha YPOBHE
NPEAIPUATHSA: [IPUMEPBI U PEKOMEHIALUH.

8. byaymiee 3amuThl HH(GOPMaLIMU: KaK MPABOBbIE U TEXHOJIOTHYECKUE
NU3MCHCHMUS ITOBJIUAKOT HA CUCTEMBI 6630H3.CHOCTI/I.

IxaJjia oneHUBaHUA

IIIxama oneHUBaHUA

Kpurepuu onenuBanus

«OTIMYHO» OOyuaromuiics TiIyOOKO M CcOJepXKaTeabHO pPACKPBIBAET TEMY
CaMOCTOSITENIbHOM Pa0OThI, HE JOMYyCTHB OIIMOOK. OTBET HOCHUT
Pa3BEPHYTHIM U MCUEPIIBIBAIOIIMI XapaKTep.

«Xopouio» OOyyaromuiics B ILEJIOM pPACKpbIBa€T TEMY CaMOCTOATEIbHOU

paboThl, OJHAKO OTBET XOTS OBl HAa OAMH M3 HUX HE HOCHUT
Pa3BEpHYTOT0 M UCUYEPIIBIBAIOLIETO XapaKTepa.

«yIIOBJ'ICTBOpI/ITeJ'ILHO»

OOyuaronuiics B 1IeJIOM PaCKPBIBAET TEMY CaMOCTOATENbHOM paboThI
U JIOMyCKAaeT psi HETOYHOCTEH, (parMeHTapHO pacKphIBaeT
COJIEpP/)KaHUE TEOPETHMUECKHUX BONPOCOB WM HX PacKpbIBacT
COJIEPKATENBHO, HO JJOITyCKasl 3HAYUTEIbHbIE HETOYHOCTH.

«HeynoBneTBopuTEIBLHO»

OOyuaromuiicss He BiajeeT BHIOPAHHOW TEMOl CaMOCTOATENbHOM
paboThI

6.3. OUEHOYHBIE CPEJCTBA IPOMEXYTOYHOI'O KOHTPOJIA

Bonpocs! 1151 TOATOTOBKH K MPOMEKYTOYHOM aTTECTANMM 110 HTOTaM OCBOEHUS
AMCHUILUIAHBI 3amuTa nHpopManum:

ITK3.

B W N =

5. Iloustue

KowmmbroTepHsie BUpYChl. X pa3HOBUIHOCTH.

AHTHUBHpYCHBIC cpeacTBa. [IpuMepbl aHTUBUPYCHBIX IIPOTPAMM.
[TonsiTue nHMDOPMAITMOHHON OE30MTACHOCTH.

[Tonsarue xkoHpUACHITNATEHOCTH HHPOPMAITUH.

noctyna K wHGOpManuM  (CAaHKIMOHUPOBAHHBIA U

HECAHKIITMOHUPOBAHHBIN TOCTYII).

6.  llonarusa uneHTHUKAIUS, Ay TECHTUPUKALUSI U aBTOPU3AIHUS.
7 [TonsiTue yrpo3a 6€30MacHOCTH.

8. [ToHsTHE YSI3BUMOCTDH CUCTEMBI (CETH).

9 [TonsiTHEe aTaku Ha KOMITBIOTEPHYIO CUCTEMY.
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10. OxapakrepuszydTe MOAXOAbI K  OOECHEUYCHHIO  KOMIIBIOTEPHOM
uHbopMaIuu.

11. TIlepeuucnure OCHOBHBIE M BCIIOMOTaTENbHBIE CEPBUCHI 0€30MACHOCTH,
JaiTe X KiIacCH(pUKAIUIO.

12.  JlaiiTe XapakTepUCTUKY TPy TPEOOBAHUN K CUCTEME 3aIUTHI.

13. «@®parMeHTapHbIi»  MOAX0A B o0ecnedeHMM  O€301acHOCTH
KOMITBIOTEPHOW CHCTEMBI.

14. «KoMmiekcHbI moaxo/ B o0ecrneueHuu 0€30MacHOCTH KOMIIBIOTEPHOM
CUCTEMBI.

15. B dem 3akirouyaercs MOJUTHKA O€30MaCHOCTH KOMIBIOTEPHOM CUCTEMbI?

16. Ha uem ocHOBaHa «u30MpaTeIbHAS» MOJUTUKA 0€30MIACHOCTH?

17. Ha uem ocHOBaHa «IOJTHOMOYHAs MOJUTHKA 0€30MaCHOCTH?

18. Tlonsarue kpunrorpaduu. OCHOBHBIC BUIBI U (PPOB.

19. OO6o6menHass cxema KpunrtocucTteMbl. [lOHSATHS CUMMETPUYHOW W
ACHUMMETPUYHON KPUIITOCUCTEMBI.

20. Ilepeuucnure OCHOBHBIE aITOPUTMBI KpUNITOTpaduuecKux
npeoOpa3oBaHUA.

21. Ilepeuucnaure OCHOBHBIE METOJbl KPUNTOrpapUUECKOW  3allHUThI
uH(pOpMaIMK B KOMIIBIOTEPHBIX CUCTEMAaX U CETSX.

22. Kak xmaccuuiupyroTcs CcpeacTBa KpUNTOrpaduyeckor  3aluThl
uHpopmarmn?

23.  OcHOBHBIE JOCTOMHCTBA M HEIOCTaTKW aJIroputMa MHUGPOBAHUS
na”HHBIX ¢ moMmonibio DES.

24. Ilepeuucnaure  OCHOBHbIE  KOMOWMHAIIMHM,  HCIOJb3yEMbIE  IPHU
mdpoBanun anroputMom DES.

25. Tlepeuncnute OCHOBHBIE peKUMBI paboThl anroputma DES.

26. Kak oOecrieunBaeTcs KPUNTOCTOUKOCTh ACUMMETPHUYHBIX
KPUNITOCUCTEM?

27. KakoBO OCHOBHOE Ha3HA4YCHHE XEII-PYHKITUN?

28.  KakoBbl OCHOBHBIE IPUHIUITBI (POPMUPOBAHUS XEII-(PYHKIIUHN?

29. OtrnuuuTenbHble OCOOCHHOCTH OTEYECTBEHHOrO CTaHAapTa Xell-
¢ynkuuu (OCT P 34.11-94) ot anroputmoB xewmupoBanust MDS u SHA.

30. Ilepeuucnure OCHOBHBIE ANTOPUTMBI AIEKTPOHHOU LU(POBOI MoANKCH
Y YKQKWATE HA UX NPUHLIUIUATBHBIE OTJIMYHUS.

31. CoBpemennbie npuoxeHus kpunrorpaduu. [Ipumepsi.

32. TunuyHble aTaKu Ha ONEPALMOHHYIO CUCTEMY.

33. lloHsTHE 3alUIIEHHON ONIEPAlMOHHON CUCTEMBI.

34. AmnmapatHoe 0OecCIeueHHUEe CPEJICTB 3alUTHI OTICPAITMOHHON CUCTEMBL.

35. IIpobmemsl 6e3omacHocTH IP-ceTeii.

36. Hawubonee pacnpocTpaHEHHbIE BapUAHThl aTaK Ha KOMIIBIOTEPHYIO
cuctemy Ha ocHoBe ipotokona TCP/IP.

37.  CdopmynupyiiTe cnucok (PyHKIIMOHATBHBIX Ne(PEKTOB C TOUKHU 3PEHUS
3allUThI B UCTIOJIb3yeMoM onepanmonHoi cucteme (OC).

38. Kakue osnementl  Oe3omacHoctd  coaepxkur  OC  Windows
2000/XP/Vista?
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39. Hazosute anementsl 6e3onacHoct OC UNIX?

40. OcHOBHBIE TPAKTUYECKHUE BOMPOCHI 3aIUTH HHPOPMAIIHH.

41. TlporpaMMmHBIE CpeACTBA 3AITUTHI U YHUUTOXEHUS HH(DOpMAIUH.

42.  OCHOBHBIC TPHUHIUIIBEI TOCTPOCHHS TOJCUCTEMBI HH(POPMAIIMOHHON
0€30MacHOCTH.

43.  Dtanel NOCTPOCHUS MOJCUCTEMBI HHPOPMALIMOHHON 0€30MacHOCTH.

44,  OOume npuHUUIBI 0OecrieueHust THHOPMaIIMOHHONW 0€30MacHOCTH.

45. CpenctBa obecrnieueHus KOHPUIESHIMAIBHOCTH TaHHBIX.

46. CpenctBa uaeHTU(PUKAIMY U ayTeHTU(DUKALIMK TT0JIb30BaTEIEH.

47. TIlpuBenute OCHOBHBIE CXEMbl HUACHTU(PUKALMU U ayTEeHTU(UKAIUU
MOJIb30BATEIIA.

48. JlocTouHCTBa  OMOMETPUYECKHX  CIOCOOOB  WACHTHU(PUKALMH U
ayTEeHTU(PUKAIUU 110 CPABHEHUIO C TPAJAUIIMOHHBIMHU.

49. CpenctBa ayTeHTU(DUKAIIUN SIEKTPOHHBIX TaHHBIX.

50. IIpuHIIMTT MUHUMANTLHBIX IPUBUJIETHI B CUCTEME O€30TacHOCTH.

51.  Yro Takoe MHOrOYpOBHEBas MOJICIb OC30ITaCHOCTH?

52. OcHOBHBIC ATaIlbl aHAJN3a YIPO3 HHPOPMAITMOHHON 0€30I1aCHOCTH.

53.  CpaBnute npotokoiibl SSL u TLS ¢ Touku 3peHust 6€301nacHOCTH.

54.  Yro Takoe «OpaHaMay3p» U Kak oH paboTtaer?

55. Ilpumepsl peanu3zanuu NOJUTUK O€30MACHOCTH B KOPIIOPATUBHOM Cpee.

56. IlIpaBoBblie MIOCJICACTBUS HECAHKIIMOHUPOBAHHOTO cheMa u
UCII0JIb30BaHUs KOH(DUIeHIINATBbHON NH(GOPMAIIIH.

57. OcoOeHHOCTH NPUMEHEHHS TEXHHUYECKUX CPEICTB YHUUYTOXKECHUS
uH(pOpMAIIK HA MAaTHUTHBIX U ONITUYECKUX HOCUTEIISX.

58. IlpuBemure  KkiIaccuPuKanuiO  CUCTEM  3alUTHl  MPOrPAMMHOIO
o0ecrnedeHusl.

59. CpaBHUTE OCHOBHBIE TEXHUYECKHE METOAbl M CpPEICTBA 3AIIUTHI
IIPOrPpaMMHOTr0 00€CTICUCHUSI.

60. Ha3oBuTe OTIIMYMS CUCTEM 3aLIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIA
OT CUCTEM 3alllUThl OT HECAHKIIMOHUPOBAHHOTO KOMTUPOBAHUSL.

61. IlpuBenure onpenencHue MOHATHN «IIPOTOKOIUPOBAHUE» U «ayIUT).

62. Ha3oBute 3amaun, peaaus3yeMble IPOTOKOIUPOBAHUEM U AYIUTOM.

63. JlaiiTe XapakTEpUCTUKY 3aJa4l aKTUBHOI'O ayUTa.

64. Tlepeuucnute GyHKIIMU U KOMIOHEHTHI ceTu VPN.

65. Knaccupunupyiite VPN 1o cmoco0y TeXHHYECKOW peaausaiuu |
APXUTEKTYPE TEXHUYECKOTO PEIICHHUS.

66. KakoBbl  cmocoObl  3amuThl  UHGOPMAIMK  TPU  MEXKCETEBOM
B3aUMOJIECHCTBUU?

67. Kakue xpuntorpaguveckue MPOTOKOIBI HCIONB3YIOTCS IS 3aIUTHI
TEXHOJIOTUU «KIIUEHT-CepBEP»?

68. 3akoHomarenbHbBIE aKThl PO, perynupyromme 3amuTy nHopMaIuu.

69. MexnayHapoaHble — cTaHAapThl B oOjactd  WMH(OPMAIIMOHHOM
6ezonacuoctu (ISO/IEC 27001).

70.  OTBETCTBEHHOCTb 3a HapyUIEHUE [MOJUTHUKM  HUH(POPMALMOHHOU
0€30MacHOCTH.
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71. MexaHuU3MBbI PE3EPBHOIO KOIUPOBAHUS U BOCCTAHOBJICHUS IAHHBIX.
72.  Opranuzanusi KOHTPOJIS JOCTYIA B JIOKAIBHOM CETH.

73. HudopmannonHas 6€30MacHOCTh IPH YAAIEHHON padoTe.

74.  Ilpunuumsl 6e30MacHOrO yAaneHUs: HHPOPMAIMU B OPraHU3aLUAX.
75. OcoOeHHOCTH 3alMUThl HH()OPMAMU B MOOMIIBHBIX YCTPOKWCTBAX.

6.4. MeToanueckue MaTepuaJibl, ONpeae/A0IIne MPoueIypbl OlleCHUBAHUSA
3HAHUH, YMEHUI, HABBIKOB U (MJIM) ONBITA JAEATEJbHOCTH, XapaKTEePU3YIOLIUX
JTanbl (OPMUPOBAHUA KOMIIETEHIIM A

OCHOBHOW 1I€NBI0 MPOBEACHUS IMPOMEKYTOUHOM AaTTECTAlUHU  SIBISIETCS
OmpeJeieHNe CTEMEHU JOCTHKEHUS Ielied 1o ydyeOHOW JUCHUIUIMHE WU €€
pazaenaMm. OcCylIecTBISETCS 3TO MPOBEPKOM M OLIEHKOM YpPOBHSI TEOPETUYECKON
3HAHWM, TOJYYECHHBIX OOyYaOMIMMHCS, YMEHHS TPUMEHSITh WX B PEIICHUU
NPAKTUYECKUX 3a7a4, CTENEHW OBJIAJICHUS OOYyJaroNUMUCA TPAKTUICCKUMHU
HABBIKAMH M YMEHUSMH B 00beMe TpeOoBaHMiA paboueil IporpaMMBbl 1O JUCITUTUIHHE,

a TaKXKe€ UX YMEHHE CaMOCTOSITEIbHO paboTaTh ¢ yUeOHOM IUTEPATYpPOH.
Opranuzainusi MpoBEAEHUS MPOMEXKYTOUYHOW aTTecTalli periiaMeHTUpOBaHa
«ITonoxxennem 00 opraHu3alu 00pa30BaTENBHOrO Ipolecca B (eneparbHOM

rocyJapCTBEHHOM aBTOHOMHOM 0Opa30BaTENbHOM  YUPEKICHUU

MOJIUTEXHUYCCKUI YHUBCPCUTCT»

«MOCKOBCKHUI

6.4.1. Iloka3zaTre/in OLCHUBAHUS KOMIICTEHIIMI HA PA3JIMYHBIX 3TANax MX
(¢opMupoBaHuA, AOCTHKEHHE O0YYAWIIMMUCH IUIAHHPYEMbBIX Pe3yJbTATOB
00y4eHMs MO JUCHUILIUHE

IK-3. Cnocoden pazpadareiBaTh apxutektypbl UC

Kpurtepun oueHuBanus

Jrtan

(ypoBens) HeyHOBHeT:OPHTeﬂbH YAOBJIETBOPUTEIHLHO X0po1o OTJIMYHO

3HATD OO0yuaromuiics OO0yuaronmiics ObyJatommiics OO0yuarommiics
J€MOHCTPHUPYET MOJHOE | AEMOHCTPHUPYET JEMOHCTPHUPYET JIEMOHCTPUPYET
OTCYTCTBHUE WIIN HETIOJTHOE COOTBETCTBUE | YAaCTUYHOE MIOJTHOE COOTBETCTBHE
HEI0CTaTOYHOE CJICAYIOIINX 3HAHUM: COOTBETCTBHE CJICAYFOIINX 3HAHUH:
COOTBETCTBHE uH(pOpMaLNOHHbIE CIICMYIOUINX 3HAaHUK: | MH(OPMAIMOHHBIE
CIENYIOUIUX 3HAHUMN: CHUCTEMBI 0e30MacHOCTH; | MH(OPMAIMOHHEBIE CUCTEMBI
HH(OpPMAIMOHHbIE MEXXyHapOHbIE CHCTEMBI 6e301acHOCTH;
CHUCTEMbI OC30MIaCHOCTH, | CTaHIAPThI 0€30MMacHOCTH; MEKTyHAPOIHBIC
MEXAYHapOIHbIE nH(pOPMaLIMOHHOTO MEXAYHApOIHBIE CTaHAAPTHI
CTaHAAPTEHI o0OMeHa; CTaH/IapThI nH(pOpPMaLIMOHHOTO
MH(POPMALMOHHOTO OCHOBHBIE ITOJIOXKEHHS MH(POPMALMOHHOTO oOMeHa;
oOMeHa; TEOpHHU oOMeHa; OCHOBHBIE TTOJIOXKEHHS
OCHOBHBIE TTOJIOKEHUS nH(pOopMannOHHOH OCHOBHBIE TEOpHHU
Teopun 6e3omacHOCTH; TIOJI0KEHHSI TEOPUH nH(pOpMannOHHOH
WH(POPMATMOHHON aKTyaJbHBIC HCTOYHUKH | WH(POPMAIMOHHON 0e30macHOCTH;
0€301acHOCTH; nHpopManuu B chepe 0€30MacHOCTH; aKTyaJbHEIC
aKTyaJbHbIe HCTOUHUKHU npodeccroHanbHOM aKTyallbHbIC UCTOYHHUKH
nHdpopManuu B chepe JIeSITeIbHOCTH; HCTOYHHUKH uHpopmanuu B cdhepe
podecCHOHANBHON TIOHSATHS uH(OpMAIVH B npodeccrHoHaNbHON
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JIeSITEIIbHOCTH; KOH(UACHIIMAIEHOM chepe JIeSITeIbHOCTH;
TOHSTHS uH(bOpMALIUH, npodecCHOHANBHOM TOHSTHS
KOHGHICHIHATBHON MEPCOHANBHBIX JaHHBIX | JIEATEIbHOCTH; KOH(HICHIIMATBHON
uHbOpMAaLUH, Y TOCYIapCTBEHHOM TOHSTHS uH(MOPMALIUH,
NIEPCOHANIBHBIX JaHHBIX M | TalHEI KOHOUICHIMABHOW | MEePCOHANBHBIX JaHHBIX
rOCyapCTBEHHOM TallHBI | METOIBI U CPECTBA uHbopMaIny, ¥ TOCYIapCTBEHHOM
METOJIBI U CPE/ICTBA obecrieyeHus MIePCOHAIBHBIX TaiHbI
obecriedeHus UH(OPMALMOHHON JaHHBIX U METOZBI ¥ CPe/ICTBA
WH(POPMATMOHHON 6e30macHOCTH OOBEKTOB | TOCYIapCTBEHHOMN obecrieueHHs
0e30IaCHOCTH 00BEKTOB | MPOGeCCHOHATBHOMN TaiHbBI HHGOPMALTMOHHOM
npodeccCHOoHaNbHON JIeSITEIIbHOCTH. METO/IbI ¥ CPEACTBA 6e3omnacHoCcTH
JIeSITENHOCTH. obecrieueHust 00BEKTOB

MH)OPMAIMOHHON npodeccroHanbHON

6e301macHoCTH JIeSITEIIbHOCTH.

00BEKTOB

po¢eCCHOHATTEHON

JeATENbHOCTH.

yMeTh OO6yuaromuiicst He ymeer | OOyuwarommuiics OOyuaromuiics OOyuaromuiics
WM B HEJOCTATOYHOM JEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPUPYET
CTEIECHH yMeeT HETIOJIHOE COOTBETCTBHE | YaCTUYHOE MIOJIHOE COOTBETCTBHUE
BBITIOJTHATS! CIIEIYIOIIX YMEHUIL: COOTBETCTBHUE CIIEIYIOIIIX YMEHUIL:
HPUMEHSATD HPUMEHSATD CJICIYIOINX YMEHHUI: | IIPUMEHSTh
MEXKIyHapOAHbIE MEXIyHapOIHbIe IPUMEHATD MEXIyHapOIHbIe
CTaHAapThI CTaHdapThI MEXKIYHAPOIHBIC CTaHdapThI
MH(OPMALIMOHHOTO nH(pOPMALIMOHHOTO CTaHJapTHI nH(pOpPMALIMOHHOTO
oOMeHa; OCHOBHBIE | 0OMEHa; OCHOBHBIE | MH(OPMAIIMOHHOTO oOMeHa; OCHOBHBIE
TIOJIOKEHUSI TEOPHH | MOJOKCHHUSI Teopuu | oOMeHa; OCHOBHBIE TIOJIOXKEHHS TEOPUH
HHOOPMAIIMOHHOM UH(OPMALIHOHHON TOJIOKEHHS TCOPUH UHOOPMALIMOHHON
6e30IacHoCTH. 6e3omacHOCTH. MHPOPMaIMOHHON 6e30macHOCTH.
pa3pabaTeIBaTh pa3pabartbIBaTh 0€30MacHOCTH. pa3pabartbIBaTh
nH(OPMAIMOHHEIE UH(OPMALMOHHBIC pa3padaThIBaTh UH(OPMaLMOHHBIC
CHCTEMbI O€30I1aCHOCTH CHCTeMbI 6e30macHOCTH | MH(OPMAIOHHBIE CHCTEMBI
NPUMEHATh NPUHLUIBI U | IPUMEHATh MPUHLUIEI U | CHCTEMBI Oe3omacHOCTH
METOBI CHCTEMHOTO | METOJbI CHCTEMHOI0 | 6e30MmacHOCTH HPUMEHSATH TPUHIHIIBI
aHanu3a. aHaJIN3a. IPUMEHATD U METOJIbI CHCTEMHOTO
aHAJIM3UpPOBATH )51 AHAJIU3UPOBATH u MPUHOUIIBI U METO/IbI aHaJInu3a.

BI)I6I/IpaTI> METOAbI )44 B])I6I/IpaT]: METOAbI u CHUCTCMHOI'O aHaJIu3a. AHAJIU3UPOBATH U
cpeacTtBa  olecrieueHHsl | CpelncTBa  OOeCHedYeHUs | aHAM3UPOBATh U BBIOUPATH METO/IBI U
HHOOPMAIIMOHHOM UHOOPMALIHOHHON BBIOMpATh METOJIBI U | CPEICTBA 00ecHeYeHns
6e30I1acHoCTH. 6e3omacHOCTH. cpeacTBa nH(pOopManOHHOH
OPUMEHATh METOOBl U | IPUMEHATh MeTOAbl U | obecnedeHus 6e30macHOCTH.
cpenctBa  ofecreveHMs | cpencrBa  obecreveHHs | HHGOpPMALMOHHOM NPUMEHSATH METO/BI 1
HH(OPMAIMOHHOM MH(OPMALMOHHON 0e30MacHOCTH. cpencrBa obecrieyeHus
0e30macHOCTH OOBEKTOB | OE30MACHOCTH OOBEKTOB | MPUMEHSITh METOIBI M | WH(POPMAIMOHHON
po¢ecCHOHATBFHON npodeccCHOHATBHOM cpencTBa 0e30macHOCTH
JIESITENbHOCTH. JESITEIbHOCTH. obecrieueHus 00BEKTOB

HH(POPMALMOHHOM npodeccuoHaIBHOM

0e301acHOCTH JIeSITEIIbHOCTH.

00BEKTOB

npoeCCHOHATTEHON

JIeSTEIbHOCTH.

BJIAJIeTh OO0yyvaronuiics He OOyuatommuiics Biageer | OOydaromumcs OO0yuaromuiics
BJIaJIeeT WIH B B HETIOJTHOM 00BeMe U JIOIYCKaroTCs CBOOOIHO PUMEHSIET
HEJOCTATOYHOM CTEIIEHH | MPOSBIISACT HE3HAYHUTEIIbHbIC HOJTyYeHHBIC HABBIKH, B
BJIaJICCT: HABBIKAMHU HEJJOCTATOYHOCTh OLIHOKH, TIOJTHOM 00BeMe
NpUMEHEHHS BJIA/ICHUS HAaBBIKAMH HETOYHOCTH, BJIaJICET HAaBBIKAMHU
MEXTyHapOIHBIX HpUMEHEHHS 3aTpYyAHEHUS, pUMEHEHHS
CTaHIIapTOB MEXyHapOIHBIX YaCTUYHO BIIaZeeT MEXIyHapOIHBIX
HH(POPMAIIMOHHOTO CTaHJapTOB HaBBIKAMHU CTaHJapTOB
00MeHa; OCHOBHBIX MH(pOPMALIMOHHOTO MIPUMEHEHHS nH(pOPMALIMOHHOTO
MOJ0XKEHUN TCOpUU OGMCHa; OCHOBHBIX MEKIYHAPOIHBIX OGMCHa; OCHOBHBIX
nH(OPMaIMOHHON TIOJIO)KEHUH TEOpHHU CTaH/IapTOB TIOJIOKEHUH TEOpHHU
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0e30I1aCHOCTH.
METO/IaMH HACTPOUKHU
HH(POPMAIIMOHHBIX
crcTeM 0e30I1aCHOCTH.
HaBBIKAMH Pa3pabOTKH
HHPOPMAIIMOHHBIX
cucTeM 0€30I1aCHOCTH
MPaKTHYECKUMHU
HaBBIKAMH [TOMCKA U
aHaJM3a U CUHTE3a
nHdpopManuu
METOAMH U CPEACTBA
obecneyeHus
HH(POPMAIMOHHON
0e30I1aCHOCTH.

nH(popManoOHHOH
0e301macHOCTH.
METOAaMH HACTPOHKH
UH(OPMALIMOHHBIX
CHCTEeM OE30MaCHOCTH.
HaBBIKaMH pa3paboTKH
HHPOPMANOHHBIX
cucTeM 06e301acHOCTH
NPaKTUYECKUMH
HaBBIKaMHU ITOHUCKA
aHaJM3a ¥ CUHTE3a
nHpopmanum
METOJIaMH M CPEICTBa
obecrieueHus
nH(pOopManOHHON
6e30macHOCTH.

UH()OPMAIMOHHOTO
00MeHa; OCHOBHBIX
MOJIOKESHUH TEOPUH
MHPOPMAIMOHHON
0€30MacHOCTH.
METO/IaMH HaCTPOUKHU
WH(POPMAIIHOHHBIX
cHCTeM
6€30MacHOCTH.
HaBBIKAMHU
pa3paboTku
MH(POPMALMOHHBIX
CHCTEM
6e301macHoCTH
MPAaKTHYECKUMHU
HaBBIKAMH TIOUCKA U
aHaM3a ¥ CUHTE3a
nHpOpMAIHN
METO/IaMH U
cpencTBa
obecnieueHHs
nH()OPMAITMOHHOM
0e30IacHOCTH.

nH(pOopMaMOHHOMN
0e301macHOCTH.
METOAaMH HACTPOHKH
UH(OPMALMOHHBIX
cHCTEeM 0E30MacHOCTH.
HaBBIKaMH pa3pabOoTKH
HH(POPMANOHHBIX
cucTeM 6e301macHOCTH
NPaKTUYECKUMH
HaBBIKaMHU IIOHUCKA U
aHaJM3a ¥ CUHTe3a
nHpopmanuu
METOJIaMH M CPEACTBa
obecrieueHus
nH(pOpManOHHOH
6e3omacHOCTH.

6.4.2. MeTonnka OeHUBAHUS Pe3yJIbTATOB MPOMEKYTOYHOM aTTeCTALMHU

Ilokazarenamu OllEHUBaHUSA
aTTeCTallid 10 JUCLHUILUINHE

00y4eHHUsI MO TUCIUIUINHE.

KOMIIETEHIIMA Ha JdTame

IIPOMEKYTOUYHOU

«3GammTa HWHPOPMALMK» SBIAIOTCS PE3YJIbTATHI

OueHOYHBbIH JUCT Pe3yJabTATOB 00y4eHHs M0 JUCIHUTIIIMHE

VYpoBeHb
K c(hopMHPOBAHHOCTH
oA 3HaHuA YmMeHnus Hagbiku KOMIIETEHLIMM Ha
KOMIIETCHLINU
JTAHHOM 3Tare /
OLICHKA
IIK-3. Criocoben Ha ypOBHE 3HAHMI: Ha ypOBHE Ha YpOBHE HAaBBIKOB:
pa3pa6aTI)IBaTI) 3HATh HAaBBIKOB!: HaBbIKAMH
apxurextypsl UC HH()OPMAIMOHHbIE YMETb IPUMEHATH [IPUMEHEHHU
CHCTEMBI MEXIYHapOIHbIE MEXIyHapOIHBIX
6e30macHOCTH; CTaHAAPTHI CTaHAapTOB
MEXXIYHAapOIHBIE nH(pOpMaMOHHOTO | MH(POPMALMOHHOTO
CTaH/apThl o0OMeHa; 00MeHa; OCHOBHBIX
HH()OPMALIMOHHOTO YMETb OCHOBHBIC TIOJIOKESHHH TEOPUH
oOMeHa; TIOJIOXKEHHS TEOpUH | MHOOPMALMOHHON
3HATh OCHOBHEIC WHPOPMALIMOHHON | 0€30mMacHOCTH.
TIOJIOXKEHHS TEOPUH 0e3omacHOCTH. METOAaMH HaCTPOHKU
WH(POPMAITMOHHON pa3pabatbIBaTh HHPOPMAMOHHBIX
0e30MacHOCTH, HHGOPMALIMOHHBIE | CHCTEM OE30MAaCHOCTH.
3HATh aKTyaJIbHBIC CHCTEMBI HaBbIKAMH pa3p8.60TKI/I
HCTOYHHUKH 6e30macHOCTH nH(pOpPMaLIMOHHBIX
nH(pOpMaIVH B MIPUMEHSTh cucteM 6e30macHOCTH
chepe NPUHLIUIEL 1 NPaKTHYECKUMHU
npodeccHoHaNbHON METOJIBI HaBBIKAMH TTOUCKA U
JeATeIIbHOCTH; CHCTEMHOTO aHaJM3a ¥ CUHTE3a
3HATh MOHSITHS aHau3a. uHbOpMaLUH
KOHOUICHIMAIBHOW | aHAJIM3UPOBATb METOZaMH M CPEJICTBA
nH(pOpMAIIHH, BEIOMpATh METONBl | oOecreueHus
MIePCOHAIBHBIX U Cpe/CcTBa MH(OPMALMOHHON
JAHHBIX U obecrieueHHs 0e30MacHOCTH.
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roCyapCTBEHHON HHOOPMAIIHOHHON
TaiHBI Oe3omacHoCTH.
METO/IBI U CPE/ICTBA TNPUMEHSATh METOBI
obecrieueHus U CpeICcTBa
WH(POPMAIIMOHHOM obecrieueHHs
0e30MacHOCTH WHPOPMALNOHHOM
00BEKTOB 6e3omacHOCTH
mpo¢ecCHOHaTBFHON 00BEKTOB
JeATeIbHOCTH. npo¢ecCHOHAIBHON
JeATeIbHOCTH.
OreHka Mo JUCIUIUINHE (CpeaHee apupMeTHIECKOe)

OmneHka MO JUCHUIUIMHE 3aBUCUT OT YpPOBHS C(HOPMHPOBAHHOCTHU
KOMIIETEHIIMNA, 3aKPEIJICHHBIX 3a AUCIUIUIMHON M MpEeJCTaBIsIET COOOM cpenHee
apu(pMETUYECKOE OT BBICTABIICHHBIX OLIEHOK IO OTJEIbHBIM pe3yJibTaTaM 00y4YeHUs
(3HaHMs, YMEHUSI, HABBIKH).

OneHka «3a4TeHO0» BBICTABIISIETCS, €CIU CpelHee apuPMETHIECKOE HAXOAUTCS
B uHTepBasie oT 2,4 no 5,0. OueHka «HE 3aYTE€HO» BBICTABISETCA, €CIU CpPEIHEE
apudMeTHIeCcKoe HaxoAuTcsi B uHTEepBase ot 0 g0 2,4.

[IpomesxxyTouHas aTTecTalusi oOydaromuxcs B opMe 3auera MpOBOAUTCS IO
pe3ysbTaTaM BBIIIOJIHEHUS BCEX BUIOB YyueOHOW paboThl, MpPeryCMOTPEHHbBIX
y4eOHBIM IJIAHOM M0 JUCIUIUIHHE «3anuTa nHpOopMaIumy», TP 3TOM YUYUTHIBAIOTCS
pe3ynbTaThl TEKYLIEro KOHTPOJsL YCIEBAEMOCTH B TeueHHe cemecTpa. OuneHka
CTETIEHU JAOCTIDKEHHS OOYYaIOIUMUCS IJIAaHUPYEMBIX Pe3yJbTaTOB OOydYeHHUs IO
JUCLUIUIMHE TPOBOAMUTCS MPENOJaBaTesIeM, BEAYIIUM 3aHATHS MO JAUCLUIUIMHE
METOJOM DJKCIepTHOM oneHku. [lo wurToram mnpoMeKyTO4HOM arrecTauuy 10
JUCLUIUIMHE BBICTABIISIETCS OLIEHKA «3a4TEHO», HIIU «HE 3aYTEHO».

HIkana
OLlCHUBAHUA

Onucanue

BrimonHens! Bce BHIBI yueOHON paOOThI, MperyCMOTPEHHbIE YYEOHBIM IJIAHOM.
CTyneHT IeMOHCTPUPYET COOTBETCTBUE 3HAHWM, YMEHHI, HABBIKOB IIPUBECHHBIM B
TabNMUIaX TIoKa3aTeneil, omnepupyeT NPHOOPETEHHBIMU 3HAHHUAMH, YMEHHSAMH,
HaBBIKAMU, IPUMEHSET UX B CUTYalUAX NOBBILICHHOMN CII0XKHOCTH. [Ipn 3TOM MOTyT
ObITH JIOMYILIEHBl HE3HAYUTEIbHbIC OIIMOKM, HETOYHOCTH, 3aTPYAHEHHs IpH
AHAINTUYECKUX  ONEepalMsax, MEepeHoce 3HAHMW M YMEHHH Ha  HOBBIC,
HECTaH/apTHbHIE CUTYaLUH.

3auteHo

He BeimosHeH oguH wiu Oosnee BHIOB y4yeOHOW pabOTHI, MpPEeayCMOTPEHHBIX
yueOHbIM MIaHoM. CTyIeHT JeMOHCTPUPYET HEIOJIHOE COOTBETCTBHE 3HAHMUH,
YMEHHH, HaBBIKOB IO 3TanaMm (ypoBHSIM) c(OpPMHUPOBAHHOCTH KOMIIETCHIINH,
JIOITyCKAIOTCS 3HAYUTEIbHbIC OLIMOKH, IIPOSBISIETCS OTCYTCTBUE 3HAHUM, yMEHHUH,
HAaBBIKOB 110 psly I10KA3aTeNeH, CTyACHT UCIBITHIBACT 3HAYUTEIIBHbBIC 3aTPY/IHECHUS
IIPY ONIEPUPOBAHUH 3HAHUAMM U YMEHHUAMM IIPH UX IIEPEHOCE HAa HOBBIEC CUTYaLlUU.

He 3aureno

7. JaekTpoHHast HHGOPMAITMOHHO-00pa30BaTe/IbHAA cpeaa
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Kaxnprii oOyuaromuiics B T€4eHUE BCETO Mepuoja o0yueHus o0ecreurnBaeTcs
WHIMBUYyaIbHBIM HEOTPAHWYEHHBIM JIOCTYIIOM K 3JIEKTPOHHOM HMH(POPMAIMOHHO-
oOpazoBarensHOll cpene YeOokcapckoro wuHcTuTyTa (Qunmana) MOCKOBCKOTO
MOJINTEXHUYECKOTO YHUBEPCHUTETA W3 JIOO0W TOYKH, B KOTOPOW MMEETCS JOCTYI K

UH(OPMAIIMOHHO-TEIEKOMMYHUKAUUOHHON cetn  «MHTepHeT» (nmamee — ceThb
«HTEepHET»), KaKk Ha TEPPUTOPHUH (puiIHalia, TaK U BHE €€.
OnexTpoHHass HMH(OpPMALMOHHO-00pa30oBaTeNbHAsg Cpela — COBOKYIHOCTh

UH(OPMAIIMOHHBIX M TEJEKOMMYHHUKALIMOHHBIX TEXHOJIOTHM, COOTBETCTBYIOLIUX
TEXHOJIOTUYECKUX  CPEJCTB, OOECHEYMBAIOLIMX  OCBOEHUE  O0YyYarOIUMHUCS
00pa3oBaTeNbHbIX NMPOTPaMM B MOJHOM 00BbEME HE3aBUCUMO OT MECTa HaXOXJECHUS
00yJarommxcsl.

OnexkTpoHHas HHGOPMAIIMOHHO-00pa3oBaTeNibHas cpeia 00eceynBaeT:

a) OCTYI K y4eOHBIM IMJIaHaM, pabo4YrM MporpaMMamM JUCHUIUIMH (MOyJiei),
IPAaKTHK, 3JEKTPOHHBIM YUYEOHBIM H3JaHUSIM M 3JIEKTPOHHBIM 00pa30BaTEIbHBIM
pecypcaM, yKa3aHHBIM B pabOUYrX MporpaMMax JUCIUIUTHH (MOYJIeH ), MPaKTHK;

0) dbopmupoBaHUE AIIEKTPOHHOTO MOPTHOIHMO OO0YUYaIONMIETOCs, B TOM YHUCIIE
COXpaHEHHUE €ro padoT U OLIEHOK 3a ATH PabOTHI;

B) MKCAIUIO xo0/1a 00pa3oBaTEILHOIO npoiiecca, pEe3yJbTaTOB
IPOMEKYTOYHOM aTTeCTALMK U PE3yJIbTaTOB OCBOCHHUS MPOTpaMMBbI OakaiaBpHuara;

I') IPOBEJCHUE YUYEOHBIX 3aHATHI, MPOLEIYp OLEHKH PEe3ybTaTOB 00y4YeHUS,
peanuzanus KOTOPBIX MPEIyCMOTPEHA C NPUMEHEHUEM 3JIEKTPOHHOrOo OOyYeHWs,
JTUCTAaHIIMOHHBIX 00pPa30BaTEIbHBIX TEXHOJIOTUI;

1) B3aUMOJICHCTBHE MEXKIY YYaCTHUKaMH 00pa3oBaTEIbHOrO Mpolecca, B TOM
YHUCJI€ CUHXPOHHOE W (WJIM) aCHUHXPOHHOE B3aUMOJIECHCTBUS TOCPEJICTBOM CETH
"Untepuer".

OYHKITMOHUPOBAHUE DJIEKTPOHHOU HMH(POPMAIIMOHHO-00Pa30BaTEIBLHON CPEIbI
o0ecrnieunBaeTcs COOTBETCTBYIOIIMMHU CpECTBAMHU uH(POPMaLMOHHO-
KOMMYHHUKAIIHOHHBIX ~ TEXHOJOTMH W  KBaiudukanue  paOOTHHUKOB, €€
UCIOJIB3YIOIINX U MOAIEPKUBAOILINX.

OYHKIMOHUPOBAHHUE JIEKTPOHHOM HMH(POPMALIMOHHO-00Pa30BaTEIbHON CpeIbl
COOTBETCTBYET 3aKOHOAATeNbCTBY Poccuiickon denepannu.

OcHoBHbIMU cocTaBstomumMu DMOC unuana SBISIOTCS:

a) calT UWHCTUTYTa B ceTd VHTepHET, pacmoioKEHHBIM 10 ajapecy
www.polytech21.ru, https://chebpolytech.ru/ koTopslii o6ecrieunBaert:

- gJoctyn oOydammMxcsd K Yy4eOHbIM IUTaHaMm, padouyuM MporpaMMam
JTUCIUIUIMH, TPAKTUK, K M3JAaHUSAM DJCKTPOHHBIX OHOIMOTEUHBIX CHUCTEM,
AJIEKTPOHHBIM HH(OPMALIMOHHBIM M 00pa30BaTEIbHBIM pecypcaM, YyKa3aHHBIX B
pabounx mporpammax (pasmensl caiita «CBemeHuss 00 oOpa3oBaTeIbHOM
OpraHu3alun»);

- uHbopMHUpOBaHUE O0yUaroIuxcs 000 BceX M3MEHEHUAX y4eOHOTro Impoiiecca
(HOBOCTHas JIEHTA caiiTa, IEHTa aHOHCOB);

- B3aUMOJICHCTBME MEXIy YYAaCTHHKaMU 0O0pa3oBaTEIbHOrO Ipoliecca
(mozpasnensl caiita «3a1aTh BOIIPOC TUPEKTOPY»);

0) oduImanbHbIE DJJICKTPOHHBIC ajapeca MOApa3/eIeHUd U COTPYIAHUKOB
UHCTUTYTa ¢ SHaekc-momeHoMm (@polytech2l.ru (cmuMCOK KOHTAaKTHBIX JAHHBIX
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nojpasneneHuit Ounnana pa3MeiieH Ha odunuanbHOM caiite Punmana B pasjene
«KOHTaKTh», CHUCKA KOHTAKTHBIX OQUIMATBHBIX  OJEKTPOHHBIX  JIAHHBIX
npernojaBarenell  pasMmemieHsl B mojapasnenax  «Kadeape») obecnednBaror
B3aMMOJICHCTBHE MEXAY YYaCTHUKAMHU 00pa30BaTeIbLHOTO MPOLIECCa;

B) IWYHBIA KaOuHeT obOyuaromerocs (mopTdonauo) (BXOoA B JUYHBIN KaOWHET
pasmenieH Ha oduiuansHoM caite @unmana B paszaene «CTyIaeHTy» mojapasiene
«OneKTpoHHasi UH(POPMAIMOHHO-O00pa3oBaTebHas CpeAay) BKIOYaeT B ceOsd
nopToaNO  CTYyACHTA, DJJICKTPOHHBIE BEIOMOCTH, PEUTHHT CTYJACHTOB U
00ecIeunBaeT:

- ¢uKcaluio xo/1a 00pa3zoBaTEIbHOTO MPOLECCa, PE3YIbTATOB MPOMEKYTOUHOM
aTTECTaIlMU U Pe3yJbTaTOB OCBOCHHS 00pa30BaTEIbHBIX MPOrpaMM O0yHaArOIIUMHUCS,

- (opMHUpOBaHUE AIEKTPOHHOTO MOPT(POINO OO0YUaIOIIETroCsi, B TOM YHUCIE C
coxXpaHeHHe paboT 00yJaroIIerocs, peleH3uid U OIEHOK Ha 3TH paboThI,

r) DOJEKTPOHHBICE OMOJMOTEKH, BKJIIOYAIONIME AJICKTPOHHBIE KaTajorw,
MOJIHOTEKCTOBBIE JJOKYMEHTHI U 00€CIIEUMBAIOIINE IOCTY K y4eOHO-METOIUIECKUM
MaTepHaliaM, BBIITYCKHBIM KBAUTH(PUKAIIMOHHBIM padOTaM | T.1.:

Yebokcapckoro nHctutyTa (punuana) - « MPBUCy»

1) 3JEKTPOHHO-OMOMoTeunsie cuctembl (DbC), BKIIOYAIONIUE AIEKTPOHHBIN
KaTaJioT ¥ MOJIHOTEKCTOBBIE TJOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenbHas mwiatdopma FOpaitt - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

e) miaTdopma dpoBoro oOpa3zoBaHUs [TonuTexa
https://Ims.mospolytech.ru/

K) cuctema « AHTUIaruar -https://www.antiplagiat.ru/

3) cucrtema 3JeKTpoHHOro aokymentoobopora DIRECTUM Standard —
o0ecreunBaeT JOKyMEHTOO0OPOT Mex 1y Duinanom U Y HUBEPCUTETOM;

n) cucrema «1C Ynpasnenue BY3oM DnekrpoHHblil nekaHat» (MoOCKOBCKUi
NOJUTEXHUYECKUN YHUBEPCUTET) oOecreunBaeT (PUKCAIMIo X0Aa 00pa30BaTEIbHOTO
mporecca, pe3ylbTaTOB MPOMEXKYTOYHOW aTTeCTallud W Pe3yJbTaTOB OCBOCHUS
00pa3oBaTeNbHBIX MPOTPaMM 00YJIaIOIITUMUCS;

k) cucremMa «POLYTECH systems» o0OecneunBaeT HHPOpMAIIMOHHOE,
JOKYMEHTAJIbHOE  aBTOMATH3MPOBAaHHOE  COMPOBOXKICHHE  00pa30BaTEIHLHOTO
npolecca;

) cucTema «AOUTYPHUEHT» oOecrieuynBaeT JIOKyMEHTAIbHOE
ABTOMATU3UPOBAHHOE COMPOBOXKICHUE PAOOTHI MPUEMHOW KOMHUCCHH.

8. IlepeyeHb OCHOBHOWI M [ONMOJHHUTEJIBLHOW Y4eOHOIl JHTEpPaATypBHI,
HEe00XO0AUMOii VIl OCBOEHUS 1M CHMIJIMHBI

OcHOBHas JIMTEpaTYypa:

1. BuykoB, A. A. 3ammra nnpopmanmu : yueOHHK sl By30B / A. A.
BuykoB. — 3-e uzn., nepepad. u non. — Mocksa : U3narensctBo IOpaiit, 2025. —
161 c. — (Boicee oOpazoBanue). — ISBN 978-5-534-07248-8. — Tekct
anekTpoHHbt //  OOpazoBarenbHas minatdopma FOpait [caitit]. — URL:
https://urait.ru/bcode/561313.
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2. TymOunckas, M. B. 3amura nndopmanuu Ha npeanpusiTud : yueOHoe
nocobue ansa By3oB / M. B. Tymbunckas, M. B. IlerpoBckuii. — 2-e u3n., cTep. —
Cankr-IletepOypr : Jlanb, 2025. — 184 ¢. — ISBN 978-5-507-52967-4. — Texcr :

ANeKTpoHHBIN //  Jlanb : 21MeKTpoHHO-OuMOmmuoTteunas cucrema. —  URL:
https://e.lanbook.com/book/463043. —  Pexumm  mocTyma: i aBTOPH3.
IIOJIb30BATEIIECH.

3. [IpoxopoBa, O. B. MHWuadopmanuonHas O0€30MacHOCTh M 3alllUTa
uHpopMmanuu : yueOnuk ais By3os / O. B. [IpoxopoBa. — 6-e u3n., crep. — CaHKT-
IlerepOypr : Jlanb, 2025. — 124 c. — ISBN 978-5-507-52899-8. — Tekcr :
ANEKTpOHHBIN // JlaHb : d2JIeKTpOHHO-OMOnmotreunass cuctema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  pmoctyma: 1 aBTOpHU3.
II0JIb30BAaTEIIEH.

4. Basunun, . A. HWHpopManvoHHbIE TEXHOJOTUM B YIPABJICHUH

KauyecTBOM U 3amuTa uHbopManuu : yueOHoe nocobue ais By3oB / 5. A. BaBuiuH,
B. I'. Connaros, U. I'. MankeBuu. — Cankt-IlerepOypr : Jlanb, 2025. — 196 ¢. —
ISBN 978-5-507-51437-3. — Tekct: »3nekTpoHHbIN // JlaHb : 3IEKTPOHHO-
oubnmuoteunass cuctema. — URL: https://e.lanbook.com/book/447242. — Pexum
J0CTyTa: JIJIsl aBTOPH3. MOJIh30BATENICH.

JlonoaHUTENbHAS JUTEpaTypa:

1. 3enkoB, A. B. MndopmanronHas 6e30MacHOCTh U 3aliuTa uHpopManuu
: yueOHuK ans By3oB / A. B. 3eHkoB. — 2-e uzl., nepepab. u gon. — Mocksa :
M3parenscTBo FOpaiir, 2025. — 107 ¢. — (Briciee o6pazoBanue). — ISBN 978-5-
534-16388-9. — Tekct : anexkTpoHHbId // OOpa3zoBarenvHas miatdopma FOpait
[caiit]. — URL: https://urait.ru/bcode/567915.

2. Jlocb, A. b. Kpunrorpadudeckue MeToapl 3auThl UHPOpPMALIAU IS
U3YYaIoNuX KOMIIBIOTEPHYIO 0€30MacHOCTh : yueOHUK /i By30B / A. b. Jloch, A. HO.
Hecrepenko, M. 1. PoxkoB. — 2-e u3a., ucnp. — Mocksa : U3narensctBo FOpaiir,
2025. — 424 c. — (Briciee obpazoBanue). — [SBN 978-5-534-12474-3. — Texcr :
anekTpoHHbI //  OOpazoBarenbHas mnatdopma FOpaiit [caitit]. — URL:
https://urait.ru/bcode/560426.

ITepuonuka:
Cuctemsbl ynpaBieHuss U UHGOPMAIMOHHBIE TEXHOJIOTUM: HAYYHBIN KypHAI -

URL: http://sbook.ru/suit/- TeKCT : 2JIEKTPOHHBI

9. IpodeccnonanbHbie 0a3b1 JAHHBIX U HH(POPMAIHOHHO-CIIPABOYHbIE
CHCTEMBI
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[Ipodeccuonanbhas 0aza
JaHHBIX ¥ HWH()OPMAIMOHHO-
CIIPaBOYHBIEC CHCTEMBI

Nudopmanus o mpaBe cOOCTBEHHOCTH (PEKBU3UTHI IOTOBOPA)

YHUBepcHUTETCKAs Temarudeckast 3JeKTpoHHAsT OMOIMOTEKA U 0a3a IS MPUKIIAaTHBIX
uHpOpMalOHHAs cucreMa | MccieloBaHui B 00JacTH SKOHOMHKH, YIPABICHHS, COLIMOJIOTUH,
POCCHUA JMHTBUCTHKH,  Quiocopuu,  (GUIOIOTHH,  MEXKIYHAPOIHBIX
https://uisrussia.msu.ru/ OTHOIIIEHUH, TpaBa. CBOOOIHBIN JTOCTYII
Hayunas osnextponnas Oubnnoreka eLIBRARY.RU - »10
KpyNHeHmmii  poccuiickuii  MHPOPMALMOHHO-aHATUTHYECKUI
Hay4Hast AIIEKTPOHHAS | MOPTAJ B 00JIACTH HAYKH, TEXHOJIOTUH, MEAUIIMHBI U 00pa30BaHMS,
6ubnumoreka Elibrary coJiepKaluil peepaTsl U MOJIHBIE TEKCTHI O0Jiee 26 MIIH HayYHBIX
http://elibrary.ru/ cTaTed U mMyOJMKalMii, B TOM YHUCJE AJIEKTPOHHBIE Bepcuu Oosee
5600 poccuiiCKUX HayYHO-TEXHHYECKUX >KYPHAJIOB, M3 KOTOPBIX
6osee 4800 >xypHAJIOB B OTKPBITOM JTOCTYTI€ CBOOOHBIN JOCTYII
bubmuorpadpuueckne ©0azpr  manneix HMHHMOH PAH 1no
COLIMAJIBHBIM M T'yMaHUTapHBIM HayKaMm BeAyTcs ¢ Hadana 1980-x
rogoB. OOmwuii 00bEM MaccHMBOB cocTaBiseT Oonee 3 MIIH.
cailt . Wucturyra  HayuHoil | 500 Thic. 3anuceil (manHble Ha 1 sHBaps 2012 r.). Esxeronnsiii
uHpopMaIuu 1o | mpupocT — okozo 100 TeIC. 3anucen.

obmecTBeHHBIM Haykam PAH.
http://www.inion.ru

B 06a3bl TaHHBIX BKJIFOYAIOTCS aHHOTUPOBAHHBIE ONMMCAHUS KHUAT U
cTarell U3 XypHaJoB U cOOpHUKOB Ha 140 s3pIKaX, MOCTYMUBIINX
B @yHnameHTanpnyto oudnnoreky MTHMOH PAH.

Onwucanus crareil ¥ KHUr B 0a3axX JaHHBIX CHA0XKEHBI MIMPpPOM
XpaHeHHsT W CCBHUIKAMH Ha TIOJHBIE TEKCThl HMCTOYHHKOB W3
Hay4Hoii 37eKTpOHHOM OMOJIMOTEKH.

®denepanbHbIi
«Poccuiickoe
oOpa3zoBaHue» [DIEKTPOHHBIHI
pecypc] — http://www.edu.ru

opTaj

®denepanbHbiii optan «Poccuiickoe 00pa3oBaHuey — yHUKAIbHBIN
UHTEpHET-pecypc B chepe 00pa3oBaHUS U HAYKH.

ExxenneBHO mMyOMMKyeT caMmble akKTyallbHble HOBOCTH, AHOHCHI
cOOBITHH, MH(OPMAIMOHHBIE MaTepUalibl AJS IIMPOKOIO Kpyra

qUTaTeNIEeN. ExenenennHo Ha nopTraie pa3MelarTcs
OKCKJIFO3UBHBIC MaTepI/Ia.IH:I, I/IHTepBBIO C BGILyH.II/IMI/I
CrielMajucTaMd — TeJjaroraMu, IICHXOJIOTaMH, Y4YEHBIMH,

PENOPTAXKU U AHATTUTUYECKUE CTAThU.
UuraTenn moONy4arOT JOCTYH K HOPMaTHBHO-TIPaBOBOM Oa3ze
chepsl 00pa3oBaHHS, OHH MOTYT TIOJB30BATHCS CaMBIMU
pa3IMYHBIMU TIOJIE3HBIMM CEpBHCAaMU — TaKWMH, KaK OHJIailH-
TCCTUPOBAHUEC, OIIPOCHI IO AKTyaJIbHBIM TEMaM M T.[.

HNudopmanmnonnbie
TEXHOJIOTHH — TEPUOANYECKOE
HAYYHO-TEXHHYECKOE H3/IaHuE
B 00sacT MH(POPMALMOHHBIX
TEXHOJIOTHH,
aBTOMATU3UPOBAHHBIX CHCTEM

I/I3I[aTCJIBCTBO BBIITYCKACT TCOPCTUYCCKUC U IMPUKIAAHBIC HAYYHO-
TEXHUYCCKHE JKYpPHAJIBI, obecreunBaroIue Hay4HOH,
MPOU3BOJICTBEHHON, 0030PHO-aHAIMTUIECKONH U 00pa3oBaTeIbHOU
uHopMmarnmeit PyKOBOISIIMX pPAOOTHUKOB M  CIELHUATUCTOB
IMPOMBIIIJICHHBIX HpeIIHpHSITHﬁ, HAay4YHbIX aKaJCMHUYCCKUX U

Hu WCITOJIb30BAHUS | OTPACICBbIX OpraHU3allMii, a Takke Yy4YeOHBIX 3aBEJACHUN B
MHOOPMATUKH B Pa3UYHBIX | OOJACTH TMPUOPUTETHBIX HANPABICHUH pa3BUTHUA HAYKH U
PUIOKEHUAX TEXHOJIOTHH.
novtex.ru

CoBepliieHCTBOBaHHE 00pa30BaHMS U MHKCHEPHOHN NEATEeTbHOCTH
Accowarus HIDKEHEPHOTO BO BCEX MX MPOSIBICHUSAX, OTHOCAIIUXCS K yueOHOMY, HAYYHOMY U

obpazoBanus Poccun
http://www.ac-raee.ru/

TEXHOJIOTUYECKOMY  HAINPaBICHHSM,  BKJIIOYas  MPOLECCHI
MpernojiaBaHusi, KOHCYJIbTHUPOBAHUS, HCCIEIOBAHUSA, pa3padOTKU
WH)KCHEPHBIX  PEIICHWH,  OKa3aHWUs  IIMPOKOTO  CIIEKTpa
00pa3oBaTeNIbHBIX YCIHYT, obecrieueHus CBs3EH c
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https://uisrussia.msu.ru/
http://elibrary.ru/
http://www.inion.ru/
http://www.edu.ru/
http://novtex.ru/IT/index.htm
http://www.ac-raee.ru/

OO0IIeCTBEHHOCThIO, TPOM3BOJACTBOM, HAYKOH W MHTETpalud B

MEXKIYHAPOJHOEe  HAy4YHO-00pa30BaTeIbHOE POCTPAHCTBO.
CBOOOIHBIN TOCTYII
10. IIporpammuHoe o0OecneyeHne  (JUMIEH3MOHHOE MW  CBOOOIHO
pacnpocTpaHsieMoe), HCHOJb3yeMoe MPH OCYLIEeCTBJIEeHUH 00pa3oBaTeJbHOI0
npoiecca
HNudopmanus o npaBe cOOCTBEHHOCTH
Ayautopus IIporpammHoe odecneyeHue (PeKBH3MTHI A0rOBOPa, HOMeP

JIMIEH3UH U T.J1.)

Ne 2196 Vuebnas ayauropust
JUIsl IPOBENICHUS y4eOHBIX
3aHSATHI BCEX BUJIOB,
IpeTyCMOTPEHHBIX
IIPOrPaMMOM CpEAHEro
podecCHOHANTBEHOTO
o0pa3zoBaHus/OakanaBpuaTa/
crienuanurera/
MarucTparypsl/0akanaBpuara/
crenuaiurera/
MarucTparypsbl,, OCHAIICHHAS
000pyIOBaHUEM U
TEeXHUYECKUMHU CPEACTBAMH
00y4YeHHS, COCTaB KOTOPBIX
omnpenensercs B padbounx
InporpamMMmax IUCHUTIUINH
(Monyneit)

Kabuner cucrem ynpasieHus
000 «HIIO «Kackan-
I'PVYII»

Windows 7 OLPNLAcdmc

nmoroBop NeJI03 ot 30.05.2012) ¢
nmorcorjameHusiMu oT 29.04.14 u
01.09.16

(6eccpouHast JIMIIEH3HS])

Kaspersky Endpoint Security ms
6usHeca — PacmmpenHsrit Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cyb6nuuen3noHHsIi gorosop Ne ITITH-
126/2023 or 14.12.2023

Google Chrome CBoOoHOE pacnpocTpaHseMoe
nporpamMMmHoe obecrnieucHue (beccpouHas
JUTICH3HS)

Zoom CBOOOJHO PacIpoCTpaHsIeMOe

nporpamMMHoe obecrieueHne (beccpouHas
JIUTICH3MS )

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JHIeH3nn-42661846 ot
30.08.2007) ¢ noricornamieHusMA OT
29.04.14 1 01.09.16 (6eccpounas
JIUICH3USA)

Ne 2060 YueOHast aymuTopus
IUTSl IPOBENICHUS yUEOHBIX
3aHSATHH BCEX BUJIOB,
IIPeyCMOTPEHHBIX
IIPOrpaMMOM CPEAHETO
npodeccroHanbHOro
o0pa3oBaHus/0akanaBpuaTa/
crienuanureTa/
MarucTpaTypbl, OCHAICHHASN
000pyI0BaHUEM U
TEXHUYCCKUMHU CPEACTBAMH
00y4eHusl, COCTaB KOTOPBIX
orpenensercs B pabounx
porpaMmax AUCLUIUINH
(Moxymeit)

Jlabopatopust
UH(pOpMaLMOHHBIX
TEXHOJIOTU I

Kaspersky Endpoint Security ams
6usneca — PacmmpenHsrit Russian
Edition. 150-249 Node 2 year
Educational Renewal License

CyO6munensnonnstit norosop Ne ITTTH-
126/2023 ot 14.12.2023

Windows 7 OLPNLAcdmc Windows
Server 2012

norosop NeJI03 ot 30.05.2012) ¢
noncornameHusiMu ot 29.04.14 u
01.09.16

(6eccpouHasi JIMIIEH3US])

MS Windows 10 Pro

nmoroBop Ne 392 469.223.3K/19 ot
17.12.19 (beccpouHast JIHIICH3M)

Microsoft Office Standard
2019(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JHILEeH3UN-42661846 ot
30.08.2007) ¢ momcoriameHusIMU OT
29.04.14 1 01.09.16 (6eccpounas
JIUTICH3MS)

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

Intelli] IDEA.

CBOOOIHO PACIPOCTPaHIEMOE
MPOrpaMMHOE 00eCIIeYeHUE
(GeccpoyHast TUIIEH3HS)

KOMITAC-3D v20 u v21

Cy0munensnonnslit qorosop Ne Hr-22-
00044 ot 21.03.2022
(6eccpouHas JIMIICH3HS)
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MathCADv.15 Cyo6murr. noroop Ne39331/MOC2286 ot
6.05.2013)

HOMep JHLEeH3UN-42661846 ot
30.08.2007) (6eccpouHast IMIIEH3MU)

SimInTech OredecTBEHHOE IPOrPaMMHOE
obecrnieucHHe
AdobeReader cBOOOJTHO PaCIPOCTPaHIEMOE

MPOrpaMMHOE 00eCIIeYeHUE
(6eccpouHas JIMIIEH3HS)

AdobeFlashPlayer cBOOOITHO PaCIPOCTPaHIEMOe
IporpaMMHOe oOecrieueHne
(6eccpouHast IMIIEH3HS)

Microsoft Visual Studio 2019 cBOOOJTHO PaCIPOCTPaHIEMOE
MIPOrpaMMHOE 0OeCIIeUeHHE
(OeccpoyHast JUICH3HS)

Python 3.7 CBOOOIHO PACIIPOCTPAHIEMOE
porpaMMHOE 00ecrieyeHue
(beccpoyHast TUIICH3HS)

Pascal ABC CBOOO/THO PaCcpOCTPaHIEMOE
IporpaMMHOE obecrieyeHie
(beccpoyHast TUIICH3HS)

AIMP OTEYeCTBEHHOE CBOOOIHO
pacmpocTpaHsieMoe IIporpaMMHOe
obecnieueHue (OeccpoyHast TUIICH3US)

Ne 11206 [Tomerenne s
CaMOCTOSTEIIEHON PaOOTHI
00yJaroImmxcs

Kaspersky Endpoint Security mis Cy6munensnonnsiii qorosop Ne TTTTH-
6msHeca — Pacimpennsiit Russian 126/2023 ot 14.12.2023

Edition. 150-249 Node 2 year
Educational Renewal License

Windows 7 OLPNLAcdmc nmorosop NeJI03 ot 30.05.2012) ¢
noncoriamesdussMi ot 29.04.14 u
01.09.16
(6eccpouHasi IMIIEH3US)
AdobeReader CBOOOIHO pacHpocTpaHsIeMoe

IpOrpaMMHOE obecTieyeHie
(beccpoyHast TUIICH3MS)

l"apanT- cipaBo4YHO-NIpaBoOBas cuUcTeMa Horosop NeC-002-2025 ot 09.01.2025

Yandex Gpay3ep CBOOOIHO pacHpoCTpaHsIeMoe
porpaMMHOE 00ecriedyeHue
(beccpoyHast TUIIEH3HS)

Microsoft Office Standard HOMeEp JHLEH3UN-42661846 ot
2007(Microsoft DreamSpark Premium 30.08.2007) ¢ morcoriameHusIMA OT
Electronic Software Delivery 29.04.14 1 01.09.16 (6eccpounas
Academic(Microsoft Open License JIUTICH3MS)

Zoom CBOOOIHO PACHpOCTpaHIEMOe

IporpaMMHOe oOecrieueHne
(6eccpouHast IMIIEH3HS)

AIMP 0TEYECTBEHHOE CBOOOIHO
pacmnpocTpaHseMoe IPOrpaMMHOe
obecrnieuenne (OeccpoyuHas JUIIEH3HS)

11. MaTepHaJIbHO-TeXHI/I‘IeCKOG o0ecreyeHue ANCHHUITIINHBI

Tum 1 HoMep MOMENIECHUS

[lepeyeHb OCHOBHOTO 00OPYIOBaHUS H
TEXHUYECKHUX CPEIICTB 00YUCHHUS
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YueOHast ay TUTOPHS JJ1s1 TIPOBECHHS yUeOHBIX 3aHITUN O06opy/10BaHKE: KOMILIEKT MeOenu isi y4eOHOTo

BCEX BHJIOB, IPEYCMOTPEHHBIX IPOIPaMMOH CPETHETO npolecca; 10cka y4eOHas; CTeH bl
po¢eCCHOHATBFHOTO 00pa3oBaHus/OakanaBpuata/ TexHudeckue cpeicTBa OOYUYCHHS: MYJIBTUMEIUIHHOC
CIelaInTeTa/ MarucTparypsl/6akanaBpuaTa/ obopynoBanue (TIPOEKTOP, SKPaH)

CHeIUATNTETa/ MATHCTPATYPhl,, OCHAIIICHHAS
000py/I0OBaHHEM M TEXHUYESCKUMH CPEICTBAMU O0yUYCHUS,
COCTaB KOTOPBIX OMpEAEIAeTCS B paboUYrx mporpaMmmax
JUCHIUTUIAH (MOIyJIei)

Kab6uner cucrem ynpasieans OOO «HIIO «Kackaz-
I'PVII»

Ne 2196 (r. Yebokcapsl, yi. K.Mapkca, 1.60)

O0opy/10BaHKE: KOMILIEKT MeOenu yisi y4eOHOTro

YueOHast ay TUTOPHUS JJ1s IPOBEACHUS YUSOHBIX 3aHITUN mpoliecca; A0cka yaeOHas; aBTOMaTU3UPOBaHHbBIE

BCEX BHJIOB, PEIYCMOTPEHHBIX IPOrPAMMOii CpeTHEro paboune mMecTa, aBTOMaTU3MPOBaHHOE paboyee MecTo
npogheCCHOHATFHOTO 00pa3oBaHus/OakanaBpuata/ MperoIaBaTelisl, MPOSKTOP U DKPaH; MapKepHas JI0CKa,
CICIMATITETa/ MATHCTPATYPbI, OCHAILICHHAS TexHUUYeCKHE cpeicTBA O0YUCHHS: KOMIIBIOTEpHAsI
000pyI0BaHIEM U TEXHUYECKHMH CPECTBAMHU O0YYCHHUS, | TEXHHKA

COCTaB KOTOPBIX OMpPEACIIAETCS B pabovnX MporpaMmax (mpoueccop Core i3, onepaTuBHas HNaMsITh 00BEMOM
TUCHIUTUIAH (MOTyJIEH) He MeHee 8 I'0); cepeep B mabopatopun (8-smepHBIA
JlabopaTopust HHPOPMAITMOHHBIX TEXHOJIOTHI mporeccop ¢ gactoToit He Meree 3 [T, omepatuBHas
Ne2066 (r. Yebokcapsl, yin. K.Mapxkca, 1.60) mamsaTh ooseMoM He MeHee 16 I'0, xecTkme IUCKH

o0muM 00seMoM He meHee 1 TO

O6opyznoBaHue: KOMILIEKT MeOeNH I y4eOHOTO
mporiecea;

TCXHI/I‘ICCKI/Ie CpCaACTBa o6yquM${: KOMHI)IOTepHaH
TEXHUKA C BO3MOXHOCTBIO IIOAKIIOYEHUS K CETH
«/HTepHEeT» U 00eCIeYeHueM JJOCTYIIA B 3JICKTPOHHYIO
nHGbOPMAIMOHHO-00pa30BaTeNIbHY0 cpeny Dumnana

ITomemenne JUISL CaMOCTOATENIBHON paboThI
00yJaroImuxcs
Ne 1126 (r. Yeboxkcapsr, yi. K.Mapkca. 60)

12. Meroauyeckue YyKa3aHusi sl O00y4awIerocssi 10 OCBOCHUIO
AUCUMILTHHBI

Memoouueckue yKazanusa 0Ona 3aHAMUIL 1eKYUOHHO20 MUna

B xome NEKMMOHHBIX 3aHATHA OOydYaromeMycsi HEOOXOIWMO BECTH
KOHCTIEKTUPOBAaHWE Y4YeOHOro Marepuaiia, oOpainjaTh BHUMAaHHE Ha KaTEeropHH,
(bOpMYIIMPOBKH, PACKPBIBAIOIIKNE COJEPKAaHUE TEX WM UHBIX SBJICHUN U MPOLIECCOB,
HAy4HBIC BBIBOJBI U MPAKTUYECKUE PEKOMEHIAIIUH.

HeoGxonumo 3amaBaTh mpenojaBaTeill0o YTOYHSIOIIUME BOIMPOCHI C IEJIBIO
YSCHEHHUS TEOPETUYECKUX  IIOJIO)KEHUHM, pa3pellieHUus CHOPHBIX  CHUTYAaILUil.
[lenecooOpa3no mopabaTbiBaThb CBOW  KOHCIEKT JIGKIMH, Jejlags B HEM
COOTBETCTBYIOIIME 3alMCH U3 OCHOBHOW M JIONMOJHUTEIBHON JIMTEPATYPHI,
PEKOMEHJIOBAaHHOM TMpernojaBareyieM M MPeIyCMOTPEHHON ydeOHOH mporpammoit
JUCLUUIIAHBI.

Memoouueckue ykazanus 014 3aHAMUIL 1AO0PAMOPHO20 MUnNA.

BrimontHeHnI0  1a0OpaTOPHBIX  pabOT MPEANIeCTBYET TMPOBEPKA 3HAHUUN
CTYyJICHTOB — HUX TEOPETHYECKONM TOTOBHOCTH K BBINOJHEHUIO 3adaHusd. [IpoBepka
3HaHUW MPOBOJAUTCA B (hopMe, KOTOPYIO OIpeesseT MPenoaBaresib AUCIUTIINHBI
(TecTupoBaHue, Ompoc).

[Tpu npoBeneHun 1a00PATOPHBIX 3aHITUI BBIJCISIOT CICIYIONIUE Pa3Ieiibl:

— o0uue nosjoxeHus (mepevyeHsb J1a00paTOPHbBIX WA MPAKTUYECKHUX

—  3aHATUH);

— o0o0mue TpeboBaHUs K BBITIOTHEHUIO paboT;

—  HMHCTPYKIHMS 1O KaXKJ0i paboTe;

— CIpaBOYHbIE MaTEpHUabl U T. 1.
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JlaGopatopHble 3aHATUS MO3BOJSIOT Pa3BUBATH Y 00yYarollerocs TBOPUYECKOE
TEOPETUYECKOE MBIIUICHHE, YMEHHE CAMOCTOSITENBHO M3y4daTh JIMTEPATypy,
aHAM3UPOBATh MPAKTUKY; y4aT YETKO (OPMYITUPOBATH MBICITh, BECTH JUCKYCCHIO, TO
€CTh MMEIOT HCKJIIOYHUTEIBHO BA)KHOE 3HAYEHHWE B Pa3BUTUU CAMOCTOSITEIIBHOIO
MBIIICHHUS.

l'oToBsACh K JOKNaay WM BBICTYIUIEHHIO B PaMKaX HMHTEPAKTUBHOW (OPMBEI,
IpU HEOOXOJUMOCTH, CIEAYET 0OPaTUTHCS 32 TOMOLIBIO K MPENoAaBaTeNto.

Memoouueckue yKazanusa K camocmoamensvHoll padome.

CamocrositenbHas pabota oOydaromierocsi SIBJISETCS OCHOBHBIM CpPEICTBOM
OBJIaJICHUS Y4eOHBIM MaTepUaIoM BO BpeMs, CBOOOJHOE OT 00s13aTeIbHbIX yUeOHBIX
3ansaTuil. CamocrtosiTesbHass paboTa oOydyaromierocs HajJ YCBOCHHEM YYEOHOIo
MaTepualia 1o Yy4eOHOM JAMCIHUIUIMHE MOXET BBINOJHATHCS B OMOIMOTEKE
YHUBEPCUTETA, yUeOHBIX KaOMHETaX, KOMITBIOTEPHBIX KIIACCaX, a TAKKe B JIOMAITHUX
ycnoBusix. CopepxkaHue W KOJWYECTBO CaMOCTOSITENIbHON paboThl oOydaroerocs
ompenensieTcss y4eOHOW MpOrpaMMoOi AUCITUIUIMHBI, METOJUYSCKUMUA MaTepHaIaMH,
IPAKTUYECKUMH 33JaHUSIMU U YKa3aHHUSIMU IPETogaBaTesl.

Camocmoamenvnasn padoma ¢ ayOumopHoe 8pems MOMCen GKIIOUAMb:

1) koHCnekTupoBaHUE (COCTaBICHUE TE3UCOB) JICKIIUH;

2) BBINIOJIHEHHE KOHTPOJIbHBIX padoT;

3) peuieHue 3ajaad;

4) paboTy CcO CIIpaBOYHON U METOJAMYECKOU JTUTEPATYPOK;

5) paboTy ¢ HOpMATHUBHBIMH MPABOBBIMU AKTAMMU;

6) BBICTYIUICHHUSA C JOKJIaJaMH, COOOLIEHUSIMA Ha CEMUHAPCKUX 3aHITHUSIX;

7) 3aluTy BBIMOJHEHHBIX PadoT;

8) ywactue B oOmnepaTMBHOM (TEKyIlEM) ONpPOCE IO OTAEIbHBIM TeMaM
U3y4aeMOW TUCIUIUINHBI;

9) yuactue B cobOecedoBaHUAX, AEJIOBBIX (POJEBBIX) HUrpax, IJUCKYCCHSX,
KPYTIBIX CTOJIaX, KOH(PEPCHITUSX;

10) yyacTtue B TECTUPOBAHUU U JP.

Camocmosamenvnana padooma 60 6HeayOUMOPHOE BPEMA MOIHCEM COCHIOAMD
us:

1) moBTOpeHuUs JICKIIMOHHOTO MaTepHuaa;

2) TMOJATOTOBKM K MPAKTUUECKUM 3aHATHIM;

3) usydeHus yueOHOI U HAYYHOU JTUTEPaTYpHI;

4) w3yuyeHUss HOPMATUBHBIX NPABOBBIX aKTOB (B T.4. B 3JIEKTPOHHBIX 0Oazax
JAHHBIX );

5) peuieHus 3aAay, U UHBIX MPAKTHYECKUX 3aIaHUI

6) TOATOTOBKHM K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T.1I.;

7) TOATOTOBKH K MPAKTUYECKUM 3aHATHUSIM YCTHBIX IOKJIAJ0B (COOOIIEHU);

8) monmrotroBku pedepaTtoB, 3¢CE W HHBIX WHIAUBUIYATBHBIX MHUCHhMEHHBIX
padoT 1Mo 33JaHUIO MPENOIABATENS;

9) BBINOJIHEHUS KYpCOBBIX pabOT, IPEyCMOTPEHHBIX YUYEOHBIM IIJIaHOM;

10) BBIMOTHEHUS BBITYCKHBIX KBATU(UKAIIMOHHBIX pabOT U Ip.
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11) Beienienust HanboJiee CIOKHBIX U MPOOJIEMHBIX BOIPOCOB IO U3y4aeMOM
TEME, IMOJy4YCHUE PA3bICHEHUH W PEKOMEHIAIMN 1O [JaHHBIM BOIPOCAM C
npenojaBaTes MU Ha KOHCYJIbTalHsIX.

12) npoBenieHNs CaMOKOHTPOJISI MYTeM OTBETOB Ha BOMPOCHI TEKYILETO
KOHTPOJISI 3HaHUM, pElICHUsI MPE/ICTABICHHBIX B YYEOHO-METOIMUECKUX MaTepuanax
kadenpel 3amay, TECTOB, HAlMUCAaHUS pePepaToB U 3CCE MO OTACIbHBIM BOIpPOCAM
M3y4aeMOH TEMBI.

Texyuii KOHTPOJIb OCYIIECTBIISIETCS B (DOPME YCTHBIX, TECTOBBIX OIPOCOB,
JOKJIa/I0B, TBOPUECKUX 3aJaHUI.

B ciydae nponyckoB 3aHATHI, HAIMYUS UHIMBUYATbHOTO Tpaduka oOydeHus
W I 3aKpeIUIeHHs MPaKTUYECKUX HABBIKOB CTYJIEHTaM MOTYT ObITh BbIAaHbI
TUTIOBbIE WHAMBHUAyaJbHbIE 3aJaHUs, KOTOpPbIE JIOJDKHBI OBITh CHAHBI B
YCTAaHOBJICHHBIN MPENOAABATENIEM CPOK.

13. OcoGeHHOCTH peaM3alMH AMCHUIUIMHBI JJIS WHBAJUAOB H JHUI €
OrpaHNYeHHBIMHU BO3MOKHOCTSIMHU 3I0POBbSI

OOyueHnue Mo AWCHUIUIMHE «3ammuTa WHGOPMAIMIY WHBAIUIOB W JIHI] C
OTPAaHUYECHHBIMM  BO3MOXKHOCTSIMU  3710poBba  (masiee OB3) ocymiecTBisiercs
OpernojaBaTeieM C Y4eTOM OCOOEHHOCTEH  IMCHUXO(PU3UYECKOrOo  Pa3BUTHA,
UHAUBUIYAJIbHBIX BO3MOKHOCTEN U COCTOSIHUA 3/I0POBBS TAKUX 00YyYarOIIUXCS.

JI71st CTy/IEHTOB € HApYLICHUSIMU OMOPHO-ABUTaTesbHOM QpyHkuuu u ¢ OB3 no
CIIyXy THpelyCMaTpPUBAETCS COIMPOBOXKIEHUE JIEKIMH W MNPAKTUYECKUX 3aHATUN
MYJIbTUMEIUMHBIMU CPEACTBAMU, Pa3AaTOYHBIM MaTEPUATIOM.

Hns crynentoB ¢ OB3 1o 3peHHIo mpenycMaTpUBAETCs MPUMEHEHUE
TEXHUYECKUX CPEACTB YCHUJICHUS OCTATOYHOTO 3PEHHs, a TakKe IpearycMOTpeHa
BO3MOKHOCTb pa3pabOTKU ay1roMaTepuaioB.

[To nmucunumnnube «3ammra uHGOpManuu» OOy4YE€HHWE HHBAIMIOB U JIUI[ C
OrPaHUYECHHBIMH BO3MOKHOCTSIMH  3JI0POBbSI MOJKET OCYIIECTBIISATbCS Kak B
ayIUTOPUH, Tak U C  HCIOJb30BAaHHUEM OJIEKTPOHHOW  HMH(OpPMAIIMOHHO-
00pa3zoBaTeIbLHOM Cpefibl, 00pPa30BATEIBHOTO MOPTAJa U AJEKTPOHHOMN MOYTHI.
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JINCT AOIOJHEHUN U UI3SMEHEHUI

paboueit mporpaMMbl JUCITUTUTUHBI

PabGouass mporpamMma IHUCHMIUIMHBI PAacCMOTpEHa, OOCYXJIeHa H ojo0peHa Jyis
ucnonnenust B 202 -202  yuyeOHOM Tony Ha 3acenaHuu kadeapbl, mpoTokos No
OT «_ » 202 r.

Buecennl JOITOJIHCHUA U U3MCHCHMUA

PabGouass mporpaMma AHCHMIUIMHBI PAaccMOTpEeHa, OOCyXaeHa Hu ojo0peHa uis
ucrionHenus B 202 -202  y4eOHOM rojay Ha 3aceqaHum Kadeapbl, TPOTOKoJ Ne
OT & » 202 r.

Baecennl JOITOJIHCHUA U N3MCHCHMUS

PaGouass mporpamma IUCHMIUIMHBI pPacCMOTpeHa, OOCyXKJIeHa M oJ00peHa it
ucrionHenus B 202 -202  ydeOHOM rojay Ha 3aceqaHun kadeapbl, TPOoTOKoJ Ne
OT « » 202 1.

Baecennbl JOITOJIHCHUA U N3MCHCHMUS

Pabouass mporpaMma JIHCHMIUIMHBI PAcCMOTpEHa, OOCyXJeHa M oJao0peHa i
ucnonHenust B 202 -202  yyeOHOM roay Ha 3aceqaHuu Kadeapsl, MPOTOKOI No
OT K » 202 T.

Bnecennl JOITOJIHCHUA U U3MCHCHUA
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