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PaGouas nporpaMma qUCHUIUIMHBI pa3pab0TaHa B COOTBETCTBUU C:

- denepanbHbIi TOCYJAPCTBEHHBIM 00pa30BaTEIbHBIM CTAHIAPT BBHICIIETO
oOpazoBaHusi - OakanaBpuar no HanpasiaeHuto noaroroeku 09.03.01 —
NHdopmaTuka W BbIUMCIUTENbHAS  TEXHUKA,  YTBEPKICHHBIA  MPUKA30M
MuHucTepcTBa Hayku U Bbicuiero odpaszoBanusi Poccuiickoit @enepaunu Ne 929 ot
19 cenTs6ps 2017 r. 3apeructpupoBanHsblii B Muntocte 10 okta0ps 2017 roga, per.
Homep 48489 (nanee — ®I'OC BO).

- y4eOHbIM IUIaHOM (OYHOM, 3a04HON (QopM OOydeHMs) MO HAMpPaBICHUIO
noarotoBku 09.03.01 «udopmaTrka 1 BEIYUCIUTEIbHAS TEXHUKAY.

PaGouass mporpamMm JUCHUIUIMHBI BKIIIOYAeT B ce0s OLICHOYHBIE MaTepHalIbl
JUISl IPOBEICHUS TEKYILEr0 KOHTPOJISL YCIEBAEMOCTH U MPOMEKYTOUHON aTTECTALNU
no aucuuiuiiHe (1.8 @OOHI OLEHOYHBIX CPEACTB Uil MPOBEACHUS TEKYILIEro
KOHTPOJISL YCIIEBAEMOCTH, NPOMEXYTOYHOM AaTTECTaUMu [0 MTOraM OCBOEHUS
JTUCUUTUINHBI)

Agrop [Iluknna Haranms EBrenpeBHa, KaHIWIAT NEJArOTHYECKUX HAVK,
JOLEHT Kadeapbl HHOOPMAIIMOHHBIX TEXHOJOTUH M CHCTEM YIIPABJICHHS

(vkazamo PHO, yuenyio cmenenn, yuenoe 36anue uiu O0IICHOCIb)

[Iporpamma omoOpena Ha 3acemanuu Kadenpsl  MHPOpMaIMOHHBIX
TEXHOJIOTUI U cucTeM ynpasieHus (mpotokod Ne 8 ot 12.04.2025r).



1. IlepeyeHr mnIaHMPYEMBIX Pe3yJbTATOB O0y4YeHHMsl MO JMCHMILIMHE,
COOTHECEHHBIX C INIAHUPYEMBIMHM Pe3yJIbTATAMH OCBOCHHUSI 00pa30BaTeJIbHOM
nporpammbl (Llesin ocBOeHMsI AW CHMIIJINHBI)

1.1. Hensamu ocBoenust pucuumuinibl «Kpunrorpadudeckiue METOIbI 3alIUThHI
UH(pOpMALUN SIBISIOTCA:

— NIOJTy4YEHUE

Kpunrorpapuu;

CTyJECHTAMU

3HAHUU

()

TEOPETUUYECKUX

OCHOBax

— dbopMupoBaHHE HABLIKOB pabOThl C COBPEMEHHBIMU MPOTrPAMMHBIMU U

TCXHUYCCKUMHU

oOpabaTbiBacMOit

CpeacTBaMu
51

OBM,
repeaaBaeMon

o0ecrneunBaOIIMMU
uHpopmMaruu  oOT

IpeTHAMEPEHHOTO O3HAKOMIICHUS, H3MEHEHMSI M YHUUTOXKCHUS;
— U3yYeHHE CIIOCOOOB W CPEACTB HECAHKIMOHHPOBAHHOTO JOCTYyINa K
uH(pOopMaIK, CIOCOO0B U CPEJCTB 3aIUTHI KOHPUACHIIUATHHOU HHPOPMAIIUH.

1.2.

OoOnactu

npodeccruoHanbHOI
POrpaMMy, MOTYT OCYIIECTBIISATh TPO(PECCHOHATBLHYIO AESTETHHOCTD:

06 Csazv, uHopmayuonHvie U KOMMYHUKAYUOHHblE mexHoIo2uu (8 cgepe
paspabomku,

NPOEeKMupo8aHusl,
8bIYUCAUMENIbHOU

MEeXHUuUKu u

HCUBHEHHbIM MMK/ZOM)

poheCCHOHAIBHOM
JCATCIBHOCTH,

B

BHeOpeHUsl
UHDOPMAYUOHHBIX

KOTOPBIX

u

ACATCIIBHOCTHU
BBIITYCKHHKMH,

W(UIn)

IKCnIyamayuu
cucmem, YNpaenenus — ux

3alIATY XPAHUMOM,
CIIy4YalHOTO

U

cdepsl

OCBOHMBIINC

cpedcmes

1.3. K oCHOBHBIM 3ajauaM H3Yy4YE€HUS] IUCIMUIUIMHBI OTHOCUTCA MOATOTOBKA
BBITIOJTHCHUIO
npo¢eCCHOHATILHBIMY CTaHAAPTAMHU:

00yJaroImMXxcs

TPYOBBIX

byHKIIUHA B

COOTBCTCTBUHU C

KOI[ 1 HAMMCHOBAHUC

O0001eHHbIE TPYAOBbIE (PYyHKINH

TpynoBsie GpyHKIIMN

npodeccroHanbHOro YpOBEHb YPOBCHB
CTaHIapra KOX HAaMCHOBAHHE KBaJTU(pUKAIH HalMEHOBaHUE KO (moypoBeHb)
u KBaJH(PUKAIIHN
06.001 ITporpammuct Amnanus
HpO(bE;:;II;IOHanLHHﬁ 6 TpeboBaHUH K D016
AapT OporpaMMHOMY
«IIporpammucTy, o0ecIeueHNIo
YTBEPKICHHBII
MIPUKA30M PazpaboTka
MuHuUCTEPCTBOM TpyAa Pa3pabotka TEXHUYECKUX
H COIIMAJIBLHON 3aIllATHI TpeOOBaHUH U cnenuQuKanuii Ha
Poccuiickoii D IIPOEKTUPOBAHUE 6 IpOrpaMMHEIe D/02.6 6
®Denepanun oT MPOTrPaMMHOTO KOMITOHEHTHI U UX
18.11.2013 Ne 679u obecrieueHus B3aMMO/ICHICTBHE
(3aperucTpupoBaH B
MuHucrepceTBe Tpyaa u
COLIMAJIbHOM 3aILUThI IIpoextupoBanue
Poccuiickoii 6 IPOrpaMMHOTO D/03.6
®denepanuu ot 18 obecrieueHUs
nekabps 2013 r.
Ne30635)
06.028 CucteMHbIi A Pa3pabotka 6 PaspaboTka A/01.6 6
MIPOTrPaMMHUCT KOMITOHEHTOB JpaiiBepoB




KO}I 1 HAMMCHOBAHUC

O0001eHHbIe TPYAOBBIE (QYHKINU

TpynoBsie pyHKIIN

Mpo¢eCCHOHATHFHOTO YpOBEHb YPOBEHB
CTaHImapra KOJ HaNMECHOBAHHE KBaJTU(pUKAIH HaUMCHOBAHHE KOZ (TI0mypoBEHB)
n KBaJIM(PHKAIHN
YCTPOMICTB
PazpaboTka
KOMIIHIISATOPOB,
HpO(beCCI/IOHaJIBHbe/'I 3arpy3qI/IKI())B, A/026 6
crarnapt «CHCTEeMHBIH cOOPIINKOB
MIPOTPAMMHUCTY, YTB. CHUCTEMHBIX
IIpukazom MIPOrPaMMHBIX Pa3zpabotka A/03.6 6
MuHHCTEPCTBOM TPy Aa HPOIYKTOB 6 CHMCTEMHBIX yTHJIUT )
1 COLMAaJIbHOM 3allUThI
P® ot 29 cenrsiops Co3znanue
2020 rona N 678u HMHCTPYMEHTAJIbHBIX
CpencTB A/04.6 6
MPOTPaMMHUPOBAHHI
o
Pa3zpabotka Mmoaenu
ousnec-mipoueccoB | C/08.6 6
3aKa34rKa
BLIHBJ'IGEII/IS C/116 6
TpeboBanuii k UC
AmAI | o) 6 6
TpeboBaHuUit
PazpaboTka C/14.6 6
apxutextypsl UC
HpOQKTI/IVPOBaHI/IC " o166 6
Brmonaenue pabdor Ausain MC
06.015 Cnenmanuct no
HHGPOPMAIIMOHHBIM H YTpaBIICHAC Paspabotka 6a3 C/17.6 6
cucTemMam paboramu o nanaeix UC ’
IpodeccronanbHbIi CO3/TAHHIO
ctangapt «Crenuanuct (Moz@rRAINH) Opranuzauontoe 6
0 WH(GOPMAIIMOHHBIM C COTPOBOMKIICHHIO 6 U TEXHOJIOTHYECKOE
CHUCTEMaM», YTB. HC, obecneyeHue
[IPHKA30M dBTOMATH3HPYIOIIN xonupoBanns Ha | C/18.6
MuHuCTEPCTBOM TpyAa X sajauu sI3BIKAX
M COLIMAIBbHON 3aIlIUThI OpraHH3alHOHHOTO IIporpaMMHupOBaHu
P® 18 HosiGps 2014 . . YHPABJICHHA 1 1
No896H H3HEC-TIPOIECCHI
Opranu3aloHHOE 6
U TEXHOJIOTHYECKOE
obecrieueHne C/19.6
MOJyITEHOTO
tectupoBanus MC
(Bepudukarum)
Co3znanue 6
TOJIB30BATEINBCKOH | 5
JIOKYMEHTALIUU K
uc
Opraam3anus C/40.6 6
perno3uTopus
XpaHCHUA JaHHBIX




Kon u HanmeHoBaHME
Mpo¢eCCHOHATHFHOTO
CTaHIapTa

O0001eHHbIe TPYAOBBIE (QYHKINU

TpynoBsie pyHKIIN

KO HaMMCHOBaHHC

YpOBEHB YPOBEHB
KBaJTU(pUKAIH HaMEHOBaHUE KOI (TI0mypoBEHB)
n KBaJIM(PHKAIHN
0 CO3JaHUU
(Moaudukanun) u
BBoje MIC B
IKCIUTyaTaIUIo

1.4. Komnerenuuu oOywaroierocs, (GpopmMupyemble B pe3yibTaTe OCBOCHHUS

JTUCIIATUIAHBI
HaumenoBanue | Koa m HammMeHOBaHuUe Kon u IlepeyeHnsb MIaHNUPYEMBIX
KaTeropum KOMIIeTeHIHil HAHMeHOBaHUe pe3yJbTaToB 00y4eHHs
(rpynmsbi) HHAUKATOpPA
KOMIIeTeHI Ui AOCTUKEHUS
KOMIIeTeHIUH
ITIK-1. Cocoben [IK-1.1 3Hars: HA ypOBHe 3HAHUU
BBINOJIHATH PaObOTHI U MoJienu Ou3Hec- 3HATh CTaHAAPTHHIC 3a/1a41
yIpaBieHHe paboTaMu MPOIIECCOB npodecCuoHaIbHON
10 CO3/IaHUI0 3aKa34rKa, NeSITeIbHOCTH;
(Mmomudukanmm) u TpeboBanus k MIC, HA YPOBHe YMeHUl:
conposoxaenuto 1C, apxutexktypy UC YMETb IIPUMEHSATH
ABTOMATHU3UPYIOLINX MaTeMaTH4YeCKUe METO/Ibl,
3a1aun BBIYHCIUTEILHYIO TEXHUKY
OpraHU3aIIOHHOTO JUTSI peIIeHUS
ympaBieHUs 1 OM3Hec- NPaKTUYECKUX 3a/1aY;
MIPOLIECCHI HA YPOBHEe HABBIKOB.
BJIAJICTh IPAKTHYECKUMHU
HaBbIKaMU MOUCKA U
00paboTku nHGOpMAITUH.
[1K-1.2 YmeTs: HA ypOBHe 3HAHUU:
Coznanue npoektupoBatb UC, | 3HaTh CTaHAApTHHIC 3a/1a41
(Momudukanus) paspabaTeiBaTh 0a3bl | MpodecCHoHaIbHOM
u nanabix MC, NeSITebHOCTH;
COIIPOBOXICHHE UCIOJIb30BAThH COBpPEMEHHbIEC TEHICHIINU
nc TEXHOJIOTUU pa3BUTHA HHPOPMATUKU U
[IPOrpaMMHPOBAHUS | BHIYMCIUTENILHON TEXHUKH,
KOMITBIOTEPHBIX
TEXHOJIOTHI U ITyTH UX
MIPUMCHCHUS B
npodecCuOHAIbHON
NeSITeTIbHOCTH;
HA YPOBHEe YMEeHUIL:
YMETh MPUMEHSTh
COBpPEMEHHbIEC TEHICHIINU
pa3BUTHA UHPOPMATUKU U
BBIUHCIIUTENIbHON TEXHUKH,
HA YPOBHEe HABBIKOS.
BJIQ/IETh MIPAKTUUYECKUMHU
HaBBIKAMU TIOMCKA U




aHamu3a U CUHTE3a
nHpopmanuu.

I1K-1.3 Baagetn:
TEXHOJIOTUSIMU
MOYJIBHOTO

TectupoBanus C

(Bepudukanum),
OpraHu3anuein
PENO3UTOPHIL

XpaHCHUA JAHHBIX

HA YPOGHE 3HAHUIL:
3HaTh OCHOBBI
MH(pOpPMaLMOHHO-
KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHI;

MIOHATUS
KOH(pHICHIIMATIbHON
uHpopManuy,
NEPCOHANBHBIX JaHHBIX U
rOCyIapCTBEHHOW TAHBI.
HA yPOGHe YMEHUI.
yYMETb aHAJTU3UPOBATh U
BbIOMpATh METObI U
cpencTBa o0ecredeHus
nH(pOpMallMOHHON
0€301acHOCTH.

HA YPOBHEe HABbIKOS.
BJIaJI€Th AJIEMEHTaMHU
(GYHKIIMOHATILHOTO
aHanu3a;

OoubIMoTEYHO-
oubnuorpaduyeckumu
3HAHWSIMH.

PazpaboTtka,
oT/IaIKa,
MoauduKaus u
MOJJIEPKKA
CHCTEMHOTO
MPOrPaMMHOTO
obecrieueHUs

ITIK-3. Cnocoben
pa3pabaThIBaTh
KOMITOHEHTHI CHCTEMHBIX
NIPOrPAMMHBIX
MPOYKTOB

I1K-3.1

Pa3pabartpiBaet
JpaiBepbl yCTPOUCTB

HA YPOBHe 3HAHULL:

3HATh CYITHOCTh U
3HaYeHHe UHPOPMAaLIUH B
Pa3BUTHU B Pa3BUTHHU
COBPEMEHHOTO
nH()OPMAITMOHHOTO
00111eCTBA;

HA YpOBHe YMeHUl:

YMETh UCII0JIB30BATh
COBPCMCHHBIC TGHI[CHI_II/Iﬁ B
obmact ”HPOPMATHKHU U
BBIYUCIIUTEILHON TCXHHUKH,
HA YPOBHEe HABbIKOB.
BJIAJICTh HAaBBIKAMH aHAJIN3a
U BBIOOpA METOJIOB U
WHCTPYMEHTOB JISI
obecrieueHUs
MH(pOpMallMOHHON
0€30MaCHOCTH.

I1K-3.2

PazpabateiBaeT
KOMITUJITOPBI,

3arpy3uuKH,
cOOpIIKH

HA YpOBHe 3HAHUIL.

3HaTh OCHOBBI MaTEMAaTUKU
Ha YPOBHE, HEOOXOJMMOM
JUIS PeLIeHNs CTaHJapTHBIX
3aa4 npodeccruonanbHOM
NesITeIbHOCTH;

HA YDOBHEe YMEeHULL:

YMETb IPUMEHSTh




UH(POPMALIMOHHO-
KOMMYHHKAIIMOHHBIX
TEXHOJIOTUH

HA YPOBHEe HABBIKOB.
BJIaJIETh OLICHKOW PUCKOB,
pa3paboTKy cTpaTeruit
3allIUThl, IPUMEHEHUE
COBPEMEHHBIX TEXHOJIOTHI
3alUTHl JaHHBIX, a TAKKE
MOHHUTOPHHT U ayIUT
WHGOPMAILIMOHHBIX CUCTEM.

[K-3.3
PazpabarsiBaeT
CHCTEMHBIC yTUITUTHI

Ha YpOBHe 3HAHUIL.

3HATh BHJIBI YTPO3,
BO3HHUKAIOIIIKE B IIPOLIECCe
UH(POPMALIMOHHOM
JeSITEIbHOCTH;

HA YPOBHEe YMEHUIL:

yMETb BEIOMPATH
aKTyaJIbHbIC
nH($OpPMaLIMOHHBIE PECYPChI
Y UCTOYHUKU 3HAHUU B
AJIEKTPOHHOM cpelie, a
TaK)K€ YMETb BBISBIISTH
yrpo3bl ”HHOPMAITMOHHON
0€301acHOCTH.

HA YPOBHe HABbIKOB.
BJIQ/ICTh Pa3BUTh HABBIKU
UX MPaBUIBHOTO
MPUMEHEHUS JUIS 3aIUThI
JAQHHBIX U CUCTEM OT
BO3MOXKHBIX YTPO3 M aTak

T1K-3.4. Co3naet
WHCTPYMEHTAJIbHbBIC
cpencTBa
MPOrpPaMMUPOBAHUS

HA YPOBHEe 3HAHULL:
3HATh METOJIbI M CPEJICTBA
obecrnieyeHus
UH(POPMALIMOHHOM
0e301acCHOCTH 00BEKTOB
pohecCHOHATLHOM
JIeITEILHOCTH.

HA YpOGHe YMeHUl:
yMeTh BBIOUPATh
HEOOXOIMMEIC
nH(OpMaAITMOHHBIE PECYPCHI
¥ MCTOYHUKH 3HAHUH B
AIICKTPOHHOU Cpejie -
BBISIBJISITH YTPO3BI
nH(OpMaAITMOHHOM
0e30IacHOCTH.

HA YPOBHE HABLIKOG:
BJIaJIETh METOAAMHU U
cpencTBa o0ecreueHus
MH(POPMALIMOHHOM
0€e30IacHOCTH.




2. Mecto nucuumiannbl B cTpykrype OIIOII

Hucrumummaa b1.JI(M).B.JIB.1.1  «Kpuntorpadudeckue MeTOIbI 3allUTHI
uHpOpMaIUU») pealn3yeTcss B paMKax BapuaTHUBHOW 4acTu brmoka 1 «OnekTuBHBIE
JUCIMILTUHBI (MOyJIN)» MPOrpaMMBbl OakamaBpHara.

Huciumuinaa  «Kpunrorpaguueckre  MeTOAbl  3allUThl  MH(DOpMaLUN»
npenojaeTcss oOydaronuMcesi o ouyHoM (opme oOydeHuss — B 4-M cemecTpe, 1o
3a04HOM PopMme — B 6-M cemecTpe.

Huctuminnaa «Kpuntorpaduyeckre METObl 3allUThl HHPOPMALIUW SIBIISIETCS
pOMEXKyTOUHbIM 3TanoM dopmupoBanus komnereHuuit [1K-1, TIK-3 B mporuecce
ocBoeHus OIIOII.

Hucuunnuna  «Kpunrorpagpudyeckue  MeTOAbl  3alUTBl  MUHQOPMAIUID)
OCHOBBIBA€TCSI Ha 3HAHUAX, YMEHHUAX U HABBIKAX, MPHUOOPETEHHBIX MPH U3Yy4YECHUU
aucuumiuH IlepcrnekTuBbl pa3BUTHS MHPOPMATHUKUA M BBIYUCIUTEIBHONW TEXHHUKH,
BBenenne B wuHpopmaTHKy, YdeOHas NpaKTHKa: O3HAKOMMTEIbHAs IpAKTHKAa,
OOBEeKTHO-OPUEHTHUPOBAaHHOE  MporpaMMmupoBaHue, I[IporpammupoBanue s
MOOMIBHBIX YCTPOHCTB, CTPYKTYpHI U aITOPUTMBI OOPaOOTKM NAaHHBIX M SBIAETCS
OPEAIIECTBYIOMENH Il W3Y4YeHUs JUCHMIUIMH  Y4deOHas MpakTHKa: Hay4dHO-
uccienoBarenbckas — pabora  (mOJlydeHHME  NEPBUYHBIX  HABBIKOB  HAy4YHO-
UCCIIeIOBATENbCKOM paboThl), YueOHas NpaKTUKA: TEXHOJOrM4eckas (IPOEKTHO-
TEXHOJIOTUYECKasl)  MpakThuka, Meroabl W CpPEACTBa  IPOEKTHUPOBAHMUS
MH(POPMAILIMOHHBIX CHCTEM M TEXHOJIOTMH,  MMUKpOIpOLECCOpHbIE YCTpPONCTBA
cucrteM  ynpasieHus, MHrepHer-TexHosmornu, VHTEpHET-IpOrpaMMHUpPOBAHHUE,
OyHKIMOHANBHOE U JIOTMYECKOoe IporpaMMmupoBanue, OBM u mnepudepuiinbie
ycTpoiictBa,  OmnepanvoHHble  cucTeMbl, CHUCTEMHOE  POrpaMMHUpPOBAaHUE,
ABTOMAaTH3UpPOBAHHBIE UH(GOPMaILIMOHHO-YTIPABIISIIOIINE CUCTEMBI,
[Ipou3BoACTBEHHAss MpPaKTUKA: NPEIIUIUIOMHAs MpakTUKa, [ ocynapcTBEHHas
UTOrOBasl aTTeCTalMs: MOJArOTOBKA K claye M cJadya rOCyJapCTBEHHOIO 3K3aMEHa,
l'ocynapcTBeHHass HMTOroBasi AarTECTAlMs: BBIMOJIHEHUWE M 3aIMATA BBITYCKHOM
KBTU(PUKALUOHHON pabOTHI.

®opMOil MPOMEKYTOUHOW aTTECTAUMU 3HAHUW 00y4aeMbIX MO O4YHOU (opme
oOydeHus: sBIsETCA 3a4eT BO 4-M cemecTpe, MO 3a04HOM (opme 3a4eT B 6-M
ceMecTpe.

3. O0beM IUCHUTIIIHHBI
o4yHas hopma 00yUeHHUS:

Buj y4eOHoii pa6oThl MO AMCUMILINHE Bcero B 3.e. 1 9yacax Cemectp 4
B Yacax

O0mast TPy10EMKOCTE AMCIHILIHHDI 3 3.e. -108 ak.4yac 108 ak.uac
Konmaxmmuasn paboma - Ayoumopnsie 3anamus 36 36
Jlexyuu 18 18
Jlabopamopnvie 3anamus 18 18
Cemumnapnl, npakxmuyeckue 3aHsamusl - -
Koncynemayus - -

Camocmosamenvnasn paboma 72 72




KypcoBas paGora (KypcoBOii POEKT)

Buja npome:KyTO4HOM aTTeCTAlMH 3ager 3ager
3a04Has popma 00y4YeHHUS:

Bua yueOHo# padoThl 110 JUCHMILIIHHE Bcero B 3.e. n yacax Cemectp 6

B yacax

Obmast TPyAOEMKOCTE AHCLUMILTHHEI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxmmnuasn paboma - Ayoumopnwie 3anamus 8 8
Jlexyuu 4 4
Jlabopamopnvie 3ausmus 4 4
Cemunapbl, npakmuyeckue 3aHamus - -
Koncynomayus - -
Camocmoamenvnasn paboma 96 96
KypcoBas paGora (KypcoBOii POEKT) - -
Buja npomeKyTOYHOM aTTeCTAlHH 3ager — 4 yaca 3aver — 4 yaca

4. Coagepxanue JUCUMILVIMHBI, CTPYKTYPUPOBAaHHOE 0 TeMaM (pa3jaesiam)
AMCHUIUIMHBI € yKa3aHueM HX 00beMOB (B aKajeMHM4YeCKHX 4Yacax) U BH/IOB

Y4eOHBbIX 3aHATHH
4.1. Y4yeOHO-TeMaTHYECKHUI IVIaH
Ounas Gopma oOydeHus

KonunuecTBo uacos Kon
KOHTaKTHas paboTa HHIUKATOpa
Tema (pasnen) Mo | nabopatopmse | _CEMAHEPH CAMOCTOSTENBHA | 1o ry e pnrid
" i TIIPaKTUYECKHUE pa60Ta KOMITETEHIMH
3aHATHA
Tema 1. OcHoBHBIE ™OHATUSA U IIK-1.1, ITK-
onpexaeyneHus. MCTOYHUKH, PUCKU U 1.2, IIK-1.3,
¢dopmbl  arak Ha wuHbOpMammo. | 4 4 - 18 IK-3.1, TIK-
IToautnka 51 CTaHIapTHI 3.2, I1K-3.3,
0e30macHOCTH I1K-3.4
Tema 2. Kpunrorpadudeckue TIK-1.1, TIK-
Mozenu. ANTOpUTMBI IH(POBAHUS. 1.2, TTK-1.3,
s e B N I I RS
6e30MacHOCTH OCHOBHBIX 3.2, IIK-3.3,
[1K-3.4
OTIEepaIOHHBIX CHCTEM.
Tema 3. AqMUHHUCTPUPOBAHUE CETEi. IIK-1.1, ITK-
Kpunrorpaduaeckue METOBI 1.2, TIK-1.3,
3ammTel  MHpOpMAIMK B CETSX. 4 4 - 18 IK-3.1, TIK-
MuoroypoBHeBas 3al[UTa 3.2, IIK-3.3,
KOPIIOPaTUBHBIX CETEH. I1K-3.4
Tema 4. TpeGoBauus K cucremMam
3alIUTHl HHPOPMALIUH U HATIPaBIICHUS IIK-1.1, ITK-
pa3BUTHS  CpeAcTB  0e30mMacHOCTH 1.2, [IK-1.3,
MIPEIIPHUSITHA. IlpasoBeie | 6 6 - 18 IK-3.1, TIK-
MHOCJIEICTBUSA 3.2, IIK-3.3,
HECAaHKIIMOHUPOBAHHOIO JOCTyHa K [1K-3.4
nHpOpMaIu
Koncynpranun IIK-1.1, ITK-
- - 1.2, TIK-1.3,




MK-3.1, TIK-

3.2, TIK-3.3,
IK-3.4
IIK-1.1, TIK-
1.2, TIK-1.3,
Kontposb (3auer) - IK-3.1, TIK-
3.2, TIK-3.3,
I1K-3.4
UTOrIo 36 72
3aounas opma oOydeHHUS
KonmuectBoO yacoB Kon
KOHTaKTHas pa60Ta I/IHI[I/IKaTOpa
Tema (paszen) Mo | aabopatopmse | _CEMIHEPH 1 CaMOCTOG}ITeJII:Haﬂ OCTIREHI
u sansTHA TIpAKTHeckHe pabora KOMIIETEHIUH
3aHATHSA
Tema 1. OcHoBHBIE TOHATHUA U IIK-1.1, IIK-
onpenencHus. VICTOYHUKN, PUCKH U 1.2, I1IK-1.3,
dopMel  arak Ha uHbOpMANMUIO. | 2 - - 24 IK-3.1, ITK-
IlonmuTuka u CTaHAapThI 3.2, I1K-3.3,
0e30macHOCTH I1K-3.4
Tema 2. Kpunrorpapuueckue TIK-1.1, TTK-
MOJeNIi. AJNTOPUTMBI ITU(PPOBAHUS. 1.2, TIK-1.3,
LT I I
0e3omacHOCTH ‘ OCHOBHBIX 3.2, IIK-3.3,
[1K-3.4
OTEPAIMOHHBIX CUCTEM.
Tema 3. AnmunuCcTpUpOBaHHE CeTeil. IK-1.1, TIK-
3ammra uWHQOpPMAIMH B CETSIX. 1.2, [IK-1.3,
MHoroypoBHeBas samura | 2 - - 24 IK-3.1, TTIK-
KOPIIOPaTUBHBIX CETEH. 3.2, IIK-3.3,
I1K-3.4
Tema 4. TpeGoBanus K cucTeMam
3amuTHl THGOPMAIMH U HATIPABICHUS MK-1.1, TIK-
pa3BuUTHS  CpencTB  0€30IMacHOCTH 1.2, IIK-1.3,
TPEANPUSTHSL. [TpaBoBbIC - 2 - 24 IK-3.1, TTIK-
MOCJIECTBHS 3.2, I1IK-3.3,
HECaHKIIMOHUPOBAHHOTO JIOCTyIa K [IK-3.4
nHpOpPMaIIH
Koncynpranuu IIK-1.1, TIK-
1.2, TIK-1.3,
- - I1K-3.1, TIK-
3.2, 1IK-3.3,
I1K-3.4
MK-1.1, TIK-
1.2, TIK-1.3,
Kontposs (3auer) 4 IK-3.1, ITK-
3.2, TIK-3.3,
[K-3.4
UTOoro 8 96

4.2. Conep:kanue TUCHUIIHHBI
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Tema 1. OcHOBHbIe NOHATHA M omnpenejeHus. VUCTOYHUKH, PUCKU U
¢opmbl aTak Ha uHPpopmanuo. [louTHKA U CTAHAAPTHI 0€30MACHOCTH

Omnpenenenue kpunrorpadun u e€ poib B 3amuTe HHOOpMAIUH.

OcHoBHbBIE KpUNTOrpaduueckue TEpPMHUHBL: IH(PpOBaHuE, AemUpPOBAHNUE,
KJTIOYH, X3IIMPOBAHNE, Ay TEHTU(DUKALIUS.

Hcrounnku yrpo3 6€301acHOCTH: BHYTPEHHUE U BHEILIHUE YTPO3BI.

Bunpl arak Ha HHOpMaLKIO: MEepeXBaT, MOJMEHA JTAHHBIX, TIOBTOPHbBIE aTaKH,
aTaky Ha OTKa3 B OOCITY>KUBAHUH.

Pucku Oe3omacHOCTU: Yrpo3bl KOH(PHICHIMATBHOCTH, LEIOCTHOCTH U
JOCTYITHOCTH UH(GOPMALIIH.

OcHoBHBIE (OpPMBI aTak: MACCUBHbBIC, aKTHUBHbIE, C HCIOJIb30BAHUEM
yS3BUMOCTEM, COUUAIBHOW HH)KEHEPHU.

Ponb nonutuku 06€30MacHOCTH U €€ AIeMEeHTOB: Kiaccudukaius naopmanuu,
pasrpaHu4eHHEe TOCTYIIA, YIPABICHUE PUCKAMM.

MexayHapoanblie ctanaaptel 0e3omacHocTu: ISO/IEC 27001, FIPS, NIST, u
UX BIUSHUE HA KPUNITOTPaPUUECKYIO MPAKTUKY.

[TpuHIMIIBI CO3aHuUs U peanu3aui 0e30MacHbIX HHPOPMAIIMOHHBIX CUCTEM.

Tema 2. Kpunrorpagpuueckue moaeau. AJropurmbl mudpoBaHus.
AJITOPUTMBI  ayTeHTH(UKAUMU MoJb3oBaTeseil. Moaean 0e30macHOCTH
OCHOBHBIX ONEPAIMOHHBIX CHCTEM.

Kpunrorpadpuueckne ™ozaenu 3amuThl MHGOPMALMU: CHUMMETPUYHOE U
acuMMeTpU4HOe muppoBaHue, HUPPOBbIEC MOAMUCH, XAII-(PYHKIUH.

AnropuTmbl muGpoBaHUSL:

— Cummetpuunsie anroput™mbl: DES, AES, RC4 u ux ocobeHHoCTH.

— Acummerpuunsie anroputmel: RSA, DSA, Diffie-Hellman.

— [IpumeHeHrne U OrpaHUYEHHUs AITOPUTMOB MHU(POBAHUS B pPeaTbHBIX
CUCTEMaX.

AJTOpUTMBI ayTEHTU(UKAIIUYU TI0JIb30BATEIICH:

- [TaposbHbIE U KITFOUYEBbIE METO/Ibl ayTEHTU(UKALIUH.

— MmuorodakTopHas ayTeHTUDUKALIKS.

- [Iporokonsl ayrenTuukanuu: Kerberos, LDAP.

Mopenu 6€30nacCHOCTH B ONEPAlMOHHBIX CUCTEMAX:

— OcHoBbl  Oe3omacHoctd B OC: KOHTPOJMPYEMBIM JIOCTYM, TMpaBa
MOJIH30BaTEIICH, YUET COOBITHM.

— Mopenu OGe3omacHoctu: moaenu bama-Jlallagyner (Bell-LaPadula),
bubu-Tanen6ayma (Biba), Clark-Wilson.

— 3amura JaHHBIX B OMNEPALMOHHBIX CUCTEMax: MudpoBaHuE (ailyios,
3aIlUTHI OT yTEUEK IaHHBIX.

Tema 3. AaMuHucTpupoBaHue cereil. 3amura uHpopMauuu B cCeTHX.
MHoroypoBHeBasi 3all{UTa KOPIIOPATUBHBIX CeTEH.

OCHOBBI AIMUHUCTPUPOBAHUS CETEH U YIIpaBIeHUsI O€30MaCHOCTBIO.

CereBble yrpo3bl W aTaku: aTakd HAa YPOBEHb TPAHCIOPTHOIO, CETEBOIO H
KaHajla Iepeiayu.

ITpoTokonsl 6e3omacHocTH B cetsax: VPN, SSL/TLS, IPSec.
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MeTtoap! 3a1uThl UHPOPMAIIUU B CETAX:

— udposanue Tpaduka, 3aMTa KaHAJIOB CBSI3U.

— 3ammra or DoS u DDoS-arak, MexcereBblie 3kpanbl (firewalls),
CUCTEMBbI OOHapyx)eHus 1 npenoTspauieHus Brop:xxenuid (IDS/IPS).

— [TpoTokonsl 6e3omacHoi nepenaun nanHbix: SSH, HTTPS, SNMPv3.

MHoroypoBHeBas 3allluTa KOPIOPATUBHBIX CETEH:

- CermeHTanusa ceTu, wucnonb3oBaHue DMZ (zmemunutapru3zoBaHHOM
30HBI).

— Hcnonb3oBanue OpaHAMay3pOoB W ULUIIO30B IS 3AIUTHl NEPUMETPA
CeTH.

— [Tonutrku 6e30MaCHOCTH B  KOPIOPATUBHBIX CETAX: YIPABJICHHE
JOCTYIIOM, MOHUTOPUHT U ayIuT.

3ammra OecnipoBoaHbix ceTed:  Wi-Fi  GesomacHocth, WPA2/WPA3,
ucnoJib3oBanue VPN.

Tema 4. TpeGoBanus K cucTeMam 3alIUTHI MHPOPMALIUY U HATIPABJICHUS
pPa3BUTHA cpeacTB Oe3omacHocTu mnpeanpusitusa. IIpaBoBble mocieacTBUsA
HECAHKIIMOHMPOBAHHOIO 10CTYNA K MH(OpMAIIUN

TpebGoBaHus K cucTeMaM 3alUThl UHPOPMaALIUU:

— KonduneHunanbHOCTh, IIETOCTHOCTD, TIOCTYITHOCTh HH(POpMAITUH.

— Kontpones pgocryma, 3ammra OT yT€YEK JAHHBIX, PE3EPBHOE
KOIHUPOBAHUE.

— [TpuntMTEI cCO3Manms 6e30MacHBIX HHPOPMAIIMOHHBIX CHCTEM Ha YPOBHE
OpraHu3aLMH.

CoBpeMeHHbIe cpeIcTBa 0€30MaCHOCTH NPEATPUATHU:

— AHTHBUPYCHBIE MPOTPAMMBbI, CPEJACTBA MOHUTOPUHIA U YIPaBIICHUS
WHLHJICHTAMHU.

— NHcTpyMeHTBI 3aIUTHI JaHHBIX: UG POBaHUE, TOKCHU3AIIKSA, 3allIUTa Ha
YPOBHE MPUITOKEHUH.

— Hcnonp30BaHWe MCKYCCTBEHHOTO WHTEUICKTa W MAlTUHHOTO OOyYCHHUS
JUTSl IPEICKa3aHus U BBISIBIICHUSI YTPO3.

HanpaBnenust pa3Butus cpeacTB 0€300aCHOCTH:

— Pa3BuTre 00aYHBIX pelICHU U 3alUThl HHPOPMAILIUK B O0JIAKe.

— ABTOMatu3aius ynpapieHnus 0e3onacHocTeio: SIEM-cucrembr, SOAR.

— Pa3Butne OHMOMETpUYECKUX METOJOB 3allUThl U MHOTO(aKTOPHOI
ayTEeHTH(PUKALIMH.

[TpaBoBBI€ MOCIEACTBUS HECAHKIIMOHUPOBAHHOTO JAOCTYIA K MH(DOpMaIIHK:

— OTBETCTBEHHOCTh 3a HApylIeHHE MpaB Ha HHGPOPMALMIO B PA3HBIX
CTpaHax.

— 3akoHbl O 3ammrTe AaHHBIX W kubepnpectynmHoctud (GDPR, 3akon o
kubepo6e3onacHoctu, CIIIA).

— Bnusinue 3akoHojaTenbCcTBa HA  OpraHu3aldil  UHPOPMAIMOHHOMN
0€30IMaCHOCTH U 3alIUTy NEPCOHATBHBIX JIAHHBIX.
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5. VY4eOHO-MeTOAHM4YecKoe olOeclmedYeHHe CAMOCTOAATEJbHON PadoThI
CTY/ICHTOB

CaMmocrosiTenbHass paboTa TMPOBOAUTCS C LENbIO: CHUCTEMATH3alUU U
3aKpEIUICHHs] TOJIYYEHHBIX TEOPETUYECKHX 3HAHMM W NPAKTUYECKUX YMEHHI
oOyvaronuxcsi; yriayOJeHus M pacIIUpPEHUsT TEOPETHYECKUX 3HAHHUM CTYJIEHTOB;
(opMHpOBaHUSA YMEHHI MCIOJIb30BATh HOPMATHBHYIO, MPAaBOBYIO, CIPABOYHYIO
JOKYMEHTAIMIO, YUEOHYIO U CHEHAIbHYIO JIUTEPATypy; Pa3BUTHs MO3HABATEIbHBIX
CHOCOOHOCTE W aKTHMBHOCTH  OOy4YalOIIMXCA:  TBOPYECKOW  HMHMIIMATHBBI,
CaMOCTOATENIbHOCTH,  OTBETCTBEHHOCTH,  OpPraHM30BaHHOCTH;  (OPMHpPOBAHUE
CaMOCTOSITETIbHOCTH MBIIUICHUS, CIoCOOHOCTEM K CaMOpa3BUTHIO,
COBEPILIEHCTBOBAHUIO M CaMOOpraHu3aiuu; Q(opMUpOBaHUS NPOodecCHOHATBHBIX
KOMIIETEHIIMIA; Pa3BUTHIO UCCIIEOBATENbCKUX YMEHUN CTYIEHTOB.

@®opMbI U BHIIBI CAMOCTOSITEIbBHOW pabOTHl CTYJCHTOB: YTEHHE OCHOBHOW H
JOTIOJHUTENBHONW JINTEPaTypbl — CaMOCTOSATEIBHOE W3Y4YEHUE Marepuana 1o
PEKOMEHIyEMbIM JINTEPATYPHBIM UCTOUYHUKAM; paboTa ¢ OMOIMOTEYHBIM KaTaJIOTOM,
CaMOCTOSITENIbHBIM TOA00pP HEOoOXOAUMOM JIUTEpaTypbl; padoTa CcO CIOBapeM,
CIPaBOYHHKOM; TOHMCK HeoOxomumoil  umHpopManmu B cetd  HVHTepHeT;
KOHCIIEKTUPOBAaHWE HMCTOYHUKOB; pe(depupoBaHUE HCTOYHHMKOB; COCTaBJIEHUE
AHHOTALIMI K MPOYMUTAHHBIM JIMTEPATYPHBIM MCTOYHHKAM; COCTABJICHUE PELIEH3UN U
OT3BIBOB Ha MPOYUTAHHBII MaTepHall; COCTaBlieHHE 0030pa MyOIMKalUUid MO TEME;
COCTaBJICHHME UM  pa3pabOoTKa TEPMUHOJOTMYECKOTO  CJIOBapsi;  COCTaBJIEHUE
XPOHOJIOTUYECKON TaOuIlbl; cocTaBieHue Oubnamorpaduu (6ubnumorpadudeckoit
KapTOTEKH); TMOATOTOBKA K PAa3IMYHbIM (QopMaM TeKylled U MNPOMEKYTOUHOU
aTrTecTalii (K TECTUPOBAHMIO, KOHTPOJIbHOW paboTe, 3a4yeTy); BBINOJHEHUE
JOMAalTHUX KOHTPOJIbHBIX pPabOT; CaMOCTOATEIbHOE BBHINOJHEHHE MPAKTUYECKUX
3alaHui PENpOAYKTUBHOIO THUIA (OTBETHI HAa BOIIPOCHI, 3aJa4l, TECTHI; BBIIIOJHEHHUE
TBOPYECKHX 3aJaHul).

TexHomoruss  OpraHu3aly  CaMOCTOSATENbHOW  pabOThl  OOyYarolMXCs
BKJIIOYAET HUCIOJB30BaHME HH(DOPMALMOHHBIX W  MAaT€pPHATbHO-TEXHUYECKHX
pecypcoB 00pa30oBaTEILHOTO YUPEXKJICHUS: OUOIMOTEKY C UHMTAIBHBIM 3aJI0M,
KOMITBIOTEPHBIE KJIACCHI C BO3MOXKHOCTBIO pa00Thl B UHTEpHET; ayAUTOPUU (KIIACChI)
JUTSl KOHCYJIbTAllMOHHOM JIEATETbHOCTH.

[lepen BbIMoOAHEHUEM OOYYAIOUIUMUCSA BHEAYJUTOPHOM CaMOCTOATEIbHON
paboThl TpenojaBaresb MPOBOJUT KOHCYJIbTUPOBAHHE IO BBIMOJIHEHUIO 3aJaHMS,
KOTOPBIM BKJIIOYAET 1E€JNb 3aJaHus, €ro COAEPKaHUs, CPOKU BBINOJHEHHUS,
OpPUEHTHUPOBOUYHBIN 00BbEM pabOThl, OCHOBHBIE TPEOOBaHUS K pe3ysibTaraM PaboThI,
KpUTEpUU OLEHKU. Bo BpeMsi BbINOJHEHUS OOYy4YalOLUMUCS BHeayJIUTOPHOU
CaMOCTOSITENIbHOM pabOThI U MPU HEOOXOJUMOCTH MPENOJaBaTENb MOXKET IPOBOAUTH
WHMBHUIYaJIbHbIE U TPYIIOBbIE KOHCYJIbTAIUU.

KoHTponb  caMoCTOSITENIBHONH ~ pabOThl  CTYJAEHTOB  MPEIyCMaTpPHUBAET:
COOTHECEHHE COACPKAHMS KOHTPOJIS C HEIIMU 00y4ueHHs; 00BEKTUBHOCTH KOHTPOJIS;
BaJIUAHOCTh KOHTPOJIS (COOTBETCTBHE NPEABABISIEMBIX 3aJaHUM TOMY, 4YTO
npeArnoyiaraeTcsi MNpoBEpUTh); AUPDEPEHIIMAIMI0  KOHTPOJbHO-U3MEPUTEIbHBIX
MaTepHUaJioB.
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dopmbl
BBITIOJIHCHUS

KOHTPOJISI CaMOCTOSITEIbHOW — pabOoThI:
CaMOCTOSTENIbHOH  paboThI

MPOCMOTP M IPOBEPKA
MpenoaaBaTeiieM;

OpraHu3aIus

CaMOIIPOBEPKH, B3aWMOIPOBEPKHU BBIIIOJIHEHHOTO 3aJlaHUsl B TpyIIe; 00CyXIeHUE
pe3yJIbTaTOB BHIMIOJHEHHOW Pa0OTHI HA 3aHATUU; MPOBEACHHE MUCHMEHHOTO OMPOCa;
NpOBEJCHHE YCTHOTO ONpOCa; OpraHu3alus U TMPOBEACHHE WHANBUAYATIHHOTO
co0eceT0BaHUs; OpraHu3alysl U IPOBEICHUE COOECETOBAHMS C TPYIIIION.

Hepeqeﬂb BOIIPOCOB, OTBOAUMBIX HAa CAMOCTOATE/IbHOEC OCBOCHHUE

AUCHUIUINHBI, GOPMBbI BHEAYAUTOPHOI CaAMOCTOSATEJIbHOI PadoThI

HanMmenoBanmne tem
(pa3zeJsioB)
JAUCHHUILTHHBI

Hepeqeﬂb BOIIPOCOB, OTBOAMMBLIX HA CAMOCTOATEC/IbHOC
0CBOCHHEC

®opMbl BHEAYTUTOPHOM
CaMOCTOSITE/IbHOM
padoThI

Tema 1. OcuoBHbIe
MOHATHS U
OTIpeJIeIICHMS.
HcrouHuKky, pucku U
(hopMBbI aTak Ha

1. Onpenenenue kpunrorpaduu u €€ poiib B 3aIIUTE
nHpopmanuu.

2. OCHOBHBIE IOHATHS: KOH(OUACHINAIBHOCTB,
LIEJIOCTHOCTb, IOCTYITHOCTb.

3. McTouHuKkH yrpo3 v pucKku 06e30macHoCcTd HHPOPMAIIUH.

N3yueHne nureparypsl 1o
OCHOBHBIM MOHATHAM
Kpunrorpapuu u
0e3onacHocTH
unpopmanuu. [Ipoenenue

MH(popMALLHIO. 4. ®opmbl aTak Ha HHGOPMAIHIO: B3JIoM, (humuHr, DDoS, | cpaBHUTEILHOTO aHAIHM3a
ITonutHka u crangapThl
6e30MACHOCTI BUPYCHI U . BO3MOYKHBIX YTPO3 ISt

5. Ilonutuky 6€30MaCHOCTH: OCHOBHBIE KOMIIOHEHTHI M UX | MH(OpMaILUK B pa3HbIX

3HaYEHUE. chepax.

6. Cranmaptel 6e3omacHoctu nHpopmanuu: ISO/TEC 27001

U JIpyTHe.

7. O1eHKa PUCKOB B 00J1acTH O€30MaCHOCTH MH(GOPMAITHH.

8. CoumanpHasi HH)KEHEpHs Kak popMa aTaku: METOJIbI U

IPUMEPBI.

9. Ponb 006pa3oBaTeinbHBIX IPOTPaMM B IOBBIIICHUH

0€30I1aCHOCTH.

10. Byaymiee 3amuTel HGOPMALIUU: HOBBIE YTPO3bI U

HOJIXO/IbI.
Tewma 2. 1. O630p kpunTOrpadUUEcKux MoJIeNeli: CHMMeTpU4Has U | VccnenoBanue MeTo10B
Kpunrorpaduueckue acCUMMeTpUYHasl KpUNITorpadus. ayTeHTU(UKaLUU
MOJIEJH. AJITOPHTMBI 2. Anroputmel mdposanus: DES, AES, RSA u ux IIOJIB30BATEIEN U UX
mHQpoBaHHUS. 0COOEHHOCTH. 3¢ peKTUBHOCTH.
AJITOPHTMEI 3. llpumenenne xaui-QyHKIwA B Kpunrorpapun: SHA-1, [poBeneHue aHanM3a
ayTeHTHq)HKaI{HH SHA-256 u apyrue. MoJeser 0e301acHOCTH
IIOJIB30BAaTCIICH.

Mogenu 0e30IMacHOCTH
OCHOBHBIX
OII€palfTMOHHBIX CUCTEM.

4. AnrOopUTMBI ayTEHTH(HUKAIIMA: TTAPOJTU, TOKSHBI,
OnomMeTpus.

5. Monenu 6€301acHOCTH B ONEPAllMOHHBIX CUCTEMAX:
Windows, Linux, macOS.

6. BnusiHue xpunrorpapuyeckux MeTo10B Ha
0€301acHOCTb ONEPALMOHHBIX CHCTEM.

7. IlpuMepsl IPUMEHEHMSI Pa3JIMYHBIX AJITOPUTMOB
mH(poBaHus B peasIbHbIX CUCTEMAX.

8. Ponb ceprudukaros u PKI B ayreHTHduKanum
I10JIB30BATEIEH.

9. CooTBeTcTBHE CTaHAAPTaM OE30MIACHOCTH aITOPUTMOB
UG poBaHUsL.

OCHOBHBIX OTI€PAIIMOHHBIX
cucrem. [Ipocmotp
BU/IEOMATEPHAIIOB O
COBPEMEHHBIX
KpUITOrpapuyecKux
MeTo/iax.
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10. bynymiee kpuntorpaduueckux METOJOB: HOBBIE
pEILICHUs U TIOIXOIbL.

Tewma 3.
AJIMHHUCTPUPOBAHHUE
cereid. 3anura
WHPOPMAIUH B CETX.
MHoroypoBHeBas
3alUTa KOPIIOPATHBHBIX
ceTen.

1. OcHOBBI aAMUHUCTPUPOBAHUS CETEN: 3a1a4u U
UHCTPYMEHTBHI.

2. YTpo3bl 0€30MaCHOCTH B CETSAX: THUIBI K HCTOYHUKH.
3. MeTozp! 3amuThl HHGOPMALIMU B CETIX: MH(PpPOBaHUE,
VPN, daiipBodbl.

4. MHOrOoypoBHEBas 3al[UTa KOPIOPATUBHBIX CETEH:
KOHIICTIIUHU U TIOJIXO/IBI.

5. Ponb ceTeBbIX MPOTOKOJIOB B O€30MACHOCTH
uHpOpMaLUH.

6. IIpumenenue IDS u IPS B 3anuTe cereid.

7. CucteMsl ynpasieHus: 6€301acHOCTbIO HHPOpMAIUU
(SIEM): ¢pyHKIIMU U IPUMEDBI.

8. OCHOBHBIE IPUHLIUIIBI TPOSKTHPOBAHUS O€30MaCHBIX
ceTel.

9. O0yueHue COTPYAHUKOB 0€30MaCHOCTH B
KOPIIOPAaTUBHOM Cpejie.

10. Bynymiee ceTeBoii 6€30MaCHOCTHU: TPEHIBI U
TEXHOJIOTHH.

IIpoBenenue ananusa
MHOT'OYPOBHEBOM 3aLUTHI
KOPIIOPAaTUBHBIX CETEH.
Uccnenoanue npumepon
YCIEIIHOTO
aIMUHUCTPUPOBAHUS CETEHN
C aKLIEHTOM Ha
0€3011acHOCTb.

Tema 4. Tpe6oBanus K
CHUCTEMaM 3allUThI
nHpOpMaIu 1
HaIpPaBJICHUsI Pa3BUTHUS
cpencTB 0€30MacHOCTH
MPETPHUATHS.
IIpaBoBBI€ NOCIENCTBUS
HECaHKITMOHUPOBAHHOT
0 JTocTyna K
nHpopMaru

1. OcHoBHBIE TPEOOBAHMS K CUCTEMAaM 3allUThI
nHpopmanuu.

2. HopmaTuBHBIE JOKYMEHTHI U CTAaHAAPTHI B 00JIACTH
3a1uThl HGOPMAIUH.

3. HanpaBnieHust pa3BUTHUs CpeICTB O€30MACHOCTHU:
TEHCHIIMY U NHHOBAIIUH.

4. Ponb TexHOJO0THI B 00ecieueHnu 0€3011acHOCTH
nH(pOpMalMU Ha MPEANPUATHUSX.

5. IlpaBoBBIE acTeKThI 3aLIUTHI HH(OPMAIH: 3aKOHBI
PETYIISIIIHH.

6. [TocneacTBusi HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA K
nH(pOpMalUU: IOpUANYECKre U (UHAHCOBBIE.

7. Ilpumepsl yCIEIIHOTO BHEAPEHUS CUCTEM 3aILUTHI B
KOMITaHUSIX.

8. Baustnue GDPR u npyrux perynsuuii Ha 3aliuTy
nHpopmanuu.

9. O1ieHka yrpo3 U OLIEHKA PUCKOB B KOHTEKCTE MPABOBBIX
OCJIEOCTBUI.

10. Byaymiee cucreM 3amnThl HHPOPMALIUU: HOBBIE
MIOJIXO/TbI U BBI3OBBHI.

HccenenoBanue npaBoBbIX
OCJIENCTBUMI
HECaHKI[MOHHUPOBAHHOTO
JIOCTYTIa K HH(POPMAIIHH.
IIpoBenenue ananusa
COBPEMEHHBIX TEHJICHITUI B
00J1aCTH CPE/ICTB
0C30ITacCHOCTH.

Ixasa oueHNBaHUSA

[IIxana oneHMBaHUA

Kpurepuu onieHnBanust

«OTauuHO» OOy4aronuiicss TIIyOOKO M COAEp)KaTEIbHO PacKphIBacT
TEMY CaMOCTOATEJIbHOM pabOoThl, HE JTOMYCTHUB OIIMOOK.
OTBET HOCHUT PA3BEPHYTHIN U MCUEPIIBIBAIONINN XapaKTep
«Xopouro» OO6y4aronuiics B EJI0M pacKpbIBaeT TEMY

XapakTepa

CaMOCTOSITeJIbHOM pabOThI, OJHAKO OTBET XOTS OBl Ha
OJIMH W3 HUX HE HOCUT PA3BEPHYTOTO U MCUEPIBIBAIOIIETO
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«Y IOBIIETBOPUTEIBLHO»

OOyuarommuiics B L[ETIOM pPacKpbIBacT TEMY
CaMOCTOSITENIbHOM pabOThI M AOMYCKAET PsAJl HETOUHOCTEH,
(dbparMeHTapHO pacKpbIBAET COAEpPKAHHE TEOPETHUECKHUX

BOIPOCOB WJIM WX PACKpPbIBAET COAEPKATEIbHO, HO
JIONyCKasl 3HaYUTEIbHbIC HETOYHOCTH.
«HeynoBnerBopurensHo» | OOydaromuiics He  BiajaeeT  BbBIOpaHHOM  TeMoOM

CaMOCTOATEIbHON pabOThI

6. Ouenouynbie MaTepuaJbl (POHI OLEHOYHBIX CPEACTB) JIsl MPOBEAECHUSA
TeKYIero KOHTPOJISl YCIeBAeMOCTH, MPOMEKYTOYHON aTTecTAllUU MO MTOram
OCBOCHHS M CIHUIIJINHBI

6.1. ITacnopTt doHIa OLIEHOYHBIX CPEJICTB

Ne | KonTponupyembie Kon n HNupukarop HaumenoBanu
pas3zensl (TeMBbI) HAaUMEHOBaHUE JTOCTHKEHUS e
JUCTTUTUTAHBI KOMIICTCHITHH KOMIICTCHITHH OIICHOYHOT'O

cpeacTna

1. | Tema 1. OcHOBHEIE TIK-1. Crrocoben I1K-1.1 3uaTe: Mmomenu
MOHSITUS U OTIPEACNICHUs. | BBIOJHATH pabOThl | OM3HEC- MPOIECCOB
Wcrounuku, pucKy 1 U yIIpaBJICHHUE 3aKa34ymKa,
¢dopmbl aTak Ha pabotamu 1o tpeboBanus k UC,
uHpopMmaruio. [lomuThka | co3maHuio apxutexTypy MIC
Y CTaHJIApPThI (Mogudukanum) u MK-1.2 YMeTh:
0e30MmacHOCTH COTIPOBOXKICHHIO npoextuposats UC,

C, pa3pabatsiBaTh 0a3bl
ABTOMATH3UPYIOWH | papery VIC, Ommoc
X 3a/1a9u MCTIOB30BATh poc,
OPraHU3ALUOHHOTO | povpror o AOKIAN,
yHpaBJICHHA U [TporpaMMupOBaHUs E:iipan et
OM3HEC-TTPOIIECCHI TTK-1.3 Braziets:

TEXHOJIOTUSIMU

MOTyJIEHOTO

tectupoBanusaIC

(Bepudukaryn),

opraHusanuen

pPENO3UTOPUIA

XpaHEHUS TaHHBIX
ITK-3. Cniocoben [TK-3.1 Pa3zpabateiBaet | Ompoc,
paspabarbiBaTh JipaliBEphl YCTPOMCTB JoKan,
KOMITOHEHTHI [1K-3.2 PaspaGatbiaer pedepar, Tecr,
CUCTEMHBIX KOMITHJISTOPE, 3auer
HpOTPaMMHBIX 3arpy34uKM, COOPLUIUKU
HPONYKTOB I1K-3.3 PaspabarsiBaer

CUCTEMHBIC YTHUIHTHI

[1K-3.4. Cospnaer

WHCTPYMEHTAJILHBIC

2. | Tema 2. [IK-1. Crocoben ITIK-1.1 3nate: mogenu | Ompoc,
Kpunrorpaduueckue BBITIOJHSATH pa0OThl | OM3HEC- MPOIIECCOB JIOKJIAJ,
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MOJI€TH. AJITOPUTMBI
UG pPOBaAHUS.
ANTropuTMBI
ayTeHTUUKAITIT
nons3oBarenei. Moaenu
0€30MacHOCTH OCHOBHBIX
ONEPALIMOHHBIX CUCTEM.

U YIIPaBJICHHE
paboTamu 1o
CO3JIaHUIO
(Momudukanun) u
COIIPOBOXKJICHHIO
HC,
aBTOMATH3HUPYOIIU
X 3a/1a4H
OpraHU3alMOHHOTO
yIpaBJICHUS U
OM3HEC-TIPOLIECCHI

3aKa3yuuKa,
TpeboBanus k IC,

apxutektypy UC

I1IK-1.2 Ymers:
npoektuposats UC,
pas3pabatbIBaTh 0a3bl
nmanneix MC,
UCII0JIb30BATh
TEXHOJIOTUHU
[IporpammupoBaHust

I1K-1.3 Brnaners:
TEXHOJIOTUSIMU
MOJTyJIbHOTO
tectupoBanualC
(Bepudukaryn),
opraHuzanuen
PENO3UTOPUIA
XpaHEeHUs JaHHBIX

pedepart, Tecr,
3a4eT

I1K-3. Crocoben
paspabaTbIBaTh
KOMIIOHCHTHI
CHUCTEMHBIX
MIPOrPaMMHBIX
IPOIYKTOB

ITK-3.1 Pa3pabarsiBaet
JIpaiiBepbl yCTPOKCTB
[1K-3.2 Pa3pabatbiBaer
KOMIMJISITOPBI,
3arpy34uKu, COOPITUKH
[1K-3.3 Pa3pabarsiBaer

CUCTCMHBIC YTUJIUTBI

T1K-3 4. Cosmaer
WHCTPYMEHTAJIbHBIC

Ompoc,
TOKJIaI,
pedepar, Tecr,
3a4er

Tema 3.
AJIMUHUCTPUPOBAHNE
CETEH.
Kpunrorpaduueckue
METO/BI 3AIUTHI
UH(POPMALIUH B CETSX.
MHoroypoBHeBas 3alnuTa
KOPIIOPATUBHBIX CETEN.

ITK-1. Cnocoben
BBIMOJIHATH PA0OTHI
W YIIpaBJICHHUE
paboTtamu 1o
CO3IaHHIO
(Mogudukanum) u
COTIPOBOKICHHIO
UcC,
ABTOMATH3HPYOIIH
X 3aJ1a4n
OpTaHU3aIMOHHOTO
yIpaBJICHUS U
OHM3HEC-TTPOIIECCHI

IIK-1.1 3uaTe: Moxenu
OW3HEC- MPOLECCOB
3aKa3umnKa,
tpeboBanus k UC,

apxutektypy MC

[IK-1.2 YmeTs:
npoektupoBaTh UC,
pa3pabatsiBaTh 06a3bl
nmaaaeIX MC,
HCIOJIb30BATh
TEXHOJIOTUN
[IporpammupoBanus

I1K-1.3 BrnaneTts:
TEXHOJIOTUSIMHU
MO/IYJIbHOTO
tectupoBaHusiIC
(Bepudukaryn),
opraHuzanuein
PENO3UTOPUIA
XpaHEHUS JaHHBIX

Ormpoc,
JOKTIa,
pedepar, Tecr,
3a4er

TIK-3. Criocoben
pa3pabaTbIBaTh

[TK-3.1 Pa3paGaTsiBaeT

Ompoc,
JOKJIIa,
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KOMIIOHEHTBI
CHUCTEMHBIX
IIPOrPaMMHBIX
IIPOAYKTOB

JpaiiBepbl yCTPOUCTB
[TK-3.2 Pa3pabaTsiBaer
KOMITUJISITOPBI,
3arpy34uKd, COOPIIUKH
[TK-3.3 Pa3pabaTsiBaeT
CHUCTEMHbIE YTUIHUTHI
[1K-3.4. Coznaer
MHCTPYMEHTAJIbHBIE

pedepart, Tecr,
3a4eT

4. | Tema 4. TpebGoBaHus K

cucTeMam 3alIHUTHI
UHpOpMALIUU "
HaNpaBJICHUS]  Pa3BUTHSA
CPEICTB 0e30MacHOCTH
npennpuatus. I[IpaBoBbie
TIOCJICICTBUSI

HECaHKIIMOHUPOBAHHOTO
JOCTyTA K HH(popMaIuu

[IK-1. Cnocoben
BBITIOJTHSITH paOOThI
U YIIpaBJICHHE
paboTamu 110
CO3JIaHHIO
(Momudukanun) u
COIIPOBOXICHUIO
HC,
ABTOMATHU3HPYIOIIH
X 3a/1a4H
OpraHU3aI[MOHHOTO
yIpaBJICHUS U
OM3HEC-TIPOLIECCHI

[IK-1.1 3Hare: Mmogenu
Ou3Hec- MPOIEeCCOB
3aKa34ymKa,
TpeboBanus k UC,

apxutextypy UC

[IK-1.2 YmerTs:
npoektuposats UC,
pa3pabatsiBaTh 0a3bl
nmanubeix C,
UCITIOJIb30BATh
TEXHOJIOTUT
[IporpammupoBanus

I1K-1.3 BnaneTs:
TEXHOJIOTUSIMU
MOJIYJIbHOTO
tectupoBanualC
(Bepudukaryn),
opraHuzanuen
PENO3UTOPUIA
XpaHEeHUSI JaHHBIX

Ompoc,
TOKJIaI,
pedepar, Tecr,
3a4er

I1K-3. Crocoben
pa3pabaTbIBaTh
KOMIIOHCHTHI
CHUCTEMHBIX
[IPOrPaMMHBIX
IPOIYKTOB

[TK-3.1 Pa3pabaTsiBaeT
JIpaiiBepbl yCTPOKCTB
[1K-3.2 Pa3pabatbiBaer
KOMIHJISITOPBI,
3arpy34uKu, COOPITUKA
[1K-3.3 Pa3pabarsiBaer

CUCTCMHBIC YTUJIINTBI

T1K-3 4. Cosmaer
HHCTPYMEHTAJIbHBIC

Ompoc,
JOKJIaI,
pedepar, Tecr,
3a4er

Jdranbl ¢opMupoBaHus KommeTeHuuin B mnpouecce ocBoenus OIIOII
IPSIMO CBSI3aHBI C MECTOM JMCIIUILINH B 00pa3oBatesibHOM nporpamme. Kaxapiii atan
dbopMupoBaHUS KOMIICTCHIIMU, XapaKTepU3yeTCs ONPEACICHHBIMU 3HAHUSIMH,
YMEHUSIMU W HaBbIKaMU U (WJIM) ONBITOM MNPO(ECCHOHATBHON ESITEIbHOCTH,
KOTOpBIE  OIIEHMBAKOTCS B  IPOLECCE TEKYUIEr0 KOHTPOJISI  yCIEBAEMOCTH,
IPOMEKYTOUYHOM aTTeCcTallMi MO JUCHUIUIMHE (MPaKTUKE) U B IMPOIIECCE MUTOTOBOM
aTTeCTalllH.

Hucrtumuinaa «Kpunrtorpaduyeckue METObI 3alUThl THPOPMALIUM SIBIISIETCS
IPOMEXKYTOUHBIM 3TallOM KOMIUIEKCA IUCHUMUIUIMH, B XOJI€ U3YYEHUS] KOTOPBIX Yy
ctyneHtoB hopmupytorcst komnereniuu [1K-1, TIK-3.
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®opmupoBanua komnereHuu [IK-1 HaumHaeTcss ¢ M3yYEeHUS IUCIUILIUHBI
«Kpunrorpadudeckre METObI 3aIUTH HHGOPMAIIII.

®opmupoBanusa komnereHuu [IK-3 HaumHaeTcs ¢ M3YYCHUS IUCIUTLIUHBI
«IlepcriekTUBEI pa3BUTHS HHPOPMATUKH M BRIYMCIUTEIHPHON TEXHUKWY», «BBenenne B
uHbopMaTUKy», YdeOHas TpaKkTUKA: O3HAKOMHUTENbHAs TMpakTuka, «OO0BEKTHO-
OpPUEHTUPOBAHHOE MporpaMMupoBanuey, «llporpamMmmupoBanue AJisi MOOUIIBHBIX
YCTPOUCTBY», « CTPYKTYPBI U aJITOPUTMBbI 00paOOTKH JaHHBIXY.

3aBepmiaercs pabota 10  (HOPMUPOBAHMIO Y  CTYACHTOB  yKa3aHHBIX
KOMIIETEHIIMA B XOJ¢ HW3YYCHHS JUCHUIUIMH Y4yeOHas TMpakTUKa: Hay4dHO-
uccienoBarenbckas — pabora  (mojiydeHHME ~ NEPBUYHBIX  HABBIKOB  HAy4YHO-
UCCJIeIOBATENbCKOM paboThl), YueOHas MNpaKTHUKa: TEXHOJOrudeckas (IPOEeKTHO-
TEXHOJIOTUYECKasl)  MpakThuka, Meroapl W CpeACTBa  IPOEKTHUPOBAHUS
UH(OPMAIIMOHHBIX CHUCTEM U TEXHOJIOTHH,  MHKpONpOIECCOpHbIE YCTPONCTBA
cucreM  ynpasiieHusi, HrepHer-TexHonoruu, HMHTepHeT-nporpaMmmupoBanue,
OYHKIIMOHAIBHOE M JIOTHYECKOe TmporpammupoBanne, OBM wu nepudepuiinbie
ycTpoiictBa,  OmepauuoHHble  cuctembl, CHUCTEMHOE  IpOrpaMMHUpPOBAaHUE,
ABTOMAaTU3UPOBAHHbBIC UH()OPMAITMOHHO-yTIPABIISIOIIHEC CHUCTEMBI,
[Ipon3BoiCTBEHHAS MPAKTHUKA: MPEAAUTIIIOMHAS TPAKTHKA.

HUrtoroBas ounenka chopmupoBanHoctu kommnerenumid  [IK-1, TIK-3
omnpenenseTcs B nepuon l['ocymapcTBeHHass MTOroBas aTTECTalWs: MOATOTOBKA K
cojaye M chadya TOCYNApCTBEHHOTO JK3aMeHa, [ocynapCTBEHHass MTOrOBas
aTTeCTallUs: BBIIIOJIHEHHUE U 3alllUTa BBITYCKHON KBAIM(PUKAIMOHHON paboThI.

B nmpouecce u3yuyeHus IUCHUIIMHBI, KOMIIETEHIIMH TaK:Ke (POPMHUPYIOTCH
MOJ3TAIHO.

OcHoBubiMu  dTamamu  ¢opmupoBanus [IK-1, TIK-3 npu wuzydenun
muciumoinael - b1 JI(M).B.JIB.1.1  «Kpuntorpadgudeckue  METOABI  3aIUTHI
uHbOpMAaITNY SBISCTCS TMOCIEIOBATEIHFHOE U3YUYCHHUE COJCP)KATEIBHO CBSI3aHHBIX
MEXAy co00il TeM Yy4eOHbIX 3aHATUH. M3yueHune KaxJaol TeMbl Ipearnoiaraet
OBJIAJICHUE CTYJACHTAMH HEOOXOJUMBIMU JECKPUMNTOPAaMHU  (COCTaBIISFOIIIMIMHM )
KOMITETeHUUU. J[J11 OLIEHKU YpOBHS C(POPMHUPOBAHHOCTH KOMIIETEHIIMI B Ipolecce
V3YyUYECHUS JUCHUIUIMHBI MPEIYyCMOTPEHO TMPOBEACHHUE TEKYILIETO KOHTPOJIS
yCIIEBAEMOCTH 110 TeMaM (paziesiaM) JUCHUIUIUHBI U TPOMEXYTOUHON aTTeCTAIMU 110
JTVCLHUIUINHE — 3a4eT.

6.2. KoHTpo/ibHBIE 3aJaHUSI U MATEPHAJIbI, HEOOXOAMMBbIE /ISl OLEHKH
3HAHU, YME€HUI U HABBIKOB U (MJIH) ONBITA JAeSITeJbHOCTH, XapaKTePU3YIOIIUX
Tanbl (OPMUPOBAHUS KOMIIETEHIMH B Mpouecce 0CBOeHHMsI 00pa3oBaTeIbLHOM
NMPorpaMmbl

6.2.1. KonTpoubHble BONPOCHI MO TeMaMm (pa3gejiaM) AJs ONpoca Ha
3aHATHAX

| Tema (pasnen) | Bonpocs!
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Tema 1. OcHoBHbIE
MIOHATHS U ONPEICIICHHUS.
Hcrounuky, pucku u
¢dopMEI aTak Ha
nHpopmanuro. [lonuruka u
CTaHAAPTHI 0€30MTaCHOCTH

IK-1

1. OcHOBHBIE TOHATHUS HH(DOPMAITMOHHOW 0€30MMaCHOCTH.

2. Knaccudukanus yrpo3 6e3onacHocTd HHPOpMAIUH.

3. UcTouHuku yrpo3 v ysI3BUMOCTH HHPOPMAIIIOHHBIX CUCTEM.

4. ®opMBI 1 METOJIbI aTaK Ha WH(GOPMAIIMOHHBIE PECYPCHI.

5. IIpuHIUTIBI OLIEHKU PUCKOB B MH(POPMAIIMOHHOM 0€30MMacHOCTH.

6. MeTtoabl OCTPOEHUS MOJIENIEH yrpo3.

7. OCHOBHBIE DJIEMEHTHI CUCTEMBI YIIpaBIIeHUsI THPOPMAIIMOHHON
0€301aCHOCTHIO.

8. Mexnaynapoansie cranaaptsl B oomactu Ub (ISO/IEC 27001 u ap.).
9. lenu u 3a1a4u MOJIUTUKHA OE30TTACHOCTH B OPTaHU3AIINH.

10. Cucrema yripaBiaeHusi puCKaM# B HH(GOPMAIIMOHHON O€30MacHOCTH.

I1K-3

11. CtpykTypa NOIUTUKU UHPOPMAITMOHHON OE30MTACHOCTH.

12. ToxyMeHTUpOBaHUE U peain3anus noauTuku 1b.

13. Buasl cTaHapTOB M HOPMAaTUBHBIX JOKYMEHTOB B obnactu Ub.

14. TTopsimok pa3pabOTKX BHYTPEHHEH HOPMATUBHOM JTOKYMEHTAIIUHU 110
Ub.

15. OTBETCTBEHHOCTh COTPYTHUKOB 3a COOJIIOICHHE TTOJTUTHKH
0e30IMacHOCTH.

16. Opranusaius CUCTeMbl KOHTPOJIS 3a coOmoaeHueM noutuku Nb.
17. BHyTpeHHHIi ayJUT MOJTUTHK O0€30MaCHOCTH.

18. aTerpanusi moJuTUKH 0€30MMaCHOCTH B OM3HEC-TIPOIIECCHI.

19. TlpakTrka NMpUMEHEHHSI IOTUTUKHN 0€30MAaCHOCTH Ha MPEATNPHUSTHH.
20. YopaBieHue HHIIMACHTAMHU B paMKax MOJIUTUKU 0€30MaCHOCTH.

Tema 2.
Kpunrorpadugeckue
MOJEITH. AJTOPUTMBI
muQpoBaHusi. AITOPUTMBI
ayTeHTU(PUKAIIH
nonks3oBareieil. Moaenu
0€e30IMacHOCTH OCHOBHBIX
OIEepaIIMOHHBIX CUCTEM.

IK-1

1. Ctpykrypa kpuntorpadguueckoi MOICIIH 3alIUThl HH()OPMAIUH.

2. CHMMETpUYHOE U aCHMMETPUYHOE IU(PPOBAHHE.

3. Anroput™mbl cummerpuaHoro mudposanus (AES, DES u ap.).

4. Anroputmbl acummerpuuHoro mmdposanus (RSA, ElGamal u ap.).
5. Xou-(hyHKIUYU ¥ UX IPUMEHEHUE B 3alIUTe HH(OPMAaLIUU.

6. DIeKTpOHHAs! MMOAIMKUCH KaK CPEACTBO KPUNTOTpaPHUUECKON 3aHUTHI.
7. Mexanusmbl ayTeHTHUKAIMKU Tiojk3oBatenei B MIC.

8. MHorodaxkTopHas ayTeHTU()UKALHSI.

9. Peanu3zanus AUCKPEMOHHBIX U MAaHAATHBIX MOjIeJieil 0€30MacHOCTH.
10. Ocobennoctu peanuzaiuu 3anmtel B OC Windows u Linux.

IK-3

11. Mcnionp3oBanue kpunrorpaduaeckux oudanorex u cpeacts B MC.
12. Yupasnenue KpunrorpaguyecKuMu KIr04aMu.

13. Peamuzanmst PKI (mHGpacTpyKTyphl OTKPBHITBIX KIHOYEH).

14. CpenctBa anmapatHoro mu@poBaHusl.

15. Ilpumenenne KpuntorpaguuecKux aropuTMOB B CHCTEMax
JIOKyMEHTO000pOTa.

16. MaTerpanust KpunTorpaduyecKon 3aiuThl B OM3HEC-TIPHIIOKCHUSI.
17. IlpakTrKa NOCTPOEHUS 3AIIUIEHHBIX KaHAIOB CBSI3H.

18. Micriosib30BaHNE TOKEHOB U CMapT-KapT B ayTCHTU(PUKALIUH.

19. CpaBHUTENBHBIN aHATU3 MOJIENEH OE€30IaCHOCTH ONEPALIMOHHBIX
CHUCTEM.

20. Ucnons3oBanue ceprudunmpoanubix CK3M B mHPOpMALIMOHHBIX
CUCTEeMaXx.
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Tema 3.
AJIMUHUCTPUPOBaHUE
ceTeil. 3amura
WHPOPMALIUH B CETAX.
MHoroypoBHeBas 3aluTa
KOPIIOPaTUBHBIX CETEH.

IK-1

1. Pons agmuHUCTpaTOpa B 00€CTIeueHnH CeTeBOM O€30MacCHOCTH.

2. IIporokonsl 3amuiieHHoro B3aumoeicteus B cetsax (TLS, SSH u ap.).
3. I[IpunHIUIbl paboOTHI MEKCETEBBIX YKPAHOB.

4. Ucnonb3oBanue NAT u VPN B 3amiuTe ceTeBbIX COSAMHEHUH.

5. Metoapl oOHapyXeHHs U MPEAOTBPAILIEHUS CETEBBIX aTakK.

6. Cucrema obHapyxenus Bropkenuit (IDS) u npenorspamienus (IPS).
7. Peanuzanust koHnenuuu Zero Trust B KOPIOPaTUBHBIX CETAX.

8. IIpyHLIMIIBI MHOTOYPOBHEBOM 3aIUThI CETEH.

9. Aytentudukanus 1 aBTOpU3alMsl B CETEBbIX CUCTEMaX.

10. CermeHTaIus ¥ KOHTPOIIb AOCTYIA B CETEBOU HH(PpACTpyKType.

IK-3

11. Opranuzaiys MOHUTOPUHTA COOBITHH OE30MTaCHOCTH B CETH.

12. TTocTpoenue 3amUIEHHON apXUTEKTYPbl KOPIIOPATUBHOU CETH.

13. Peanu3zanus pa3rpaHUueHUs JOCTyNa HA YPOBHE CETH.

14. UnTerpauus SIEM-cuctem B HUHOPACTPYKTYPY HPEANPHUITHS.

15. 3amura 6ecipoBOIHBIX ceTel U KopnopaTuBHOro Wi-Fi.

16. be3onacHOCTb 00JaUHBIX ¥ THOPUIHBIX CETEBBIX PELICHUN.

17. HacTtpoiika 1 0OHOBJIEHUE CETEBBIX YCTPOUCTB ¢ yuetoM UB.

18. Opranuzanus pe3epBHOI0 KOMMMPOBAHUS U BOCCTAHOBJICHHUS JJAHHBIX B
CETH.

19. O6paboTKa UHITMICHTOB O6€30MACHOCTH B CETEBOM UH(DpACTPYKTYpe.
20. YopaBieHue CETEBBIMU NOJUTUKAMHU 0€30TTaCHOCTH.

Tema 4. TpeGoBanus K
CUCTEeMaM 3allUThI
nHpOpMaIUU U
HaIrpaBJICHUA pa3BUTHUA
cpencTB 0€30MacHOCTH
npennpuatus. IIpaBoBbie
MOCJICICTBUSA
HECaHKI[MOHUPOBAHHOTO
JOCTyTIa K WH(OPMAITIH

IK-1
1. OGuue TpeGoBaHUs K CUCTEMaM 3aIlUThl HHGOPMAIIHH.

2. [Tpuniune! cepTudUKaLUU CPEACTB 3aIUTHI HHPOPMALIUH.

3. Yporuu gosepust u knaccudukamnus MC o ypoBHIO 3alUIIIEHHOCTH.
4. Metob! orieHKY 3G (HEKTUBHOCTH CHCTEM 3aIUTHI.

5. MunuM#3aus 0paB JOCTyNa U yIpaBieHUe PUBUICTUIMU.

6. OTBETCTBEHHOCTD 32 HapyIICHHE PEKUMA KOH(PHUICHIINATLHOCTH.

7. IlocneacTBHsI HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHGOpMAIUH.

8. [opsinok paccnenoBanust uHuuaeHToB Ub.

9. Opranu3zanys BHyTPEHHEr0 KOHTPOJIS CUCTEMBI 3aIUTHI.

10. Onenka ymep0a oT peanu3aluu yrpos.

IK-3

11. HopmatuBHO-1ipaBoBas 6a3a 3amuThl HHGopManuu B PO.

12. Opranu3anys npoueccoB 3alUThl HHPOPMALIUN Ha IPEIIPUATHH.
13. Arrecrarus 00bekTOB HHGOpMaTH3aluU 1o TpedoBanusm Mb.

14. Bzaumogeiicteue ¢ koHTposnupyromumu opranamu (PCTIK, ®Cb u
Jp.).

15. IIpaBoBbIe acneKThl 00pPaOOTKU MEPCOHANBHBIX TaHHBIX.

16. ITpuHIMIIBI TOCTPOCHHMSI O€30MacHBIX KopropaTuBHbIX VC.

17. IlepcrieKTUBBI pa3BUTHS TEXHOJIOTUH 3aIIUTHl HH()OPMAIIH.

18. CootBerctBue TpeboBanusM crangaptoB b (I'OCT, ISO).

19. Pa3zpaboTka BHyTpEeHHEH HOPMATUBHOMN JOKyMeHTarwu 1o Wb.

20. YpasieHue >KM3HEHHBIM ITUKJIOM HH()OPMAIMOHHOM 0€3011aCHOCTH B
OpraHM3alMH.

HIkana oneHUBAHUS OTBETOB HA BONPOCHI
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[IIxana orieHUBaHUS

Kpurepuu onieHuBanus

OOyuaromuiics rIyOOKO M COJEpKaTelIbHO PACKPHIBAET OTBET Ha

«OTIU4HO» KKl TEOPETUUYECKUIN BOIPOC, HE JOMYCTHUB OMIMOOK. OTBET HOCUT
pa3BEPHYTHIM U MCUEPIIBIBAIOLIUI XapaKTep.

OOyuaromuiicss B ILEJIOM PAaCKPBIBAET TEOPETHUYECKHUE BOIPOCHI,

«Xopomo» OJIHAKO OTBET XOTs Obl Ha OJMH M3 HUX HE HOCHUT Pa3BEPHYTOTo U

HCYEPIBIBAIOIIETO XapaKTepa.

«Y 1OBIIETBOPUTEIILHO»

OOyuaromuiicss B 1IeJIOM PAcKpbIBAaeT TEOPETHUECKUE BOMPOCHI U
JOTyCKaeT  psAJl  HETOYHOCTEW,  (parMeHTapHO  PACKPBHIBAET
COJIEp’)KaHUE TEOPETHYECKHX BONPOCOB WJIM HUX  PacKpbIBacT
COJepKATEIbHO, HO JONyCKasi 3HAYUTEIbHbIE HETOYHOCTH.

«HCy,Z[OBJ'ICTB OPHUTCIIBHO»

OOyuaromuiicsi He 3HaeT OTBETOB Ha IMOCTABJICHHBIE TEOPETHYECKHUE
BOIIPOCHI.

6.2.2. TeMbl 1)1 TOKJIAT0B

Tewma (pazgen) Bompocsr
Tema 1. OcHoBHbIC [IK1:
TIOHSTHS U OIPE/CTICHUS. 1. Beenenwne B kpunrorpaduro u e€ poib B 3alIUTe HHPOPMALIUU
HcToynnku, pucku 1 2. Tumnel atak Ha HH(POPMALIMIO: KIIAaCCHU(PUKALINSA U PUCKH
dopmbi atak Ha 3. [Honutuku 6e30nmacHOCTH MHPOPMAIIMH B OpraHU3aLUAX
unpopmaiio. [lomtuka n | 4 Kpunrorpapudeckue cTaHIapThl ¥ UX 3HAYCHHE
CTaHAAPTEI 6E30MACHOCTH | 5 OreHKa pUCKOB B 3amIuTe WHOOpPMAIUU
[IK-3:
6. Pucku 1 yrpo3ssl B 3amute nHpoOpMauy Ha ypoBHE

rOCYIApCTBEHHBIX U KOPIIOPATUBHBIX CTPYKTYP
7. ®opmbl aTak HA HHPOPMAIUIO U METOABI 3alIUTHI OT HUX
8. [Ipomecc pa3paboTku 1 BHEAPEHUS CTaHIAPTOB 0€30MaCHOCTH

9. BnusiHre noauTruk 6€301MacHOCTH Ha OPraHU3aI[MOHHBIE TPOLIECCHI
10. CrangapTsl 3a1MThl HHGOpPMaLKY B IM(POBOH 310Xe
Tema 2. [IK1:
Kpunrorpapuyeckne 1. OcHOBBI KpunTorpadUIECKuX MOJCIICH 3alIUThl HHOOPMAITUU
MOJeH. ATOPUTMBI 2. Anroputmbl cummeTpuunoro mudposanusa: AES, DES, n ux
IIII/I(prBaHI/Iﬂ. AJ'II‘OpI/ITMI:I 0C06eHHOCTI/I
ayTeHTH‘bHKaLEHII’Iv[ 3. AnropuT™el acUMMeTpHYHOTO udpoBanus: RSA, Dib-Tamais
TOMESORATCIICH. MOASH 4. Mertoas! ayTeHTU(GUKAIIIN TI0JIb30BATENICH: TAPOIIH, CEPTUHUKATHI
0€30I1acCHOCTH OCHOBHBIX
3. Mopnenu 6e301macHOCTH B OMEPAIMOHHBIX CUCTEMaX (Harpumep,

OICPALMOHHBIX CUCTCM.

Windows, Linux)

[1K-3:

6. AnroputMmsl xammposanust: MDS, SHA, ux npumenenue u
ySI3BUMOCTH

7. JIByxdaxTopHas ayTeHTH(pUKaLUs U €€ peanu3anus

8. 0O0630p COBPEMEHHBIX METOJIOB KPUNITOTPA(PUIESCKON 3aITUTHI B
OTIEPALIMOHHBIX CHCTEMAax

9. Kpunrorpadudaeckue npoToKob 111 0€30MMacHON
ayrentudukanuu (SSL, TLS)

10. Pucku u ys13BUMOCTH KpUNITOTpaPUIECKUX MOJIeTIEH 1
QITOPUTMOB
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Tema 3. IIK1:
AJMUHHCTPUPOBAHHE 1. OCHOBBI QJIMUHUCTPUPOBAHUS CETECH U 00ECTICUCHHSI X
ceTei. 3ammura 0e30IacHOCTH
MH(OPMALHU B CCTSX. 2. MeToapI 3aIMUTHI JAHHBIX B JIOKAJIBHBIX U IVIOOAIIBHBIX CETIX
MuoroyposHesad sanmra | 3 CerTeBble YIpo3bl M CIIOCOOBI 3ALIUTHI OT HUX
KOpHOpaTHBHBIX CETCH. 4. [IpoTokomsl 6e30macHOCTH 1Sl iepeaadyu nanubix B ceT (IPSec,
SSL)
5. Cuctembl 00OHAPYKEHUS U TIPEIOTBPAIICHUS BTOPKEHUIMA
(IDS/TPS)
IIK-3:
6. MHoroypoBHeBas 3alluTa KOPIOPATUBHBIX CETEH
7. CermeHTanus CeTH U €€ 3HaYeHHE 1)1 0€30IaCHOCTH
8. 3ammTa nuHGOpMaIUK B OOTAYHBIX BBIYUCICHUIX U
BUPTYyaJIU3a1Us
9. Texnomoruu VPN u ux posib B 3ammure HHPOpMaIuu
10. WMHCTpyMEHThI MOHUTOPHHTA U YIIPABJICHHUS 0€30IaCHOCThIO CETH
Tema 4. TpeboBanus K IIK1:
CHCTEMaM 3aIHTh 1. OcHoBHbIE TPeOOBaHMS K CHCTEMaM 3alTUuThl UHPOPMAIIUU Ha
uHpOpMALIU 1 PENPUAATHAX
HalIpaBJICHNA pa3sBUTHA 2. Pounb cucrem 3ammTel HHPOpPMAINHN B 00eCTICUeHUN
cpencTB GesomacHocTu HENPEPLIBHOCTH OM3HECa
ﬁggﬁgﬁ?:;;j Ilpagosbic | 5 Tumsl cUCTEM 3aIIUTHI UHOOPMAIIUY U UX XapaKTEPUCTHKH
HECAHKIMOHMPOBAHHOT0 4, OCHOBHBIE IPUHIIUIIBI Pa3pa0OTKU CPEJICTB 3aIUTHl HH(DOpMAIUU
J0CTyna K nHpopManuu Ha Mpe/UIpHATHH
5. BimstHue npaBoBBIX HOPM Ha Pa3pabOTKy CHCTEM 3aIUThI
UHpOpMALIUU
IIK-3:
6. HampaBnenus pa3BUTHs CPEICTB 3alIUThl HHPOpMAIIUK B
KOPIIOPATUBHBIX CETAX
7. Bimstaue TexHostoruii 010K4YeiiH Ha 0€301aCcHOCTh JaHHBIX
8. [IpaBoBbIe MOCIIEICTBUSI HECAHKIIMOHUPOBAHHOTO JI0CTYyNA K
uHdopmanuu
9. Pucku nns OusHeca oT yTeuek HH(POpMAIMK U UX TOCIEICTBHS
10. Poss BHEITHUX ayIMTOPOB B 00ecieYeHNH 0€30MacHOCTH JAaHHBIX

[Ixana oneHNBaHUA

[IIxana oneHUBaHUA

Kputepuu oreHrnBanus

«OTnuaHO»

OO0yuatomuiics TIIyO0KO M COIEPKaTeIbHO PACKPBIBAECT TEMY JOKiIana, He
JONyCTHB omnO0K. OTBET HOCUT Pa3BepHYTHIH M MCUEPIIBIBAIOUIMN XapaKTep.

«Xopormo»

OOyyJaroIuiics B IIEJIOM PacKphIBAET TEMY JIOKJIaJa, OJHAKO OTBET XOTs OBl
Ha OJIMH W3 HUX HE HOCUT Pa3BepHYTOTO M MCUEPIBIBAIOIIETO XapaKTepa.

«Y IOBIETBOPUTEIBHO

OOyuaromuiicss B LIEIOM pPACKpBIBAaeT TEeMy JAOKJIaAa M JOIYCKaeT psA
HETOYHOCTEH, (parMeHTapHO PpACKpHIBACT COIEPXKAHUE TEOPETHUECKUX
BOIIPOCOB MJIM MX PAcCKpPbIBAE€T COAEPKATEIbHO, HO IOIYyCKas 3HAYUTEIIbHBIE
HETOYHOCTH.

«HeynoBneTBopHUTEIHHOY

OOyyaromuiics He BJaJceT BRIOPAHHON TEMOM
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6.2.3. OnleHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMM (TECT)

IIK-1.

1. Kakoii u3 MeTo10B indpoBaHus ABJAETCA CAMMETPUYHBIM?
I) RSA

2)  AES

3) ECC

4) Diffie-Hellman

2. Yro Takoe Kpunrorpagpuyeckui xm?

1)  Anroputm mudpoBaHUs

2)  Meron mosy4eHUs: YyHUKAJIbHOTO UACHTU(PUKATOPA TAHHBIX
3)  Mertona reHepanuu CaydyalHbIX YUCET

4) AJTOPUTM JJIs1 TPOBEPKU MOJITTMHHOCTH COOOIIEHUN

3. Kakoii TMII aTak HCHOJIb3yeTcs AJs B3JI0Ma MapoJeil ¢ MOMOIIbIO

npeaBapuTe/IbHO BLIYHCJICHHBIX X3II-3HAYEeHHii?

1)  Araka «rpy0oit CHIIBD)

2) Artaka no cioBapro

3)  Araka ¢ UCIOJIb30BAaHUEM PAJYKHBIX TAOJIHIL
4) ATaka «4eJIOBEK MOCEPEIUHE

4. Kakoii ajaroputmM wucnmosab3yercss AJs MUPPOBAHUSA [JAHHBLIX B
coppeMmenHbix Wi-Fi cersax?

1) DES

2) AES

3) RC4

4) RSA

5. Kakoii mexaHu3sM ayTeHTU(PUMKALMH MCHOJb3YEeTCS B IPOTOKOJIE
WPA2 nas 3amurtbl Wi-Fi ceteii?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4) AES

6. Kakoii n3 nepe4yucjJeHHbIX AJIrOPUTMOB He SIBJISETCH AJTOPUTMOM
aCHMMeTPUYHOro mndpoBanus?

1) RSA

2)  ElGamal

3) AES

4) ECC

7. Kakyw ¢pyHKIUI0 BBINOJHSAECT MYOJIMYHbIN KJIKY B ACHMMETPUYHOM
Kpunrorpapun?

1) I[Hudpyer nanusie
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2)  JemudpyeT naHHbIC
3) [ToamuceiBaeT coOOIIEHUS
4) [IpoBepsier moanvcu

8. Kak Ha3pIBaeTcsl araka Ha cCHCTeMY, NPH KOTOPOH NbITAKTCH
NoA00OPATh CEKPETHBIN KJII0Y METOAO0M «Ipy0oil CHIbI»?

1) ATaka ¢ UCIOJIb30BaHUEM PaTy KHBIX TaOJIuUIL

2) ATaka no cjoBapro

3)  Araka Ha ocHOBe mudpa

4)  Ataka METOJOM IOJHOTO Mepedopa

9. Kakoii aaroputm wucnoasdyercss B SSL/TLS nuas oOecnedeHus
KOH(PUACHUNATIBLHOCTH U IEJIOCTHOCTH JAHHBIX MPH Mepeaaye yepe3 MHTEPHeT?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe u3 3THX yTBep:KAeHuil 0 HN(PPOBOM MOANUCH BEPHO?

1)  [udpoBas noanuch UCHOIb3YyETCA sl IIUPPOBAHUS COOOILIEHUN

2)  Hudposas noanucsk odecrneynBaeT KOHPHUICHINATBHOCTh COOOIICHUS

3) HudpoBas noanuce uCHONb3yeTcs sl NPOBEPKH MOJIMHHOCTH U
LIEJIOCTHOCTH COOOILIEHUS

4)  ludposas noaAMUCch UCHOIB3YETCS ISl CO3JAHUS TapoJis

11. Yrto takoe PKI (Public Key Infrastructure)?

1) Cucrema ympaBiaeHus ITUGPOBBIMHE ITOTUCIMU

2)  Cucrema s minpoBaHUS CHMMETPUYHBIME aJTOPUTMaMU

3)  Cucrema, ucnonb3yromas ToJbKO OAHOPA30BbIE KIIOUU

4)  MexaHusM Uil yOpaBJICHHS U XPaHEHUsS IyOJWYHBIX M TMPUBATHBIX
KITI0uei

12. Yro Takoe 'crpormii pexum mudpoBaHus'" B KOHTEKCTe
ajgropurma AES?

1)  Pexwum, rae Kaxaslii OJ0K JaHHBIX MUAQPPYETCS OTAETHHO

2)  PexuM, KOTOpPBIM 3alpeniacT HKCIOJIb30BaHUE BCEX CUMBOJIOB, KpOME
uudp

3)  Pexwum, ucnons3yromuii 0;10ku GUKCHPOBAHHOTO pa3Mepa

4) Pexunm, korma oquH KITFOY UCTIOJIB3YETCS JJIs1 BCEX CECCUU

13. Kakoii u3 aJJropuTMoB AIBJISIETCH AJITOPUTMOM XIIIMPOBAHUSA ?

1) RSA
2)  AES
3) SHA

4) Diffie-Hellman
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14.
1)
2)
3)
4)

15.

B kakoMm ciyuae ucnoab3yercs aaroputm HMAC?
Jlns co3nanust UGPOBBIX MOTHUCEH

JInst 3a1UThI HEJIOCTHOCTH JAHHBIX

JIns reHepanuy Ciay4aiHbIX YUCeT

Jlns nemmdpoBaHusi COOOIICHUM

Kakoii npoToKo/1 ucnosib3yeTcest sl 3alUThI 3JIEKTPOHHOM MOYTHI ¢

NOMOIIBI0 KpUNITOrpaguYecKuX MeToA0B?

1)
2)
3)
4)

16.

SSL
IMAP
S/MIME
SMTP

Yto o3Ha4YaeT TepMHUH '"'KOHQPUIECHIHAJBHOCTH'' B KOHTEKCTE

3amuThl HHGopManun?

1)

3aHlI/ITa OT HCCAHKIIMOHMPOBAHHOTO JJOCTYIIAa K IaHHbIM

2)  YpocroBepeHue MOJIMHHOCTH OTIIPABUTENS

3)  IloarBepxaeHUE LEIOCTHOCTH JTaHHBIX

4)  VYgaoctoBepeHue aBTOPCTBA JAHHBIX

17. Kakoii AJIrOPUTM KPHUNTOrpadu4ecKoro X3LUPOBAHMS
HCNOJIBb3YeTCA /sl TNPOBePKM MNOJJMHHOCTH MapoJieili B COBPeMEHHBIX
cucremax?

1) MDS5

2)  SHA-256

3) DES

4) RSA

18. Yrto mpeacraBiasier co00i METOA ATAKYIOILEro, KOTOPBIN NbITAETCHA

yraaatrhb CeKpeTHbIN KJIK0Y, HCCIEAYyH BO3MOKHbIe KOMOMHALMU 3HAYCHUI?

1)

ATaka ¢ pagy>KHbIMU TaOJIULIAMU

2)  Artaka METOJIOM IOJHOTO Tiepedopa

3) ATaka 1mo cjoBapio

4) ATtaka c ucrnoab3oBaHueM ys3pumocteit B [10

19. UYro Takoe "cumMeTpuuHOe mudpoBanue'?

1) Hcnonp3oBaHne  OAMHAKOBBIX  KIIOYEH Il  IMHUQPPOBAHHUS |
e poBaHUs

2) Hcnonb3oBaHre ABYX KIFOYEH: MyOIMYHOIO U IPUBATHOTO

3)  Hcnosp3oBaHuE YHHKAIbHBIX KIFOUEH I KaXKI0IO CeaHca

4) Hcnonp3oBaHKe OHOTO KiTto4Ya JJ1s1 BCEX MOJIb30BATENICH CUCTEMBI

20. Kak Ha3piBaeTcsi MeXaHU3M, NMO3BOJSIIONIMI ayTEeHTH(PUIUPOBATH

MoJiL30BaTeJIsl C MIOMOIIbLIO €ro OTIeYaTKa najabua?
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1)
2)
3)
4)

buomerpuyeckas ayreHTUDUKAIIS
MmuorodakTopHas ayTeHTUDUKAIISL
[TaponbHas ayTeHTUDUKAITIS
Ponesas ayrerTrdukamnms

IIK-3.

21.

Kakoii u3 mnepe4yuc/ieHHbIX MeTOJA0B IU(PPOBAHUA HCHOJIb3YyeT

aCHMMETPUYHbIC KJIIOYU?

1) RSA

2) AES

3) DES

4) RC4

22. Jlons yero ucnoJb3yercs mporokoa SSL/TLS?

1) Jlist mudpoBaHus SJEKTPOHHBIX MTHCEM

2) JIns 3a1U Tl JaHHBIX, IEPEIABAEMBIX IO CETH

3)  nsa ayteHTuduKanuy moiab3oBaTenei

4) JIs1 3a1uThl 0a3bl JTaHHBIX

23. Yro TaKoe ABYCTOPOHHSASA ayTeHTU(PUKAUMUSA (mutual
authentication)?

1)  Koraa Tonbko cepBep ayTeHTUDULIUPYET KIHUEHTa

2)  Korma ob6a yyacTHuka oOMeHa mHpopManueil ayTeHTU(UIUPYIOT APYT
Apyra

3)  Korna kiueHTt ayTeHTUGUIUPYET ce0s ¢ TOMOIIIBIO MapoIst

4) Korpaa 06a yuacTHHKA HCTIOIB3YIOT OJMHAKOBBIE MTAPOIIH

24. Kakoii uM3 MeTOA0B 3alIUThl [JaHHBIX HCHOJb3YyeTCHd ISl

ob0ecreueHus HEJOCTHOCTH M 3allMMTHI OT IMOAMEHBLI JAHHBLIX B IpoHecce HX

nepeaavu?
1)
2)
3)
4)

25.
)
2)
3)
4)

26.

[udpoBanue
DJIEKTPOHHAS MOJINUCH
X3UIUPOBAHUE
OTKpBITBIE KITFOUN

Yrto Takoe cucrtema ynpasJjieHus kiarwdyamu (KMS)?
MexaHu3Mm JJ1 TeHepaly nap KIoden

MexaHu3M 1Sl yOpaBiA€HUs JOCTYIOM K JaHHBIM

Cucrema st XpaHeHUs1, pacCpeAesICHUs U 3alllUThl KITIouen
[TpoTokon ass 3amuThl HHGOPMAITHH

Kak mHa3piBaercss cnocod, @npuM KOTOPOM CeKPeTHbI KJIY

HCIOJIb3yeTCs A/ JelnpoBanus 3alIH(PPOBAHHBIX JAHHBIX?

1)
2)

[udpoBanue ¢ UCMIONB30BAHUEM CUMMETPUYHBIX KITFOUEH
AcummetpuyHoe mudpoBaHue
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3)
4)

27.
HEBEPHO?

1)
BXOJ1a

2)

3)

4)

28.

X31IHMPOBaHUE
DJIEKTPOHHAS TOJIUCH

Kakoe w3 3TMX yTBepxJAeHMHd 0 KpUNTOrpauyecKux X31ax
X31I-QpyHKIMS BCErJja TeHEpUPYET YHUKAIBHBIN pe3yJIbTaT Uil KaXA0ro
X31-QYyHKIHUS UCTIONb3YETCS AJI MPOBEPKHU LUETOCTHOCTH JAHHBIX
X31I-QpyHKIIMU HE MOTYT OBbITh paciii(poBaHbl 0OpaTHO

X3uI-QpyHKIUU SBISIOTCS HEOOPATUMBIMU

Kakoit m3 31X ajaropurmoB mudpoBaHusi sIBJIAsiETCHA HamOoJsee

3¢ ¢ eKTUBHBIM /JIf 3aAIMUTHI JAHHBIX B 00J1aYHBIX cepBHCax?

)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoii MPOTOKOJI UCHOJB3YETCH IJIsI YCTAHOBJIICHUA 3AlIMIIECHHOIO

KaHAaJIa CBSI3U MEXKAy KJIHEHTOM U CepBEepOM B MHTEpPHeTe?

1)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3biBaeTcsi MeTOl, NPU KOTOPOM /[Ba YYaCTHHKA O0OMeHa

MOIyT OOMEHHUBATBLCSl KJ4YaMHM 0e3 TOro, 4ro0bl OHM ObLIM IepeXBaYeHbI
TpeTheil CTOPOHON?

1)
2)
3)
4)

31.
1)
2)
3)
4)

32.
1)

Huddu-Xennman

RSA

Onp-I"amanp

RSA u ludpdu-Xennman

Yro Takoe ceprudpukar X.509?

Tun nuudpoBoit moanucu

CrangapT 1151 3alIUMTHI TapoJIeh

dopmart a1 XpaHeHHusI 1 oOMeHa MyOJIMYHBIMU KITFOYaMHU
Merton reHepalyu Ciy4aiHbIX YUCE

Yro npeacraBJiisieT 000 aTaKka «4eJOBEK MocepeanHe»?
ATaka, NpyU KOTOPOW 3JIOYMBILUJICHHUK II€PEXBATHIBAET W HM3MEHSET

JaHHBIC MCKY ABYMA CTOPOHAMUA

2)
3)

ATaka Ha cepBep, C LENbI0 ePerpy3uTh ero
ATaka, TpuU KOTOpPOW Mapoib TMOJH30BATENS YKpaaeH C MOMOUIbIO

nepexBara ceTu
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4)  Araka Ha mUdp ¢ UCTIOJIL30BAaHUEM PATYKHBIX TaOIHUIL

33. Uro takoe "mMHorogpakTropHas ayreHTupukanusa'?

1) Mertoa, ipy KOTOPOM JIJIsl BXOJIa B CUCTEMY HCIIONB3YETCs JBa U 0oJiee
Pa3HBIX CIIOC00a MPOBEPKHU MOTUHHOCTH

2) Hcnonbs3oBaHue eAMHOTO Maposist AJisl BCEX MOJIb30BaTEIEH

3) Hcnonb3oBaHKne OTHOPA30BBIX MAPOJIEH

4)  Metoa, py KOTOPOM UCIIOJIB3YETCS TOJIBKO MapOih

34. Yrto Takoe Kpunrorpagpuyeckasi 3alMTAa HA OCHOBE IJIJIMITHYECKUX
KPUBBbIX?

1)  Meton, UCHONB3YIOUUN JOJTHUE BBIYUCICHUS JJIA  YBEIUYCHUS
0€30MacHOCTH

2)  Merona, ucnonb3yOMUi MaTeMaTHYECKHE OCOOCHHOCTH SITUITUYECKUX
KPHUBBIX JIJIs1 o0ecrieueHus: 0€30MacHOCTH

3)  MeTto, UCHOJIB3YIOIIMI TOIBKO OJJHOPA30BBIE KIIFOUH

4) Meton, HCTIONB3YIOIINAN X3MIUPOBAHUE

35. Kakoil U3 MeTOI0B 3alllMThI JAHHBIX NPEANO0JaraeT UCIO0JIb30BaHHE
JMYHBIX OMOMETPUYECKHUX XAPAKTEPUCTUK, TAKHX KAK OTHEYATKH NAJbleB HIU
paay:kHasi 000J104Ka riaa3za?

1)  buomerpuueckas ayTeHTU(UKAIUSL

2)  IlaponbpHas ayTeHTHU(DUKAIIUS

3) CekpeTHBbIH KoY

4) OTKpBITBHIN KITIOY

36. Kakoii ajaroputr™M 3amuTbhl HHPOPMALMH HMCHOJb3YyeTCH s
M (POBBIX NOANKCEH B JJIEKTPOHHOM moyTe?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoil aaropurM HCHOJb3yeTC B OOJbIIMHCTBE COBPEMEHHBIX
cucTeM sl MG poBaHus JAHHBIX B 0a3e JaHHbIX?

1)  AES
2)  RSA
3) MD5
4)  SHA-256

38. Kakoihi THMH arak 4vame BCero HCHOJb3YyeTcsl sl MOMCKA
YA3BUMOCTel B KpunTorpagpuueckux npoToxkojaax?

1)  Artaka «rpy0Ooii CUIIBD)

2) ATaka ¢ UCIOJIb30BaHUEM PATyKHBIX TaOJIuUIL

3)  Araka Ha ocHOBe mudpa

29



4) ATaka 1o cioBapro

39. Kakoii MexaHM3M MCNOJIb3YeTCsl [JIsl 3alUUThI JaHHBIX B 00J1aKe?
1)  CummerpuyHoe mudppoBaHue

2)  AcumMmerpuyHoOe MK(ppoBaHUE

3)  MHorogakropHas ayTeHTU(PUKALIHS

4) VPN

40. Kaxk Ha3pIBaeTcsi mnpouecc, NpM KOTOPOM KpuNTOrpadguveckui
KJII0Y HCHOJb3YyeTcs Uil NMPOBEPKHM MEJO0CTHOCTH [aHHBIX, a He I HX
muppoBanun?

1) Xs31IMpOBaHUE

2) DJIEKTPOHHAS MOJIUCH

3)  AyreHtudukanus

4)  Mubdu-Xennman

41. Kakoil ajaropurm HCHOJb3yeTCHd /Jf CO3AAHUSA AYTEHTHYHbIX
¢ poBbIX NoANUCe B 0J10KYeiiHe?

1) RSA
2)  ECDSA
3) SHA
4)  AES

42. Yrto Takoe meton "AByxdakTopHoil ayreHTUPUKAUN'?
1)  Hcrnonb3oBaHue ABYX pa3HBIX KPUOTOTrpapUUYECKUX aITOPUTMOB IS

muppOBaHUS

2) Ucnonp3oBanne  koMOWHAaIMK  mapoist W OWOMETpUU  JyIs
NOATBEPKACHUS TUYHOCTH

3)  Hcnosbp3oBaHue mnaposisi U OJHOPA30BOIO KOJAA, OTIPABICHHOIO Ha

TenedoH
4)  Hcnonb3oBaHue OBYX UJIEHTU(DHUKATOPOB ISl KAXKA0TO MMOIb30BaTENS

43. Kak mHaspiBaeTcss KpunrorpaguyecKuili NPOTOKOJ, KOTOPBIi
o0ecnieyuBaeT 0€30MaACHOCTHL BeO-caiiTOB?

1)  HTTPS
2)  FTP

3) POP3
4)  IMAP

44. Kakoii aJropurM HCHOJb3yeTcd B OJIOKYEHH-TEXHOJOTUSX IJIs
NPOBEPKHU TPAH3AKLMM?

1)  SHA-256
2)  RSA
3)  DES

4)  MD5
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45. Kakoii Tun mudpoBaHUA  MCNOJB3YeTCS I  Nepeaaydu
KOH(PUIEHUNAJBHBIX JAHHBIX B MPUJIOKEHUSAX C UCMOJb30BAHHEM MYOJMYHOIO
KiIw4a?

1) RSA
2)  AES
3) SHA
4)  DES

Kiou Kk Tecty:

1.2 2.2 33 4.2 5.3 6.3 7.1 8.4 9.1

10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2

19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3

28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1

371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

HIkana oueHuBaHus Pe3yJbTATOB TECTUPOBAHUSA

% BEpHBIX pPelIeHUH (OTBETOB) [Txana oneHUBaHUA
85-100 OTIINYHO
70 - 84 XOPOILO
50- 69 YIAOBJIETBOPUTEIBHO
0-49 HEYIOBJIECTBOPUTEIHLHO

6.2.4. Ilpumepsl 32124 NpU pa3dope KOHKPETHBIX CUTYALMH

Tema 1. Ocnosnvie nousmus u onpedenenusi. Mcmoynuxu, pucku u gopmol
amak Ha ungopmayuio. [lonumuka u cmanoapmsi 6e3onacnocmu

K-1.

1. Hammcarb oOT4eT O pa3aU4HBIX MCTOYHUKAX Yyrpo3 0e30MacHOCTH
uH(popMaIK, BKIIIOYasi BHyTPEHHUE U BHelIHUE GakTopsl. [IpuBecTu npumepsl aTak

U UX MOCJIEICTBHUS.

2. Pa3paboTarh NOJUTUKY O€30MAaCHOCTH JUIsl HEOOBIIION KOMIIAHUH, BKITIOYas
OCHOBHBIE 3JIEMEHTHI, TAKUE KaK yMpaBIICHUE JOCTYNOM, OOy4YeHHE COTPYIHHUKOB U
pearupoBaHU€ HA UHIUJEHTHI.

3. OueHuTh PUCKU i1 WHOOPMAITMOHHOW CHCTEMBI, HCIIONB3YS METOAHUKY
OIICHKHU PUCKOB. OmnpenenuTs yA3BUMOCTH U MPEIJIOKUTE MEPbI I MUHUMU3ALUU
PHUCKOB.

MK-3.

4. IIpoBecTH aHaU3 pealibHBIX CIyYaeB YTEUEK JAHHBIX, OMKUCHIBAs, KaK ObLia
OpraHM30BaHa aTaka M Kakue Mephl He ObLIM MNPUHATHI JUIs MPEIOTBpAICHUS
WHIIUJICHTA.

5. PazpabGortaTh mnpe3eHTalMIO O CTaHAapTax Oe30macHOCTU (HampuMmep,
ISO/IEC 27001), 0ObsicHASI X 3HAYEHUE U PUMEHEHNE B OpraHU3aIusiX.
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6. Coznate Tabnuily, B KOTOpO# OyayT MepeyuciaeHbl pa3indHble POPMBI aTak
Ha MHGOPMAIINIO, UX OMUCAHUE U CITOCOOBI 3aITUTHI OT HUX.

Tema 2. Kpunmoepaguueckue mooenu. Ancopummvl  wugposanus.
Aneopummul aymenmugurayuu nonvzosameneu. Mooenu 6e3onacnocmu O0CHOBHBIX
ONepayuoOHHbIX CUCTIEM.

IK-1.

1. OnucaTe OCHOBHBIE KpUNITOrpadUuecKre MOJEIHU, BKIOYasi CHMMETPUYHBIE
U acUMMETpPHUYHbIe anroput™Mbl. [IpuBecTH mpuMepbl U OOBSICHUTH, B KaKHX
CUTYAILMSIX KOXIYI0 MOJIENb CIEAYET UCIONb30BaTh.

2. Pazpaborats ananu3 anroputmoB mudpoanus (Harnpumep, AES u RSA):
OPUHIMI pabOThl, IPEUMYILECTBA U HEJOCTATKU KaXKIOT0 aJIfOPUTMA.

3. Onucate MeTOnbl ayTeHTU(UKAIMU TOJb30BaTENel, BKJIIOYas MapoJu,
TOKEHBI U OuomeTputo. [IpuBecT npumMepsl, rae NPUMEHSIOTCS 3T METO/IbI.

IIK-3.

4. Peanu3oBaTh NPOCTOW MPHUMEP HCIOJB30BAHUS aNroOpUTMa MIM(PPOBaHUS
(manpumep, AES) Ha BbIOpaHHOM s3bIK€ IporpammupoBaHus. Onucare, Kak
paboTaeT KoJ U Kakue OMOIMOTEKH UCTI0JIb30BAIUCH.

5. IlpoBectn aHanu3 Mojelield 0O€30MaCHOCTH B OJHOW M3 ONEPALMOHHBIX
cucteM (Hampumep, Windows, Linux). Onucarh, Kak OHHM peaIM3yIOT 3alIUTY
uH(pOpMAaIMKU U YIIPABJIECHUE JOCTYIIOM.

6. HccnenoBaTh COBpeMEHHBIE YIpO3bl ISl KPUNTOTpaUuecKHX METOJOB
3aIUThl THGOPMALIMK U MPEUIOKUTH CIOCOOBI UX MTPEOI0JICHHUS.

Tema 3. Aomunucmpuposanue cemei. 3awuma uHpopmayuu 6 cemsx.
MHnoeoypoenesas 3awuma KopnopamueHsix cemeli.

IK-1.

1. Hanucatb oT4eT O MNpPUHIMMIAX aJAMUHHUCTPUPOBAHUS CETEW, BKIOYAs
OCHOBHBIE 33144 U OTBETCTBEHHOCTh CETEBOT0 aIMUHHCTPATOPA.

2. Onucarp pa3nu4yHbIE METOABI 3allUThl MHPOPMAIMM B CETAX, BKIIOYas
¢aepBoibl, cuctembl oOHapyxeHus BropxkeHuit u VPN. IlpuBectn mpumepsl ux
UCIIOJIb30BAHUS.

3. Pa3pabotarh KOHIEMIMIO MHOTOYPOBHEBOW 3aIUTHI AJIsI KOPIOPATUBHOM
CEeTH, BKJItoYask (PU3NYECKYI0, CETEBYIO U MPUKIAAHYIO 3aLIUTY.

IK-3.

4. IIpoBecTy MpaKTUYECKOE UCCIIEI0BAHNE 110 HACTPOUKE (haepBOJia U CUCTEMBI
oOHapy>KeHMsI BTOPKEHMM B TeCTOBOM ceTu. OmnucaTth MNPOUECC HACTPOUKU H
pe3yibTaThl TECTUPOBAHUSI.

5. Onucarb Haubojee pacHpOCTpPaHEHHbIE yrpo3ax O0€30MacHOCTH B CETIX U
npejaraeMble Mephbl 0 UX NMPEA0TBPAILEHUIO.

6. Pa3pabotaTh pyKOBOACTBO IO MPOBEIACHHUIO ay/uTa OE30MaCHOCTH CETEBOM
UHPPACTPYKTYPHI, BKIFOYAsT OCHOBHBIE ATAMbl 1 METOBI.

Tema 4. Tpebosanus xk cucmemam 3awumel UHGOpMAYUU U HANPAGIEHUs
paseumusl  cpeocme 0Oe30nacHOCmu  npeonpusmusl. IIpasogvie nocneocmaus
HeCaHKYUOHUPOBAHHO20 0OCMYNA K UHGDopMayuu

IK-1.
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1. Omnucate OCHOBHbIE TpeOOBaHUS K CHUCTEMaM 3alIUThl HH(OpPMALUH,
BKJItOYasi GyHKIMOHAJIbHbIE, HA/IEKHBIE U YCTONUNBHIE ACTIEKTHI.

2. Pazpabotarh aHanM3 HaIpaBICHUW pa3BUTUSA CPEACTB O€30MacHOCTU
IOPEANPUATHS: HOBbIE TEXHOJIOTUU U OJXO/IBI.

3. UccnemoBaTh mpaBOBBIE aCHEKTHI 3alIUTHl WHGOPMAIMU: 3aKOHBI U
HOPMAaTHUBHBIE aKThl, PETYJIHPYIOUIUE O€30MaCHOCTh JaHHBIX.

IIK-3.

4. IIpoBecTr UCCneN0BaHUE O MOCIEACTBUAX HECAHKIIMOHUPOBAHHOTO JOCTYIA
K MH(OpMaLuU, TPUBOISI PUMEPHI U3 PEeaTbHON MPAKTUKH.

5. IloaroToBuTh OTYET O POJU PETYISATOPOB B OOCCHCUEHUH 3aIUTHI
uH(pOpMAIMKU: KaK OHU BIUAIOT Ha MPAKTUKU U CTAaHAAPTHI O€30MacHOCTH.

6. Omnucarb NpaKkTUYECKME PEKOMEHJALUMHA 1O BHEIPEHUIO MOJUTHKH
0€30MacCHOCTH Ha yPOBHE MPEANPUATHUS, BKIIOYAs MPUMEPBHI YCTICHIIHBIX peatn3aiuil.

Ixkajaa oneHNBaHUA

[ITxana oneHUBaHUg

Kpurepuu onenuBanust

«OTInYHO»

06yanOLHHﬁCH SICHO M3JIOXKHJI YCIOBHC 3a/1a4u, PCHICHHUC 000CHOBAJ

«Xopomio»

00yyJaromuics sSCHO M3JI0KWJ YCIOBHE 3aJladyd, HO B OOOCHOBaHUU
pelIeHus UMEIOTCS COMHEHUS,

«yI[OBJ'IeTBOpI/ITeJ'IBHO»

o0yyJaromuics UW3JI0XKWI pEIIeHUEe 3aJadd, HO OOOCHOBaJl €ro

(dhopMyJIUPOBKAMU OOBIIEHHOTO MBIIIIJICHUS;

«HeynoBneTBopuTeIBbHO»

oOydJarmuiicss He YSICHHI YCJIOBUE 3a/1ayd, pPelieHue He 00O0CHOBAI
nubo0 He cnan paboTy Ha MPOBEPKY (B Ciydae MPOBEICHUS PEIICHUS
3aJ1a4 B MUCbMEHHOU (popme).

6.2.5. Tembl na1 pedepaTon

Tewma (pazmen)

Bomnpocsr

Tema 1. OcHOBHBIC MOHATHS
onpeaeneHus. ICTOUHUKH,
pUCKU 1 (DOPMEBI aTak Ha
nH(popMaruio. [lomutrka u
CTaHAAPTHI 0€30MTACHOCTH

IK-1

1. Onpenenenne kpunrorpaduu u €€ poiib B 3alIUTE HHOOPMAIHH.
2. OCHOBHBIC BUJIbI aTaK HAa HH()OPMAIIHIO: IIPUMEPBI U CITOCOOBI
3aIIHTHI.

3. [onutuku 6€30MaCHOCTH: KaKHe MEPbl HEOOXOAUMO MPEIIPUHSTH
JUTS 3aIIUTHI MHPOPMAIIUY B OPTaHU3ALHH.

4. CtanmapTbl 0€30MMaCHOCTH: MEXKTyHAPOIHBIC ¥ HAITMOHAIbHBIC
cTaHaapThl no 3amute nHGopmaruu (Hanpumep, ISO/IEC 27001).

IIK-3

5. O1eHka prcKoB B 00J1acTh HH(POPMAIIMOHHOM 6€30MacHOCTH:
METOJBI M TTOIXOIBI.

6. AKTyanbHbIe YIpo3bl 0€30MaCHOCTH MH(POPMAIIUU B COBPEMEHHBIX
WH(OPMAIIMOHHBIX CHCTEMAaX.

7. Ponb yenoBeueckoro (akropa B 6€30MmacHOCTH HH(POPMAIIUU: KaK
OIIMOKY TIOJIH30BATEJICH MOTYT MMPUBECTH K YTEYKAM JIaHHBIX.

8. [Ipumepsl peanbHBIX aTak Ha HH(OOPMAITMOHHBIC CUCTEMbI U aHAJTU3
HX TTOCIICACTBUH.
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Tema 2. Kpunrorpapuueckue
MOZENN. AJITOPUTMBI

I poBaHust. AITOPUTMBI

Ay TCHTU(UKAIITH
moJib3oBareneii. Moaenu
0€3011aCHOCTH OCHOBHBIX
OTIEPAlIMOHHBIX CUCTEM.

IK-1

1. Knaccudukamnus kpuntorpaduueckux MOEIICH: CAMMETPUYHBIE U
ACUMMETPUYHBIE AITOPUTMBI IIHPPOBAHUSI.

2. OcHosnbie anroputmbl mudpoBanus: AES, DES, RSA: npuHImmns
paboThl 1 001aCTH IPUMEHEHHUS.

3. ANTOpUTMBI ayTeHTU(PUKAIIMH TT0IH30BaTEICH: METOBI U CPEJICTBA
(HampuMep, NapoJu, TOKEHbI, OMOMETPHS).

4. Mopaenu 06e30MacHOCTH B ONEPAITMOHHBIX CUCTEMAX: KaK OHU
peanu3yoT 3aUUTy UH()OPMAIIHH.

[1K-3

5. IlpuMeHeHne KpunTorpadpuueCKUX aJrOPUTMOB B PA3IUIHBIX
o0nacTsx: oT (PUHAHCOB JI0 TOCYJAPCTBEHHBIX CTPYKTYP.

6. CoBpeMeHHBIE YIpO3bl I KPUNTOTpahUIecKnX METOI0B 3aIINTHI
MH(pOPMALIMKU: aTaKU Ha MUQPHI U UX YA3BUMOCTH.

7. aTerpanus Kpuntorpaguyeckux METOI0B B IPOTPaMMHOE
obecrieyeHne  armnapaTHble perieHusl.

8. Bynymee kpunrorpadgun: HOBbIC HAPABIECHHS U TEXHOJIOTHH, TAKUE
KaK KBaHTOBasi Kpunrorpadus.

Tema 3. AnMuHHCTpUpPOBaHHE
cerel. 3amura nHGOpMaIHU B
ceTsax. MHOTOypoOBHEBas 3aIIuTa
KOPIIOPATUBHBIX CETEH.

ITK-1

1. OcHOBHBIE IPUHIIMIIBI AIMUHUCTPUPOBAHUS CETEH: 3a/1a4u U
OTBETCTBEHHOCTh CETEBOT'0 aJMUHUCTPATOPA.

2. Metobl 3auThl HHYOPMAIK B KOPIIOPATHUBHBIX CETSIX: (hacpBOIIBL,
cucTeMbl 0OHApYKEHUS BTOP)KEHHUI U JPyTHE CPEICTBA.

3. MHOrOypOBHEBAas 3aIIUTa CETeBONH MHPPACTPYKTYPBI: MOAXObI U
TEXHOJIOTUH.

4. Pons VPN u mm¢poBanus B 3amure HHGOPMALIUH TIPH IIepeade
JAHHBIX IO CETSM.

[1K-3

5. Ilpumepsl yCnemHou peain3alii MHOTOYPOBHEBOM 3aILUTHI B
KPYMHBIX OpraHU3alusX.

6. YTpo3bl 0€30MACHOCTH B CETSX: aHAJIU3 U CIIOCOOBI UX
MpeI0TBPALLCHUSI.

7. Ayaut 6e301acHOCTH CEeTeBOM HH(PPACTPYKTYpPhI: METOIBI U
MOJIXOJIBI.

8. [IpakTHueckue peKOMEHIAINH 10 YIyUIIEHHIO 0€30acHOCTH
KOPIOPAaTUBHBIX CETEH.

Tema 4. TpeGoBanus K
crcTeMaM 3aIluThl HHQopMaIun
M HAITPABJICHUS Pa3BUTHS
CpencTB 0€30MacHOCTH
npennpusitus. [IpaBoBbie
MOCIIEeICTBUS
IHECCAHKIITMOHUPOBAHHOT'O
ImocTyna K nHpOpMaLuH

IK-1

1. OcHoBHBIE TPeOOBaHMS K CHCTEMaM 3aIUThl HH(OPMaLIUU:
(YHKIIMOHATBHOCTD, HA/IEKHOCTh, YCTOMYUBOCTB.

2. HampaBneHus pa3BUTHs CPEICTB O€30MaCHOCTH: HOBBIE TEXHOIOTHH
Y TIOAXOJIBI B 3aIIUTE HH(POPMAITUH.

3. [IpaBoBbIe aceKThI 3aUTUTHl HHPOPMAIIUU: 3aKOHBI 1 HOPMATHUBHBIE
aKThl, pEryJINpYIOINE OE30MaCHOCTb JAaHHBIX.

4. OTBETCTBEHHOCTbh OpTraHU3AlNi 332 YTEUKY JaHHBIX: IPABOBbHIE
IIOCJIEICTBUS U MEPHI BO3JICHCTBHSL.

[1K-3

5. [IpuMepsl HECAaHKIIMOHUPOBAHHOTO TOCTYMA K MH(POPMAIIUN U UX
MIPaBOBBIE TIOCIIEICTBHUS.

6. Poisib perynaropoB B o0ecriedeHnH 3aluThl HHGOpMaLlMU: KaK OHU
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BJIMSIIOT HA MPAKTUKU M CTAHJAPThI O€30MaCHOCTH.
7. Pa3zpaboTka 1 BHEIpEHUE MTOJIMTHKN O€30MTaCHOCTH Ha YPOBHE
NPEAIPUATHS: IPUMEPBL U PEKOMEHIALUH.

HM3MEHEHHS MOBIIMIIOT HA CUCTEMBI 0€30IMaCHOCTH.

8. byaymiee 3amuThl HH(GOPMaLIMU: KaK MPAaBOBbIE U TEXHOJIOTHYECKUE

IxaJjia oneHUBaHUA

[ITkana oneHNBaHUS Kpurepuu onenuBanus

«OTIMYHO» OOyuaromuiics 1iIyOOKO M coJepXaTeabHO pPACKpPbIBa€T TEMY
CaMOCTOSITENIbHOM Pa0OThI, HE JOMyCTHB OIIMOOK. OTBET HOCUT
Pa3BEpHYTHIHM U MCUEPIIBIBAIOIIMI XapaKTep.

«Xopouio» OOyyaromuiics B ILEJIOM pPACKpbIBA€T TEMY CaMOCTOATEIbHOU
paboThl, OJHAKO OTBET XOTA OBl Ha OAWH W3 HUX HE HOCUT
Pa3BEpPHYTOTO U MCUEPNBIBAIONIETO XapaKTepa.

«Y IOBIIETBOPUTEIILHO» OOyuarouiics B 1IeJIOM PaCKPbIBAET TEMY CaMOCTOATENBbHOM paboThI
U JIOMYyCKAaeT psi HETOYHOCTEH, (parMeHTapHO pacKphIBaeT
COJIepKAHUE TEOPETUYECKUX BOIPOCOB WIM HX PaCKpbIBAET
COJIEPKATENBHO, HO NOITyCKasl 3HAYUTEIbHBIE HETOYHOCTH.

«HeynosnerBopurensHo» | OOyyaromuiicss He BiafeeT BBIOPAaHHONW TEMOW CaMOCTOSTENbHOU
paboThHI

6.2.6. UnauBuayaJ bHbIE 3aJaHUS I1JI51 KYPCOBOM padoThl (IPOEKTa)
KP u KII no pucuumiuHe «Kpunrorpaguyeckue MeETOIbl 3alUThI
uH(popmalm» padouyell mporpaMmoi 1 y4eOHbIM IJIIaHOM HE MPEAYCMOTPEHBI.

6.3. OLHEHOYHBbIE CPEJACTBA HNPOMEXYTOYHOI'O
KOHTPOJIA

Bomnpocs! AJ1s1 TOATOTOBKY K MPOMEKYTOYHOI aTTECTAIMHU 110 HTOTaM OCBOCHUS
aucuumiInHebl Kpunrorpaguyeckue Mmeroas! 3aliMThl HHGOPMALUU:

IIK-1.

l. Komnbrorepnsie Bupychl. X pa3sHOBHIHOCTH.

2. AHTHUBHpPYCHBIE CpencTBa. [ [puMepbl aHTUBUPYCHBIX IIPOTPaAMM.

3. [Tonsarue nadopMalMOHHON 0€30MaCHOCTH.

4. [ToHsiTHE KOH(DUIEHINATEHOCTH UH(POPMALIMH.

5. [lonsitTue pmoctyma K  uHpoOpMauuu  (CAaHKUMOHUPOBAHHBIA U
HECAaHKIIMOHUPOBAHHBIN 1OCTYI).

6. [TonsiTus naeHTudUKanus, ayTeHTUPUKALNS U aBTOPU3ALIMSL.

7. [Tonsatue yrpo3a 6€30MacHOCTH.

8. [ToHsiTHE YSI3BUMOCTD CUCTEMBI (CETH).

9. IToHsiTHE aTaK¥ Ha KOMIIBIOTEPHYIO CUCTEMY.

10. OxapakrepuszyiTe MOAXOAbI K  OOECHEUYCHHIO  KOMIIBIOTEPHOM
uHbopMaIuu.

11. TIlepeuncnute OCHOBHBIC M BCIOMOIATCIIbHBIC CEPBHCHI 0E30MIACHOCTH,
JaiTe uX KiIacCu(PUKaIuro.
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12.  JlaiiTe XapaKTepUCTUKY TPYIII TPEOOBAHUI K CUCTEME 3aIUTHI.

13. «®parMeHTapHbI»  MOAXOJA B oOecredeHMH  OE30MacHOCTH
KOMIIBIOTEPHOU CUCTEMBI.

14. «KommekcHpli» moaxoa B obecrnedeHnn 0€30MacHOCTH KOMITBIOTEPHOM
CUCTEMBI.

15. B d4em 3akiroyaercs MOJUTHKA O€30MaCHOCTH KOMIBIOTEPHON CHCTEMBbI?

16. Ha yeMm ocHOBaHa «HU30UpaTeIbHAs» MOJIUTHKA 0€30MaCHOCTH?

17. Ha uyem ocHOBaHa «IOJTHOMOYHAs» MOJUTUKA 0€30MACHOCTH?

18.  Tlonsarue kpunrorpaduu. OCHOBHbIE BUJIbI U (PPOB.

19. OOoO6menHass cxema KpunrocucteMbl. [lOHSATHUS CUMMETPUYHON H
ACUMMETPUYHON KPUIITOCUCTEMBI.

20. Ilepeuuncnure OCHOBHBIE aITOPUTMBI KpUITorpadguueckux
npeoOpa3oBaHUA.

21. Ilepeuucnutre OCHOBHBIE METOJbl KPUOTOrpaUUYECKON  3aluTh
uH(GOpMAITIU B KOMITBIOTEPHBIX CHCTEMAaX U CETSX.

22. Kak xmaccupumupyrTcs CpeACcTBa KpUNTOTpauuecKol  3aliuThl
uH(popmau?

23.  OcHOBHBIE JOCTOMHCTBA M HEIOCTaTKW aJIrOpUTMa MIM(PPOBAHUS
IaHHBIX ¢ oMok DES.

24. Ilepeuucnaure  OCHOBHbIE  KOMOMHALIMM,  HCIOJb3yEMbIE  MpPHU
mudpoBanuu anroputmom DES.

25. Ilepeuncnaure OCHOBHBIC peKUMBI paboThI anroputma DES.

26. Kak oOecrieynBaeTcs KPUIITOCTOMKOCTb aCUMMETPHUYHBIX
KpUITOCHUCTEM?

27. KakoBO OCHOBHOE Ha3Ha4Y€HHE XeII-PYHKIUU?

28. KakoBbl OCHOBHBIC IPUHITUIIEI (POPMUPOBAHUS XeII-(DYHKITUHN?

29.  OrauyuTenbHbIE OCOOCHHOCTH OTEYSCTBEHHOrO CTaHAapTa  Xell-
dbynaknuu (COCT P 34.11-94) ot anroputmoB xemmpoBanus MDS u SHA.

30. Ilepeuucnure OCHOBHBIE ANTOPUTMBI IEKTPOHHON LU(POBOI MOANKCH
U YKQOKUTE HA UX MPUHIUIUATBHBIE OTINYUS.

31. TunwuuHble aTaku HA ONIEPALUOHHYIO CUCTEMY

32. lloHsATHE 3aIMIIEHHON ONEPAMOHHON CUCTEMBL.

33. AmnmapatHoe oOecreueHUe CpeICTB 3alUThl OTIEPAITMOHHON CUCTEMBI.

34. TlpoGnemsl 6e3omacHoCcTH [P-ceTei.

35. Hawubonee pacnpocTpaHeHHbIE BapUaHThl aTaK Ha KOMIIbIOTEPHYIO
cuctemy Ha ocHoBe ipotokosia TCP/IP.

36. CdopmynupyiiTe cnucok (HYHKIIMOHATBHBIX Me(PEKTOB ¢ TOYKHU 3PEHUS
3allUThI B UCTIOJIb3yeMOM onepanmoHHol cucteme (OC).

37. Hazosute anemenTsl 6e3onacHoct OC UNIX?

38.  OcHOBHbIE MPAKTUYECKUE BOMPOCHI 3aIIUTHI HHPOPMAIUH.

39. IIporpaMMHBIE€ CpEeACTBA 3AIIUTHI U YHUUYTOXKEHUS HHPOPMAIUH.

40. OcHOBHBIE MPUHUUIIBI TMOCTPOCHHUS MOJACUCTEMBl HH(POPMALIMOHHON
0€30MacHOCTH.

41. OOwmue npuHIMUIBI 0OecrieueHHns] THPOPMALIMOHHON 0€30MacHOCTH.

42. CpenctBa obecrieueHus KOHPUIESHIIMAIBHOCTH TaHHBIX.
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43. CpenctBa uaeHTUPUKALNYA U ayTEHTU(DUKAIIIHN TIOJIb30BaTEIICH.

44. IlpuBeauTe OCHOBHBIE CXEMbl HACHTU(PUKAIMM M ayTEHTU(UKALUU
II0JIb30BATEIIS.

45. CpexactBa ayTeHTHU(PHUKAIIUHN 3JEKTPOHHBIX JAHHBIX.

46. IlpuBenure  KIACCU(PUKALMIO  CUCTEM  3alUUTHl  IPOrPAMMHOIO
oOecreyeHusl.

47. CpaBHUTE OCHOBHBIE TEXHHUYECKHME METOJbl M CPEJICTBA 3allUThI
IPOrpaMMHOTr0 00eCTICUEHUSI.

48. Ha3zoBuTe OTIWYMUS CUCTEM 3ALUTHI OT HECAHKIIMOHUPOBAHHOTO I0CTYyMa
OT CUCTEM 3alllUThl OT HECAHKIIMOHUPOBAHHOTO KOITMPOBAHHS.

49. IlpuBenuTe onpeneaeHUEe MOHITUI «IIPOTOKOJIUPOBAHUE» U «ayaUT»

50. HazoBwute 3a/1auu, peannu3zyeMble MIPOTOKOJINUPOBAHUEM U ayJUTOM.

51. JlaiiTe XapaKTEpUCTUKY 3aJa4l aKTUBHOI'O ayUTa.

52.  IlpuHIUIIBI MOCTPOCHHMS ¥ CBOMCTBA MOTOKOBBIX MU(POB.

53. OcHOBHBIE METO/ABI KPUIITOAHATIN3a CUMMETPUYHBIX U aCUMMETPUYHBIX
mudpoB.

54. llpumeHeHue KpUnTorpapuueckux METOJI0B U1 3aIUThI
OeCIpOBOHBIX CETEH.

55. Ponb u crpykrypa ceptudukaToB OTKpbITHIX Kitoue (PKI).

56. Mexanusmsbl u ctavaapthl Hudposoi noanucu (PKCS, X.509).

57.  ANropuTMbl TeHEpALMU KIIFOYEN U METObI YIIPABIICHUS KIIFOUAMMU.

58. Meroabl obecneyeHUs] LETOCTHOCTA JAaHHBIX B CHUCTEMax 3alllUThI
uHpopManuu.

59.  Crangapt I'OCT P 34.10-2012 u ero npumMeHeHHE ISl SJIEKTPOHHOU
HOJITHCH.

60. IIpunnumnsl paboThl U TpUMeHeHne anroputma RSA.

61. OcobeHHOCTH ¥ TpPUMEHEHUE KpUNTOTpaduu C DIUTUNTHUYECKUMHU
kpuBbiMu (ECC).

62. MexaHu3mel AHOHMMHOCTH u KOH(UACHIIMATEHOCTH B
KpUNTOrpauyecKux CUCTEMax.

63. OcHoBbl KpunTorpa@uueckor 3aluTbl MOOUJIBHBIX U  00JIAYHBIX
CEPBUCOB.

ITK-3.

64. CoBpemeHHble npuiokeHus kpunrorpadpuu. [Ipumepst.

65. Kakue osmementl  Oe3omacHoctd  coaepkur  OC  Windows
2000/XP/Vista?

66.  DTamnbl MOCTPOCHUS MOACUCTEMBI HHPOPMAIITMOHHOM 0€30MMaCHOCTH.

67. JlocTtouHCcTBa  OMOMETPUYECKUX  CIMOCOOOB  HWIACHTUDUKAUUA |
ayTeHTU(UKALUY IO CPAaBHEHUIO C TPAAUIIMOHHBIMU.

68. IlpaBoBbIE  IOCHEACTBHS  HECAHKIMOHUPOBAHHOIO  CbeMa W
UCI0JIb30BaHUs KOH(DHIEHIHATBbHON NH(OPMALIIH.

69. Oco0eHHOCTH TPUMEHEHUS TEXHUYECKUX CpPEJICTB YHUUYTOKEHHUS
nHGOpPMAITMU HA MATHUTHBIX U ONTHYECKUX HOCUTEIISX.

70.  Ilepeuucnure QyHKIUU U KOMIOHEHTHI cetn VPN.
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71.  Knaccupunupyiite VPN 1o cmoco0y TEeXHHYECKOW peaausaluu H
APXUTEKTYPE TEXHUICCKOTO PCIICHHMS.

72. Kakue kpunrtorpa@udeckre ITPOTOKOJBI HCIIOIB3YIOTCS IS 3aIlUThI
TEXHOJIOTUU «KITUEHT-CEpBEP»?

73. IlpumeHeHne acUMMETPUYHOW  KpunTorpapuu B DIEKTPOHHON
KOMMEpPLUH.

74.  Ilpunuunsl paboTsl 1 puMeHeHue nporokona SSL/TLS.

75.  OcCOOEHHOCTH TOCTPOCHHUS W HCIOJIb30BAaHUSL KPUNTOrpapUUecKux
TOKEHOB.

6.4. Meroanueckue MaTepuaJbl, onpeae/siloye NpoueAypbl OleHMBAHUA
3HAHMii, YMEeHNH, HABBIKOB U (MJIM) ONBITA JeSITeJHbHOCTH, XapaKTepH3yHIIHNX
Tanbl GOpMUPOBAHMS KOMIIETEHIUH

OCHOBHOI 1IEJIBI0 TPOBEIEHHUSI MPOMEKYTOUYHOM AaTTECTAllUU  SIBIISIETCS
ONpENEICHUE CTENEHU JOCTHKEHUS MLelled No Yy4yeOHOM JUCUUIUIMHE WU €€
paznenam. OcCyILIECTBISETCS 3TO IMPOBEPKOM M OLEHKOW YPOBHS TEOPETHUECKOM
3HaHUM, TOJYYEHHBIX OOyYarOlMMHCS, YMEHUSI TPUMEHSITh HUX B PEIICHUU
NPAKTUYECKUX 3a7ad, CTENEHW OBJIAJICHUA OOyYaroUUMUCA MPaKTUYECKUMHU
HABbIKAMHU U YMEHUAMH B 00beMe TpeOOoBaHUil paboueil mporpaMmsl 1Mo JUCIUIUIMHE,
a TaKXe UX YMEHHE CAMOCTOSITENIbHO paboTaTh ¢ yueOHOM IuTepaTypoil.

Opranuzanusi NMpoOBEICHUS MPOMEKYTOUHOW ATTECTAMU PErIaMEHTHPOBAHA
«Ilonoxxennem 00 opraHu3alu 00pa3oBaTENIBHOTO Ipoilecca B (denepanbHOM
rocyJapCTBEHHOM aBTOHOMHOM OOpa30BaTeIbHOM yupexaeHUH «MOCKOBCKHIA
NOJIMTEXHUYECKUN YHUBEPCUTET

6.4.1. Iloxa3zareJu OLEHUBAHUSA KOMIETEHLUHMI HA PAa3JIMYHBIX 3TANax MX
(popMHupOBaHUA, AOCTHKEHHE O0YyYAWIIMMHUCH IUIAHHPYEMbIX Pe3yJbTATOB
o0y4yeHus O AUCHUILIIMHE

Kon n naumenoBanue komnereHun [1K-1. Cnoco0eHn BHINOIHATL padoThl U yHpaBJjieHHe padoTaMu 1o

CO31aHHI0 (Mogupukaumm) " conpoBoxaenuo  UC, ABTOMATH3UPYIOIIUX  33/1a4H
OPraHu3alMOHHOI0 YIPaBJeHHs U OM3HeC-TPOIeCcChI
Jran Kpurepun oueHuBanust
(ypoBeHb
) HEYy/I0BJIETBOPUTEILHO Y/I0BJIETBOPHUTEILHO XOpOIIOo OTJIMYHO
3HATh OO6yuaronuiics Obyuaronuiics OOyuaromuiics Obyuaronuiics
JEMOHCTPUPYET TIOJIHOE | IEMOHCTPUPYET JIEMOHCTPHUPYET JIEMOHCTPUPYET
OTCYTCTBHUE WIH | HETIOJTHOE JaCTHUYHOE MOJTHOE
HEJ0CTaTOYHOE COOTBETCTBHUE COOTBETCTBHUE COOTBETCTBHUE
COOTBETCTBHUE CIEYIOIINX 3HAHUHU: | CIEAYIOMUX CIIeTYFOIIINX
CIEYIOIINX 3HAHUM: Pa3paboTka Mozenu | 3HaHMUIA: 3HaAHWUU:
Pazpabotka MoJieH | OU3HEC-TIPOIIECCOB PaspaboTka PaspaboTka
OM3HEC-TIPOIIECCOB 3aKa34uKa MOJENHN OusHec- | Mozenu OousHec-
3aKa3yuKa MIPOIIECCOB MIPOIECCOB
3aKa34ymrKa 3aKa34ymrKa
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yMeThb Ob6yuatomuiics He ymeeT | OOyuaronuiics OOyuaromuiics OObyuaronuiics
WIX B HEIOCTAaTOYHOH | IEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
CTETIeHU YMEET | HEeTOJHOe YaCTUYHOE MIOJTHOE
BBITIOJTHSTH! COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
PazpabatsiBaTh 0a3bl | CIICAYIONIMX YMEHHH | CleIyromux CIIEYIOLINX
nanubix 1C Pa3pabarbiBate 0a3bl | yMEHUI: YMEHUH:
nanHbix M1C PazpabaTsiBaTh PazpabaTsiBaTh
0a3e! gagaeix UC 0a3se! qagaeix UC
BaageTb | OOyuaromuiics He | OOyuaromuiics OOyuarommmcst OObyuaronuiics
BIAZceT  WIH B | BIAJCET B HEIMOJHOM | JIOITyCKAIOTCS CBOOOHO
HE/IOCTaTOYHON CTEeNEeHU | 00beMe U TPOSABISAET | HE3HAYUTEIbHbIC PUMCHSIET
BJIZICET: TEXHOJIOTHSIMU | HEJOCTaTOYHOCTh OLINOKH, HOJTy4eHHbIC
IpOTrpaMMHUPOBAHUS, BJAJICHUsI HaBBIKAMH | HETOUYHOCTH, HaBBIKH, B TIOJHOM
TEXHOJIOTUSIMH paboThI 3aTpyIHEHUS, o0beMe  Blazeer
MOJyJIbHOTO TEXHOJIOTUSIMH YaCTUYHO BIIAJICET | HABBIKAMU PAOOTHI
TECTUPOBAHUS NC | nporpamMmupoBaHus HaBbIKAMH pa0OTHI | TEXHOJIOTHUSIMHU
(Bepudukaryn) TEXHOJIOTUSIMH TEXHOJIOTUSIMH IPOTPaMMHUPOBAHU
MOJYJIEHOTO NPOTrPaMMHPOBAHU | 5
TECTUPOBAHUS UC | s TEXHOJIOTUSMH
(BepuduKkarmm) TEXHOJIOTHSIMU MOMYJILHOTO
MOZYJIBHOTO tectupoBanus HC
tectupoBanus MC | (Bepudukammm)
(Bepudukarmm)

Kon n nanmenoBanne xomnerenuuun ITK-3. Cnocoben paspadaTbiBaTh KOMIOHEHTBI CHCTEMHBIX
NPOrpaMMHBIX NPOAYKTOB

dramn Kpurepuu ouennBanus

(ypoBeHn

b) HEY/I0BJIETBOPUTEIbHO | YAOBJETBOPUTEJBHO | XOPOILIO OTJIMYHO

3HATH OO0yuarommiicst OOyuarommiics OO0yuarommiics OOyuarommiics
JEMOHCTPHUPYET IOJHOE | AEMOHCTPHPYET JIEMOHCTPUPYET J€MOHCTPUPYET
OTCYTCTBHUE WIH | HETIOJIHOE 4aCTUYHOE MOJTHOE
HEI0CTaTOYHOE COOTBETCTBHUE COOTBETCTBHUE COOTBETCTBHUE
COOTBETCTBHUE CIIeIyIOIIMX 3HAHUM: | CIeAYIOLIUX I (13 % 0111704
CIEAYIOIINX 3HAHWIA: Coznanue 3HAHUM: 3HAHUM:
Co3pnanue WHCTPYMEHTAJIbHBIE Co3pnanue Co3nanue
UHCTPYMEHTAJIbHBIE CpezcTBa WHCTPYMEHTAIBHBI | HHCTPYMEHTATbHBI
CpencTBa MIPOrPaMMHUPOBAHHUS € cpeacTBa € cpeAcTBa
PO pPaMMHUPOBAHUS IPOTPaMMUPOBAHU | IPOTPAMMHUPOBAHH

s A

yMeThb Ob6yuatomumiics He ymeeT | OOyuaronmiics OOyuarommiics OO6yuaronuiics
WIM B HEIOCTAaTOYHOHN | JEMOHCTPHUPYET JEMOHCTPUPYET JEMOHCTPUPYET
CTETIeHU YMEET | HEeTIOJHOE YaCTUYHOE MIOJTHOE
BBITIOJIHSTh: COOTBETCTBUE COOTBETCTBUE COOTBETCTBUE
Pazpabotka CIEAYIOINX YMEHUM: | CIEAYIOLIUX CIEQYIOLINX
KOMIUJISTOPHI, Pa3zpaboTtka YMEHUM: YMEHUM:
3arpy3udKd, COOPIIUKH | KOMITAJISATOPBI, PaspaboTka PaspaboTka

3arpy34uKu, KOMIUJISITOPBI, KOMIUJISITOPBI,
cOOpUINKH 3arpy34MKH, 3arpy34mKH,
COOpITUKH COOpITUKH
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BaageTb | OOyuaromuiics He | OOyuaromuiics OOyuarommmcst OObyuaronuiics
BIAZiceT  WIN B | BIAJCET B HEIMOJHOM | JIOIyCKAIOTCS CBOOOHO
HE/IOCTaTOYHON CTEeNeHU | 00beMe U TPOSABISAET | HE3HAYUTEIbHbIE PUMCHSET
BIIaJICET: HEJI0OCTaTOYHOCTh oMok, HOJTy4eHHbIE
Pa3paboTkoii cucTeMHbIe | BIaJeHUs] HaBBIKAMHU | HETOUHOCTH, HaBBIKH, B TIOJIHOM
YTUJIATHI paboThI 3aTpyAHEHUS, obbeme  Biageer

PazpaboTkoit YaCTUYHO BIIA/ICET | HABBIKAMH PabOTHI

CHCTEMHBIEC YTHUJIUTHl | HaBbIKaMu pabotel | Pa3pabotkoii
Pa3pabotkoit CHUCTEMHbBIC
CHCTEMHBIE YTUIINATHI
YTUJIATBHI

6.4.2. MeToauKa OLlEHMBAHUS Pe3YJbTATOB POMEKYTOYHON aTTEeCTAIUU

IIokazarensimu OLICHUBAHUA KOMHGTGHHI/Iﬁ Ha

oTaIlIcC

MPOMEKYTOUYHOMN

aTTeCTaiuu I10 JUCHMUIIIINHC «KpI/IHTOFpa(i)I/I‘IGCKI/IC MCTOJbI 3alIIUTHI I/IH(i)OpMaHI/II/I»
ABJIKOTCA PC3YJIbTAThI 06yquI/I$I 110 JUCHOUIIIINHC.

OueHoYHbIH JUCT Pe3yabTATOB 00y4YeHHsl 0 IMCHHUILIJINHE

YpoBeHb
Ko c(OpMHUPOBAHHOCTHU
KOMITETEHIIMH 3HaHus YmMenus Hagbiku KOMIIETEHIIUM Ha
JTaHHOM JTare /
OLICHKA
Ha ypOBHE Ha ypOBHE Ha ypOBHE
3HaHUM: YMEHUN: HAaBBIKOB:
3HATh yMETh 3JIEMEHTaMH
CTaHJIapTHHIE MIPUMEHSTH (YHKIIMOHAIIEHOTO
3aJ1auu MaTeMaTUYeCKH | aHaJIu3a;
MpoeCCUOHANBH | € METOJIBI, OnOIMOTEYHO-
Oif IEATENbHOCTH; | BRIYUCIUTEIbHY | OnMOIuorpaduueck
[1K-1. Crocoben | 3HaTh 10 TEXHUKY JUIS | UMW 3HAHUSIMU.
BBITIOJTHATD COBpPEMEHHBIE pereHus
paboTel 1 TeHJACHIUU MPAKTUYECKHUX
YTIPAaBJICHUC pa3BuTHA 3a/1a4;
paboTamu 1o MH(OPMATUKU U | YMETH
CO3HaHHIO BBIUKMCITMTELHON | AaHAIM3UPOBATH
(MomuprKamy) TEXHUKH, Y BBIOMPATH
COHpOBOH)KL[eHI/IIO KOMITBIOTEPHBIX METO/IbI U
HC, TEXHOJOTHI 1 cpeacTaa
aproMatHsupyio | TYTH HX obecrieueHUs
IUX 3a1a9H MPUMEHEHUS B nH(pOpMaAITMOHH
Opra’Hu3aluoOHHO HpO(I)eCCI/IOHaJ'IBH on
ro ynpapieHus 1 | OW JAeSTEIBHOCTH, | O€30MaCHOCTH.
ousHec- 3HaTh OCHOBBI
Iponeccel nH(pOpPMaLIMOHHO-
KOMMYHHKAIIMOH
HBIX TEXHOJIOTHH;
3HATh MOHSITHS
KOH(pUACHITHATHH
oif nH(popmanuu,
MEePCOHAIBHBIX
JTAHHBIX U
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roCyJapCTBEHHOMN
TaHBI.
Ha YPOBHE Ha YPOBHE Ha YPOBHE
3HaHUM: YMEHUN: HAaBBIKOB:
3HATh CYIIHOCTh | YMETb BHIOMPATh | YUCIEHHBIMU
1 3HAYCHHUE HEO0X0IMMbIC METOJIaMH
nH(popMaIuy B WHGOPMALIMOHH | PEIICHUS CUCTEM
pa3BUTUU B bI€ PECYpChI U mQepeHIaIbHbI
pa3BUTUHU HMCTOYHHKHU X U
COBPEMEHHOTO 3HAHUU B anreOpandyecKkux
MH(OPMALIMOHHOT | AJIIEKTPOHHON YpaBHEHHUH,
0 00I1IECTBA; cpene METOIaMH
3HATh OCHOBBI YMETb BBISBIATH | aHATUTHUECKON
MaTeMaTHKH Ha YIpO3bI r€OMETPUHU, TEOPUU
YpOBHE, MH(GOPMAILIMOHH | BEPOSITHOCTEHN U
HEO0OXOAUMOM oit MaTeMaTHYeCKOU
[IK-3. Criocoben | AJIS PELIEHUS 0€30MacHOCTH. CTaTUCTHUKH,
paspabareiBaTh | CTAHJAPTHBIX YMETh MaTeMaTH4eCKOM
KOMIIOHEHTBI 3a1a4 MPUMEHSITh JIOTUKHU, TEOPUH
CUCTEMHBIX npodeCCHOHANIbH | MaTeMaTU4YeCKH | Tpad)oB U TEOPUU
HPOrpaMMHBIX | o}f NeSITeNbHOCTH;, | € METO/IbI, aJITOPUTMOB;
HIPOAYKTOB 3HATH BUJIBI BBIUUCITUTEIIbHY | DJIEMCHTAMHU
yIpo3, 10 TEXHUKY U1 | (PyHKIIMOHAIBHOTO
BO3HHUKAIOIINE B | pPEIICHUSA aHaJIn3a;
nporecce MPAKTHYECKHUX OMOIMOTEYHO-
MH(OPMALIMOHHO | 3a]ady; oubmmorpaduyeck
i IeITeNbHOCTH; | YMETh MMHU 3HAHUSIMU;
3HATh METOJIbI U aHAJU3UPOBATh | METOJAMH U
CpencTBa U BBIOUPAThH CpencTBa
obecrieueHns METOIBI obecrieueHus
MH(OPMAILIMOHHO | CPENCTBA uH(GOPMalMOHHON
1 6€30MacHOCTH obecrieueHus 0€30MacHOCTH.
00BEKTOB nH(pOPMaILIMOHH
npodeCCHOHANBH | O
O IeATeIbHOCTH. | 6€30MacHOCTH.
OneHka 1o JUCHHILTHHE (CpeaHee apuMETHIECKOE)

Onenka 1O JUCHUUIUIMHE 3aBHCHUT OT YPOBHS  CPOPMUPOBAHHOCTH
KOMITETEHIINN, 3aKPeIJICHHBIX 3a AWCIUIUIMHOW W TPEACTAaBISET CO0O0W CcpemHee
apu(pMETHIECKOE OT BBICTABIICHHBIX OIEHOK IO OTMIEIHHBIM pe3yJibTaTaM O0y4YeHUs
(3HaHMSI, YMEHUSI, HABBIKH).

O1eHKa «3a4TEHOY» BBICTABJISETCS, €CIU CPeAHEee apu(PMETUUECKOE HAXOIUTCS
B uHTepBasie oT 2,4 no 5,0. OueHka «HE 3a4TE€HO» BBICTABISETCS, €CIU CPEaHEE
apudmeTnyeckoe HaxoauTcs: B uHTepBaie ot 0 1o 2.4.

[IpomexyTouHasi artectarusi oOydaromuxcs B ¢popme 3adeTa MPOBOJUTCS IO
pe3yibTaTaM BBIMOJHEHUST BCEX BHUAOB Y4eOHOM paloThl, MPEIyCMOTPEHHBIX
y4eOHbIM TUTaHOM 1o auciuiuinHe «Kpunrorpadguueckue MeTombl 3allUThI
uHboOpMaIK», TPU OTOM YUYUTHIBAIOTCA PE3YJNbTaThl TEKYIIETO KOHTPOJIS
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yCIEeBaeMOCTH B TeueHue cemectpa. OleHKa CTeNeHH JOCTUKEHUST 00yUYaromuMUCS
IUTAHUPYEMBIX ~ pE3yJAbTaTOB ~ OOy4YeHUST 1O  JUCHUIUIMHE  TMPOBOJUTCS
IIpEIoIaBaTesieM, BEAYIIUM 3aHATHS 110 JUCHUIUIMHE METOJAOM 3KCIEPTHOM OLEHKHU.
[Io wroramMm mNpPOMEKYTOYHOW ATTECTAUHUHU IO JUCLUIIIMHE BBICTABIIETCA OLCHKA
«3a4TEHO», WIIN «HE 3a4TEHO.

HIxkana
OLICHUBAHHUSA

Onucanue

BrinonHens! Bce BUJbI yueOHON paOOThI, MpelyCMOTPEHHbIE YYEOHBIM IJIAHOM.
CTyZeHT 1eMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHH, HABBIKOB MPUBEJCHHBIM B
TabNMUIAX [OKa3aTeneil, omnepupyeT NPHOOPETEHHbIMU 3HAHMAMH, YMEHUSAMH,
3ayTeHo HaBbIKaMU, IPUMEHSET UX B CUTYalUsIX NOBBILIEHHON CII0KHOCTH. [Ipu 3TOM MOTyT
ObITb JIOMYILIEHbl HE3HAYUTEIbHbIC OIIMOKM, HETOYHOCTH, 3aTPyAHEHUs IpH
aHAJIMTUYECKUX  OMNepalusX, IMepeHoce 3HAaHWUW M YMEHUH Ha HOBBIE,
HECTaH/IapTHbHIE CUTYaLUH.

He BbimosiHeH oauH wiu Oosee BHIOB y4yeOHOW paboThI, MpPeayCMOTPEHHBIX
y4eOHbIM TIaHOM. CTYIEHT AEMOHCTPUPYET HEIOJIHOE COOTBETCTBHE 3HAHUM,
YMEHHUH, HaBBIKOB MO 3TanaMm (ypoBHSIM) c(OpPMHUPOBAHHOCTH KOMIIETCHIIUH,

He 3aureno N .
JOIIYCKAIOTCAd 3HAYUTCIbHBIC OIHI/I6KI/I, MMPOABJIACTCA OTCYTCTBUC 3HAHWM, YMCHUMU,
HABBLIKOB IIO pAOY HOKEB&TGJ'IGIZ, CTYACHT UCIBITBIBACT 3HAYUTCIIBHBIC 3aTPYAHCHUA
IIpu ONICPpUPOBAHNU 3HAHUAMU U YMCHHUAMMU IIPHU UX IIEPECHOCE HA HOBBIC CUTYallUH.
7. JaekTpoHHast HHGOPMAITMOHHO-00pa30BaTe/IbHAA cpeaa

Kaxprii oOyuaromuiicss B TeYCHUE BCETO TMeprUoja 00ydeHUs 00eCIeunBacTCsI
WHIMBHUIyAJIbHBIM HEOTPAaHUYCHHBIM JIOCTYIIOM K 3JEKTPOHHOW HH(OpMaIMOHHO-
obpazoBarenpHOl cpene Yebokcapckoro wuHcTUTyTa ((duimnana) MOCKOBCKOTO
MOJUTEXHUICCKOTO YHUBEPCUTETA M3 JIIO0OW TOYKU, B KOTOPOH MMEETCS IOCTYI K

UH(OPMAITMOHHO-TEICKOMMYHUKAIMOHHOW cetn  «MHTepHeT» (mamee — ceTh
«HTEepHETY), KaK HAa TEPPUTOPHUH (PUiIHalia, TAK U BHE €e.
OnexTpoHHas WHGOPMAIMOHHO-00pa3oBaTeIbHasl Cpella — COBOKYIMHOCTb

WHOOPMAITMOHHBIX M TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, COOTBETCTBYIOIINX
TEXHOJIOTMYECKUX  CPEICTB, OOECNEYMBAIOIIMX  OCBOCHHE  OOYyYarOIIUMHUCS
00pa30BaTeNbHBIX MPOrPaMM B MOJIHOM 00BbEME HE3aBHUCHMO OT MECTa HaXOXKJICHUS
0o0yyarommxcs.

DnekTpoHHas nH(PpOpPMaIIMOHHO-00pa3oBaTeibHas cpeia 00ecrieunBaeT:

a) IOCTYI K y4eOHBIM MJIaHaM, pabo4YrM MporpaMMamM JUCHUIUIMH (MOAyJiel),
NPAKTUK, AJEKTPOHHBIM YUYE€OHBIM M3JAHUSM U DJIEKTPOHHBIM 00pa30BaTEIbHBIM
pecypcaM, yKa3aHHBIM B pa0OUurX MporpaMMmax JUCIHUIUIHH (MOIYJIei), MPaKTHK;

0) dbopMupoBaHHe >JIEKTPOHHOTO MOPTHOIHUO OOYUYAIOIIETOCs, B TOM YHCIIE
COXpaHEHHE ero padoT M OLICHOK 3a 3TH pabOTHI;

B) pUKCaIINIO X0J1a 00pa30BaTeNbHOTO nporecca, pe3yJIbTaToB
IPOMEKYTOYHOM aTTeCTAIlK B PE3yJIbTATOB OCBOCHUS MPOTPAMMBI OaKaiaBpHuaTa;
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T') MPOBEJCHUE YUCOHBIX 3aHATHH, MPOLEIYp OLIEHKH PEe3yJbTaTOB 00y4YeHUS,
peanu3aiys KOTOPBIX MPEIyCMOTpPEHA C MPUMEHEHHEM BJIECKTPOHHOIO OOyYEHWS,
JTUCTAHITMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTU;

1) B3aUMOJICHCTBHE MEXKIy YY4aCTHUKaMH 00pa30oBaTEIHHOTO MpOIEecca, B TOM
YUCJI€ CUHXPOHHOE M (WJIM) ACHHXPOHHOE B3aMMOJICUCTBUSL TOCPEACTBOM CETH
"Nntepuer".

OYHKIMOHUPOBAHUE 3JIEKTPOHHOM HMH(POPMALIMOHHO-00Pa30BaTEIbHON Cpe/Ibl
oOecrieunBaercs COOTBETCTBYIOIIMMU CpeICTBaMH nH(OPMAIMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTMH W  KBaguuKalueir  paOOTHHKOB, €€
UCIOJIB3YIOIINX U MOAIEPKUBAOIINX.

OYHKIIMOHUPOBAHUE DJIEKTPOHHOU MH(POPMALIMOHHO-00Pa30BaTEIbHON CpeIbl
COOTBETCTBYET 3aKOHOAATENbCTBY Poccuiickon denepanumu.

OcuHoBHbIME cocTaBisrommMu SNOC dunmnana aBisroTCs:

a) callT wuHcTUTYTa B ceTu VIHTepHET, pachoJOKEHHbIM 1O aJpecy
www.polytech21.ru, https://chebpolytech.ru/ koTopslii oOecrieunBacT:

- Jgoctyn oOydaromuxcs K Y4YeOHbIM TIUIaHaM, paboyuM mporpammam
TUCITUTUINH, TPAKTUK, K W3JAHUSAM DJICKTPOHHBIX OWOJMOTEUHBIX CHCTEM,
AIIEKTPOHHBIM HMH(POPMAIIMOHHBIM W 00pa30BaTENBHBIM pecypcaM, yKa3aHHBIX B
pabounx mporpammax (pazaenbl caiita «CBeneHuss 00 0Opa3oBaTeIbHOU
OpraHu3alumn»);

- nH(opMupoBaHUe 00yUaroIUXCsi 000 BCeX U3MEHEHUIX Y4eOHOro rmpoiiecca
(HOBOCTHAsI JIEHTA caiiTa, IEHTa aHOHCOB);

- B3aUMOJICUCTBHE MEXIy YyYaCTHMKaMU 0O0pa3oBaTeIbLHOrO Ipoiiecca
(moapazzensl caitta «3agaTh BOMPOC AUPEKTOPY»);

0) odwuimanbHbie SJICKTPOHHBIC ajapeca TMOApPa3ICNeHUH U COTPYIHUKOB
uHCTUTYyTa C SHAekc-momeHoMm (@polytech2l.ru (cUCOK KOHTAaKTHBIX JAHHBIX
nojpasneneHuit Ounnana pasMmeiieH Ha odunmanrbHOM calite Punuana B paszerne
«KOHTaKThI», CHUCKA KOHTAKTHBIX OQUIMATBHBIX  JJIEKTPOHHBIX  JIAHHBIX
nmpernojaBareneldl  pasMmemieHsl B moapasnenax  «Kadeape») obecnedmBaror
B3aMMOJICHCTBHE MEX]Ty YYACTHUKAMH 00pa30BaTEIbHOIO MPOLECCa;

B) JIMUHBIA KaOuHeT oOydaromierocs (moptdonno) (BXOA B JIMYHBIM KaOMHET
pa3MellleH Ha oduuuanbHoM caiite Ounnana B paszzaene «CTyIeHTy» mnojpasjese
«OneKTpoHHass UH(POPMAIMOHHO-O0pa3oBaTeibHas Cpelay) BKIKOYaeT B ceOd
nopToanuo  CTyA€HTa, JJIEKTPOHHbIE BEJOMOCTHU, PEUTHHI CTYJAEHTOB U
00ecCreunBaeT:

- ¢uKcaluio xo/1a 00pa3zoBaTEIHLHOTO MPOIIECCa, PE3YIHTATOB MPOMEKYTOUHOM
aTTECTAIlMU U Pe3yJbTaTOB OCBOCHHS 00pa30BaTEIbHBIX MPOTrPaMM O0yHAIOIIUMHUCS,

- ¢opMupOBaHUE AJIEKTPOHHOTO MOPTHOINO 00YyUaIOIIerocs, B TOM YHCIIC C
coXpaHeHHE paboT 00yJaroIIerocs, peleH3uid U OICHOK Ha 3TH paboThI,

r) DOJEKTPOHHBIC OMOJMOTEKH, BKJIIOYAIONIME DJICKTPOHHBIE KaTajorH,
MOJIHOTEKCTOBBIE JJOKYMEHTBI U 00ECIeUMBAIOIMEe TOCTYN K Y4eOHO-METOANUYECKUM
MaTepHaliaM, BBIITYCKHBIM KBATH(PUKAIIMOHHBIM padoTaM | T.1.:

YebOokcapckoro uacruryta (punmnana) - <K MPBUCy

1) 2JEeKTPOHHO-0MOnoTeunsie cuctembl (ObC), BKIIIOYAIONINE AIEKTPOHHBIN
KaTaJioT ¥ MOJIHOTEKCTOBBIE JOKYMEHTHI:
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- OBbC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenbsHas mnatdopma FOpai - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

e) mwiaropma 1 poBOro o0Opa3oBaHUs [TonuTexa -
https://Ims.mospolytech.ru/

K) cucTeMa « AHTUILUIaruar -https://www.antiplagiat.ru/

3) cucteMa »3JeKTpoHHOro mokymenroobopora DIRECTUM Standard —
o0ecrneynBaeT JOKyMEHTO000pOT Mex 1y Puinanom U Y HUBEPCUTETOM;

n) cucrema «1C Ynpasnenue BY3oM DnektpoHHbIi nekaHat» (MOCKOBCKUi
MOJINTEXHUYECKUN YHUBEPCUTET) oOecreynBaeT (hUKCcaluio xo/1a 00pa3oBaTeIbHOIO
mpolecca, pe3ysbTaToB MPOMEXKYTOUHOW aTTECTAllMd W PE3yJbTaTOB OCBOCHUS
00pa3oBaTeNbHBIX MPOrpaMM 00yYarOIUMUCS;

k) cucrema «POLYTECH systems» obOecneunBaer uWHGOPMAIIMOHHOE,
JOKYMEHTaJIbHOE  aBTOMATHU3HPOBAaHHOE  COMPOBOXKICHHE  00pa30BaTEIHHOIO
npolecca;

1) cucreMma «AOUTYypHEHT» o0ecrnieunBaeT JOKYMEHTAJIBHOE
aBTOMATHU3HPOBAHHOE COMPOBOXKACHUE PAOOTHI MPUEMHON KOMHCCHHU.

8. IlepeyeHb OCHOBHOW M [ONOJHHUTEJIBHOH Y4eOHO#W JIMTEpPaATYpBHI,
HEe0O0XO0UMOii 1JIf 0OCBOEHUSI TN CUHUIJIMHBI

OcHOBHas JIMTEpaTypa:

1. BuaykoB, A. A. 3amwura u"dopmanuu : y4yeOHUK Ui By30B / A. A.

BnaykoB. — 3-e u3z., nepepad. u qon. — Mocksa : U3parensctBo FOpaiit, 2025. —
161 c¢. — (Bwicmiee oOpazoBanue). — ISBN 978-5-534-07248-8. — Teker :
anekTpoHHbii //  OOpazoBarenbHas 1iatdpopma IOpaitt [caiit]. — URL:
https://urait.ru/bcode/561313.

2. TymOunckasi, M. B. 3ammura nundopmanum Ha mpeanpusaTuu : yueOHoe

nocob6ue /g By30B / M. B. TymOunckas, M. B. [lerpoBckuii. — 2-e u3z., crep. —
Cankr-IletepOypr : Jlanp, 2025. — 184 ¢. — ISBN 978-5-507-52967-4. — Texcr :

ANEKTPOHHBIN //  JlaHb : 3IeKTpOHHO-OMOnMoteuHass cuctemMa. —  URL:
https://e.lanbook.com/book/463043. —  Pexum  pgocTyma: sl aBTOPU3.
I10JIb30BAaTEIIEH.

3. [IpoxopoBa, O. B. MHWadopmanmonHas O0€30MacHOCTh U 3alllUTa

uHpopmaimu : yueOHuk ais By3oB / O. B. IIpoxopoBa. — 6-e u3f., crep. — CaHKT-
[TerepOypr : Jlawb, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcrT :

ANEKTPOHHBIN //  Jlanb : 3iexkTpoHHO-OMONMMoTeuHass cuctema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  pmoctyma: s aBTOpH3.
IIOJIb30BATEIIEH.

4. Basunmun, . A. WHpopManmvoHHbIE TEXHOJOTUM B YIPABJICHUH

KauyecTBOM U 3amuTa uHpopManun : yueOHoe mocobue mis By3oB / S1. A. BaBwiuH,
B. I'. Conpnaros, U. I'. MankeBuu. — Cankt-IletepOypr : Jlaub, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — Tekcr: >neKTpoHHBIA // JlaHb : 3JIEKTPOHHO-
oubmmoreunast cucrema. — URL: https://e.lanbook.com/book/447242. — Pexum
J0CTyTa: JIJIsl aBTOPH3. MOJIh30BATENICH.
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JononHurenbpHas JUTEpaTypa:

1. 3enkoB, A. B. Mndopmannonnas 6e30MacHOCTh U 3amuTa nuHpopmauu
: yueOHuK ans By30B / A. B. 3eHkoB. — 2-e usn., nmepepad. u gom. — Mocksa :
NznarensctBo FOpaiit, 2025. — 107 ¢. — (Bwicmee o6pa3oBanue). — ISBN 978-5-
534-16388-9. — Texkct : anektponnsii // ObOpaszoBarenbHas miatdopma HOpaiit
[caiit]. — URL: https://urait.ru/bcode/567915.

2. Jlocb, A. b. Kpunrorpapuueckue MeToabl 3allUThl UHPOPMALUU IS
U3yYaroUuuX KOMIBIOTEPHYIO 0€301acHOCTb : yueOHUK i By30B / A. b. Jlock, A. O.
Hecrepenko, M. 1. PoxkoB. — 2-e u3a., ucnp. — Mocksa : M3narensctBo FOpaiir,
2025. — 424 c. — (Bwicmiee obpazoBanue). — ISBN 978-5-534-12474-3. — Texkcr :

anekTpoHHbI  //  OOpa3oBarenbHas I1aTdopma

Opaiit [caiit]. — URL:

https://urait.ru/bcode/560426.

ITepuonuka:

CucteMbl yrpaBlieHUs] 1 MHQOPMAIMOHHBIC TEXHOJOTUU: HAYYHBIN KypHAT -
URL: http://sbook.ru/suit/- TekcT : 21€KTPOHHBII

9. IIpodeccnonanbubie 0a3b1 JAHHBIX U HH(POPMALHOHHO-CIIPABOYHbIE

CHUCTEMbI

[IpodeccrnonanpHas 6a3a
JaHHBIX U WHOOPMAIIMOHHO-
CIIPAaBOYHBIC CHCTEMBI

Wndopmanus o npaBe cOOCTBEHHOCTH (PEKBU3HUTHI JOTOBOPA)

YHuBepcurerckas
nH(pOpMAITMOHHAs CUCTEMA
POCCUH
https://uisrussia.msu.ru/

TemaTtuueckas 371eKTpoHHast OubinoTexa u 0aza s
NPUKITAIHBIX UCCIIEA0BAHNH B 00IaCTH SKOHOMUKH, YIIPaBJICHUS,
COIIMOJIOTHH, JINHTBUCTHUKH, (punocoduu, Gumonorum,
MEKIYHAPOAHBIX OTHOIICHUH, ITPaBa. CBOOOIHBIN JOCTYII

Hay4Has DJIEKTPOHHAas
oubnuoteka Elibrary
http://elibrary.ru/

Hayunas snekrponnas 6ubmmorexka eLIBRARY.RU - sto
KpYMHEHUIIUI poccuiickuii HHPOpMaIIMOHHO-aHATUTUYECKUN
opTaln B 00J1aCTH HAYKU, TEXHOJIOTUU, MEAULIMHBI U
o0pa3oBaHusl, cofepkKaluil peepaTsl U MOJHbIE TEKCTHI OoJee
26 MITH HayYHBIX CTAaTeH W MyOJUKAINii, B TOM YHCIIe
ANEeKTpOoHHBIE Bepcun 6omnee 5600 poccuiickix HayYHO-
TEXHUYECKHX JKYPHAJIOB, U3 KOTOPbIX Oosiee 4800 sxypHAJIOB B
OTKPBITOM JOCTYIE CBOOOAHBIN JOCTYI

caiit UHCcTUTYTa Hay4YHOI
nHpOpMAIUU TIO
obmecTBeHHBIM Haykam PAH.
http://www.inion.ru

bubnuorpaduueckue 6a3sr nanusix MTHHUOH PAH no
COLIMAJIbHBIM U TYMaHUTAPHBIM HayKaM BeAyTcs ¢ Hadana 1980-x
roaoB. OO 00EM MaCCUBOB COCTAaBJIAeT OoJiee 3 MIIH.

500 Teic. 3anucelt (nanubie Ha 1 suBaps 2012 r.). Exxerogslit
npupocT — okoJio 100 Teic. 3anucei.

B 6a3bl 1aHHBIX BKJIIOYAIOTCSI aHHOTUPOBAHHbIE OMMCAHUS KHUT
Y CTaTeH U3 )KypHAJIOB U cOOpHUKOB Ha 140 s3bIKax,
noctynuBunx B @ynnamenransuyto oubauoreky MHUOH
PAH.

Onucanus craTeil U KHUT B 6a3ax JJaHHBIX CHAOXEeHbI UPPOM
XpaHEHUs ¥ CCbUIKaMH Ha IOJIHbIE TEKCThl HCTOYHUKOB U3
HayuHoii 571eKTpOHHOM OUOIHOTEKH.

®denepanbHbIA OPTAT
«Poccuiickoe
oOpazoBaHue» [DIeKTPOHHBIN

denepanpHbIil noptan «Poccuiickoe o6pa3zoBanue» —
YHHUKAJIBHBIN HHTEPHET-pECYpC B chepe 00pa3oBaHUS U HAYKHU.
E>xelHeBHO MyOJIMKYET camble aKTyaJlbHble HOBOCTH, aHOHCHI
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pecypc] — http://www.edu.ru

COOBITHI, MTHPOPMAITMOHHBIE MaTEPHAIIBI VISl IIUPOKOTO KPyTa
yuTarenei. ExxeHenenbHO Ha mopTalie pa3MelarTcs
AKCKJIIO3UBHBIE MaTepUalIbl, MHTEPBbIO C BEIYILIUMHU
CHelHaJucTaMH — IIeIaroraMu, ICUX0JI0OTaMu, YYEHBIMH,
pPENOpPTaKU U AHATTUTUYECKUE CTATHU.

UwuraTenu noiaydaroT JOCTYII K HOPMAaTHBHO-TIPaBOBO 0aze
cdepbl 00pa3oBaHUs, OHH MOTYT TOJIb30BATHCS CAMBIMU
Pa3IMYHBIMU MOJIE3HBIMU CEPBUCAMH — TAKUMU, KaK OHJIAITH-
TECTUPOBAHUE, ONMPOCHI 110 AKTYaJIbHBIM TEMaM M T.]I.

HNudopmanmronnbie
TEXHOJIOTUH — MIEPHOANYECKOE
HAYYHO-TEXHHUYECKOE U3TaHNE
B 001acTi MH()OPMAITOHHBIX
TEXHOJIOTHH,
ABTOMATU3MPOBAHHBIX CHCTEM
Y MCTIOJIb30BaHHUS
HHGOPMATUKH B PA3TUIHBIX
MPHUIIOKCHHSIX

novtex.ru

N3naTenbCcTBO BHIMTYCKAET TEOPETHUSCKHUE U TIPUKIIATHBIC
HAYYHO-TEXHHUYECKHE KYPHAJIbI, 00CCIICYHBAIOIIIE HAYYHOH,
MIPOM3BOJICTBEHHOM, 0030pHO-aHATUTHYECKOH U
oOpazoBarenbHON HH(pOpMaIel PYKOBOIAIINX pAOOTHUKOB 1
CHEIMATMCTOB MPOMBIIIICHHBIX TPEIPUITAN, HAYIHBIX
aKaJIeMUYECKHUX U OTPACIICBBIX OPTaHU3aINH, a TAKKe YU4eOHBIX
3aBeJICHUH B 001aCTH MPUOPUTETHBIX HATIPABICHUHN Pa3BUTH
HAYKH U TEXHOJIOTHH.

Acconuyanus UHXEHEpHOTO
oOpa3zoBanus Poccun
http://www.ac-raee.ru/

CogepiieHCTBOBaHHE 00pa30BaHUs U HHXKEHEPHOU
JIESITEIBHOCTH BO BCEX MX MPOSBICHUSX, OTHOCSIINUXCS K
y4eOHOMY, HAYYHOMY M TEXHOJOTHYECKOMY HalpaBICHHIM,
BKJIIOYAsi IPOLECCHI IPETIOAaBaHMsl, KOHCYJIbTUPOBAHNUS,
UCCIIeIOBaHMsI, pa3paboTKy MHXEHEPHBIX PEIICHU, OKa3aHuUs
IIMPOKOTO CIIEKTpa 00pa3oBaTeIbHBIX YCIyT, 00eCTICUeHUS
CBsI3€ii ¢ 0OIIECTBEHHOCTHIO, POU3BOACTBOM, HAYKOU U
MHTETpaIH B MEKIYHApOIHOE HAy4YHO-00pa30BaTeIbHOE

MIPOCTPAHCTBO. CBOOOIHBIN JOCTYI

10. IIporpammHoe oOecneyeHne  (JIMIEH3MOHHOE M  CBOOOIHO
pacnpocTpaHsieMoe), UCHOJb3yeMoe MPH OCYLIeCTBJIEeHUH 00pa3oBaTeJbHOI0
npouecca

Nudopmanus o npase
COOCTBEHHOCTH (PEKBU3UTHI
Aynuropust [Iporpammuoe obecrieueHue

JIOTOBOpPA, HOMEP JHIICH3UH U
T.J.)

Ne 2196 YueOHas ayautopus
IUIS TIPOBENICHUST Y4eOHBIX
3aHATHIA BCEX BHIOB,
[peTyCMOTPEHHBIX POrPaMMOi
cpenHero npohecCHOHAIBLHOIO
oOpa3zoBanHwst/OakanaBpuara/
crenrainTeTa/
MarucTpatypbl/0akanaBpuara/
CIeaInTeTa/ MAruCTPaTyphl,,
OCHAIlIeHHast 000pyI0OBaHUEM H
TCXHUYCCKUMU CPEACTBAMU
00y4eHHsI, COCTaB KOTOPBIX
oIpezessieTcst B pabounx
porpaMmax AUCLUUIUIAH
(Momyeit)

KaOuHeT cucTeM yrpaBlIeHUs
000 «HITO «Kackan-I'PVYII»

'Windows 7 OLPNLAcdmc

norosop NeJ103 ot 30.05.2012) ¢
noncoriameHussMu oT 29.04.14 u 01.09.16
(OeccpodHast TUTICH3S)

Kaspersky Endpoint Security nis 6uzneca
— Pacmmpennsiii Russian Edition. 150-249
Node 2 year Educational Renewal License

CyO6nunensnonnslit norosop Ne ITTTH-
126/2023 or 14.12.2023

Google Chrome

CB0OOOIHOE pacrpocTpaHsieMoe
nporpaMMHoe obecriedenue (beccpouHas
TTUIICH3US)

Zoom

CBOOOIHO PacIpoCTpaHsIeMoe
nporpaMMHoe obecriedenue (beccpouHas
TTUIICH3US)

Microsoft Office Standard 2007(Microsoft
DreamSpark Premium Electronic Software
Delivery Academic(Microsoft Open

HOMep nHieH3nn-42661846 ot 30.08.2007)
¢ porcornamedussMu ot 29.04.14 u
01.09.16 (beccpouHast TUIECH3MS)
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License

Ne 2060 YuebOHnast ayquropus
1715 IPOBENICHHUsT yIeOHBIX
3aHATHI BCEX BHIOB,
[peIyCMOTPEHHBIX POrPaMMOM
cpeqHero npohecCHOHAIBLHOIO
oOpa3oBaHmst/OakanaBpuara/
CIICLIMATTETa/ MAarHCTPATYPEL,
OCHAaIIIeHHast 000pyIOBaHNEM H
TEXHUYECKHMH CPECTBAMU
00y4eHHsI, COCTaB KOTOPBIX
olpezessieTcst B pabouux
porpaMmax JUCUUILINH
(Momyeit)

JlaGopaTopust
HH()OPMAIIMOHHBIX TEXHOJIOTHH

Kaspersky Endpoint Security mns 6usaeca
— Pacmmmpennsriii Russian Edition. 150-249
Node 2 year Educational Renewal License

Cy6nuuen3nonHsIi gorosop Ne ITITH-
126/2023 ot 14.12.2023

'Windows 7 OLPNLAcdmc Windows
Server 2012

norosop NeJI03 ot 30.05.2012) ¢
noncornamenusiMu ot 29.04.14 u 01.09.16
(OeccpoyHast TUICH3S)

MS Windows 10 Pro

moroBop Ne 392 469.223.3K/19 ot
17.12.19 (beccpouHas JIHUIICH3M)

Microsoft Office Standard 2019(Microsoft
DreamSpark Premium Electronic Software
Delivery Academic(Microsoft Open
License

HOMep nHueH3nn-42661846 ot 30.08.2007)
¢ porcornamesusMu oT 29.04.14 u
01.09.16 (6eccpounast TUIIEH3MS)

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

IntelliJ IDEA.

cBOOOTHO PACIPOCTPAHIEMOE
nporpaMMHoe obecniedenue (beccpodaHas
JIUIICH3USA)

KOMITAC-3D v20 u v21

CyOmunensnonnslit qorosop Ne Hr-22-
00044 ot 21.03.2022
(6eccpodHast TUTICH3HS)

MathCADv.15

Cyomui. joroop Ne39331/MOC2286 ot
6.05.2013)

HOMep nuieH3nn-42661846 ot 30.08.2007)
(6eccpodHast TUTICH3HS)

SimInTech OredecTBEHHOE IPOrPaMMHOE
obecrieucHme

AdobeReader CBOOOIHO pacHpoCcTpaHsIeMoe
nporpaMMHoe obecriedenue (beccpodnas
JIMLICH3HS)

AdobeFlashPlayer CBOOO/IHO pacHpoCTpaHsIeMoe

nporpaMMmHoe obecrieyenue (beccpounas
JIMLICH3H)

Microsoft Visual Studio 2019

cBOGOIHO PacIpOCTpaHsIEMOe
nporpamMmHoe obecrieyenue (beccpouHas
JIULICH3US)

Python 3.7

cBOGOIHO PacIIpOCTpaHsIEMOe
nporpaMMmHoe obecriedenue (beccpounas
JIULICH3USA)

PascalABC

CBOOOIHO PacHpOCTpaHIeMOe
nmporpamMMmHoe obecniedenue (beccpoynas
JIUICH3USA)

AIMP

OTEUECTBEHHOE CBOOOTHO
pacnpocTpaHseMoe porpaMMHoOe
obecrieuenne (OeccpoyuHas JTUIICH3MS)

Ne 1126 ITomemenune ms
CaMOCTOSITENIbHOM paOOTHhI
00yJaronuxcst

Kaspersky Endpoint Security mis
6usneca — Pacmmpennslit Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cyo6nunensnonnsiit qorosop Ne TTT1H-
126/2023 ot 14.12.2023

Windows 7 OLPNLAcdmc

norosop NeJ103 ot 30.05.2012) ¢
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norcornamenusamMu ot 29.04.14 u
01.09.16
(GeccpoyHast TUIICH3HS)

AdobeReader cBOOOJTHO pacIpoCTpaHsIeMOoe

mporpaMMmHoOe obecrieuerne (beccpouHas
JIUTICH3NS)

I"apaHT- cripaBo4HO-IIpaBOBas cCUCTEMaA Horosop NeC-002-2025 ot 09.01.2025

Yandex 6payzep cBOOOJTHO PacIpOCTpaHIeMOe
mporpamMMmHOe obecrieueHue (beccpouHast
JTUTICH3S)

Microsoft Office Standard HOMeEp JHIeH3Un-42661846 ot

2007(Microsoft DreamSpark Premium 30.08.2007) ¢ momcoriameHusIMA OT

Electronic Software Delivery 29.04.14 1 01.09.16 (6eccpounas

Academic(Microsoft Open License JIMLICH3HS)

Zoom CBOOOJHO PACIIPOCTPAHIEMOE
mporpamMMmHOe obecrieuerne (beccpouHast
JIUTICH3S)

AIMP 0TE€YEeCTBEHHOE CBOOOIHO

pacrpocTpaHseMoe IPOrpaMMHOE
obecrieueHue (OeccpoyHast JIMIEH3M)

11. MaTepuajibHO-TeXHHYECKOE o0ecredeHne JUCHUIINHbI

Tumn u HoMep MoOMeNIeHUs

[lepeueHb OCHOBHOTO O0OPY/IOBaHUS M TEXHUYECKHUX CPEIICTB
o0ydeHus

VYueOHast ayJuUTOpHs AJIs IPOBECHUS
yueOHBIX 3aHITHI BCEX BHIIOB,
MIPEAYCMOTPEHHBIX IIPOrPaMMON CpeTHETO
poeCCHOHATBEHOTO
oOpa3oBanmst/OakaraBpuara/
crenuainrera/
MarucTpaTtypsl/6akanaBpuaTa/
CTeLHaInTeTa/ MaruCTpaTyphl,,
OCHaIIeHHast 000pyIOBaHNEM H
TEXHUYECKUMH CPEICTBAMHU O0yUeHUS,
COCTaB KOTOPBIX ONpeeNsieTcs B pabounx
IporpaMmax JUCHHUILIHH (MOyJIeit)
Kabuner cucrem ynpasnenus OOO
«HITO «Kackan-I'PYII»

Ne 2196 (r. Yebokcapsr, yin. K.Mapkca,
1.60)

OO6opyznoBaHue: KOMILIEKT MeOemH A1 yueOHOro npoiecca; 10cKa
y4eOHasT; CTCHIBI

Texuudyeckne  cpepctBa  oOydeHHs::  KOMITBIOTEpPHass  TEXHUKa;
MyJIBETUMEIUIHOE 000pyIoBaHUe (IPOSKTOP, SKPaH)

VYueOHast ay JUTOPHS AT IPOBEJCHUS
y4eOHBIX 3aHATHI BCEX BHIOB,
MIPEAYCMOTPEHHBIX IIPOrPaMMON CPETHETO
po¢heCCHOHATHFHOTO
oOpa3oBanmst/OakanaBpuara/
CIIeLIMaINTeTa/ MarkuCTPaTypebl,
OCHaIlleHHast 000pyIOBaHNEM H
TEXHHYECKUMH CPEJCTBAMHU O0yUeHUS,
COCTaB KOTOPBIX ONpeenseTcs B pabounx
IporpaMmax JUCHUILIMH (MOyJIeit)
JlabopaTopust HHPOPMAIIMOHHBIX
TEXHOJIOTHI

Ne 2060 (r. Yebokcapsr, yin. K.Mapkca,
1.60)

OG6opyJoBaHUE: KOMILIEKT MebGemnH Tl y4eOHOro mpolecca; 10cKa
y4eOHas1; aBTOMaTU3UPOBaHHbBIE PaboUne MECTa, ABTOMATU3UPOBAHHOE
pabodee MeCTO MPenojaBatelis, POSKTOP U KPaH; MapKEPHast JT0CKa;
TexHudeckue cpecTBa 00yUCHUs: KOMITBIOTEPHASI TEXHUKA
(mpoueccop Core i3, onepatuBHas maMsaTh 00beMoM He MeHee § ['0);
cepBep B JabopaTopuu (8-s,IEpHBIH MPOIIECCOP ¢ YaCTOTOM HE MEeHee 3
I'T1, oneparuBHas maMsaTh 00beMOM He MeHee 16 [0, sxecTKre TUCKU
obummM 006bemMoM He Meree 1 TO
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Ob6opynoBaHne: KOMIDIEKT MeOemH it yueOHOTro mporiecca;
TexHuYeCKHEe  CpeAcTBa _ OOVUYEHHs: KOMITBIOTEPHAs  TEXHHKA C
BO3MOXHOCTBKO IOAKIHYECHUSA K CCTHU ((I/IHTepHeT» nu 06ecnequI/IeM
JOCTyIla B 3JCKTPOHHYI HH(POPMAIMOHHO-00pa30BaTEIbHYIO CpeIy
dunuana

TTomenienue s CaMOCTOSITEJIbHON
paboThI 00YJAFOIIUXCS

Ne 1126 (r. Yeboxcapsl, yin. K.Mapkca.
60)

12. Meroauyeckue YyKazaHusi i O00y4awuerocssi 10 OCBOCHUIO
AUCIHUNIMHBI

Memoouueckue ykazanusa 0na 3aHAMUIL 1eKWUOHHO20 MUNa

B xozme JEeKUMOHHBIX 3aHATHA OOydyaromeMycsi HEOOXOJIMMO BECTH
KOHCIIEKTHPOBAaHUE Y4YeOHOro wmarepuana, oOpamaTh BHHMaHHE Ha KaTETOPHH,
(opMyIMPOBKH, PACKPHIBAIOLIUE COAEPKAHUE TEX WM MHBIX SBJICHUI U MPOILIECCOB,
Hay4YHbIE BBIBOJIbI U MTPAKTUUYECKHE PEKOMEHIAIINH.

HeoOxomumo 3amaBaTh mpemnojaBaTeNli0o YTOYHSIOUIME BOIMPOCHI C LEJbIO
YSCHEHUSI TEOPETHUYECKUX  MOJIOKEHUH, pa3pellieHHs] CIOPHBIX  CUTYAallHil.
[lenecoobpa3no gopabaTbiBaTh CBOW  KOHCIEKT JIGKIIMHM, Jejlas B  HEM
COOTBETCTBYIOIIIME 3allMCH M3 OCHOBHOW M  JIONOJIHUTENBHOM JIMTEPATYPBHI,
PEKOMEHJIOBaHHOM MpernojaBareieM M MNPeIyCMOTPEHHON ydeOHOH mporpammoit
JVCIIATUTAHBIL.

Memoouueckue ykazanus 0,15 3aHAMUIL 1A00PAMOPHO20 MUna.

BoinonHenno  1abopaTOpHBIX  paOOT MPEAlIeCTBYET MpOBEpKa 3HAHUUN
CTYJICHTOB — HX TEOPETHMYECKOW TOTOBHOCTM K BBHINOJIHEHUIO 3afaHus. [IpoBepka
3HAHUM TPOBOAUTCS B (popMme, KOTOPYIO OMpenessieT MPEnoiaBaTellb TUCHUTLTUHBI
(TecTupoBaHue, OMPOC).

[Tpu npoBeneHny 1a0OPaTOPHBIX 3aHATUH BBIICISIIOT CAEAYIOLIUE Pa3Ieibl:

— o0mwme mojoxxeHus (MepevueHb Ta0OPaTOPHBIX HIIA MPAKTUYECKUX

—  3aHATUH);

— 0001mue TpeOOBaHMS K BBIIIOJHEHUIO padoT;

— MHCTPYKLHMS MO KaKJI0# padoTe;

— CHpaBOYHBIE MaTepUaJbl U T. 1.

JlabGopaTopHble 3aHATHS MO3BOJSIOT Pa3BUBATh y 00y4arOUIerocs TBOPYECKOE
TEOPETUYECKOE MBIIUICHHE, YMEHHE CaMOCTOSITENbHO M3ydaTb JIMUTEpaTypy,
aHAIM3UPOBATh MPAKTUKY; y4aT YETKO (GOPMYIUPOBATH MBICIb, BECTH AUCKYCCHIO, TO
€CTh UMEIOT MCKJIIOYUTEIBHO BaXKHOE 3HAUYEHHE B PAa3BUTUU CAMOCTOSITEIIBHOTO
MBIIILJICHUS.

['oToBsICH K JOKJIaqy WM BBICTYIUIEHHIO B paMKaX HMHTEPAaKTUBHOU (HOPMBI,
Ipu He0OXOJUMOCTH, ClIeyeT 00paTUThCA 3a MOMOIIBIO K IIPENoJaBaTelNo.

Memoouueckue yKkazanusa K camocmoameibHou pabome.

CamocTtosiTenbHas paboTa 00y4arolIerocs SIBISIETCSI OCHOBHBIM CPEACTBOM
OBJIaJICHUsI Y4eOHBIM MAaTEPUAIOM BO BpeMsi, CBOOOJHOE OT 00sI3aTEeNbHBIX YUEOHBIX
3aHsATUi. CamocTosiTenbHass paboTa 0O0y4arolIerocs HaJl YCBOCHUEM Y4eOHOro
MaTepualia Mo Yy4eOHOM JAMCLHMUIUIMHE MOXET BBINOJHATHCSI B OMOIMOTEKE
YHUBEPCUTETA, yUeOHbIX KaOMHETaX, KOMIIBIOTEPHBIX KJIACCaX, a TAK)KE B JIOMAIITHUX
ycinoBusix. Copep’kaHue M KOJIMYECTBO CAMOCTOSITENIbHOM PabOThl 00yYarouerocs
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onpesensieTcss y4eOHOW MpOrpaMMoi AUCIUIUIMHBI, METOJUYECKUMUA MaTepHallaMH,
MPAKTUYCCKUMHU 3aIaHUSIMU U YKa3aHUSIMU TIPETIoaBaTesl.

Camocmoamenvnan padoma ¢ ayOumopHoe 8pems MOMCem GKIIOUAMb:

1) koHCcnekTupoBaHUE (COCTaBICHUE TE3UCOB) JIEKIIUI;

2) BBINOJIHEHHE KOHTPOIBHBIX PadoOT;

3) peuieHue 3ajaady;

4) paboTy CcO CIIpaBOYHON U METOJAMYECKOU JTUTEPATYPOK;

5) paboTy ¢ HOpMATHUBHBIMH MPABOBBIMU AKTaAMMU;

6) BBICTYIUICHUS C IOKJIaJaMU, COOOIIEHUSIMU HAa CEMUHAPCKUX 3aHATHIX;

7) 3ammTy BBHIMOJHEHHBIX PadoT;

8) yuactue B ONEpaTUBHOM (TEKYLIEM) OIPOCE IO OTIAEIbHBIM TEMaM
U3y4aeMoU TUCUUILIHNHBI;

9) yudactue B coOeceoBaHUSX, JENOBBIX (POJEBBIX) HIpax, IAUCKYCCHUSX,
KPYTIBIX CTOJIaX, KOH(GEPESHITUX;

10) yyacTue B TECTUPOBAHUU U JP.

Camocmoamenvnana padboma 60 6HeayOUMOPHOE PEMA MONHCEM COCHIOAMD
u3:

1) moBTOpeHuUs JIEKIIMOHHOTO MaTepuaia;

2) TOATOTOBKHU K MPAKTHYCCKUM 3aHATHSIM;

3) u3yyeHus yueOHOI M HAYUHOU JIUTEpaTypHl;

4) wW3yuyeHuss HOPMATUBHBIX NPABOBBIX aKTOB (B T.4. B 3JIEKTPOHHBIX 0Oazax
JTAHHBIX );

5) peleHus 3a/1a4, ¥ UHBIX TPAKTUYECKUX 3aJaHUN

6) TOATOTOBKHM K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T.1I.;

7) TOATOTOBKH K MPAKTUYECKUM 3aHATHUSIM YCTHBIX TIOKJIAJ0B (COOOIIEHUN);

8) moaroroBku pedeparoB, 3cCe€ W HMHBIX HHANBUIYATbHBIX MHUChMEHHBIX
paboT 1Mo 3aJaHUI0 TPEoaaBaTes;

9) BBINONHEHHUS KypPCOBBIX PabOT, MPeTyCMOTPEHHBIX YUEOHBIM IJIAHOM;

10) BBITIOJTHEHUS BBITYCKHBIX KBATM(DUKAITMOHHBIX PabOT U JIp.

11) Beienenust HanboJee CIOXKHBIX U MPOOJEMHBIX BOMPOCOB MO M3y4aeMou
TeMe, TMOJIy4eHHE pa3bICHEHWH M PEKOMEHIAllMid IO JaHHBIM BOIpOCaM C
NPEroAaBaTeNs MU Ha KOHCYIbTAIIUAX.

12) mpoBeficHUsI CaAMOKOHTPOJISI IyTeM OTBETOB Ha BOMPOCHI TEKYIIETrO
KOHTPOJISl 3HaHUM, PEIlIeHUs MPEACTABICHHBIX B Y4EOHO-METOAMUECKUX MaTepuanax
kadenpsl 3amay, TECTOB, HamucaHus pedepaToB U 3CCE MO OTIAEIBHBIM BOIPOCAM
U3y4aeMOM TEMBI.

Texyumuit KOHTpOJIb OCYyILIECTBIsIETCST B ()OpPME YCTHBIX, TECTOBBIX OIPOCOB,
JIOKJIaJI0B, TBOPYECKUX 3aIaHUU.

B ciydae npomyckoB 3aHATHI, HAUTMYWS UHIUBUIYATHHOTO Tpaduka oOydeHus
W Ui 3aKpeIUICHUS MPAKTUYECKNX HABBIKOB CTYJCHTaM MOTYT OBITh BBIIAHBI
TUNIOBBIC MHIWBHUIYyalbHBIE 3aJaHUsl, KOTOPHIE JIOJDKHBI OBITh CHAaHBI B
YCTAaHOBJICHHBIN MTPENOJABATENIEM CPOK.

13. OcoGeHHOCTH peanM3auMu AMCHUIVIMHBI JJIS WHBAJIUAOB M JHI €
OrpaHNYEeHHBIMHU BO3MOKHOCTSIMU 310POBbSI
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Ob0yuenne mno aucuuiuinHe «Kpunrorpapuueckue METOAbI  3aLIUThHI
uHGOpMaAMK» WHBAJIUAOB M JIMI[ C OrPAHUYCHHBIMH BO3MOXKHOCTSIMH 3JI0POBBS
(mamee OB3) ocymiecTBisieTCs TMpenojaBaTeIeM ¢ yd4eToM OCOOCHHOCTEH
NCUXO(pU3UYECKOTO PA3BUTHUSA, HHAWBHUIYATbHBIX BO3MOXKHOCTEH M COCTOSHUS
3/I0POBBS TAKUX 00YUArOIINXCSI.

JI1sl CTyIEHTOB € HApyLICHUSIMU OMOPHO-ABUTaTebHOM QpyHKmu 1 ¢ OB3 no
CIIyXy NpelyCMaTpPUBAETCs COMPOBOXKIEHUE JIEKIMH W MPAKTUYECKUX 3aHATUN
MYJIbTUMEIUUHBIMU CPEACTBAMHU, PAa3AaTOYHBIM MaTEPUATIOM.

[nsa crygpentoB ¢ OB3 1mo 3peHHIO MpeayCMaTpUBAECTCS IMPUMEHEHUE
TEXHUYECKUX CPENICTB YCHJICHHMS OCTAaTOYHOIO 3PEHUS, a TaKKE IpPeayCMOTpEHa
BO3MOXHOCTh pa3pabOTKU ayAMOMAaTEePUAIOB.

[To mucrunune «Kpunrtorpadpuyeckue METOABI 3alllUThl  HUH(DOpMAIUN
oOydeHue MHBAJIUJOB U JIMIl C OFPAHUYCHHBIMU BO3MOKHOCTSIMHU 3/10POBbS MOKET
OCYLIECTBJIATBCA KakK B ayJUTOPUU, TaK WU C HCIOJb30BAHUEM 3JIEKTPOHHOMU
nH(OPMAITMOHHO-00pa30BaTeNbHON  cpenbl, 00pa3oBaTeNBbHOTO  MOpTajlla U
3JIEKTPOHHOM ITOYTHI.

51



JINCT AOIOJHEHUN U UI3SMEHEHUI

paboueit mporpaMMbl JUCITUTUTUHBI

PabGouass mporpamMma IHUCHMIUIMHBI PAacCMOTpEHa, OOCYXJIeHa H ojo0peHa Jyis
ucnonnenust B 202 -202  yuyeOHOM Tony Ha 3acenaHuu kadeapbl, mpoTokos No
OT «_ » 202 r.

Buecennl JOITOJIHCHUA U U3MCHCHMUA

PabGouass mporpaMma AHCHMIUIMHBI PAaccMOTpEeHa, OOCyXaeHa Hu ojo0peHa uis
ucrionHenus B 202 -202  y4eOHOM rojay Ha 3aceqaHum Kadeapbl, TPOTOKoJ Ne
OT & » 202 r.

Baecennl JOITOJIHCHUA U N3MCHCHMUS

PaGouass mporpamma IUCHMIUIMHBI pPacCMOTpeHa, OOCyXKJIeHa M oJ00peHa it
ucrionHenus B 202 -202  ydeOHOM rojay Ha 3aceqaHun kadeapbl, TPOoTOKoJ Ne
OT « » 202 1.

Baecennbl JOITOJIHCHUA U N3MCHCHMUS

Pabouass mporpaMma JIHCHMIUIMHBI PAcCMOTpEHa, OOCyXJeHa M oJao0peHa i
ucnonHenust B 202 -202  yyeOHOM roay Ha 3aceqaHuu Kadeapsl, MPOTOKOI No
OT K » 202 T.

Bnecennl JOITOJIHCHUA U U3MCHCHUA
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