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Pabouas nporpamma IUCHUIUIMHBI pa3paboTaHa B COOTBETCTBUH C:

- (enepalibHBIM TOCYJJaPCTBEHHBIM OOpa30BaTENbHBIM CTaHJAPTOM BBICILEIO
oOpazoBanusi - OakamaBpuaT TI0 HampaBieHuto moaroroBku 09.03.02 —
NupopmaninoHHbIE  CHUCTEMBI M TEXHOJOTHH, YTBEPXKICHHBIA  MPUKA30M
MuHuncTepcTBa HayKd U Bbiciero oopasoBanus Poccuiickoit @enepaunn Ne 926 ot
19 cenTsa0ps 2017 r. 3apeructpupoBanHslii B Muntocre 12 okta0ps 2017 roga, per.
Homep 48535 (manee — ®I'OC BO);

- y4eOHbIM IUIaHOM (OYHOM, 3a04HOM (QopM OOydHEeHHMs) MO HAMNPaBICHUIO
noarotoBku 09.03.02«NHpopmManimoHHbIe CUCTEMBI U TEXHOIOTHUIY.

Pabouast mporpamMmma AMCIHUIUIMHBI BKJIIOYAET B C€0sl OLICHOYHbIE MaTepHalbl
JUIS IPOBEJCHUS TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH M IIPOMEXYTOUHOM aTTeCTalluu
no aucuuiuiiHe (1.6 @OHJ OIEHOYHBIX CPEICTB JUIsl HPOBEACHHUS TEKYILEro
KOHTpOJII YCIIEBAEMOCTH, NPOMEXKYTOUYHOW aTrTecTallud [0 UTOraM OCBOCHHUS
JUCITUTLIIAHBI).

ABrop Ilukmna Haranus EBreHbeBHa, KaHAWIAT IEAArOTMYECKHMX HAYK,
MOTIeHT Kadeapbl MHOOPMAITMOHHBIX TEXHOJIOTUH U CUCTEM YIIPABICHUS

(vkazamo @UO, yuenyio cmenens, yuenoe 36anue uiu 00IICHOCHb)

[Iporpamma onobpena Ha 3acenanuu kadeapsl MHbGOpMAITMOHHBIX TEXHOIOTHI
U cucTeM ynpasieHus (mporokoa Ne 9 or 22.05.2026 r.).




1. IlepeyeHb IUIAHMPYEMBIX Pe3yJbTATOB OOYYeHUS MO AUCIHHUILIMHE,
COOTHECEHHBIX C IUIAHHMPYEMBIMH Pe3yJbTATAMH OCBOEHHSI 00pa3oBaTebHOM
nporpammbl (Llesin ocBOeHMs AU CHMIIJINHBI)

1.1. Henamu ocBoeHus: mucuuiuinabl «HOpManmonHas 0€30MMacHOCTHY
SIBJISIFOTCSI:

MpUOOpEeTeHNE OO0YYAIOUIUMHUCS TEOPETUUYECKUX W MPAKTUYECKUX 3HAHUU B
obsactu uHGOPMAIIMOHHONW OE€30MacHOCTh W OBJAJECHHWE HABBIKAMH MPUMEHEHHS
COBPEMEHHBIX CPEACTB 3allUThl UHPOPMAITUH.

JInst TOCTHIXKEHUsI LeJied AUCHUILIMHBI HEOOXOAMMO PEeHIUuTh CIEAYIOIIYIO
OCHOBHYI0 3a0auy — CHOPMUPOBATH Yy OOYYAIOUIUXCS TEOPETUYECKUE 3HAHUS U
NPAaKTHYECKUE HABBIKK, HEOOXOUMBIE IS

MOJIYYeHHUsS]  CTyJACHTaMH 3HAaHUM O  TEOPETHYECKUX  OCHOBAaX
MH(pOPMAIIMOHHON O€30I1aCHOCTH;

dbopMHpoBaHrE HABBHIKOB pa0OTHI C COBPEMEHHBIMH MPOTPAMMHBIMU U
TeXHUYECKUMU cpeiactBamu  OBM, obecrneunBarOnumMu  3allUTy  XPaHUMOI,
oOpabaTpiBaeMoii W  TepedaBaeMoil  MH(OpMAIMM  OT  CIyYalHOTO  WIIH
npeaHAMEPEHHOI0 O3HAKOMJICHHS, U3MEHEHUS U YHUUTOXKEHNUS,

) U3YYEHHUs] CIIOCOOOB M CPEICTB HECAHKIIMOHWPOBAHHOIO JOCTYINa K

uH(popMaIm, crnocoO0B U CPEACTB 3aUTHl KOHPUACHIIMAIBHON HH(OpMALUK.

1.2.  O6nactu  mpodeccHOHAIbHOW  AesTeabHOCTH  u(win)  chepbl
npoecCHOHaTBbHON ~ ACATEIBHOCTH, B  KOTOPBIX  BBITYCKHHUKH, OCBOWBIIIHC
IPOrpaMMy, MOTYT OCYIIECTBIIATH TPO(PECCHOHATBHYIO ACATEIBHOCTD:

06 Csazv, uHopmayuoHHvie U KOMMYHUKAYUOHHble MeXHoIo2uu (8 cgepe
NPOeKMUpoBanus,  paspabomku,  GHeOpeHuss U  OKCHIyamayuu  cpeocms
BLIYUCTUMENbHOU — MEeXHUKU U UHDOPMAYUOHHBIX — CUCHEM, YAPAGIEeHUs  UX
HCUBHEHHBIM YUKTIOM).

1.3. K ocHOBHBIM 3ajayamM HW3Yy4Y€HHS JUCUUILUIMHBI OTHOCUTCS MOJATOTOBKA
oOyyarommxcsi K  BBIIIOJHEHUIO TPYJIOBBIX (DYHKIUA B  COOTBETCTBUU C
npodeCCUOHANIbHBIMU CTaHAAPTAMU:

HanmeHnoBanue Kon, HanmMeHoBaHHe 1 Koa n HauMeHOBaHue TPYIOBBIX
npo¢ecCHOHANbHBIX YPOBEHb (pynkuuii, Ha KoTOpbIE
cranaapros (I1C) kBasupukauuu OTD, OPHMEHTHPOBAHA TMCHUIJIMHA
HA KOTOpBbIE
OPHEHTHPOBaHA
AUCIHHUILJIMHA




HaumeHoBaHue
npogdeccuoHAIbHBIX
cranaapros (I1C)

Koa, HamMeHoBaHHE U
YPOBE€Hb
kBagnpukanuu OTD,
Ha KOTOpbIe
OPUEHTHPOBaHA
JUCHHUILIMHA

Koa n HaumeHOBaHUE TPYIOBBIX
¢yHKmii, HA KOTOpbIE
OPHEHTHPOBAHA IMCUMILIAHA

06.025
[TpodeccuonanbHplit
crangapt «Crneunaiuct mo
TU3aHY rpaguIecKux
MOJIb30BATEIbCKIX
uHTEephErcoBy, yTB.
IIpuKa3oM MuHucrepcTBoM
Tpyaa u COLIMaIbHOM
3anmTel PO 29 ceHtsOps
2020 Ne 671n

D

OBpHUCTHYECKAsl OLIEHKa
rpaguyeckoro
10JIB30BATEIBCKOTO
uHTepdeiica

D/01.6 dopmarnbHas OIICHKA
rpaduueckoro TOJIb30BaTEIHCKOTO

uHTepderica

D /02.6 AHanu3 OaHHBIX O JIEUCTBUAX

MOJIb30BaTENCH pu pabore
uHTepdeiicom

C

06.015
[TpodeccrnonanbHbIM
crangapt «Crneunaiuct mo
nH(OPMaLIOHHBIM
CUCTEMaM», YTBEPKICHHBIN
MpuKa3oM MuHucTepcTBa
pysa # COLIMAJIBHOM
3aILUThI Poccuiickoit
Oeneparuu or 18 HOSOps
2014 T. Ne 896H
(3apeructpupoBaH
MuHHCTEPCTBOM  FOCTUIIMHU
Poccuiickoit @enepanuu 24
nekaopst 2014 T.,
PEruCTpalOHHbIN Ne
35361), c W3MEHEHHEM,
BHECEHHBIM MPUKA30M
MuHucTepcTBa Tpyna u
COLMAIIbHOU 3aLUTHI
Poccuiickoit @enepanuu ot
12 nexabps 2016 r. Ne 7271
(3aperucTpupoBaH
MUuUHHCTEPCTBOM  FOCTULIMHU
Poccuiickoit ®enepanuu 13

STHBaps 2017 T.,
pETUCTPALIMOHHBII No
45230).

C
Brimonnenue pabot u
ynpasiieHue pabotaMu
0 CO3JIaHHIO
(Monudukanun) u

conposoxacauio 1C,

ABTOMATH3UPYIOIINX
3a1a4n

OpTaHU3aIIOHHOTO

ynpaBiIeHus 1 OM3Hec-

IIPOIIECCHI

C/14.6 PazpaboTtka apxutektypsl C
C/15.6 Pazpabotka mpototunos NC
C/16.6 IlpoextupoBanue u auzain NC
C/18.6 Opranu3annoHHoe U
TEXHOJIOTMYECKOoe o0ecrieueHne
KOJIMPOBAHUs Ha SI3bIKaxX
IPOTPaMMHUPOBAHUS

1.4. Komnerenuuu oOywaroierocs, GopMupyemble B pe3yJbTaTe€ OCBOCHHS

TUCIUATLIINHBI




HaunmeHnoBaHue Koa n Ko n HaumenoBaHue IlepeyeHb MIaHUPYEMBIX
KaTeropuu HaHNMEHOBaHHeE HHAUKATOpa pe3yJIbTaTOB 00y4eHHusl
(rpynmsr) KOMIIeTeHIUH JOCTHKEHUS
KOMIIETeHIUH KOMIIeTeHI{NH
Bemonnenue pador | I1K-3. Cnocoben | IIK-3.1. 3nats: HA yPOGHE 3HAHULL:
10 CO3/IaHUIO paspabaThiBaTh WHCTPYMEHTBI U METOMBI 3HaTh MH()OPMALIMOHHBIE CHCTEMBI
(MozmbuKkammu) 1 | apxuTekTypbl MUC | TPOSKTHPOBAHHS 6e3omacHOCTH;

COIPOBOKIECHUIO
HC,
ABTOMAaTH3HPYOLIUX
3a1a4u
OpPraHMU3alMOHHOTO
YOpaBJIeHUS U
OM3HEC-TIPOLIECCHI

apxutekTypsl UC, OCHOBBI
COBPEMEHHBIX CHCTEM
ynpaBieHus 6azamMu
JlaHHBIX, YCTPOMCTBO U
(YHKIOHHPOBaHUE
coBpemeHnHbIx C

MEKIAyHapOIHBIE CTAHAAPTHI
nH(OPMAITMOHHOTO 0OMEHa;

Ha YpOGHEe YMeHUIL:

YMETb MPUMEHATL MCKAYHAPOJIHBIC
CTaHAapThl HHYOPMAIIHIOHHOTO OOMEHa;
OCHOBHBIE ITOJIOXKEHHS TEOPUH
nH(pOpMaMOHHOI 6€301aCHOCTH.

Ha YPOBHE HABLIKOG:

BJIAJICTh HABBIKAMH NPUMEHCHUS
MEKIyHApOIHBIX CTaH/IAPTOB
WHPOPMAMOHHOTO 0OMEHA; OCHOBHBIX
TIOJIOKEHHUH TeOpUH HH(DOPMAITHOHHOMH
6e3omacHoCTH.

IIK-3.2. YMerts:
MIPOEKTUPOBATH
apxurextypy UC

HA YposHe 3HAHUIL

3HaTh OCHOBHBIE ITOJIOXKEHHS TEOPUH
nH(opMannoHHO 6e30macHoCTH;
aKTyaJbHbIC HCTOYHHKU HHPOPMALUH B
cdepe nmpodeccHoHaNEHOM ACATEIBHOCTH;
HA YPOBHE YMEHUIL:

yMeTb pa3padaTeiBaTh HH)OPMAIIHOHHEIE
CHCTEMBI O0€30IaCHOCTH;

HPUMEHATH IPUHIUIIBI X METOIbI
CHCTEMHOT0 aHaJIN3a.

HA YPOBHE HABBIKOE:

METOJIaMH HaCTPOHKH WHPOPMaIMOHHBIX
crcreM 0e30MacHOCTH;

HaBBIKaMU pa3paboTKN HH(OPMAITHOHHBIX
cucreM 0e30I1acHOCTH

T1K-3.3. Bnagets:
pa3paboTka apXUTEKTypPHOI
cneuudukaryn NC

HA YPOBHe 3HAHULL

MOHSATHSL KOHPHUICHIIMATBHON
nHpopMannK, IEePCOHANTBHBIX AaHHBIX U
TOCyJapCTBEHHOM TalHBI;

METOJIBI M CPECTBa 00eCIIeUeHHUs
nH(popMannoHHOI 6e301acHOCTH OOBEKTOB
npodeccHoHANBEHOM eI TeNFHOCTH.

HA YPOBHE YMEHUL:

AQHAJIM3UPOBATH U BEIOMPATh METOBI U
cpenctea obecriedeHrss HHPOPMAITHOHHON
0€30IaCHOCTH;

HPUMEHSATH METO/BI M CPELCTBA
obecrnieueHns: HHOPMAIIMOHHON
0e301macHOCTH OOBEKTOB
npodeccroHaNBHOM eI TeIbHOCTH.

HA YPOBHE HABBIKOE:

NPaKTHYECKUMU HABBIKAMH MOKCKA U
aHaJM3a ¥ CUHTEe3a HHPOPMAINY;
METOAaMH 1 CPEICTBA 00CCIICUCHHUS
WHPOPMALMOHHOW 0E€30MaCHOCTH.

2. MecTo aucuuiuiaabl B cTpykrype OITOIT




Huctmmummaa b1, JI(M).B.[IB.6.1  «Muadopmanronnas  6€30mMacHOCTbY
peanusyercsi B paMKax BapuaTUBHOW 4acTu biioka 1 «OneKkTuBHbIE IUCUUILIAHBI
(MOynn)» MporpaMMbl OaKataBpuara.

Hucrummaa «MHbopManmonHas 6€30macHOCTh MPENoIaeTCs 00yJIaroIIIMCs
o OYHOU popMe 00ydeHUs — B 4-M CEMECTpE, M0 3a09HON (hopMe — B 6-M cemecTpe.

Huciumnaa «MHpopmanmonHas 0€30MacHOCTb» SIBIASETCS MPOMEKYTOUYHBIM
stanoM popmupoBanus komneteHui [1K-3 npouecce ocsoenust OTIOINI.

Huciunnna «upopmaiimonHasi 6€30MacHOCTY) OCHOBBIBAETCSI HAa 3HAHUSAX,
YMEHUSAX W HaBBIKaX, MNPUOOPETEHHBIX NPU U3YYEHUU JTUCHUIUIMH OOBEKTHO-
OpUEHTHPOBaHHOE TmporpammupoBanue, IIporpammupoBanue it MOOMIIBHBIX
YCTPOUCTB U SABJISIETCS TPEILISCTBYIOLIEH Ui HW3yYeHHs] AUCLUMIUIMH YydeOHas
MPAKTUKA: TEXHOJOTUYECKas (MPOEKTHO-TEXHOJIOTHYECKas) MPaKkThKa, ba3pl TaHHBIX,
Meroapl U cpelicTBa MPOSKTUPOBAHUS WH(GOPMAIIMOHHBIX CHUCTEM M TEXHOJIOTH,
IPOU3BOJCTBEHHAs] MpPAKTHKA: TEXHOJoruueckas (IPOEKTHO-TEXHOJOrHYecKast)
IPaKTHKA, MIPOU3BO/ICTBEHHAS MpaKTHUKA: npeAAUIUIOMHAs MPaKTHUKA,
l'ocynapcTBeHHass uWTOroBas arrecTalus: IOArOTOBKA K cAade H  cJada
rocyJapCTBEHHOr0 3K3aMeHa, ['ocyjapcTBeHHas UTOroBasi aTTeCTalus: BBIIIOJTHEHHUE
Y 3alUTa BBITYCKHON KBaNU(UKAIIMOHHON PaOOTHI.

DopMOil MPOMEKYTOUHOW aTTECTAUMU 3HAHUW 00y4aeMbIX MO OYHOU (hopme
o0yueHust sIBIseTCS 3a4eT B 4-M ceMeCTpe, Mo 3a04HOM (hopMe 3a4eT B 6-M ceMecTpe.

3. O0beM AMCHMIJIMHBI
ouHas ¢opma 00ydeHHS:

Bua yueOHo# padoThl 110 JUCHMILIHHE Bcero B 3.e. 1 yacax Cemectp 4
B yacax

Obwast Tpy10EMKOCTH IMCUHMILIHHDI 3 3.e. -108 ak.uac 108 ax.uac
Konmaxmuasn paboma - Ayoumopuuvie 3aHamus 36 36
Jlexuuu 18 18
Jlabopamopnuvle 3ausmus 18 18
Cemunapwl, npakmudeckue 3ausimuisi - -
Koncynomauyus - -
Camocmosamenvnasa paboma 72 72
KypcoBas pa6oTa (KypcoBoii poeKT) - -
Bua npomMeXyToOYHOI aTTecTaAlNH 3ayer 3auer
3a04Has popma 00ydeHHUS:

Bup y4eOHoii padoThl MO IMCUMILINHE Bcero B 3.e. m yacax Cemectp 6

B yacax

Obwast Tpy10EMKOCTH AMCUHILIHHDI 3 3.e. -108 ak.uac 108 ax.uac
Konmaxmnasn paboma - Ayoumopuuvie 3aHamus 8 8
Jlexuuu 4 4
Jlabopamopnuvle 3ausamus 4 4
Cemunapwl, npakmudeckue 3ausimuis - -
Koncynomayus - -
Camocmosamenvnana paboma 96 96




KypcoBas pa6ota (KypcoBoii IpoeKT)

Bua npoMeskyTo4HOI aTTecTannu

3auet — 4 yaca

3auer — 4 yaca

4. Conep:xxanue IMCHUILVIMHBI, CTPYKTYPHMPOBaHHOE 10 TeMaM (pa3jaesiam)
AMCHUIUIMHBI € yKa3aHueM HX 00beMOB (B aKajeMHM4YeCKHX 4Yacax) U BU/IO0B

Y4eOHBbIX 3aHATHH

4.1. YyeOHO-TeMAaTHUYECKHUH IJIAH
OuHas dopMa oOy4deHHs

Tema (paznen) PacnpeseneHue 4acoB Camocros- | Dopmupyemsie
Jlextun | JlaGopatoprbie | IMpaktmueckue | TC/IbHAA EOMITCIELITHED
3aHSTHSI 3aHSATHSI padora (ko)
Tema 1. OcHOBHEBIE NOHSATHS | TIK-3.1
omnpeneneHus. VICTOUHUKH, PUCKH MK-3.2
1 GOpMBI aTak Ha UH(OPMAIHIO. 4 4 - 18 K 3' 3
ITonutuka 51 CTaH1apThI T
0e301acHOCTH
Tema 2. Kpunrorpaduueckue TIK-3.1
MOJIEIIN. ANTOPUTMBI IK-3.2
dpoBaHus. AJITOPUTMBI K 3' 3
ayTeHTH()UKAUH 4 4 - 18 .
10JIb30BATENEH. Mopenu
0e30macHOCTH OCHOBHBIX
OTIEPAIMOHHBIX CHCTEM.
Tema 3. AIMHHHCTPHpPOBaHHUE T1K-3.1
cereir. 3amura uHGOpPMAIMK B 4 4 ) 18 [IK-3.2
ceTsax. MHOrOoypoBHEBasi 3aIlluTa [IK-3 .3
KOPITOPATHBHEIX CETEH. T
Tema 4. TpeGosanust K TIK-3.1
cHCTEMaM 3alllUThl WHPOPMAIUH K-3.2
" HarpaBJICHHs pa3BUTHSI
CPEICTB 0e30macHOCTH 6 6 ) 18 1IK-3.3
MPEANPHSITUS. ITpaBoBbIc
MOCJIE/ICTBHS
HECAHKIIMOHNPOBAHHOTO JTOCTYTIA
K MH(pOpMaIUU
- i TK-3.1
Koncynbranus IIK-3.2
I1K-3.3
B sora ¢ ] - TK-3.1
coBasi pabora (KypcoBoi
Yp p Yp IK-3.2
MTPOCKT)
I1K-3.3
IIK-3.1
Kontpons (3a4eT) - IIK-3.2
I1K-3.3
UTOTI'O 32 40
3aouHas popma oOydeHUs
Tema (pa3men) PacnpenenaeHue 4acoB Camocros- |  ®Dopmupyemsie
Jlexunu | JlaGopartopusie | ITpaktuueckue | T€IbHAA RORMITSHEHITHE]
3aHATHUSI 3aHATHSL padora (ko)




Tema 1. OcHOBHBIE TOHATHUA M I1K-3.1

omnpezeneHus. MICTOYHUKY, PUCKU IK-3.2
1 GopMBbI aTak Ha MH(OPMALHIO. 2 - - 24 K 3° 3
[MonuTHka u CTaH/apThI .
0e301acHOCTH
Tema 2. Kpunrorpaduueckue [1K-3.1
MOJEIIN. ANTOpuUTMBI [NK-3.2
M (ppOBaHUS. AJTOpUTMBI TIK 3' 3
ayTeHTH(DUKAUH - 2 - 24 .
IOJIb30BATENIEH. Mopnenu
0e30MacHOCTH OCHOBHBIX
OIICPAlIMOHHBIX CHCTEM.
Tema 3. AQMUHHCTPHpPOBAHHE TIK-3.1
ceredl. 3ammra uHGOpPMALUU B ) ) ) 24 IK-3.2
ceTsiX. MHOTOYpOBHEBasl 3aluTa K 3'3
KOPIIOPATHBHBIX CETEH. -
Tema 4. TpeGoanusi K TIK-3.1
CHCTeMaM 3allUThl MH(POPMAINU IK-3.2
u HaIpaBJICHHs pa3BHUTHSI
CpeAcTB 0e30MacHOCTH ) ) ) 24 IK-3.3
NPEINPUATHSL. [IpaBoBbIe
MOCJIC/ICTBHS
HECaHKIIMOHUPOBAHHOTO JIOCTYTa
K HH(DOPMALUH
] - TK-3.1
Koucynbranust [1K-3.2
IK-3.3
. - [IK-3.1
KypcoBas pabora (KypcoBoii [IK-3.2
MIPOEKT) K 3'3
[1K-3.1
KonTtpons (3a4eT) 4 I1K-3.2
[1K-3.3
UTOIo 8 60

4.2. Coaep:kaHue JUCUUIIUHBI
Tema 1. OcHOBHbIe NOHATHS M omnpeaejdeHus. VICTOYHUKH, PUCKH H
¢popmbl aTak Ha nuHGopmanuro. [louTrka U cTaHaAAPTHI 0€30MACHOCTH
OcCHOBHBIC  TOHATHS  3aUTHl  HMHPOpPMAIUU:  KOH(PUIECHIHUAIBHOCTD,
LEIIOCTHOCTh, JOCTYITHOCTb.
Hctounuku yrpo3 6€30MacHOCTH: BHYTPEHHUE U BHEITHUE YTPO3bI.
Buael atak Ha mHoOpManuio: aTaku Ha KOHPUIECHIIUAIBHOCTbD, 11ETOCTHOCTD,
JIOCTYITHOCTb.
[Ipumepbl  aTak: BHUPYCHI, TPOSHCKHE IIpOorpaMMbl,  (UIIUHT,
MaHUITYJISILIUM C JAHHBIMHU.
O11eHKa PUCKOB | YSI3BUMOCTEH HH(POPMAITMOHHBIX CHCTEM.
) AHanu3 ysI3BUMOCTEH CUCTEMBI: METOJAMKH M HHCTPYMEHTHI.
Pucku, cBs3aHHBIE C YTE€UKaMU JIaHHBIX, HECAHKIIMOHHUPOBAHHBIM
nocTynom u BpeaoHocHsM [10.




[Tonutrka 6€30MacHOCTH:
) Pa3zpaboTka 1 BHeIpeHNE MOTUTUKH 0€301TaCHOCTH MHGOPMAIIHH.
BaxxHOCTh pazrpaHudeHus 10CTyna, KOHTPOJISI © MOHUTOPUHTA.
[TonuThka 3amUTHl JaHHBIX, MpPaBUIa PE3EPBHOIO KOMHUPOBAHMUS,
BOCCTaHOBJICHHMSI IOCIIE NHIUAECHTOB.

MexayHaponHble CcTaHAapThl U peraameHTsl OezonacHoctu: ISO/IEC 27001,
NIST, GDPR.

) O630p TpeOoBaHMI U CTaHIAPTOB OE30MACHOCTU ISl PA3IMUHBIX cep
NS TENbHOCTH.

) [Ipumenenue cTaHAapToOB Uil  TMOCTPOCHUS  CHUCTEMbl  3aIUTHI
uH(pOpMAaIMU B OpraHU3alUH.

Tema 2. Kpunrorpagpuyeckue MoaeJud. AJTrOpuT™Mbl MUPPOBAHUSA.
AJroput™Mbl  ayTeHTH(PUKAUM  MoOJb30BaTelieil. Moaean 0e30MacHOCTH
OCHOBHBIX ONIEPALMOHHBIX CHCTEM.

Kpunrorpaduueckue moaenu:

) Mopeny CHMMETPUYHOTO U ACUMMETPUYHOTO IMH(PPOBAHMUS.
Hcnonp3oBanre mu@poBBIX MOAMUCEH W XAMI-PYHKIUN TSI TIPOBEPKH
LEJIOCTHOCTH JIAHHBIX.
) [IpuHuuner  paboTel  Mopeneld  O€30MACHOCTH  HAa  OCHOBE
KpunTorpadguyeckux NpoToOKOIOB.
AJNTOpUTMBI IIUPPOBAHUS:
) Cummerpuunble anroputMel: AES, DES, RC4.
Acummerpuynbie anroputMbl: RSA, ECC (kpuBble 3IIMOTHYECKOM
KpunTorpadumn).
[IpruMeHEHNE anrOpUTMOB B PEATBbHBIX MPWIOKEHUSX: 3allUTa TaHHBIX,
3JIEKTpOHHAas nouta, VPN.
AJTOpUTMBI ayTeHTU(UKAITIHN TIOJIB30BaTEIeH:
) [Taponbnas  ayrenTudukanus, aByxdakTopHas ayTeHTH(UKAIIHS,
OouomMeTpus.
) [Tporokonsr ayrenTudukanuu: Kerberos, LDAP, SSO (Single Sign-On).
_Mouenu 6e30MaCHOCTH ONEPAIIMOHHBIX CHCTEM:
Monenu 6e3omacHoctu: Bell-LaPadula, Biba, Clark-Wilson.
Ponb onepallMoOHHBIX CUCTEM B 3aIMTE JAHHBIX: PaBa J0CTYMa, 3all1uTa
OT BUPYCOB ¥ BPEIOHOCHBIX IPOTPAMM.
) KonTpons gocTtyma w ympaBlieHME TMpaBaMHu IOJb30BATENEH B
pazmunbix OC: Windows, Linux, macOS.

Tema 3. AaMuHucTpupoBaHue cereil. 3amura MHPOPMAUMM B CETHAX.
MHoroypoBHeBasi 3a1I{UTa KOPIIOPATUBHBIX CeTEH.

AJMUHUCTPUPOBAHKE CETEH U yIPaBJICHHE 0€30M1aCHOCTHIO:

) OcHOBHBIE 3371241 aIMUHUCTPUPOBAHHMS CETEBOM 0€30MMaCHOCTH.
Coznanmne 3alIMIIEHHBIX CETEBBIX HHQPACTPyKTyp U olecnedeHue

JOCTyIA.
_3amuTa HHYOPMAIKH B CETSX:
Mertoapl 3aUTh Iepeaavn TaHHbIX: mudpoBanue Tpaduka (SSL/TLS,
IPsec).



3ammra Ha ypoBHe npuioxeHuii: HTTPS, SSH.
[Tporokomnsr Ge3onacHoi nepenayn gaHHbix: VPN, kpunrorpaduueckue
POTOKOJIBI.

_MmuoroypoBHeBasi 3aiura KOPIopaTHBHBIX CETEH:

Konnenus MHOTOCIOWHOM 3amuThl: 3amuTHBIE cTeHbl (firewalls),
CUCTEMBI IpeoTBpalienus Bropskenui (IDS/IPS), mudpposanue.

3amuTa KOPHOPAaTUBHBIX JIaHHBIX ¢ nomomplo VPN, DMZ,
CErMEHTAIIUU CETH.

) KonTpomas u ynpasiaeHue J10CTyIOM B KOPIIOPATUBHBIX CETSX.

_Bonpocel ynpapiienust ”HIMIEHTaMU U OTBETHBIMM MEPAMU HA YTPO3bI:
PearupoBanne Ha araku W MHUOUACHTBI: OJOKUPOBKA, aHAIU3 W

BOCCTaHOBJICHHE.
Ucnonv3oBanue SIEM-cuctem i MOHUTOPMHTAa W aHalid3a
0€30MaCHOCTH.

Tema 4. TpeGoBanusi K cucTeMaM 3aIIUTHI HHPOPMAIIUN U HATIPABJICHUSA
pa3BuTHusl cpeAcTB Oe3omacHocTH npeanpusatus. I[IpaBoBble mocieacTBus
HECAHKIIMOHMPOBAHHOIO I0CTYNA K MH(oOpMaun

_TpebGoBanus K cucTeMam 3amuThl KHQOPMALKY:

Cranpaptbl KOH(PUIAECHUUAIBHOCTH, IEJIOCTHOCTA U JOCTYHHOCTH
JTAHHBIX.
) CucteMbl  3amuThl  UHGOpPMALUM:  AHTUBUPYCHBIE  MPOrPaMMBI,
(baepBOIIBI, CHCTEMBI KOHTPOJISA IOCTYIIA.
[ToauTuk 0GE30MaCHOCTH: pasrpaHUYEHHUE TIpaB JIOCTyNa, ayJauT
0€301acHOCTH, aHAJIU3 YS3BUMOCTEM.

_Hanpassenus pa3Butys CpeACTB O€30IIaCHOCTH:

Pa3BuTHe 001auHBIX TEXHOJIOTHI U 0OecrieueHre 0€30MacHOCTH JTaHHbBIX
B O0J1axe.

Hcnonp3oBaHre MCKYCCTBEHHOTO WHTEIIEKTa U MAlTUHHOTO OOy4YeHUS
JUIS1 BBISIBIICHUS YTPO3.

) Pa3Butne OuWOMETpPUYECKUX TEXHOJOTUW MJisi ayTeHTU(DHKAIUU W

3alUThI JAHHBIX.

_IIpumeHeHre MHHOBAIIMOHHBIX CPEJICTB JUIS 3AIMTH HH(OPMALMH:
JlenieHTpann30BaHHbIE CUCTEMbI 0€30MacHOCTH (OJIOKUYECHH).
Hcnonb3oBaHre KpUNTOBATIIOT U HU(POBBIX MOANMKUCEH IS TpaH3aKIIMMA

U KOHTPAKTOB.
_IIpaBoBbie NOCIENCTBHS HECAHKIIMOHUPOBAHHOT'O JOCTYIIA:
Bnusgnue Ha 6e30macHOCTh M KOHGUIECHIIMATBHOCTh HH(POPMALIUH.
3aKOHBI U PEryJIMPOBAHUE: 3alIUTA JAHHBIX, OTBETCTBEHHOCTh 3a YTEUKY
uH(opmauu.
[Ipumenenue 3akoHOB Mo 3amure JaHHbIX (Hampumep, GDPR) u
OTBETCTBEHHOCThH 32 HapyIIEHUE TIPaB Ha HHGOPMAIIHIO.
) [Tpumepsl MPaBOBBIX MOCJIEACTBUM: mrpadsl, YTrOJIOBHAsI
OTBETCTBEHHOCTb, CYJICOHBIC MTPOTIECCHI.
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5. VY4eOHO-MeTOAMYeCKOe o0ecledeHHe CAMOCTOATENbHO PadoThI
CTY/IeHTOB

CamocrosiTenbHast paboTa MPOBOJUTCS C LEIbIO: CHCTEMaTU3aluud U
3aKpeIJICHUs] TOJIYYEHHBIX TEOPETHUECKUX 3HAHUM W MPAKTUYECKUX YMEHHM
oOydaromuxcsi; yriiyOJIeHHs M PpacUIMpEHUs] TEOPETUUYECKHX 3HAHHUM CTYJCHTOB;
dopMupoBaHUsS YMEHHH HCIONB30BaTh HOPMATHBHYIO, IMPABOBYIO, CIPABOYHYIO
JOKYMEHTAINIO, YUeOHYI0 M CIENHAIbHYIO JINTEPATypPy; Pa3BUTHS MMO3HABATEIHHBIX
CIIOCOOHOCTE HW  aKTHUBHOCTH  OOYYalOIIUXCS:  TBOPYECKOW  HMHUIIMATHUBBI,
CaMOCTOSITEILHOCTH,  OTBETCTBEHHOCTH,  OPTaHW30BaHHOCTH,  (HOPMUPOBAHHE
CaMOCTOSITETbHOCTH MBIIIUICHHUS, CHIOCOOHOCTEH K CaMOpa3BUTHIO,
COBEPILIEHCTBOBAHUIO M CaMOOpraHu3aiuu; GOpMHUpPOBaHUSA MPO(PECCHOHATBHBIX
KOMITIETEHIIUI; PA3BUTHIO UCCIIEAOBATEILCKIUX YMEHUN CTYIC€HTOB.

@®opMbI U BHUJIBI CAMOCTOSITEILHOW paOOThl CTYJEHTOB: YTEHHUE OCHOBHOM M
JIOTIOJIHUTEIBbHON  JIUTEpaTypbl — CaMOCTOSITEJIbHOE U3y4YeHHE MaTrepuaiga 1o
PEKOMEHTyeMbIM JIUTEPATYPHBIM UCTOUYHUKAM; paboTa ¢ OMOIMOTEYHBIM KaTaJlOTOM,
CaMOCTOSATENIbHBIN MOJA00pP HEOOXOAMMOW JUTEpaTyphl; paboTa €O CIOBapem,
CIOPaBOYHHKOM; TOHMCK HeoOxomumoil uHpopMauum B cetd UHTepHeT;
KOHCTIIEKTUPOBAaHUE HCTOYHUKOB; pedepupoBaHUE HCTOYHUKOB;, COCTABJICHHE
aHHOTAIM{ K MPOYUTAHHBIM JINTEPATYPHBIM UCTOYHHKAM; COCTABIICHUE PELICH3UN U
OT3BIBOB Ha MPOYUTAHHBIN MaTepuai;, COCTaBJICHHE 0030pa MyOMUKalui MO TEeME;
COCTaBleHHE U  pa3pabOoTKa TEPMHHOJIOTHYECKOTO  CIOBaps; COCTaBJICHHE
XPOHOJIOTMYECKOM TalbnuIbl; coctaBieHre Oubmuorpaduu (Oubnuorpaduueckoit
KapTOTEKH); TMOATOTOBKA K pasNUYHBIM (opmMaMm TeKymed u NpOMEKyTOUHOU
arTecTalui (K TECTUPOBAHMIO, KOHTPOJIBHOW paboTe, 3auyeTy); BBHINOJIHEHUE
JIOMAIIIHUX KOHTPOJBHBIX pabOT; CaMOCTOSITENBHOE BBIIIOJIHEHHE MPAKTHUYECKUX
3aJlaHUi PENPOIYKTUBHOTO TUMA (OTBETHI HAa BOIPOCHI, 3aJ]a4H, TECThI; BHIIOJTHEHHUE
TBOPYECKHX 3aJaHUM).

Texnonorus opraHu3ay CaMOCTOATEIBLHON PadOThl 00YUaIOIUXCS BKIIOYAET
UCTOJb30BaHUE HWH(POPMAIMOHHBIX M  MAaTE€PHAIIbHO-TEXHHUYECKHX PECYpPCOB
00pa30BaTEIHLHOTO YUPEKIACHUS: OUOIMOTEKY C YHTAIBHBIM 3aJI0M, KOMITbIOTEPHBIC
KJacchl C BO3MOXXHOCTBIO paboTel B WHTepHer; ayautopuu (KIaccel) AJis
KOHCYJIbTAIIHOHHOM e TEIBHOCTH.

[lepen BbIMOTHEHHEM OOYYAIOIIMMHUCA BHEAYAUTOPHON CaMOCTOATEIHHOU
paboThl TpemnojaBaTeNib MPOBOJUT KOHCYJIBTHPOBAHHE IO BHITIOJHEHHUIO 3aaHMUS,
KOTOPBIA BKIIOYAeT I1eJb 3a/aHus, €ro COJACPKaHWUS, CpPOKU BBHIMOTHEHHUS,
OpPUEHTHPOBOUYHBIH 00BEM pabOThI, OCHOBHBIE TPEOOBaHMS K pe3ylibTaTaM padOThI,
KPUTEPUH OLIEHKH. Bo Bpemsi BBINOJHEHUS OO0Yy4YaloIUMHUCS BHEAYAUTOPHOU
CaMOCTOATENbHON paboThI U MPU HEOOXOJUMOCTH MPENOIaBATENh MOKET IMPOBOIUTD
WHIMBUyaJIbHBIE U TPYNIOBbIE KOHCYJIbTAINH.

KonTpons  camocTosiTenbHOM ~ pabOThl  CTYJIEHTOB  INPEAyCMaTpUBAET:
COOTHECEHHE COACPKAHUSI KOHTPOJIS C UEIIMH 00yueHus; 00bEKTUBHOCTh KOHTPOJIS;
BAJIMIHOCTb KOHTPOJSL (COOTBETCTBUE NPEIBSIBISIEMBIX 3aJaHUM TOMY, 4YTO
OpeanoyaraeTcs MpoBEpUTh); auddepeHIuanio  KOHTPOIbHO-U3MEPUTENbHBIX
MaTepUaoB.
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dopmbl
BBITIOJIHCHUS

KOHTPOJISI CaMOCTOSITEIbHOW — pPabOTHI:
CaMOCTOSITEIbHOH ~ paboOThI

IpOCMOTP M TIPOBEpPKA
npenoaaBaTesieM;

OpraHHu3aIus

CaMOIIPOBEPKH, B3aHMOIPOBEPKU BBIIIOJHEHHOTO 3a/laHusi B TPYIINe; OOCYXKICHHE
pEe3yJIbTaTOB BBIMIOJHEHHOW PaOOTHl HAa 3aHATUU; IPOBEJACHHE MMCbMEHHOTO OMpOCa;
IOpOBEJCHHE YCTHOTO OMNpOCca; OpraHu3alus W TPOBEIACHHE WHIUBUIYaJIHHOTO
co0eceIoBaHuUs; OpraHu3alys U IpOBEIEHUE COOECEeI0BaHUS C TPYIIION.

IIepeyeHb BONPOCOB, OTBOJAUMBIX HA CAMOCTOSATE/IbHOE OCBOCHHUE TUCIHUIIMHBI,
(opMbI BHEAYIUTOPHOH CAMOCTOSITEJIbHOM Pad0ThI

HaumeHnoBaHue TeM
(pa3aesioB)
JUCIHUILTHHBI

Hepe‘IEHL BOIIPOCOB, OTBOAUMBIX HA CAMOCTOATE/IbHOEC
O0CBOCHHUEC

®opMbl BHEAYIUTOPHOM
CaMOCTOSITeJIbHOI PadoThl

Tema 1. OcHoBHBIE
IIOHATHUA U
OTpeIesICHHSL.

W cTOuHUKH, PUCKH U
(dopMEI aTak Ha

1. Ompenenenne 3amUTH MHGOPMAITNH U €€ OCHOBHBIE IEIH.
2. OCHOBHBIE TIOHATHSI: KOHPUACHIHATEHOCTD, IIEIOCTHOCTb,
JIOCTYITHOCTh HH(OpMAITUH.

3. Uctouruku yrpo3 nH(GOpMaIMu: BHYTPEHHUE 1 BHEUITHHE
(haKkTOpEL

U3zyueHuie nmutepaTypsbl 1Mo
OCHOBHEIM ITOHSATHSIM 3aIATHI
nHpopmarun. [IpoBenenne
aHaJv3a BO3MOXHBIX YIpo3
JUTSE HTH(OPMAITUHY B

UH(pOPMALIHIO. 4. ®opmbl aTak Ha HHGOPMAIIHMIO: BPEIOHOCHBIC TPOIPaMMBI, pasauuHbIX cdepax.
[TonuTHKa U CTaHAApTHl | COLMAIbHAS NHKCHEPHS, (PUIIMHT H JIP.
6€301acHOCTH 5. IomuTrky 6€30MaCHOCTH: OCHOBHBIE KOMIIOHEHTHI M HX

3HAYCHWE B OpTraHU3aIINN.

6. Crangaptel 6e3onacHoctu nHGopmanmu: ISO/IEC 27001 u

IpyTHe.

7. O1leHKa pUCKOB U ySI3BUMOCTEH B 00JIaCTH 3aIUTHI

WHPOPMAITUH.

8. ConmanbHast UHKESHEPHS: METO/IbI U IPUMEPHI aTakK.

9. Biiustaue uenoBedueckoro akTopa Ha 0€3011acCHOCTh

WHPOPMAITUH.

10. Bynymiee 3amuThl HHGOPMAIIMK: HOBBIC YIPO3bI U TIOIXOIBI.
Tema 2. 1. O630p kpunTOrpapUIEecKuX MOAEIEH: CHMMETpUYHAS U HccnenoBanue MeToa0B
Kpunrorpapudeckue ACUMMETpPHUYHAS KPUTITOTpadus. ayTCHTH(PUKAIIAN
MOJIEJH. AJITOPUTMBI 2. Anroputwmsl mudposanus: DES, AES, RSA u ux MHoJb30BaTele U uX
(G pOBaHHS. 0COOEHHOCTH. s¢dexruBHoctH. [IpoBenenne
AJITOpUTMBI 3. XomI-pyHKITUN ¥ X TIPUMECHECHHE B 3aIUTe HHPOpMAITHH: aHaliM3a Mojenen
ayTEeHTU(QUKAIIH SHA-1, SHA-256 u np. 0€30I1aCHOCTH OCHOBHBIX
MOJIb30BaTEINEH. 4. AITOpUTMBI Ay TECHTU(UKAIINH; TAPOJIH, TOKCHBI, OHOMETpHSI. OIEePAIIMOHHBIX CUCTEM.

Mopenn 6€30macHOCTH
OCHOBHBIX
OTIepAIIIOHHBIX CHCTEM.

5. Mozenu 6e3011acHOCTH B OTIEPAIlHOHHBIX crcTeMax: Windows,
Linux, macOS.

6. Ponb xpunrorpaguueckux METOIOB B 00ECIICUCHUN
0€30MaCHOCTH OTIePAIIMOHHBIX CHCTEM.

7. [Ipumepsl MPUMEHEHHNS Pa3INYHBIX aJITOPUTMOB IIH(DPOBAHU
B PEaNbHBIX CUCTEMAaX.

8. Ceptudukatsl 1 nHPpACTpYKTypa OTKpHITHX Kitouel (PKI) B
ayTeHTH(UKAIUH TOIb30BaTEIEH.

9. CootBercTBHE CTaHAapTaM 0€30MaCHOCTH AJITOPUTMOB
mHupoBaHUSL.

10. byaymee kpunTorpaduueckux METOJOB: HOBBIE PEIICHUS U
TOJTXO/IBL.

Tewma 3.
AJIMUHHCTPHPOBaHHUE
cereil. 3ammuTa
WHPOPMAIUH B CETSIX.
MHoroypoBHeBast
3aIIMTa KOPIIOPATUBHBIX

1. OCHOBBI aIMUHUCTPUPOBAHMS CETE: 3a1a4l U UHCTPYMEHTHI.
2. YTpo3bI O€30MACHOCTH B CETSX: THUITHI U UCTOYHUKH.

3. Metonp! 3antuThl HHGOPMAIHH B ceTsX: mudpoBanne, VPN,
(aiipBoJIbI.

4. MHOTOYpOBHEBAs 3aIIUTa KOPIIOPATUBHBIX CETEH: KOHIEIITHH
U TIOAXOJIbI.

IIpoBenenue aHanu3za
MHOTOYPOBHEBOH 3aIllUTHI
KOPIIOPaTUBHBIX CETEH.
Hccnenosanue npumepoB
YCIELIHOT0
aIMUHUCTPUPOBAHUS CETEH C
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ceTel.

5. Posb ceTeBbIX MPOTOKOJIOB B O€30MaCHOCTH HH(OpMAIIUH.

6. [Ipumenenne cucteM oOHapYKEHUS U IPEAOTBPALLCHHS
Bropkenuii (IDS/IPS).

7. Cucremsl ynpasieHus 6e3onacHocTbio nHpopmaruu (SIEM):
(YHKUMH U IPUMEPBHI.

8. OCHOBHBIC TIPUHITUTIB IPOSKTUPOBAHHS OE30MTACHBIX CETEH.
9. O0yueHHe COTPYAHUKOB 0€30MMaCHOCTH B KOPIIOPATHBHOMN
cpeze.

10. Byaymee cereBoi 0€300aCHOCTH: TPEHABI H TEXHOJIOTHH.

aKIIEHTOM Ha 0€30I1aCHOCTb.

Tema 4. Tpebosanus K
CHUCTEMaM 3alIUThI
nH(pOpMAIIH U
HaIlpaBJICHUS PA3BUTHUS
CpeJICTB 0€30IaCHOCTH
MPEANPHUSITHS.
[TpaBoBBIE MOCTEACTBUS
HECAaHKIIMOHMPOBAHHOTO
JOCTyTIa K HHPOPMAITUH

1. OcHOBHEBIE TpeOOBaHUS K CHCTEMAaM 3alTUTHI HH()OPMAITHH:
KOH(QHIEHINAILHOCTD, IEIOCTHOCTb, JIOCTYITHOCTb.

2. HopMaTHBHBIE TOKYMEHTHI U CTaHJIAPTHI B 00JIACTH 3aI[UTHI
WH(pOpPMAITHH.

3. HanpaBieHus pa3BUTHs CPEACTB 0€30MACHOCTH: TCHIACHIIUN U
WHHOBAIIWH.

4. Ponb TexHOIIOTHH B 00ecriedeHnH 0e301MacHOCTH HHPOPMAIHN
Ha TIPEANPHUATHIX.

5. [IpaBoBbI€ acTIeKTHI 3aIMTHl HH)OPMAIIUH: 3aKOHBI U
perysnuu.

6. [locnencTBrsa HECAHKIIMOHUPOBAHHOIO JOCTYIIA K
nHGOPMAIUK: IOPUANYSCKUE U (PUHAHCOBBIC.

7. [IpuMepsl YCIENTHOTO BHEIPSHUS CUCTEM 3aIIUTHI B
KOMIIaHHSX.

8. Bmustnne GDPR u npyrux perymsiuii Ha 3auTy
WHPOPMAITUH.

9. OneHka yrpo3 u OIIeHKa PUCKOB B KOHTEKCTE ITPABOBBIX
MOCJIEICTBUH.

10. Byymiee cuctem 3amuThl HHGOPMAIMK; HOBBIC TIOJXO/IbI U
BBI30BBL.

Hccnenoanue nmpaBoBbIX
MOCHEACTBUN
HECaHKIIMOHUPOBAHHOTO
JOCTyTa K WH(OPMAITHH.
IIpoBenenue aHanuza
COBPEMEHHBIX TCHJICHIIUHN B
o0JacTu CpescTB
0e301macHOCTH.

IIxana oueHUBaHUA

[IIxana oreHrBaHUs Kpurepuu oneHuBaHUS

«OTInYHO»

OOyuatomuiics TayOOKO W COAEpKATEIbHO PACKPHIBAET
TEMY CaMOCTOSITEJIbHOW paldOThl, HE JOMYCTUB OIIHUOOK.
OTBET HOCHUT Pa3BEPHYTHIN U HCUEPIIBIBAIOIIUN XapaKTep

«Xopomo»

OOyuaromuiics B LETIOM PacKpbIBAET TEMY
CaMOCTOSITENIbHOM pabOThI, OJTHAKO OTBET XOTs Obl HA OJNH
U3 HHUX HE HOCHT pa3BEPHYTOIO M HCUEPIBIBAIOLIETO
XapakTepa

«yI[OBJ'IGTBOpI/ITGJ'IBHO»

OOyuaromuiics B LEJIOM pacKphIBaeT TeMy
CaMOCTOATENbHON paOOThl U JOIMYCKAET PsiJi HETOUYHOCTEH,
(dbparMeHTapHO PACKpBIBAET COJEPKAHHE TEOPETUUECKHUX
BOIIPOCOB WJIM HUX PAaCKpPbIBA€T COJEPKATEIbHO, HO
JIONyCKasi 3HAYUTEIbHbIE HETOYHOCTH.

«HeynoBieTBOpUTEIBHO»

OOyuwarommiics  He  BJaJeeT  BBHIOpAHHOW  Temou
CaMOCTOSITEJIbHOM pabOThI

6. Ouenouynbie MaTepuaJibl ((POHI OLEHOUYHBIX CPEACTB) AJISl MPOBEACHUS
TeKYLIero KOHTPOJIA YCIeBA€MOCTH, NPOMEKYTOYHOH ATTeCTAMHM MO MTOraM

OCBOCHHUA JUCHUIIIMHDBI
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6.1. ITacnopt doHIa OLIEHOYHBIX CPEICTB

Ne | Kontponupyembie Kon n Nunukatop 10CTHXKEHUS HaumenoBanue
pazaenbl (TeMbI) HauMEHOBaHUE KOMITIETEHIINH OLICHOYHOT'O
JUCIUTUTUHBI KOMIIETCHIIUHU cpencTBa

1. | Tema 1. OcHoBHBIC ITK-3. Cnocoben [IK-3.1. 3HaTsh:

TTOHATHA 1 paspabatbiBaTh MHCTPYMEHTBI U METOBI

Ompe/IeICHHSI.

beA apxutektypet UIC | pyoexruposanus

I/ICTO‘IHI/IKI/I, PUCKHU U

dOpMBI aTax Ha apxutekTypsl UC, 0cCHOBBI

UHQOPMALHIO. COBPEMEHHBIX CUCTEM

Tlonutnka u CTaHAAaPThI praB JIEHUS 6a3aMI/I

Oesomacroctn JAHHBIX, YCTPONCTBO U

4 Ormpoc, TECT,

(yHKIIMOHUpPOBAHUE JTOKTAL,
coBpeMeHHbIX C pedepar, 3ader
[IK-3.2. Ymers:
MIPOEKTUPOBATh
apxutektypy 1C
I1K-3.3. Bnaners:
pa3paboTka
ApPXUTEKTYPHOU
crenuburanuu MC

2. | Tema 2. IIK-3. Criocoben IIK-3.1. 3HaTth: Ormpoc, TECT,
Kpumrorpapueckne paspabaTbIBaTh WHCTPYMEHTBI X METOBI JNOKIan,
MOJIETTH. AJTOPUTMBI

A p apxurektypsl UC NPOEKTHPOBAHNS pedepar, 3auer
i poBaHHS.
AJTOPHTMBI apxurtekTypsl UC, 0CHOBBI
ayTeHTH(HUKALNN COBPEMEHHBIX CUCTEM
TI0JIB30BATEIICH. yIIpaBIIeHHs (Ga3aMu
Monenu 6e30macHOCTH .
JAHHBIX, YCTPOMUCTBO U
OCHOBHBIX
OTePAIMOHHBIX CUCTEM. (yHKUHOHMpOBaHHE
coBpemeHHBIX C
I1K-3.2. Ymers:
MIPOCKTUPOBATH
apxutektypy UC
I1K-3.3. Bnanets:
pa3paboTka
APXUTEKTYPHOU
crnenuburanuu MC

3. | Tema 3. [1K-3. Crocoben IIK-3.1. 3HaTh: Ompoc, TECT,
AJIMHHUCTPUPOBAHHE paspabarbiBaTh WHCTPYMEHTBI U METO/IbI JOKJIANT,
ceTell. 3amura

11 apxutekTypbl UC NPOEKTHPOBAHHS pedepart, 3ader

HH(POPMALIUH B CETAX.
MHoroypoBHeBast
3aIlUTa KOPIIOPATUBHBIX
ceTeil.

apxutekTypbl IC, 0oCHOBBI
COBPEMEHHBIX CUCTEM
yrpaBieHus 0azamu
JAHHBIX, YCTPOMCTBO U
(yHKIIMOHUpOBAHWE
coBpeMeHHbIx C
[IK-3.2. Ymers:
IIPOEKTUPOBATH
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apxutektypy 1C

I1K-3.3. Bnaners:
pa3paboTka
APXUTEKTYPHOUI
crenuburanuu MC
4. | Tema 4. Tpe6osanus k | [IK-3. CmocoGen IT1K-3.1. 3natb:
CHCTEMaM 3aIlUTRI paspabareiBaTh WHCTPYMEHTBI U METO/IbI
HH(pOPMALK 1 apxutektypsl UIC | 11500 rupopanms
HaIpaBJICHUA Pa3BUTUA
cpencTB 6e30MacHOCTH apxuTekTypsl UC, 0CHOBBI
TPEIPHUSTHS. COBPEMEHHBIX CUCTEM
IIpaBoBbIE NOCIEACTBUS yIpaBiIeHns 6azaMu

HECAaHKIIMOHUPOBAHHOT'O

JIOCTYTA K I/IH(I)OpMaI_II/II/I JaHHBIX, YCTPOUCTBO U

Ompoc, TECT,
TOKIa,
coBpemeHHbIX C pedepar, 3auer
I1K-3.2. Ymerts:

IIPOCKTUPOBATH

(GYHKIIMOHMPOBAaHUE

apxutektypy UC

I1K-3.3. Bnanerts:
pa3paboTka
ApXUTEKTYPHOU
crnenuburanmuu MC

Jdranbl ¢opMupoBaHus KommeTeHuuii B mpomecce ocBoeHuss OITOIT
IpsIMO CBSI3aHBI C MECTOM JMCLHUIUIMH B 00pa3oBaTeabHON mporpamMme. Kaxapiil stan
(opMupOBaHUsS KOMIETEHIIMM, XapaKTEPU3yeTCs ONPEICICHHbBIMU 3HAHUSMH,
YMEHMSIMM W HaBbIKaMH M (WJIM) OIBITOM MNPO(PECCHOHANBHON JIEATEIbHOCTH,
KOTOpBIE  OLICHMBAIOTCS B  IIPOLIECCE TEKYLIEr0 KOHTPOJII  yCIEBAEMOCTH,
IPOMEKYTOYHOM aTTECTALMU MO JUCUUILIMHE (TPAKTUKE) U B IMPOLIECCE MUTOTOBOM
aTTECTallNH.

Huciumnaa «MHpopmanmonHas 0€30MacHOCTb» SIBIASETCS MPOMEKYTOUYHBIM
JTarloM KOMIUIEKCAa JHWCUUIUIMH, B XOJE W3Yy4YEHUs KOTOPBIX Y CTYACHTOB
dopmupytorcsa komnerenuus [1K-3.

®opmupoBanusi komnereHuuu [1K-3 HaunHaeTcss ¢ M3ydyeHUEM TUCHUILIIMH
«OOBEKTHO-OPUEHTUPOBAHHOE MporpaMMmupoBanue», «lIporpammupoBanue ais
MOOUJIBHBIX YCTPOICTBY.

3aBepuiaerca pabota 10  (OPMHPOBAHUIO Yy CTYJAEHTOB  YKa3aHHBIX
KOMIETEHIIMA B XOJA€ M3y4YEHHUsS AUCLMIUIMH ydyeOHas NMpPaKTHKa: TEXHOJIOIMYecKas
(MpPOEKTHO-TEXHOJIOTMYECKasl) MpaKkTUKa, «ba3bl naHHbIX», «MeToasl U CpelacTBa
OPOEKTUPOBAHUSA HH(OPMALMOHHBIX CHCTEM M TEXHOJIOTUI», NMPOU3BOJICTBEHHAs
PAKTUKA: TEXHOJIOTHYECKast (MpOEKTHO-TEXHOJIOTrNYECKas) IIpaKTHKa,
IIPOX3BOJICTBEHHAS IPAKTUKA: MPEIIUIUIOMHAs MPAKTHKA.

UtoroBas omenka chopmupoBanHocTd kommeteHnuit [1K-3 omnpenensiercs B
nepuoa l'ocynapcTBeHHass WTOroBas arrecTauus: NOATOTOBKA K caade M chaya
roCyJIapCTBEHHOTO JK3aMEHa, ['0Cy1apCcTBEHHAss UTOTOBAasl ATTECTALIMS: BBIIIOJIHEHUE
Y 3alUTa BbIMTYCKHOW KBaTU(UKAIMOHHON PabOTHI.
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B npouecce u3yyeHusi JUCHMILIMHBI, KOMIIETEHIMH TaKke (POPMHUPYIOTCS
MO3TAIHO.

OcHoBHBIMH dTamamu  GopmupoBanus [IK-3 npu u3ydeHUH IHCITUTLIAHBI
b1./I(M).B./IB.6.1 «uadopmanronHas 0€301aCHOCTDY SBIISICTCS ITOCICAOBATEILHOS
U3YUYEHHUE COJICP’KATEIbHO CBSI3aHHBIX MEXIYy CO0OM TeM YYeOHBIX 3aHSTHI.
N3ydenune kaxxaoil Tembl MpearoiaracT OBJIAJICHHE CTYJEHTaMU HEOOXOAUMBIMU
JecKpunTopamMu  (COCTaBJISIIOIIMMM)  KoMmmeTeHuui. Jlns  oueHku  ypoBHS
cOOPMUPOBAHHOCTH  KOMIIETCHIIMA B  MpOIECCEe  M3YYEHUS  JAUCIUTLIUHBI
IPEAYCMOTPEHO TMPOBEJCHUE TEKYIIero KOHTPOJS YCIEBAaeMOCTH 10 TeMam
(pazaenam) IUCIUIIMHBI M IPOMEXKYTOYHOM aTTECTAIllUU 110 JUCHUIUIMHE — 3a4eT.

6.2. KoHTpo/ibHBIE 3aJaHUSI U MATEPHAJIbI, HEOOXOAUMBbIE VISl OLEHKH
3HAHWI, YMEeHHUI ¥ HABBIKOB U (WJIH) ONBITA JeSITEJIbHOCTH, XapaKTePHU3YIOIIUX
Tanbl (OPMUPOBAHUS KOMIIETEHIMH B Mpouecce 0CBOEHHUsI 00pa3oBaTeIbLHOM
NMPOrpamMMabl

6.2.1. KoHTpoubHbIe BONPOCHI MO TeMaMm (pa3gejiaM) JJs ONpoca Ha
3aHATHAX

Tema (pazaen) Bomnpocer
Tema 1. OcHoBHbIC [1K-3
TOHATHUS ¥ ONPECIICHHS. 1. [Tonsitue nHpopMauy U HTHPOPMAITIOHHBIX PECYPCOB.
Hcroynnku, pucku 1 2. OCHOBHBIE 1IeNTU U 3314y 3aIUTHl HTHPOPMaLIUH.
opwmbi atak Ha 3. Knaccudukanus nadopmanyu no creneHu
nHpopmarmro. [lomntuka KOH(I)H JEHIMATBHOCTH.
CTAHIAPTHI Oe30MaCHOCTH | 4 [IpuHIMIIBI TOCTPOEHUSI CUCTEM 3alllUThI HH(OPMALIUH.
5. Tumne! yrpo3 nHpopMaMoHHOH 0€30MacHOCTH.
6. Hcrounnku yrpo3 v BO3MOXHbBIE KaHaJIbl yTeUKH HH(GOpMALUK.
7. Knaccudukanus ys3BuMocTeld 1 METOIbI UX OOHAPYKEHHS.
8. [TocnencTBus peanuszanuu yrpo3 1 OllEeHKa PUCKOB.
9. MeToap! aHanM3a 3aUUIEHHOCTH HHPOPMALIUH.
10. [Toaxonp! k 06ecnieueHUI0 HENPEPHIBHOCTH HHPOPMAIIMOHHBIX
IIPOLIECCOB.
11. Omnpenenenne NOJUTUKY 3aLUTHI UHPOPMAIUH.
12. MexaHu3Mbl 3aIIUTHl KOHPHUICHIIMAIbHBIX JaHHBIX.
13. [IpuHIMIIBI KOMIUJIEKCHOH 3aIUThI HHPOPMAIIUH.
14. Posnb nonb3oBarens B o0ecnieuenuu Ub.
15. Cucrema o0yueHus: 1 THQPOPMHUPOBAHUS TIEpCOHAJIA IO BOIIPOCaM
Ub.
16. ®dopmMupoBaHue KyJIbTypbl HHHOPMAITMOHHONW O€30MTaCHOCTH.
17. [TpuHIMIBI BBIOOpA TEXHUYECKUX U IPOTPAMMHBIX CPE/ICTB
3aILUTBHI.
18. CornacoBaHue Mep 3aIIUThI C IPOU3BOJICTBEHHBIMHU 33Ja4aMH.
19.  PernameHTbl pearupoBaHUs HA UHLUICHTHI.
20. Huterpanus b B KopnopaTUBHYIO CTPATETHIO.
Tewma 2. [IK-3
Kpunrorpapudeckue l. TexHnueckue KaHajabl yTeUKH HHPOPMALIUH.
Mozienu. AIIrOPUTMBI 2. MeTo/1b1 3aIIUTHI OT AKYCTUYECKUX U BUOPOAKyCTHUECKUX YTEUEK.
MAQPOBAHHS. ANTOPHTMBI | 3 DKpaHMPOBAaHUE MOMELICHUNA U 000PYAOBaHMS.
ayTeHTH(HKALIH 4. KOHTPOIIb 3IEKTPOMArHUTHOM COBMECTHMOCTH.
noms30osarenei. Mogenu 5. Hcnonp3oBanue mudpoBaHus KaHAIOB CBSI3U.
0€3011aCHOCTH OCHOBHBIX
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OIEPALMOHHBIX CUCTEM. 6 CpenctBa moaBieHus: TOOOYHBIX U3ITYUCHHM.

7. MeToibl U CpeaCcTBa KOHTPOJISI IOCTYIIA B TIOMEIIEHUS.

8 Buomerpuueckue cucteMbl HASHTU(OUKALIUT U ayTeHTH()UKALINY.

9. TexHu4eckue CUCTEMbI OXPaHbl U CUTHAIM3ALUN.

10. KomrnekcHbie cucTemMbl (PU3HUECKON 1 TEXHIUYECKOH 3aIlUTHI.

11. CraHmapThl MO0 TEXHUYECKOM 3a1uTe HHGOPMAIIIH.

12. [IpaBuna skcrTyaTanuy 3auMIIEHHBIX TEXHUUYECKUX CPEJCTB.

13. CepruduimpoBaHHble CPEACTBA 3aUTUTHI HHPOPMAIIUH.

14. [TonGop u BHEIpeHHE CUCTEM KOHTPOJIS AOCTYIA.

15. JlokyMEeHTUpOBaHHE MEP TEXHUYECKOU 3alUTHI.

16. [IpoBenenue NpoBepOK TEXHUUECKOM 3aUIIIEHHOCTH.

17. OO0ecrnieyeHne TEXHUUECKOM 3alIUTHI B pacipe1eIEHHbBIX

CUCTEMAX.

18. O6ecneyeHue 3anuThl THPOPMALIMKA HA paOOUUX MECTaX.

19. Opranu3zanys 3aiunIEHHBIX 30H U KAOMHETOB.

20. MOHHTOPHHT COCTOSHHS TSXHUYSCKOM 3alIUTHI HA 00BEKTE.
Tema 3. [1K-3
AIMUHUCTPUPOBaHKE 1. CpenctBa aHTUBHUPYCHOM 3aIIUTHI.
cerel. 3amura 2. Me:xceTeBble SKpaHbl B CUCTEMBI KOHTPOJISI Tpaduka.
MH(OpMAIIMH B CETSX. 3. Hcnonp3oBanue cucrteM oOHapyxeHust Bropxkeruit (IDS).
MuoroypoBresad salmTa | 4, [IporpamMMHbIE CPEACTBA KOHTPOJIS IETOCTHOCTH JAHHBIX.
KOPTOPATHBHAIX CCTCH. 5. OOGHoBIeHUE U yripaBieHue ys3pumocTtsmu [10.

6. [IpyuHOHUIIBI TOCTPOEHUS OTKA30yCTOMYHUBBIX CUCTEM.

7. Hcnonp30oBaHue pe3epBHOTO KOMUPOBAHUS U BOCCTAHOBJICHHS.

8. [IporpamMHBbIe cpesicTBa pa3rpaHUYEHUs AOCTYyIA.

9. CpencTBa 3amuThl 0T HecaHKIMoHUpoBaHHoro noctyma (HCJI).

10. CpencTBa 3aIUThl JaHHBIX HA MOOMJIBHBIX YCTPOHCTBAX.

11. Pa3paboTka BHYTpEeHHUX periaMeHTOB HH(GOPMAIIMOHHON

0€30IaCHOCTH.

12. [IpoBenenne nHCTpyKTaxKeil U TpeHUHroB 1o Ub.

13. Opranu3zanys KOHTPOJIS 3a JEHCTBUSIMU IIEPCOHATIA.

14. VYnpaBieHue y4eTHbBIMU 3alIUCSIMU U JOCTYaMU.

15. [TonuTHka maposien u 3aluTa y4eTHbIX JaHHbIX.

16. KoHTposnb ncnonib30BaHys BHEITHUX HOCUTENEH HHPOpMAIIUH.

17. AynuT nporpaMMHBIX U OPTaHU3ALIMOHHBIX MEp.

18. MHTerpanys opraHu3alliOHHBIX U TporpaMMHbIX Mep B MIC.

19. Peanuzanus npyuHIMIA MUHUMAIbHBIX IPUBUJIETHI.

20. ®dopmupoBaHre 0TYETHOCTH 110 coOmoaeHuto Ub.
Tema 4. TpeGoBanus K [1K-3
CHCTEMAaM 3aIlUTEL 1. OGmue TpeGoBaHUA K CHCTEMaM 3alllUThl HH(POPMAIIUH.
HH(OpMALIH 1 2. [Tpuniuns! cepTU(UKALNU CPEICTB 3AIIUTHI HHPOPMALIUH.
HalpaBJICHHUS Pa3BUTHS 3. Yporuu aosepus u knaccudukamnus MC mo ypoBHIO 3aUIIEHHOCTH.
CPeNCTB Oe30MacHOCTH 4. MeTtoibl OIeHKH 3P (PEKTHBHOCTH CHCTEM 3allIUTHL.
npeANpHATHSL. TIpaBossIe | g Munumu3alus npas 10CTyna 1 yIpaBieHUE MPUBUIIETUIMHU.
Eggiﬁﬁ;;iiipOBaHHom 6. OTBETCTBEHHOCTH 32 HAPYIICHUE PEKUMA KOHPUICHIIUATHHOCTH.
10CTYNE K HE(OpPMAIH 7. IlocneacTBusi HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MH(GOpMaIUK.

8. [lopsinok paccnenoBanust uHuuaeHToB Ub.

9. Opranu3zanys BHyTPEHHEr0 KOHTPOJIS CUCTEMbI 3aLUTHI.

10. Ouenka ymep6a OT peanu3aiuu yrpos.

11. HopmatuBHO-1IpaBoBasi 6a3a 3anuThl “HGopManuu B PO.

12. Opranusanus npoueccoB 3auTsl HHPOpPMAIUK Ha TPEATPUITHH.
13. ArrecTanus 06bekTOB MHGOpMaTH3aluu 1o tpedosanusim Ub.
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14. B3aumogeiicteue ¢ konTposupyomuMu opranamu (PCTIK, @Cb u
Jp.).

15. IIpaBoBbIe acieKThl 00OPaOOTKH MEPCOHAIBHBIX TAHHBIX.

16. ITpunHIMTIEI TOCTpOCHMS Oe30macHbIX KopropaTuBHBIX MC.

17. TlepcrieKTUBBI pa3BUTHS TEXHOJIOTHH 3aLUTHI HUH()OPMALIHH.

18. CootBerctBue TpeboBanusm ctangaptoB b (I'OCT, ISO).

19. Pa3paboTka BHyTpeHHeH HOpMaTUBHOM JokyMeHTanuu 1o Ub.

20. YopaBieHue )KM3HEHHBIM ITUKJIOM HH(GOPMAIIMOHHON O€30MacHOCTH B
OpraHM3aIMH.

IHIkana oneHUBaAHUS OTBETOB HA BONPOCHI

IITkana oneHUBaHUSI

Kpurepuu oneHuBaHUs

OO0y4arommiicss TIIyOOKO M COJIEPKATeIbHO PAcKphIBA€T OTBET Ha

«OTIHYHO» KK TEOPETUYECKUN BOMPOC, HE MOMYCTUB OMIMOOK. OTBET HOCHUT
Pa3BEPHYTHIN U MCUEPIBIBAIOIIMN XapaKTep.

OOyyaromuiicss B IEJIOM PACKPHIBAET TEOPETHUECKHUE BOIPOCHI,

«Xopomo» OJIHAKO OTBET XOTsI Obl Ha OJUH M3 HUX HE HOCUT Pa3BEPHYTOro U

HCYCPIIBIBAIOIICTO XapaKTCpa.

«Y IOBJIETB OpHUTCIBHO»

OOyyatonuiicss B 1eJIOM PACKPHIBAET TEOPETUYECKHE BOMPOCHI U
JOMyCKaeT  psii  HETOYHOCTEH,  (parMeHTapHO  PacKpBIBAaET
COJIEp’)KaHHE TEOPETHYECKHX BONPOCOB MM HX  PacCKpbIBaeT
COJIepKaTelIbHO, HO JOIYCKasi 3HAYUTEIbHbIE HETOUHOCTH.

«HGYJIOBHeTB OPHUTECIIBHO»

OOyuatoniuiicst He 3HaeT OTBETOB Ha MOCTABIICHHBIE TEOPETUUECKHE
BOIIPOCHI.

6.2.2. TeMmbI 1J19 10KJIAA0B

Tema (pazzgen) Bomnpocsl
Tema 1. OcHoBHbIC [1K-3
HOHATHUS ¥ OIPECIICHUS. 1. Beenenue B 3amuty nH(GOpMAIMNA: OCHOBHBIE MIOHATHS U
I/ICTO‘lHI/IKI/I, PUCKHU U TEPMHUHBIL.
dopwmb arak Ha 2. Pucku yredek nHpopmManuu B COBPEMEHHBIX HH()OPMAIIHOHHBIX
uHopmanuo. IonuTuka v | o oremax.
CTAHAAPTEI 6E30MACHOCTH | 3 [pununs! obecriedeHnss THPOPMATUMOHHON OE30MTACHOCTH.
4. duznyecKkue yrpo3bl U UX BIMsSHUE Ha 0€30MaCHOCTh
UH(pOpMaLIUH.
5. OcHoBHbIE (HOpMBI aTak HA UHPOPMAIIUIO: BUPYCHI, (DUIITUHT,
DDoS.
6. Crannmaptsl 6e3omacHocty uHpopmaruu: ISO/IEC 27001 u
IpyTHE.
7. [TonmuTrky 6€30MaCHOCTH: CO3/IaHKE U YIIPaBJICHHE.
8. Knaccudukanus yrpo3 st uHpopMauu: BHyTpEeHHUE U
BHEIIHHE PUCKHU.
9. CoBpeMeHHbIE METOBI 3aLIUTHI OT YTPO3 YTEUEK TAHHBIX.
10. DTHUYECKHE aCIeKThI 3alTUTH HH(POPMAITUU B OpraHU3aIUsIX.
Tewma 2. [1K-3
Kpurrrorpaduueckue 1. BBenenue B kpuntorpaduio: OCHOBHbIE BUIbI MIH(PPOBAHUS.
MOJIeNH. AJITOPHTMBI 2. [TpuHIMTIBI CHMMETPUYHOTO U ACUMMETPUYHOTO IU(POBAHUSL.
wHQPOBAHUA. ANTOPUTMBI | 3 Anroputmbl mudpoBanus: DES, AES, RSA u ux ocobeHHOCTH.
ayTeHTH(HKALH 4, AyTenTr(UKaLys NOJIL30BaTEIEN: YTO ITO U KaK OHA PadoTaeT.
nosk3oBatencH. Moxem 5. [TpumeHeHue KpunTorpauuecKux METOI0B B ONEPAIIMOHHBIX
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0€30IMaCHOCTHA OCHOBHBIX
OIlEPALIMOHHBIX CUCTEM.

CHUCTCMaAXx.

6.

Mogenu kpuntorpaguIecKoi 3aluThl B COBPEMEHHBIX

ONCpallMOHHBIX CUCTCMAX.

7.
8.

Crannaptsl 1 poTokoJibl ayreHTudukanun: Kerberos, LDAP.
Ncnonb3oBanue 1upoBhIX MOAMHCEN A 00ecTieYeHUs

INOJJIMHHOCTHU JaHHBIX.

9.

CoBpeMeHHbIe KpunTOorpapuuecKue moaxo bl K 3aiuTe

KOpPIOpPAaTUBHBIX JaHHBIX.

10. 3ammra nepenaun qanubix: TLS/SSL u npyrue npoTokosst
0€30MacHOCTH.
Tema 3. [1K-3
AJMUHHCTPUPOBAHHE 1. OCHOBEHI CeTeBOI 6€30MacHOCTH: MPaBHJIa U METO/IbI 3aIIUTHI.
cereii. 3ammra 2. IIpoTokousl 3amuThl B cetsx: [Psec, VPN.
MH(OpPMAIIMH B CETSX. 3. Pucku u yrpo3sr 6€301MacHOCTH TIPH pabOTe B OTKPHITHIX CETSX.
MuoroyposHesad sammra | 4, 3amuTa JOKaIbHBIX CETEHW U MHTEPHETA.
KOPTIOPATHBHBIX CCTCH. 5. [Ipumenenne 6paHIMay pOB B CHCTEM OOHAPYKEHUS BTOPKEHUH.
6. Crpareruu MHOTOypOBHEBOH 3alIUTH KOPIIOPATUBHBIX CETEH.
7. VYrnpasnenue 6€30MacHOCTBHIO CETEBOM HHMDPACTPYKTYPHI.
8. 3amuTa OT aTak Ha YpOBHE NMPHIIOKEHUH U B€O-CEpBUCOB.
9. MeTo/1bl MOHUTOPHHTA U pearipoBaHUs HA UHLIUCHTHI B CETSIX.
10. Texnoaoruu 3ammThl Wi-Fi 1 6ecipoBOAHBIX CETEH.
Tema 4. TpeboBanus K I1K-3
CHUCTEMaM 3allUThl 1. CrangapTbl ¥ TpeOOBaHUS K CHCTEMaM 3aIUThI HHPOPMAIHH.
HH(OpMALIIY 1 2. Pa3paboTka 1 BHepeHHE CUCTEMbI O€30M1aCHOCTH Ha
HaIPaBICHYS Pa3BUTHUS TIPETPHSTHL
cpefcT besonacHocTH 3. OLeHKa PUCKOB U TUIAHUPOBAHUE GE30IIACHOCTH MPEAIPHATHS.
npeAnpuATHs. [pasossie | 4 WHCTpyMEHTHI M cpesicTBa 3aIUThl HH(POpMAIUH.
gggggiﬁ;ﬁiﬁp%amom 5. [Topsimok pearupoBaHus Ha MHITUACHTHI O€30MACHOCTH.
6. 3akoHOJaTeIbHbIE TPEOOBAHMUS K 3aIIUTe HH()OPMAIIH B

JOCTyna K MHPOpMaIuK

Pa3IUYHBIX CTPAHAX.

7.

HpaBOBLIG MOCJICACTBUA YTCUCK JAaHHBIX U

HECAaHKIIMOHHUPOBAHHOI'O AOCTYIIA.

8.

OTBETCTBEHHOCTH 32 HapyuICHUs B obmactu 3allIUThI

nH(popmaIuu.

9.

9BOHIOI_II/I$I YIpo3 U METOOB 3alIUTHI B KOHTCKCTC PA3BUTHA

TEXHOJIOTHH.

10.

Bynyiiee u TpeHIBI B 00J1aCTH 3alUTHI HH(POPMAIIHH:

HCKyCCTBGHHBIfI WHTCIIJICKT 1 aBTOMAaTH3allMs.

[Ikaaa oueHNBaHUA

IIIxana oneHUBaHUS

Kpurepuu oneEnBaHus

«OTaIn4aHO»

OO6yuatomuiicss TIIyOOKO M COIEP)KAaTeIbHO PACKPHIBAET TEMY JOKJIana, He

JOIIYCTHB omtn0oK. OTBET HOCUT pa3BCpHYTHﬁ )41 I/IC‘{GDHBIBS,IOH.[I/Iﬁ XapaxKTep.

«Xoporo»

OOyyJaromuiics B 1EJIOM pPacKphIBaeT TEMY JOKIIaJa, OJHAKO OTBET XOTS OBl

Ha OJJMH M3 HUX HC HOCHUT Pa3BCPHYTOI'O M UCUHCPIIBIBAIOIICTO XapaKTepa.

«yZ[OBJ'IGTBOpI/ITeJ'IBHO))

OOyuaromuiicss B LIEIOM pPAcKpbIBAaeT TEMY JAOKJIaAa M JOIYCKaeT psA

HETOYHOCTEH, (parMeHTapHO pACKPBIBAECT COJCPKAHUE TECOPETHUCCKUX
BOIIPOCOB MJIM MX PACKPHIBAET COAEPIKATENBHO, HO JIOMYCKash 3HAYMTEIILHBIE
HETOYHOCTH.

«HeynoBiIeTBOPUTENIHHOY

OOyyaromuiicst He BiaJeeT BBIOpaHHOM TEeMOH
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6.2.3. OnleHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMH (TECT)

IIK-3.

1. Kakoii u3 MeTonoB mindpoBaHus ABJSIETCH CAMMETPUYHBIM?
I) RSA

2)  AES

3) ECC

4) Diffie-Hellman

2. Yro Takoe KpunrorpagpuyecKui xm?

1)  Aaroputm mudpoBaHus

2)  Meron nosy4eHus yHUKaJIbHOTO UACHTU(PUKATOPA TaHHBIX
3)  Mertona revepanuu Ciy4yaiHbIX YUCEN

4) AJNTOPUTM JIJIs1 IPOBEPKH MOAJTMHHOCTH COOOIICHUH

3. Kakoili TMn aTak MCHoJb3yercs AJd B3JI0Ma Mapojieil ¢ MOMOLIbIO

NpeIBAPUTETbHO BHIYUCIEHHBIX XJII-3HAYEHUH ?

1)  Artaka «rpy0Oo0ii CHUITBDY

2) Artaka no cioBapro

3)  Araka ¢ UCIOJIb30BaHUEM DAY KHBIX TaOJIHUIL
4) ATaka «4eJIOBEK MOCEPEIUHE

4. Kakod aJropurM HCHOJb3YyeTCHA s IMUPPOBAHUA [TaHHBIX B
coppeMmenHbix Wi-Fi cersax?

1) DES

2) AES

3) RC4

4) RSA

5. Kakoii mMexaHM3M ayTeHTHM(PpHKAUMU HCIHOJb3YeTCHd B IPOTOKOJIE
WPA2 nas 3amutsl Wi-Fi cereii?

1) ECDSA

2) TLS

3) PSK (Pre-Shared Key)

4)  AES

6. Kakoil M3 mepe4yuCIeHHBIX AJTOPUTMOB He SIBJISIETCH AJTOPUTMOM
aCMMMETPHYHOI0 muppoBanus?

1) RSA

2)  ElGamal

3) AES

4) ECC

7. Kakyr ¢pyHKkuuio BbINOJHAET NYOJUYHBINA KJIW0Y B ACHMMETPHYHOM
Kpunrorpapuu?

1) [Hudpyer nanusie
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2)  JlemmudpyeT naHHBIC
3) [ToxamuceiBaeT coOOIICHUS
4) [IpoBepsier moanvcu

8. Kak Ha3pIBaeTcsl araka Ha CHCTeMY, NPH KOTOPOH NbITAKTCS
NoA00PaTh CEKPETHBIN KJII0Y METOJA0OM «Ipy0oil cHIbI»?

1) ATaka ¢ UCIOJIb30BaHUEM Py KHBIX TaOIHIL

2) ATaka no cioBapro

3)  Araka Ha ocHOBe mudpa

4) ATaka MeTOJI0M TOJIHOTO epedopa

9. Kakoit aaroputm wucnoandyercss B SSL/TLS nns oOecneuenus
KOH(UIEHINATBHOCTHU U 1eJIOCTHOCTH JAHHBIX NPH Nepeiaye yepe3 HHTEPHeT?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe u3 3THX yTBep:KIeHui 0 MG pPOBOH MOANKMCH BEPHO?

1)  [udposas noanuch UCHOAB3YyETCA ISl IIU(PPOBaHUS COOOIIEHUI

2) [udpoBas noanuck odecreuyrnBaeT KOHPUACHIIMATLHOCT COOOIICHUS

3) LudpoBas mnoANHChL HUCHOJB3YETCS s MPOBEPKU MOMJIUHHOCTU U
LEJIOCTHOCTH COOOIIEHHUS

4)  ludposas noaANUCH UCTIOIB3YETCS ISl CO3AAHUS MapOJIs

11. Yro takoe PKI (Public Key Infrastructure)?

1) Cucrema ympaBiaeHus ITUGPOBBIMH MOATUCIMU

2) Cucrema 115t IM(PPOBAHKS] CAMMETPUYHBIMU AITOPUTMAMHU

3) Cucrema, UCIOJB3YIOIIas TOILKO OJTHOPA30BbIC KIIOUU

4)  MexaHusM Uil YOPABJICHHWS W XPAaHCHUS MyOJWYHBIX M TPUBATHBIX
KIIFOUYEH

12. Yro Takoe 'crpormii pexum mudpoBaHusa'" B KOHTEKCTe
ajqropurma AES?

1)  Pexum, rne kaxaplil OJ0K JaHHBIX IMHUPPYETCS OTAEIBHO

2)  PexuM, KOTOpBIN 3alpeliaeT HUCMOIb30BaHUE BCEX CHUMBOJIOB, KPOME
nudp

3)  Pexum, ucnons3yromuii 610k GUKCHPOBAHHOTO pa3mepa

4) Pexunm, korma oguH K04 MCHOJIB3YETCS JJISL BCEX CECCHI

13. Kakoii u3 aaropuTMoB SIBJISIETCH AJITOPUTMOM X3IIUPOBAHUA?

1) RSA
2)  AES
3) SHA

4) Diffie-Hellman
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14. B kakowm cay4ae ucnoab3yercs aaroputm HMAC?

1) Jlist co3manust U POBBIX MOTUCEN

2) JInst 3a1UThI HEJIOCTHOCTH JAHHBIX

3) JIns reHepanuy Ciy4aiHbIX YUCEN

4)  Jnsa nemmmdpoBaHusi COOOUIEHUI

15. Kakoii npoToKO0JI UCIO0JIb3YeTCS JAJIS 3AIUUTHI JJIEKTPOHHOM MOYTHI €
NOMOIIbI0 KPpUNTOrpaguYecKux MeToa0B?

1) SSL

2) IMAP

3) S/MIME

4) SMTP

16. Yrto o3Ha4Yaer TepMHUH '"'KOHQUICHIHAJBHOCTH'' B KOHTEKCTE
3amuThI HnHGpopMmanun?

1)  3ammra OT HECAHKIMOHUPOBAHHOTO JIOCTYMA K JTAHHBIM

2)  YpocroBepeHue NOAJIMHHOCTH OTIPABUTENS

3) [TonTBepxkaeHNE NETOCTHOCTH TAHHBIX

4)  VYpoctoBepeHue aBTOPCTBA JAHHBIX

17. Kakoii aJrOPpUTM KPUITOrpapu4ecKoro X3IIHPOBAHUSA
HCMOJb3YeTCA [JI1 TNPOBEPKH MOJJMHHOCTH Mapojied B COBPEMEHHBIX
cucremMax?

1) MDS5

2) SHA-256

3) DES

4) RSA

18. Uro mpeacraBiisieT co00il MeTOA ATAKYIOLIEro, KOTOPbIH NMbITAETCS

yraaaTtb CereTHLIﬁ KJII04Y, HCCJIEAYH BO3MOKHBIC KOMﬁI/IHaIII/II/I 3HAYeHU M ?

1)

ATtaka ¢ pagyKHbIMU TaOJIMLIAMH

2)  ATtaka METOJOM MOJHOTO Mepedopa

3) ATaka no cjoBapro

4) ATaka ¢ ucroap30BaHueM ysa3pumocteit B [10

19. UYro Takoe "cumMMerpuuHoe mudpoBanue'?

1)  Hcnonb3oBaHue  OJMHAKOBBIX  KItoued it  muddpoBaHus U
nemu(ppoBaHUs

2)  Hcnonb3oBaHMe OBYX KIIOYEH: MyOJINYHOTO U IPUBATHOTO

3) Hcrnonb30BaHNE YHUKAIBHBIX KIHOYEH IS KQKJO0r0 CeaHca

4)  Hcnonb3oBaHKE OJHOIO KIIFOYA JUISl BCEX MOJIb30BATENEH CUCTEMBI

20. Kak HaspIBaeTcsi MeXaHU3M, NO3BOJAIIIMIA ayTeHTH(PUIHUPOBATHL

NMOJIb30BaTeEJIsl C IOMOIIbIO €ro oTIeYarka najabua?
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1)

buomMerpuueckas ayreHTHDUKAITISA

2)  MmuorodakTopHas ayTeHTH(PUKAIIHS

3) [TaponbHas ayTeHTUDUKAIIS

4) Ponesas ayrenTudukamnms

21. Kakoil u3 mnepe4yHMcJeHHBbIX MeTOJA0B IMU(PPOBAHUA HCIOJb3YyeT
acCHMMeTPUYHbIE KJII0YU?

I) RSA

2) AES

3) DES

4) RC4

22. Jlons yero ucnoJib3yercs nporokoa SSL/TLS?

1) Jliist i poBaHus SIEKTPOHHBIX MTHCEM

2) JI714 321U Thl TaHHBIX, TIEPEAABAEMbIX IO CETH

3) Jlnist ayTeHTH(dUKAIIUN TIOJTb30BaTeNeh

4) JIst 3amuThel 0a3bl JaHHBIX

23. Yro TaKoe ABYCTOPOHHSASA ayTeHTH(PUKALMSA (mutual
authentication)?

1) Korpna Tonbko cepBep ayTeHTUPUIIUPYET KIUEHTa

2)  Korma ob0a yyacTHuka oOMeHa MH(OpManuend ayTeHTUDULHUPYIOT APYT
Apyra

3)  Korna kiveHT ayTeHTUGUIUPYET ce0sl C TOMOIIBIO MAPOJIs

4)  Korga o6a yuyacTHUKA UCTIOIB3YIOT OJMHAKOBBIE MapOIIH

24. Kakoid M3 MeETOAOB 3allUThI JAHHBIX MCHOJb3YyeTCHd s
o0ecmevyeHHsl HEJOCTHOCTH M 3allUTHI OT NMOJAMEHbI JAHHBIX B Ipolecce MX
nepeaavu?

1) IudpoBanue

2)  DnekTpoHHas NOJANKCH

3)  XbsmmpoBaHue

4)  OTKpBITBIE KIIOYH

25. Yrto Takoe cuctemMa ynpasJjieHus: kiawdamu (KMS)?

1) MexaHu3M Ju1s TeHepaluu rap KiIroden

2)  MexaHusM Juis yrpaBiaeHuUs JOCTYIIOM K JaHHBIM

3)  Cucrema st XpaHeHUs, paclpeIeIeHUS U 3alTUThI KITI0UeH

4) [IpoTokon asns 3amuTel HHGOPMAITUH

26. Kak Ha3piBaeTcs ¢mocod, INpPH KOTOPOM CEKPeTHBI KJIHY

HCMOJIb3YyeTcH 1JIA JemudpoBaHus 3alIM(PPOBAHHBIX TAHHBIX?

1)
2)
3)

udpoBanue ¢ UCMOIB30BAHUEM CUMMETPUYHBIX KITFOUEH
AcumMmeTpuyHOE MH(PPOBaHUE
X3IINPOBaHKE
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4)

27.
HeBEpHO?

1)
BX0]1a

2)

3)

4)

28.

DJIEKTPOHHAS TTOJIUCH

Kakoe wu3 3THX YyTBep:KIeHMH O Kpunrorpaguyeckux Xx3max
X31I-QpyHKIUS BCErJa TeHEpUPYeT YHUKAIBHBIN PEe3yJIbTAT ISl KaXKI0ro
X31I-QpYHKIHUS UCTIONB3YETCS JJIs MPOBEPKHU LEITOCTHOCTH JTAHHBIX
X31I-pyHKIMU HE MOTYT OBITh paciiu@poBaHbl 0OPaTHO

Xo1I-()yHKIUY SABJISIOTCS HEOOPaTUMBIMU

Kakoii u3 31X ajaropurmoB mudpoBaHusi sBJIAsIETCHA HamOoJee

3¢ ¢ eKTUBHBIM /15 3aAIMUTHI JAHHBIX B 00J1aYHBIX cepBHCax?

1)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoii MPOTOKO0JI HCHOJB3YETCH TJIsl YCTAHOBJICHUA 3allIMIIICHHOI'0

KaHaJia CBA3A MEKAY KIIMCHTOM U CEPBEPOM B I/IHTepHeTe?

1)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3bIBaeTcsi MeTO[, NMPH KOTOPOM /JBa YYaCTHMKA OO0OMeHa

MOIryT OOMEHMBATBHCS KJIKYAMHU 0e3 TOro, 4ro0bl OHM ObLIM INepexBayeHbl
TpeTbeil CTOPOHOI?

)
2)
3)
4)

31.
1)
2)
3)
4)

32.
1)

Hubdu-Xenaman

RSA

Onb-I"amane

RSA u Indpdu-Xennman

Yro Takoe cepruduxar X.509?

Tun uudpoBoii noanucH

Crangapt 115 3a1UTHI [TapoJen

®dopmMar it XpaHeHUs: 1 0OMeHa MyOJIUYHBIMU KII0YaMu
MeTto reHepanuy cirydaiHbIX YUCe

Yro npeacrapiisieT co00i aTaka «4eJIOBEK MOCepeTuHe»?
Ataka, TIpM KOTOPOH 3JO0YMBIIUICHHUK TMEPEXBATHIBACT M M3MEHSET

JTAHHBIC MEX]TY IByMsI CTOPOHAMU

2)
3)

ATaka Ha cepBep, C LIEJIbIO IEPETPY3UTh €TI0
ATaka, IIp¥ KOTOPOM NApoOJIb MOJB30BATENSA YKPAJE€H C MOMOILIBIO

nepexBara CeTu

4)

ATtaka Ha U@dp ¢ UCIIOJIB30BAaHUEM PATYKHBIX TaOIULL
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33. Uro takoe "mMHorogpakropHas ayreHTupukanusa' ?

1)  Meroa, npu KOTOPOM I BXOJla B CHCTEMY HCIIONb3YyeTCs ABa U Oojee
Pa3HbIX CI0C00a MPOBEPKU MOMITMHHOCTH

2) Hcnonbs3oBaHue eAMHOTO NapoJist AJisl BCEX MOJIb30BATENEH

3)  Hcnosbp3oBaHUE OJJHOPA30BBIX MApOJIEH

4) Meton, mpu KOTOPOM HCHOJIB3YETCS TOJBKO MapOJib

34. Yrto Takoe Kpunrorpaguyeckasi 3allMTa HA OCHOBE JIJIMITHYECKHUX
KPHUBBIX?

1) Meron, WCHONB3YIOIUNA JIOJTUE BBIYUCICHHUS JUISl  YBEJIMYCHUSA
0e301acHOCTH

2)  Meroa, UCTIONB3YIOMIUNA MaTEMAaTHYECKHUE OCOOCHHOCTHU IUTUITHYECKUX
KPUBBIX JIJIsl o0ecrieueHus: 0€30MacHOCTH

3) MeToa, UCTIOIB3YIOIIUM TOJIBKO OJHOPA30BbIE KIIFOUH

4) Meton, HCTIONB3YIOIINN X3IUPOBAHUE

35. Kakoii U3 MeTO/10B 3alIUTHI JAHHBIX NpeanojaraeT UcmoJb30BaHue
JIMYHBIX OMOMETPUYECKHUX XAPAKTEPUCTUK, TAKHUX KAK OTINEYATKH NAJIbLEB UJIH
paayxkHasi 000/104Ka riaasa?

1)  buomerpuueckas ayTeHTU(DUKAIISL

2)  IlaponbHas ayTeHTU(UKAIUSA

3)  CekpeTHblil K104

4)  OTKpBITHIN KITIOY

36. Kakoii ajaroput™m 3amutbl HHPOPMANMH HMCHOJb3YeTCH s
G poBbIX NOANKCEN B 3JIEKTPOHHOU mo4Te?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kaxkoil ajaropurm HCHOJIb3yeTCd B OOJBIIMHCTBE COBPEMEHHBIX
cucreM Ui MG poBaHus JAHHBIX B 0a3e JaHHbIX?

1)  AES
2)  RSA
3) MD5
4)  SHA-256

38. Kakoii THH arak 4vaiie BCero MCHOJb3yeTcsl sl TMOHMCKA
YA3BHMOCTel B KpunrorpagpuyecKkux nNpoToxkojaax?

1)  Artaka «rpy0Oo0ii CHUITBD)

2) ATaka ¢ UCIOJIb30BaHUEM PATY>KHBIX TAOIHIL

3)  Araxa Ha ocHOBe mUPpa

4) Artaka no cioBapro
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39. Kakoii MeXaHM3M MCNOJIb3YeTCsl JIsl 3alIUThI JAHHBIX B 00J1aKe?
1)  Cummerpuunoe mudpoBaHue

2)  AcummerpuyHoe mudpoBaHue

3)  MmuorodakropHas ayTeHTU(DUKALINSA

4) VPN

40. Kaxk Ha3pIBaeTcsi mnpouecc, NpU KOTOPOM KpUITOrpaguyecKui
KJII0Y HCHOJb3YeTCH VISl NPOBEPKH IEJO0CTHOCTH [AHHBIX, a He /s HX
mudpoBanus?

1)  XosmmpoBaHue

2) DJIEKTPOHHAs TTOJIUCH

3)  AyreHtuduUKaIUs

4)  Hubdu-Xenaman

41. Kakoii ajropurM muCHOJb3yeTCs sl CO3JAHUS AYTEHTHYHBIX
undpoBbIX Noanuceii B 0J10Kk4eiiHe?

1) RSA
2) ECDSA
3) SHA
4)  AES

42. Yrto Takoe merox "'AByX(paKTOPHOH ayTeHTHPUKATUN'"' ?

1)  Hcnonb3oBaHue ABYX pa3HBIX KpUOTOrpadUUYECKUX alrOPUTMOB MJif
muGpoBaHUs

2)  Hcnonb3oBaHue  KOMOWHANMM  Mapojis W OUOMETpUM A
NOATBEPKIAECHUS JTUYHOCTH

3)  Hcnosbp3oBaHue mnapoisi M OAHOPA30BOrO KOJAa, OTIPABJICHHOIO Ha
TenedoH

4) Ucnonb3oBaHue IBYX UAECHTU(PUKATOPOB ISl KaXKIOTO MOJIb30BaTENS

43. Kak HaspiBaercsl KpUNTOrpa@uyecKuMid IPOTOKOJI, KOTOPBIH
o0ecneynBaeT 0€30MACHOCTH BeO-CAUTOB?

1)  HTTPS
2)  FTP

3)  POP3
4)  IMAP

44. Kakoil ajaropuTM HCHOJb3YeTC B OJIOKYEHH-TeXHOJIOTHUAX sl
NPOBEPKH TPAH3AKIMIA?

1)  SHA-256
2)  RSA
3) DES

4)  MD5
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45. Kakoid Tnn mu@pPoOBaHHUA  MCHOJb3YyeTCs IS  Mepeaadu
KOH(PUICHUNAJIBHBIX JAHHBIX B MPHUJIOKEHHUAX C HCMOJb30BAHHEM IYOJIMYHOIO
KiIw4a?

1) RSA
2)  AES
3) SHA
4)  DES

Kuou Kk Tecty:

1.2 2.2 33 4.2 5.3 6.3 7.1 8.4 9.1

10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2

19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3

28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1

37.1 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

IlIkajia oueHMBaHUA PE3yJbTATOB TECTUPOBAHMS

% BEpHBIX penIeHn (OTBETOB) [Txana oneHUBaHUA
85-100 OTJIMYHO
70 - 84 XOpOIIO
50- 69 YJIOBJIETBOPUTEILHO
0-49 HEYJIOBJIETBOPUTEIHHO

6.2.4. Ilpumepsl 32124 Npu pa3dope KOHKPETHBIX CUTYyALMI

Tema 1. OcHnosHvle nonamusa u onpedenenus. McmoyHuku, pucku u gopmol
amak Ha ungopmayuro. [lonumuka u cmanoapmei 6e3o0nacHocmu

IK-3.

1. Hamucate 0030p OCHOBHBIX MOHSTHH 3alIUThl WH(OpPMALMK, BKIIOYas
KOH(UIEHIIUATLHOCTh, TENOCTHOCTh U JocTynHocTh (CIA). IlpuBectn mnpumepsl,
WUTIOCTPUPYIOIINE KaXA0€ TOHATHE.

2. Pa3paboTtaTh MOJUTUKY O€30MACHOCTH Ui BBIMBIIUICHHOW OpraHHU3alluH,
BKJIFOYAIOIIYIO OMMCAHUE NCTOYHUKOB YTPO3 U MEPHI IO UX MUHUMU3ALIIH.

3. OueHuTh PUCKU JJIs1 MHOOPMALMOHHOW CHCTEMBI, UCIOJb3YS METOAHMKY
OLICHKU PUCKOB, Y MPEJI0KUTh MEPHI JIsl CHIXKEHHS 3TUX PUCKOB.

4. IlpoaHanu3upoBaTh peajbHbBI Clay4yall yTEUYKHM [aHHBIX B KOMIIAHUH,
OMMCHIBASI, KAK MPOU30IILJIA aTaKa U KaKue ObLIU TOCIEICTBUS.

5. IloAroTOBUTH MPE3EHTALMIO O MEXAYHAPOJHBIX CTaHAApTax 0e30MacHOCTH
(manpumep, ISO/IEC 27001), oObsicHSIA UX 3HAUCHUE U TPUMEHEHHUE B OpTraHU3alIUH.

6. Coznath Tabauily, B KOTOpod OyAyT MEpEeUrcIeHbl pa3indHble (POPMBI aTak
Ha MHGOPMAIINIO, UX OITMCAHUE U CIIOCOOBI 3aIIUTHI OT HUX.

Tema 2. Kpunmoepaguueckue moodenu. Aneopummel  wughposarus.
Aneopummol aymenmugurayuu nonvzosamenei. Mooenu 6e30nacHocmu OCHOSHBIX

OonepayuoOHHbIX CUCMEM.
HK-30
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1. Onwucarh OCHOBHBIE KpUNTOTpaUUEeCKUe MOJAEIU: CUMMETPUUYHBIE U
ACUMMETPUYHBIC AJITOPUTMBI ITUGPOBAHUS, UX MPEUMYIIIECTBA I HEIOCTATKHU.

2. TlpoBectn ananu3 anroputMmoB mmmdpoBanus (Hanpumep, AES u RSA):
IPUHITAI pabOThl U 00JACTH MPUMECHCHHSI.

3. Onucatp pa3iauYHbIE METOJIbI ayTEHTU(HUKALMU OJIb30BaTENEH (Hanpumep,
apoJju, TOKEHbI, OMOMETpUs) U UX 3PPEKTUBHOCTB.

4. PeanuzoBaTh NpUMEp UCIOJIB30BAHUS alropuT™Ma mudpoBanus (Hampumep,
AES) Ha BBIOpaHHOM $3BIKE MPOTPAMMHUPOBAHUSA, C OOBSICHEHHUEM HMCHOJIb3YEMbIX
OMOIMOTEK U UX PYHKIUH.

5. [IlpoBectn wuccinenoBaHWEe Mojeliel 0€30MmacHOCTH B OJHOM W3
omeparmoHHbIX cucteM (Hampumep, Windows wuiau Linux), omuchkiBas, Kak OHH
peaNnu3yIoT 3alUTy UHPOPMALIUH.

6. HccrnenoBaTh COBpEeMEHHBIE YIpO3bl ISl KPUNTOTpaUUECKHX METOIOB
3amuThl THGOPMAIIMH U MIPEIJIOKUTH CIIOCOOBI UX YCTPAaHEHUSI.

Tema 3. Aomunucmpuposanue cemei. 3awuma uunopmayuu 6 cemsx.
MHnozoyposnesas 3auuma KOpnopamuHuIx cemel.

IK-3.

l. Onucarb OCHOBHBIC HPHUHIUIIBI AJIMHUHUCTPUPOBAHUS CETEH, BKIIIOYAS
3a/1a4d U OTBETCTBEHHOCTh CETEBOI'0 aIMUHUCTPATOPA.

2. IlpuBectu mnpumepsl METOJOB 3alUThl HMHGOPMALUU B KOPIMOPATUBHBIX
CeTAX, TAKUX Kak (aepBOJIbI U CUCTEMbI OOHAPYKEHUSI BTOPKEHUM.

3. Pazpaborarh KOHIEMIMIO MHOTOYPOBHEBOM 3alllUThI IS KOPHOPATUBHOM
CEeTH, BKJIIOYasl BCE YPOBHHM 3alTUTHI ((PU3UUECKUM, CETEBOM, MPUKIIATHOMN).

4. TIpoBecTy MpaKTUYECKOE UCCIIEI0BAHKE 110 HACTPOUKeE (haepBOJIa U CUCTEMbI
oOHapyKeHHsI BTOPKEHUN B TECTOBOM CETEBOM Cpejie, ONMUCKIBAs MPOILIECC HACTPONKU
U pe3yJIbTaThI.

5. Co3gath Tmpe3eHTalMi O Hauboliee PacIpOCTPAHEHHBIX — yrpo3ax
0€30MacHOCTH B CETSIX W MPEAJIOKEHHBIX MEPax M0 UX MPEIOTBPAIICHHIO.

6. Pa3zpaboraTh pyKOBOACTBO MO MPOBEACHUIO ayauTa OE30MaCHOCTH CETEBOM
UHGPACTPYKTYPHI, BKIIFOYasi OCHOBHBIE 3TAMbl U METOJIBI.

Tema 4. Tpebosanus Kk cucmemam 3awumvl UHGOpMAyUU U HANPABIEHUS

paseumusi  cpedcme  6Geszonachocmu  npeonpusmus.  Ilpasosvle  nocreocmeust
HeCaHKYUOHUPOBAHHO20 OOCMYNA K UHDOpMayuu
HK-30

1. OnucaTe OCHOBHBIE TpeOOBaHMS K CHUCTEMaM 3allUThl HH(OpMauu,
BKJIIOYAsl PYHKIIMOHAJIbHBIE U HE(QYHKIIMOHATBHBIE aCTIEKTHI.

2. HccnenoBaTh HampaBieHUS PA3BUTHUS CPEICTB OE30MACHOCTH, BKIIOYAs
HOBBIE TEXHOJIOTUU U MOJAXOAbI K 3alUTe UH(POPMALIHH.

3. PaccMmoTperh mnpaBOBbIE AacleKThl 3allUThl WHPOpPMALMU: 3aKOHBI U
HOpPMaTHUBHBIE aKThl, PETYJIHUPYIOIINE O€30MACHOCTh IaHHBIX.

4. IIpoBecTH HCCIIEIOBAHUE O MOCIEACTBUAX HECAHKIIMOHUPOBAHHOI'O JOCTYyIa
K HH(GOpMaLMH, TPUBOAS IPUMEPHI U3 peaIbHON MPAKTHKH.

5. IloaroToBUTh OTYET O POJH PETYISATOPOB B OOECIEUEHUH 3aAIIUTHI
nHGOpMAIUU: KaK OHH BIIMSAIOT HA IPAKTHKU M CTAaHAAPTHI 0€30IaCHOCTH.
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6. Onucarb NPaKTHYECKWE PEKOMEHJAUUH 10 BHEAPEHUIO MOJUTUKHU
0€30MacHOCTH Ha yPOBHE MPEANPUSITHS, BKIIOUYAsi TPUMEPHI YCTICIIHBIX peaTn3alini.

Ixajga oneHNBaHUA

[lTkana orleHMBaHUS Kputepuu orneHuBaHust
«OT1augHO» 00yJaronuics ICHO U3JIOKIII YCIIOBHE 3aa4M, PEIICHHE 000CHOBAI
«Xopomio» 00ydJaromuics sSCHO M3JOXKWI YCIOBHE 3a/ladyd, HO B OOOCHOBaHUU
PCIICHUA UMCIKOTCA COMHCHMS
«Y IOBIIETBOPUTEIIBHO» 0o0y4Jaromuics UW3JIOXKWI pEIIeHHEe 3aJadd, HO O0OOCHOBAJl €ro

(bopMyIIMPOBKaMU OOBIIEHHOTO MBIIIIJICHHUS;

«HeynoBneTBOpUTEIHHOY oOydJarmuiicss He ySICHHI YCJIOBHE 33/aud, PelIeHHue He 00OCHOBAI
nub0 He cnan paboTy Ha MPOBEPKY (B Ciydyae MPOBEICHUS PEIICHHS
3aJ1a4y B IMCbMEHHOU (hopme).

6.2.5. Tembl 1151 pedepaToB
Tewma (pazmen) Bompocsr

Tema 1. OcHoBHble nonsitua u | [1K-3

onpenenenus. Mcrounukuy, 1. OCHOBHBIC TTOHATHUS 3aIIUTH HHGOPMAITUH: OTIPEEICHHE, eI U
pucKu 1 (hOPMEBI aTak Ha HPUHIHIIBL.
uHpopmanuio. [omuTuka u 2. Buapl HCTOYHMKOB yTrpo3 6€301macHOCTH HHGOPMAIIMK: BHYTPCHHHUE U

CTaHOAPThI 0€30IMacCHOCTH BHEILITHUE.

3. OcHoBHbIE (hOPMBI aTak HA HHPOPMAIIHIO: BUPYCHI, pumuHT, DDoS-
aTaKu ¥ JIpyTHeE.

4. TlonmuTuka 6€30MacHOCTH: pa3paboTKa U BHeAPeHHE YD PEKTUBHOM
MOJINTUKU OE30MMACHOCTH B OpPraHU3aIINY.

5. OueHka pUcKOB B 00JIaCTH 3aIIUThI MH(POPMAIIMK: METObI U
MTOJIXO/IBI.

6. Ctangapthl 6€30macHOCTH MH(POPMAIIUHU: MEKTyHAPOIHBIE U
HaIMOHaNbHBIC cTaHAapThl (Hampumep, ISO/IEC 27001).

7. Ponb uenoBeueckoro paktopa B 0€30MacHOCTH HH(MOPMAITUHU: KaK
OIIMOKY TIOJB30BATENICH MOTYT MPUBECTH K YTEUKAM JIaHHBIX.

8. IlpumMepsl peanbHBIX aTak Ha UH(POPMAIIMOHHBIE CUCTEMBI U aHATU3
HX ITOCJHEACTBHIM.

Tema 2. Kpurrrorpaduueckne | 11K-3

MOZIeIU. ANITOPUTMBL 1. OcHoBHBIE KpHUNITOTpahUIECKHE MOJIEIIN: CHMMETPUYHBIE U
i poBaHms. AITOPUTMBI ACUMMETPUYHBIE aITOPUTMBI IIHPPOBAHUSI.
AyTeHTHUKAIIH 2. Anroputmel mdposanus: AES, DES, RSA: npuniuns! paboTs 1

mmoab3oBaTene. Moaemm
0€30IMaCHOCTHA OCHOBHBIX
OIePaLMOHHBIX CUCTEM.

o01acTu MPUMEHEHHUS.

3. AnroputMmbl ayTeHTH()HUKALINY TTOJIb30BATENICH: TTAPOIIH, TOKECHBI,
OMOMETpHUS U UX HUCIIOJIb30BAHHUE.

4. Mozaenu 0€30MacHOCTH B ONEPAMOHHBIX CUCTEMAaX: KaK OHU
peaIn3yIoT 3a1uTy HH(GOPMALIMU U YIIPABJICHUE JOCTYIIOM.

5. Ilpumenenune KpunTorpauueckux METOI0B B 3alIUTE HHPOPMALIUH:
MIPUMEPHI U CLIEHAPUU.

6. CoBpeMEeHHBIE YTPO3bI ISl KPUIITOTPAQUISCKUX METOJIOB 3AIIUTHI
nH(popMaIuu: aTaku Ha MUQPHI U YI3BUMOCTH.

7. HTerpanust KpunTorpapuuecKux TeXHOJIOTHH B IPOTPaMMHOE
oOecrieueHre U anmapaTHbIe PEeLIeHUS.

8. bynymiee kpuntorpadgun u Mojieie 6€30MacCHOCTH: HOBBIE
HaIpaBJICHUS] U TEXHOJIOTHH.
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Tema 3. ArMUHUCTPUPOBaHKE
ceTeit. 3amuTa HHPOpMaITUU B
ceTsiX. MHOTOYpOBHEBas 3aluTa
KOPIIOPATUBHBIX CETEH.

[1K-3

1. OCHOBHBIE MPUHITUIBI AAMUHUCTPUPOBAHUS CETEH: 3a1aUu U
OTBETCTBEHHOCTh CETEBOI'0 aIMUHUCTpATOpA.

2. Meto/ibl 3a1IMTHl HH(GOPMALIUK B KOPIIOPATUBHBIX CETAX: (pacpBOIIbI,
CHCTEMBbl OOHAPY>KEHHsI BTOPKEHUN U IPyTHE CPEICTBA.

3. MHOroypoBHEBas 3aluTa CeTeBOr HHMPACTPYKTYPHI: TIOJAXOIBI
TEXHOJIOTHUH.

4. Pons VPN u mmdpoBanus B 3anute nHGOPMAIMH TIPH TIepeaade
JAaHHBIX I10 CETAM.

5. Ilpumepsl ycnenmHol peain3aiii MHOTOYPOBHEBOM 3aIUTHI B
KPYIIHBIX OpraHU3alugX.

6. YTrpo3bl 0€30MaCHOCTH B CETAX: aHAJIM3 U CIIOCOOBI X
MPEAOTBPALLICHHUS.

7. Aynut 6€30macHOCTH CeTeBOM MH(PPACTPYKTYpPhI: METOIBI U
IIoaAXO0dhbI.

8. [IpakTUueckre peKOMEH/IAINH T10 YJIYYIICHUIO 0€30TaCHOCTH
KOPIOPAaTUBHBIX CETEH.

Tema 4. TpeboBanus K
crcTeMaM 3alIuThl HHQOpMauu
1 HAIlPaBJICHUS PA3BUTHS
CpencTB 0€30MaCHOCTH
npeanpusarus. IIpaBosele
MOCIEACTBUS
HECAaHKLIMOHUPOBAHHOTO
ImocTyna K nHPOpMaIum

[1K-3

1. OcHOBHBIE TPEOOBaHMS K CUCTEMaM 3aIIUThl HHPOPMALIUU:
(bYHKIIMOHATIBHOCTh, HAIEKHOCTh, YCTOWIHBOCTb.

2. HanpaBieHus pa3BUTHUS CPEACTB O€30MAaCHOCTH: HOBBIE TEXHOJIOTUU
¥ TTOJIXO/TBI B 3aIIUTE HH(OPMALIUH.

3. IlpaBoBBIE acMeKThI 3aIUTHI HH(POPMAIUU: 3aKOHBI 1 HOPMATHBHbIE
aKTBI, PEryIHpYIoIre 0e30NacHOCTh JaHHBIX.

4. OTBETCTBEHHOCTh OPraHU3alMi 3a YTEUKY JaHHBIX: IPABOBBIC
MOCJICACTBUS U MEPHI BO3ICHCTBHS.

5. Ilpumepsl HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MH()OPMAIH U HX
IPaBOBbIC MOCIEACTBUSL.

6. Poib perynaropoB B o0ecriedeHur 3auuThl UHGOPMAIUU: KaK OHU
BJIMSIOT HAa MPAKTUKU M CTAHAAPTHI O€30MaCHOCTH.

7. Pa3zpaboTka U BHEIPEHUE MOJIUTHUKU 0€30MaCHOCTH HAa YPOBHE
HPEANPUATHS: IPUMEPHI U PEKOMEHIAIHH.

8. bynyuiee 3amuThel HH(GOPMAIMU: KaK IPABOBBIE U TEXHOJIOTUYECKHE
M3MEHECHHS TIOBIUSIIOT Ha CHCTEMBI O€30MTaCHOCTH.

Ixajaa oneHNBaHUA

IITxana orleHUBaHUSA

Kputepuu orneHuBaHuUs

«OTangHO» OOyuaromuiicss TIyOOKO ¥ COJEPKATEIBHO PACKPHIBAET TEMY
CaMOCTOSITEIBHOW pPa0OThI, HE JOMyCTHB OMMOOK. OTBET HOCHT
pPa3BEPHYTHIN U UCUEPTIBIBAIOIIUN XapaAKTED.

«XOopo1Io» OOyuaromuiicsi B IICJIOM PAacKpbIBa€T TEMYy CaMOCTOSTEIbHON

paboThI, OJHAKO OTBET XOTS OBl HAa OJAMH W3 HUX HE HOCUT
Pa3BEPHYTOTO M MCYEPIIBIBAIOIIETO XapaKTepa.

«Y IOBIIETBOPUTEIIBHO»

OOy4aromuiics B IIEJIOM PaCKPBIBAET TEMY CaMOCTOSITEIbHOMN paboThI
W JIOMyCKAaeT psii HETOYHOCTEeH, (parMeHTapHO pacKpbIBaeT
COJICp)KaHUE TEOPETHUYECKUX BOMPOCOB WM UX PACKPHIBAECT
coJIepKaTeIbHO, HO JOMYCKasi 3HAYUTEIbHbIE HETOUHOCTH.

«HGYJIOBJ'IeTBOpI/ITeJ'[BHO»

OOyuatomuiicss He BiajaeeT BBIOPAaHHOM TEMON CaMOCTOSITEIbHOM
pabOThI

6.2.6. UnauBuaya bHbIE 32IaHUA IS KYPCOBOil padoThl (IPOEKTA)
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KP u KII mo mucruminubne «WHbOpManmonHas O€30MacHOCTBY pabodeit
IPOrpaMMON U YISCOHBIM TUTAHOM HE TIPEAYCMOTPCHBL.

6.3. OHLHEHOYHBIE CPEJACTBA INPOMEKYTOYHOI'O
KOHTPOJIA
Bonpocs! Aj1s1 HOATOTOBKH K MPOMEKYTOYHOM aTTECTALMHU 110 HTOraM OCBOCHMS
aucuMIIuebl MHpopmanuonHast 0€3011aCHOCTD:

IIK-3.

1. Kommnbrorepnsie BUupychl. UX pa3HOBUIHOCTH.

2. AHTHUBUpPYCHBIE CpencTBa. [[puMepbl aHTUBUPYCHBIX MPOrPaMM.

3. [TonsiTue nHDOpMaAITMOHHON OE30MACHOCTH.

4. [TonsiTne KOoH(MUIEHIINATEHOCTH UHGOPMALIHH.

5. [Tonsitue nmoctyma Kk  uHpopmanuu  (CAaHKIIMOHUPOBAHHBIA U
HECAHKIIMOHUPOBAHHBINA JTIOCTYM).

6. [TonsiTus naeHTUUKAIMS, ayTeHTU(DUKAIINS U aBTOPHU3AIIHA.

7. [TonsiTue yrpo3a 0€30MacHOCTH.

8. [TousaTHE YSI3BUMOCTDH CUCTEMBI (CETH).

9 [TonsATHE aTaku HA KOMIIBIOTEPHYIO CUCTEMY.

10. OxapaktepuzyiiTe  moaXxoAbl K  OOECHEYCHUIO  KOMIIbIOTEPHOM
uH(popMaIuu.

11. TIlepeuucnute OCHOBHBIE U BCIIOMOTATEIbHBIE CEPBHUCHI O€30MACHOCTH,
JalTe UX KJacCUu(pUKaIUIO.

12.  JlaiiTe XapaKTepUCTUKY IPYII TPEOOBAHUM K CUCTEME 3aIUTHI.

13. «®parMeHTapHbIi»  moaXoa B oOecrieyeHUHM  OE30MACHOCTH
KOMITBIOTEPHON CUCTEMBI.

14. «KoMrekcHBIIN» 10aX0/ B obecriedeHur 0€301acHOCTH KOMITBIOTEPHOM
CUCTEMBI.

15. B yem 3akirrogaeTcs MOIUTHKA 0€30IaCHOCTH KOMIIBIOTEPHOM CHCTEMBI?

16. Ha yeM ocHOBaHa «M30UpaTENbHAS» MOJIUTHKA 0€30MaCHOCTH?

17.  Ha uyeM ocHOBaHa «IIOJHOMOYHAs» IMOJIUTHKA O€30MaCHOCTH?

18. Tlonstue kpunrtorpaduu. OCHOBHBIEC BUABI IU(POB.

19. OOoOmenHass cxema KpuntocucteMbl. [lOHATHA CUMMETPUYHOU U
ACHUMMETPUYHOU KPUTITOCUCTEMBI.

20. Ilepeuuncnure OCHOBHBIE aITrOPUTMBI KpUnTorpadguyeckux
npeoOpa3oBaHU.

21. TIlepeuucnaute OCHOBHbIE METOJbl KpPUNTOrpapUUecKOl  3alIUThI
uH(pOpMAIMU B KOMITBIOTEPHBIX CUCTEMAaX U CETSX.

22. Kak xmaccupuuupyroTcsi CpeiacTBa KpUNTOrpaduueckoi  3aliuThl
uHbopmarumn?

23. OcHOBHBIC JOCTOMHCTBA ¥ HEIOCTAaTKW aJIroput™Ma MHUGPOBAHUS
IaHHBIX ¢ moMoiso DES.

24. Ilepeuucnure  OCHOBHbIE  KOMOMHAIMM,  HCHOJb3yeMbIE  IIPHU
mudpoBarnu anroputmom DES.

25. Ilepeuncnaute OCHOBHBIE peKUMBI paboThl anroputma DES.
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26. Kak o0ecrieuynBaeTcs KPUNTOCTOMKOCTh ACHUMMETPUYHBIX
KpUINITOCUCTEM?

27. KakoBO OCHOBHOE Ha3Ha4YCHHE XeII-PyHKITUN?

28.  KakoBbl OCHOBHBIC IPUHITUIIEI POPMUPOBAHUS XETI-(DYHKITIH?

29. OtrnuuuTenbHble OCOOCHHOCTH OTEYECTBEHHOTO CTaHJapTa  Xelll-
dbyukiuu ('OCT P 34.11-94) ot anroputmoB xemupoBanust MDS5 u SHA.

30. Ilepeuucnure OCHOBHbBIE ANTOPUTMBI AIEKTPOHHON LU(PPOBON MOAIUCH
U YKOKUTE HA UX MPUHIUITUATBHBIE OTJIMYHUSL.

31. CoBpemennsle npuioxeHus: kpunrorpaduu. [Ipumepsi.

32. TunuyHble aTakyu HA ONIEPALUOHHYIO CUCTEMY.

33. TloHsiTHE 3alIUIIICHHON ONEPAIIMOHHON CUCTEMBI.

34. AnmapatHoe 00ecIledeHUe CPEJICTB 3alIUThI OTIEPALIMOHHON CHCTEMBI.

35. IIpobnemsl 6e3omacHoCTH [P-ceTei.

36. Hawubonee pacnpocTpaHeHHbIE BapUaHThI aTaKk Ha KOMITBIOTEPHYIO
cuctemy Ha ocHoBe miporokona TCP/IP.

37. CdopmynupyiiTe cnucok (DYHKIIMOHATBHBIX Je(PEKTOB ¢ TOYKU 3PCHHS
3allUThI B UCIIOJIB3yeMOU oneparmoHHoi cucteme (OC).

38. Kakue onsnementl  Oe3omacHoctu  coaepxkur OC  Windows
2000/XP/Vista?

39.  Hazosute anementsl 6e3onacHoct OC UNIX?

40. OcHOBHBIE MPAKTUYECKHE BOMPOCHI 3AIUTHI THHOPMALIIH.

41. IIporpamMmHBIE CpPEACTBA 3AMUTHI U YHUUTOXXEHUSI HH(POpMAITUH.

42. OCHOBHBIC NPHUHIUIIBI TTOCTPOCHUS TMOJCUCTEMBbl HH(POPMAIMOHHON
0€30MacHOCTH.

43.  Dtamnbl NOCTPOCHUS MMOJCUCTEMBI HHPOPMAIIMOHHOM 0€30MMaCHOCTH.

44,  OOmye MpUHIUIBI 0OecrieueHruss HHGOPMAITMOHHON O€301TaCHOCTH.

45. CpenactBa o0ecriedeHUs] KOHMOUICHIIUATLHOCTH TaHHBIX.

46. CpenctBa uneHTUPUKAINY U ayTCHTHU(PUKAINH TTOJIh30BaTEIICH.

47. IlpuBenute OCHOBHBIE CXEMbl HUACHTHU(GUKANNN W ayTeHTU(DUKAITUU
[0JIb30BATEIIS.

48. JlocTomHCcTBa  OMOMETPUYECKHX  CIIOCOOOB  WACHTH(PUKALMH U
ayTeHTU(UKAIMY IO CPABHEHUIO C TPAAUIIMOHHBIMHU.

49. CpencrBa ayTeHTU(DHUKALUU FIEKTPOHHBIX JTAHHBIX.

50. IIpuHUMIT MUHUMAJBHBIX IPUBUJIETHI B CUCTEME O€30MACHOCTH.

51.  Yro Takoe MHOTOYpOBHEBAsi MOJIEIb O€30MaCHOCTU?

52.  OcHOBHBbIE 3TaMnbl aHAIN3a yTpo3 UH(HOPMAIIMOHHONW O€30aCHOCTH.

53.  CpaBnute npotokoiibl SSL u TLS ¢ Touku 3peHust 6e30nacHOCTH.

54. Yro Takoe «OpaHAMay?3p» U Kak OH pabotaer?

55. Ilpumepsl peanu3zanuu NOJIUTUK O€30MMACHOCTH B KOPIIOPATUBHOM CpeJIe.

56. IIpaBoBbie MOCJIEACTBUA HECAHKIIMOHUPOBAHHOI'O ceemMa M
UCIOJIb30BaHUs KOH(DUICHIINATEHON HHGOPMAIIHH.

57. OcoOeHHOCTM TPUMEHEHUS TEXHUYECKHUX CPEICTB YHHUUYTOXKEHUS
uH(GOPMAITMN HA MATHUTHBIX U ONTHYECKUX HOCUTEIISX.

58. IlpuBenure  KiIacCUPUKAUMUIO  CUCTEM  3AIIUTBI  IPOrPAMMHOIO
oOecreyeHusl.
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59. CpaBHUTE OCHOBHBIE TEXHUYECKHME METOAbl M CPEACTBA 3allUThI
IPOrpaMMHOT0 00eCTIeYeHHUs.

60. HazoBuTe OTJIMYMS CUCTEM 3alIUThHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIa
OT CHCTEM 3allUThl OT HECAHKIMOHUPOBAHHOI'O KOITUPOBAHUS.

61. IlpuBenute onpenenecHUe NOHATHI «IIPOTOKOIUPOBAHUE» U «ayaUT».

62. HazoBute 3a1a4u, peaqn3yeMble MPOTOKOJIUPOBAHUEM U AYIUTOM.

63. JlalTe XapakTEpUCTUKY 3aJa4¥ AKTUBHOI'O ayJUTA.

64. Ilepeuucnure PyHKIIMU U KOMIOHEHTHI ceTu VPN.

65. Kinaccupunupyiite VPN 1o cnoco0y TEXHMUECKOW peanu3alud |
ApPXUTEKTYpPE TEXHUUYECKOTO PEIICHHUS.

66. KakoBbl  cmocoObl  3amuThl  UHGOPMAIMM TP MEKCETEBOM
B3aUMOJEHCTBUU?

67. Kakue xpuntorpa@uyeckue MPOTOKOIbI HCIOIB3YIOTCS JJIsl 3alllUThI
TEXHOJIOTUU «KIIMEHT-CcepBEp»?

68. 3akoHopmarenbHbIE aKThl PO, perynupyromue 3amuty nHdopMaIuiu.

69. MexnayHapoaHbsle  CTaHAapThl B oOnacth  WHGPOPMAIMOHHOMN
6e3onacHoctu (ISO/IEC 27001).

70.  OTBETCTBEHHOCTb 3a HApyLIEHUWE MOJIUTHUKA  HHPOPMALMOHHON
0€30MacHOCTH.

71.  MexaHuU3MBI PE3EPBHOTO KOMMMPOBAHUS U BOCCTAHOBJICHUS TAHHBIX.

72.  Opra"uzanuys KOHTPOJIS JOCTYIIA B JIOKAJTbHOU CETH.

73. HWudopmanmonHas 6€30MacHOCTh NpH yIaIEHHON padoTe.

74.  IlpuHuumnbl 6€30MacHOr0 yJaneHus: HHGOPMAIIMK B OPTaHU3ALUSX.

75. OcoOGeHHOCTH 3alUThl MHOOPMAIIUU B MOOMIIBHBIX YCTPOUCTBAX.

6.4. MeToanueckue MaTepuaJibl, ONpeAe/A0IIne MPoueIypbl OlleCHUBAHUSA
3HAHUH, YMeHUI, HABBIKOB U (MJIM) ONbITA JAeSITEJbHOCTH, XapaKTePU3YIOIIHUX
JTanbl (OPMUPOBAHUSA KOMIIETEHIIMA

OCHOBHOM 1I€/bI0O MPOBEACHUS TMPOMEKYTOUHOM AaTTECTALUM  SIBISETCS
ONpEe/IeJICHHEe CTENEHU JOCTWKEHHS 1elell Mo ydyeOHOW AUCHUIIMHE WU €€
paznenaMm. OcCyIIeCTBISIETCS 3TO MPOBEPKOW M OLIEHKON YpPOBHS TEOPETUUYECKOU
3HaHUW, TOJYYEHHBIX OOyYarOUMHCS, YMEHHUS TPUMEHITh HX B PEHICHUU
NpPaKTUUYECKUX 3aJlay, CTEMEeHM OBJIaJICHUS] OOYyYalomUMHUCS MPAKTUYECKUMU
HaBBIKAMU U YMEHUSIMU B 00beMe TpeOoBaHUM pabouel MporpaMmsbl MO TUCIUIUIMHE,
a TAaK)Ke€ UX YMEHHE CaMOCTOSITEIbHO paboTaTh ¢ y4€OHOM IUTEpaTypoOil.

Opranuzanusi OpoOBEACHUS MPOMEKYTOUHOM aTTeCTallMU PEerjaMeHTHpPOBaHA
«Ilonoxkxennem 00 opraHuzalu 00pa3oBaTENIBHOrO Ipoiiecca B (denepaibHOM
rocyJapCTBEHHOM aBTOHOMHOM 0Opa3oBaTeNbHOM yUpexkaeHuu «MOCKOBCKHIA
MNOJIMTEXHUYECKU YHUBEPCUTET

6.4.1. Iloka3zaTre/in OLCHUBAHUS KOMIICTEHIIUI HA PA3JIMYHBIX 3TANaxX MX
(¢popMupoBaHUA, AOCTHKEHHE O0YyYAIIMMUCH IUIAHHPYEMbIX Pe3yJbTATOB
00y4eHMs MO0 JUCHMUILIHHE

Kon u HaumeHoBaHne koMneTeHIMHU ITK-3. CniocoGen pazpadaTbiBaTh apxuTeKTyphi UC
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Kputepnu onennBanns

Jran
(YypoBeHb)
HeY/I0BJIeTBOPUTEILHO YAOBJIETBOPHTEJILHO X0po1o OTJIMYHO
3HATh OO0yuaromuiics OO0yuaromuiics OO0yuaromuiics OOyuaromuiics
JIEMOHCTPHUPYET ITOJTHOE JIEMOHCTPHPYET JIEMOHCTPUPYET JEMOHCTPUPYET
OTCYTCTBHE WITH HEIOJIHOE COOTBETCTBUE | YaCTHYHOE MIOJTHOE COOTBETCTBUE
HEJOCTaTOYHOE CJICIYIOIIUX 3HAHUI: COOTBETCTBHE CJICYIOIIUX 3HAHUIL:
COOTBETCTBHE CICAYIONIMX | HH(POPMAaLIOHHBIE CIIIYIOIIMX 3HAHUH: | MH(pOpPMAIMOHHbIC
3HAHUH: CHCTEMBI OC30MIaCHOCTH; | MH(OpPMAIMOHHbIE CHCTEMBI
nH(OPMaMOHHbIE MEXIyHapOaHbIE CHCTEMBI 0e30macHoCTH;
CHCTEMBI O€30MacCHOCTH; CTaHJapTHI 6e30macHOCTH; MEXIyHapOIHbIE
MEXIyHapOIHbIE MH(POPMAIMOHHOTO MEXIyHapOIHbIE CTaHJapThI
CTaHAAPTHI oOMeHa; CTaHAAPTHI UHPOPMALMOHHOTO
MH(POPMALMOHHOTO OCHOBHBIE MTOJIOKEHHS MH(pOPMaLIMOHHOTO oOMeHa;
oOMeHa; TEeopHun oOMeHa; OCHOBHBIE TTOJIOXKEHHS
OCHOBHBIE TTOJIOXKEHHS MHPOPMaMOHHON OCHOBHBIE TEeopHun
TEOpUH MHPOPMALMOHHON | 0e30macHOCTH; TIOJIOXKEHHS TCOPUH HH()OPMALIMOHHOM
0e301acHOCTH; aKTyaJlbHbIC HICTOYHHKN | MH)OPMALMOHHON 0e30MacHOCTH;
aKTyaJbHBIC HCTOYHUKH nHpopManuu B chepe 0e30MacHOCTH; aKTyaJbHEIC
nHpopMannu B chepe poheCCHOHATBFHOMN aKTyaJbHEIC HNCTOYHHUKH
npohecCHOHAIBHON JeATeNbHOCTH; HCTOYHHUKH nHdopmanun B chepe
JIEATEIBHOCTH; TIOHATHS uHpopmanum B npodecCHOHANbHON
MTOHATHUS KoH(UAECHIIMAITBEHON chepe NeSITeIbHOCTH;
KOH(pHICHIIMATBHO uHpopMaIuy, npodeCCUuOHATBHON TIOHSITHS
nHdopManuy, MEePCOHAJIbHBIX JaHHBIX | JAEATEIBHOCTH; KOoH(UAECHIIMAIEHON
NIEpCOHAJIBHBIX JAaHHBIX M | U TOCYIapCTBEHHOM TIOHSTHS nHpOopManuy,
rOCYapCTBEHHOH TaHBI TaiHEI KOH()MACHIMAIBHON | IIepCOHAIBHBIX JaHHBIX
METOIBI ¥ CPEe/ICTBA METO/IBI ¥ CPE/ICTBA uH(pOpPMALIUH, Y rOCYIapCTBEHHOM
obecrieyeHus obecriedeHHs TIePCOHATIBHBIX TaiHBI
HHOOPMALMOHHON UH(OPMALIMOHHON JaHHBIX U METOJIBI U CPE/ICTBA
6e30macHOCTH OOHEKTOB 0€301acHOCTH OOBEKTOB | TOCYIApCTBECHHOM obecrieueHHs
po¢eCCHOHATBHOM poeCCHOHATFHOMN TaiHBI WH(POPMATMOHHON
JeATeIbHOCTH. JeATEeNbHOCTH. METOMBI ¥ CpeNICTBA 0e3011acHOCTH
obecrieueHus 00BEKTOB
nHpopMaMOHHOI npodecCHOHaNBEHON
6e3omacHoCcTH JIeATEIILHOCTH.
00BEKTOB
npoQeCCHOHATBHOM
JIeSITEIIbHOCTH.
yMeTh OOyuaronuiicsi He yMeeT OO6yuaronuiics OO6yuatomtuiics Ob6yuatommiics
WJIM B HEJOCTaTOYHOM JEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPUPYET
CTETICHN YMEeT HEIIOJIHOE COOTBETCTBUE | YaCTUYHOE IOJTHOE COOTBETCTBHE
BBINOJIHATS! CIIEAYIOIINX YMEHUIA: COOTBETCTBUE CIIEAYIOIINX YMEHUI:
TIPUMEHSTh MPUMEHSTH CJICIYIONINX YMEHHUH: | TPUMEHSTh
MEXXITyHapOIHbIE MEXXIyHapOIHbIE MPUMEHSTH MEXIyHapOIHbIE
CTaHIapThI CTaHIapThI MEXIyHapOIHbIC CTaHIapThI
HHOOPMALMOHHOTO HH(OPMAIIMOHHOTO CTaHIAPTHI UH(OPMAIIMOHHOTO
oOMeHa; OCHOBHBIE | OOMeHa; OCHOBHBIE | HH()OPMAITHOHHOTO oOMeHa; OCHOBHBIE
TIOJIOKCHUS TEOPUH | MOJOKECHUS TeopuH | oOMeHa; OCHOBHBIC TIOJIOXKEHHS TEOPUH
WH(POPMATNOHHOM HH(POPMATMOHHON TIOJIOKEHHUS TEOPUH WH(POPMATMOHHON
0€3011acHOCTH. 0e3011aCHOCTH. UH(OPMALMOHHON 0e3011acHOCTH.
pa3pabaTbIBaTh pa3pabaTbIBaTh 0€30IMaCHOCTH. pa3pabaTbIBaTh
nH(OpPMaIMOHHbIE HH(OpPMaIMOHHbIE pa3pabatbIBaTh HH(OpPMaIMOHHbIE
CUCTEMBI O€30T1acHOCTH CUCTEMBI 0€301I1acHOCTH | MH(OPMAIIOHHBIE CUCTEMBI
NPUMEHATh TPHUHIMIBL W | MIPUMEHSATh IPUHLUIEI U | CHCTEMBI 0e301acHOCTH
METOJIBI CHCTEMHOT'O | METO/BI CHUCTEMHOTO | 06e30MmacHOCTH MIPUMEHSATH TPUHIUIIBL
aHaJM3a. aHaIn3a. MIPUMCHSTH 1 METOZBI CHCTEMHOTO
aHANTNU3UPOBATH U | aHATM3HPOBAThH W | IPUHLMIIBI 1 METOIBI | aHaJH3a.
BBIOMpAaTb ~ METOABI M | BBIOMpAaTh METOIBl M | CHCTEMHOIO aHAIW3a. | aHAJIW3UPOBATh U
cpencTBa obecrieueHus | cpeacTBa  OOECIICUCHHS | aHAJIM3UPOBATh U BBIOMPATH METOJIBI
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aHaJIM3a ¥ CUHTE3a
nHpopmanum
METOIaMH U
cpencraa
obecrieueHns
MHPOPMALTMOHHON
6e3omacHoCTH.

nH(OPMaMOHHON HH(POPMaMOHHON BBIOMpATh METOABI U | CPEeJCTBA OOECIIeUeHHS
0e30I1acHOCTH. 6e30IacHOCTH. cpezacTBa MHPOPMaMOHHON
NPUMEHATh  METOABl W | MIPUMEHATh METOIBl | | oOecredeHus 6e30IMmacHoCTH.
cpencTBa obecrnieueHns | cpencTea  obecredeHus | HWHOOPMAITMOHHOM MIPUMEHSTh METOBI 1
WH(POPMATNOHHON WH(POPMATMOHHOM 0e30MacCHOCTH. cpencTsa obecTrieueHHS
6e3omacHOCTH  OOBEKTOB | OE30MacCHOCTH OOBEKTOB | MPUMEHSATh METOABI i | WH(POPMAIMOHHON
npohecCHOHAIBHON npohecCHOHAIBHON cpeacTBa 6e3omacHOCTH
JIeSITEIbHOCTH. JIeATEIHOCTH. obecrieueHus 00BEKTOB
nHpopManOHHOI npodecCHOHANBEHON
Oe3omacHOCTH JIeTELHOCTH.
00BEKTOB
npoQeCCHOHATBHOM
JIeSITeNIbHOCTH.
BJajIeTh OOyuatomuiicst He Bianeer | OOy4aromuiics Biageer | OOyuaronuMcs OOyuaromuiics
Ui B HellOCTaTO‘-IHOﬁ B HEIIOJIHOM 00beMe U JOIMYyCKaroTCA CBO6OZ[HO MMPUMEHACT
CTETICHH BIIAJICET: TIPOSIBIISIET HE3HAYHUTEIbHBIC TIOJTy4E€HHbIE HaBbIKH, B
HaBBIKaMH IIPUMEHEHUS HEJI0CTaTOYHOCTh OLIMOKH, MIOJTHOM 00beMe
MEXIyHapOIHBIX BJIaJICHUS HaBBIKAMH HETOYHOCTH, BJIaJICET HaBBIKAMHU
CTaHAAPTOB MIPUMEHCHHUS 3aTpyJHEHUS, TIPUMEHCHHUS
nH(POPMANOHHOTO MEXIYHAPOIHBIX YaCTHYHO BIIaJICET MEXIYHAPOIHBIX
00MeHa; OCHOBHBIX CTaHAAPTOB HaBBIKaMHU CTaHAAPTOB
MIOJI0)KEHUH TEOPHH MH()OPMAMOHHOTO MIPUMCHEHHS MH()OPMANOHHOTO
WH(POPMAITMOHHOM oOMeHa; OCHOBHBIX MEXXTyHaPOIHBIX oOMeHa; OCHOBHBIX
0e30IacHOCTH. MOJIOKEHUM TEOpUHU CTaHJapTOB TOJIOKEHUM TEeOpUHn
METOJIaMU HaCTPONKHU HH(POPMALMOHHOM MH(pOPMALIMOHHOTO HH(POPMALIMOHHOM
WH(OPMAIMOHHBIX CUCTEM | 0E30IaCHOCTH. oOMeHa; OCHOBHBIX 0e30IacHOCTH.
0e30I1acHOCTH. METOJIaMU HaCTPOIKHU IOJIOKEHUU TEOPUU METOJIaMU HaCTPONKHU
HaBBIKaMH pa3paboTKH MHPOPMAMOHHBIX nH(popManoHHOMH MHPOPMAMOHHBIX
MH(POPMAMOHHBIX CUCTEM | CHCTEM 0E30TacHOCTH. 6e3omacHocTH. cucTeM 0E30MacCHOCTH.
6e301acHOCTH HaBBIKaMH pa3paboOTKH METOJIaMH HaCTPOHKH | HaBBIKAMH pa3pabOTKH
MIPAaKTHYECKUMHU NHPOPMAINOHHBIX nH(pOpPMaLMOHHBIX MH(POPMaAINOHHBIX
HaBBIKaMH TTOMCKA U cucteM O6e301macHOCTH cHcTeM cucteM 06e301macHOCTH
aHaJM3a ¥ CHHTE3a MIPAaKTHYECKAMH 6e3omacHoCTH. MIPaKTHIECKAMH
nHpopMannuu HaBBIKAMH TTOMCKA U HaBBIKAMHU HaBBIKAMH TTIOMCKA
METOJIaMH H CPEACTBA aHaIM3a ¥ CHHTE3a pa3paboTku aHaIM3a ¥ CHHTE3a
obecrnieueHNs HHpopMann MH(pOpPMAIMOHHBIX HHpopMan
HH(OpPMAIMOHHON METOJIaMH M CPEACTBA cucTeM METOJIaMH M CPEACTBA
0e3011acHOCTH. obecrieueHus 6e3omacHocTH obecrieueHus
nHOPMaIMOHHON MPaKTHYECKUMH MHPOPMAIMOHHON
0e30IacHoCTH. HaBBIKAMU ITOMCKAa U | O€30ITaCHOCTH.

6.4.2. MeToauka OlleHNBAHUS Pe3yJIbTATOB IPOMEKYTOYHOM aTTEeCTAIMU

IlokazarenaMu OlLICHUBAHUS KOMIIETCHIIMII Ha DTalre

arrecraiuy 1Mo AMCHUIIIIMHC

«Uupopmanmonnas

pe3ynbTaThl 00YUYEHUS IO TUCIIUATIIINHE.

0€30I1aCHOCTbHY

IIPOMEKYTOUYHOU
ABJISIIOTCS

OIICHO‘IHLIﬁ JIUCT PE3YJAbTATOB Oﬁy‘leHI/Iﬁ o AMCIOMIIJINHE

Kon

KOMIIETCHI MU

3Hanus

YMmenus

HaBpbixu

YpoBenn
copmupoBaHHOCTH

KOMICTCHIIMHA HA JAHHOM
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jTane / oleHKa
[IK-3. CriocoGeH | Ha ypoBHE Ha YpOBHE HaBBIKOB: | Ha ypPOBHE HaBBIKOB!
pa3pabaTbIBaTh 3HAHMH: YMETb IPUMEHSTh HaBBIKaMH
apxutekTypsl UC | 3HaTH MEXIyHapOIHBIE TIPUMEHEHHS
UH(OPMALIMOHHBI | CTAHIAPTHI MEKIyHAPOAHBIX
€ CHCTEMBI HnH(OPMALIMOHHOTO CTaHIapTOB
0e30MacHOCTH; oOMeHa; WH(POPMAITHOHHOT O
MEXIYHAapOIHbIe | YMETb OCHOBHBIC 00OMeHa; OCHOBHBIX
CTaHIAPTHI TIOJIOKECHHS TEOPUH TIOJIOKEHUH TEOPUH
MHPOPMALMOHHOT | HH()OPMAIIOHHOH HHPOPMALTMOHHON
0 00MeHa; 0€301IaCcHOCTH. 0€301IacHOCTH.
3HaThb OCHOBHBIE paspabarbIBaTh METOJaMU HaCTPOUKHU
MOJIOKEHHUS uH(popMaLMOHHbIE UH(pOpMaMOHHBIX
TEOpHUU CHCTEMBI cHCTeM
nHdopmanmoHHo | 6e3omacHOCTH 6e3omacHoCTH.
it 6e30macHOCTH; | TPUMEHSTH HaBBIKAMH
3HATh aKTyaJbHBIC | TPUHLMUIIBI U METOABI | Pa3paboTKH
WCTOYHHUKH CHCTEMHOI'0 aHaJn3a. | WH()OPMAIIMOHHBIX
uH(bOpPMaLIUH B AQHAIM3UPOBATH U CHCTEM
coepe BBIOMpPATh METOOBI M | 0€30IacHOCTH
npoecCHOHANbH | CpencTBa MIPAKTHYECKUMH
Ol IeATEeIbHOCTH; | OOecTIeueHus HaBBIKAMHU ITOUCKA U
3HATb MTOHATHUSA uH(popMaLMOHHOI aHalIu3a U CUHTE3a
KOH(UAEHIMAIBH | 0€30MacHOCTH. uHpopmanuu
oif UHpOPMALIUY, | MPUMEHSATH METOIBI U | METOJAMHU U
MEepCOHAIIBHBIX cpezacTBa cpeacTBa
JAHHBIX U obecrieueHust obecrieueHus
TrOCYAapCTBEHHOH | MH()OPMAIMOHHON MHPOPMAIIMOHHON
TaiHBI 0e30macHOCTH 0e30MacHOCTH.
METOABI 1 OOBEKTOB
cpencraa npodeccHOHANBHOM
obecreueHns JesTEeIbHOCTH.
MH(OPMAITMOHHO
it 6ezomacHOCTH
00BEKTOB
npodecCuoHaIbH
O JIesITeNbHOCTH.
OreHka 1o AMCHMIUINHE (cpeqHee apu(MeTHIECKOe)

OrneHka «3a4TEHO» BBICTABISETCS, €CIIM CpeliHee apudMEeTHIECKOe HaXOqUTCs
B uHTepBajie oT 2,4 no 5,0. OneHka «HE 3a4TE€HO» BBICTABISETCS, €CIIM CPEIHEe
apudmeTndeckoe HaxoauTcs B uaTepBaie ot 0 10 2,4.

[TpomexyTouHas arrecTanus oOydaromuxcs B ¢popMe 3auera MPOBOIUTCS IO
pe3ylbTaTaM BBIMIOJIHEHUS BCEX BHUIOB Yy4eOHOW paboOThI, MPeayCMOTPEHHBIX
y4eOHBbIM IJIaHOM M0 aucuuiimHe «MHdopmanmoHHas 0€30MacHOCTHY», IPH ATOM
YUHUTBIBAIOTCS PE3YyJIbTAThl TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH B TEUEHUE CEMECTpa.
OueHka cCTeneHu JOCTHKEHUS OOYyYalollMMHUCS IUIAHUPYEMBIX PE3yJIbTaTOB
oOy4eHHus] MO AUCIUIUIMHE MPOBOJUTCA IMpENojaBaTesieM, BEAyIIUM 3aHSITHS IO
JTUCIUIUIMHE METOJIOM AKCIEPTHOM olieHKH. [1o uToram mpoMeKyTouHO# aTTecTaluu
M0 IMCUHUILJIMHE BBICTABIISETCS OLICHKA «3aYTEHO», HIIU «HE 3aYTCHOY.

Ixana
OLlCHUBAaHUA

Onucanue
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Brinonnens! Bce BUBI yueOHON paOOThI, MPeayCMOTPEHHbIE YUEOHBIM IJIAHOM.
CTyAeHT JeMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHUI, HABBIKOB IPUBE/ICHHBIM B
TabMUIaX T[OKa3aTeneil, onepupyeT NPHOOPETEHHbBIMU 3HAHHUSIMHU, YMEHMSIMHU,
3auTeHo HaBbIKaMU, IPUMEHSET UX B CUTYalUSX NOBBIIIEHHOMN CI0XHOCTH. [Ipu 3TOM MOTyT
ObITH JIOMYILIEHbl HE3HAYUTEIbHbIE OIIMOKH, HETOYHOCTH, 3aTPyIHEHHs IpH
QHAIUTUYECKUX  OMNepalusX, IMepeHoce 3HaHMW M yYMEHUH Ha  HOBBIE,
HECTaHJAPTHbHIE CUTYALIUH.

He BbimosiHeH oauH wiu Oosee BHJIOB y4yeOHOW paboThl, MPEeayCMOTPEHHBIX
y4eOHbIM IIaHOM. CTYJIEHT JAEMOHCTPUPYET HEIOJIHOE COOTBETCTBHE 3HAHUH,
YMEHHUH, HaBBIKOB IO 3TanmaMm (ypoBHSIM) C(OPMHUPOBAHHOCTH KOMIIETEHIIMH,

He 3aureno . .
JOITYCKAIOTC 3HAYUTCIbHBIC OHH/I6KI/I, MMPOABIACTCA OTCYTCTBUEC 3HAHHWU, YMCHHUMH,
HABBLIKOB IIO pAOY HOK&38.T€J'I€I>1, CTYACHT UCHBITHIBACT 3HAUYUTCIIbHBIC 3aTPYAHCHUA
Ipu ONICpUPOBAaHNU 3HAHUAMU U YMCHUAMMU IIPHU UX NICPEHOCC HA HOBBIC CUTyalluH.
7. JaekTpoHHast HHGOPMAINITMOHHO-00pa3oBaTe/IbHAA cpeaa

Kaxnpiil o0yuaromiuiicsi B TeYEHUE BCEro NMeprojia o0ydeHusl 00ecieurBaeTCs
WHIMBUYaIbHBIM HEOTPAHUYEHHBIM JIOCTYIIOM K 3JIEKTPOHHOM HMH(POPMALMOHHO-
oOpazoBarensHOil cpene YeOokcapckoro wuHctuTyTa (Qummana) MOCKOBCKOTO
MOJINTEXHUYECKOTO YHUBEPCUTETA U3 JIOOOW TOYKH, B KOTOPOM MMEETCS JOCTYI K

UH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON cetn  «WHTepHer» (mamee — ceThb
«MHTepHeT»), KaK Ha TeppuTopuu (uiarana, Tak 1 BHE €.
OnexTpoHHas HH(DOPMAIIMOHHO-00pa3oBaTeNbHAsA Cpela — COBOKYIHOCTH

WH(OOPMAITMOHHBIX M TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, COOTBETCTBYIOIIUX
TEXHOJIOTUYECKUX  CPEJCTB, OOECINEYMBAIOUIUX  OCBOCHHUE  OOyYarolUMUCS
00pa3oBaTeNbHBIX MPOTPAMM B MOJTHOM O0BEME HE3aBUCUMO OT MECTa HAaXOXKJICHUS
0o0yyarommxcs.

DnexTpoHHas HHPOPMAIIMOHHO-00pa30oBaTebHas Cpeia 00CCIICUNBACT:

a) IOCTyN K y4eOHBIM IIaHaM, paboyuM IporpaMMaM JUCIUIUIMH (MOJIyei),
IIPAKTUK, AJICKTPOHHBIM YUYCOHBIM HM3JaHUSM UM DJICKTPOHHBIM 00pa30BaTCIIbHBIM
pecypcaM, yKa3aHHBIM B pa0OUYHX MporpaMMax JUCIUILUINH (MOYJIeH ), TPaKTHK;

0) dopMupoBaHHE 3JIEKTPOHHOTO MOPTHOIHUO OO0YUYAIOIIETOCs, B TOM YHCIIE
COXpaHEHHE €ro padoT M OLICHOK 3a 3THU PaOOTHI;

B)  (Qukcanmmio  xoma  o0Opa3oBaTeNBpHOTO  Mporlecca,  Pe3yJbTaToOB
IPOMEKYTOYHOM aTTECTAIMK U PE3YITAaTOB OCBOCHHUS MPOTPaMMEBI OaKaaBpHara;

') MpOBeJieHNEe YICOHBIX 3aHATHHA, MPOIEAYP OICHKHA PE3yJIbTAaTOB OOydYCHUS,
peanu3anysa KOTOPBIX MPEIyCMOTPEHA C MPUMEHEHUEM SJIEKTPOHHOTO OOydYeHUS,
JTUCTAHITMOHHBIX 00pPa30BaTEIbHBIX TEXHOJIOTHA;

1) B3aUMOJCHCTBUE MEXKIY YUYaCTHUKAMH 0Opa30BaTEIBHOTO IMPOIEcca, B TOM
YUCJIE CUHXPOHHOC W (WJIM) AaCHMHXPOHHOE B3aMMOJICHCTBUS TOCPEJCTBOM CETH

«HTEpHETY.
@OyHKIMOHUPOBAHUE AIEKTPOHHOM MH(OPMaLMOHHO-00pa30BaTEIbHON Cpebl
o0ecnieunBaercs COOTBETCTBYIOLIUMHU CpeACTBaMHU MH(POPMALMOHHO-

KOMMYHHKAIIUOHHBIX TEXHOJIOTUH u KBaHH(i)HKaHHGﬁ pa6OTHI/IKOB, cC
HCITIOJIB3YIOIHUX U ITOAACPKHMBAIOIIHX.

37




OYHKITMOHUPOBAHUE DIIEKTPOHHOU MHGOPMAIIMOHHO-00pa30BaTEIbHON CPeIbl
COOTBETCTBYET 3aKOHOAATENbCTBY Poccuiickon Penepanuu.

OcuHoBHbIME cocTaBisrommMu JNOC dunmana sBisrOTCS:

a) callT wuHcTUTYyTa B ceTH IHTepHET, pacHoJIOKEHHBIA 1O aJpecy
www.polytech21.ru, https://chebpolytech.ru/ kotopsrit o6ecrneunBaert:

- poctyn oOydarommxcsd K Yy4eOHbIM IUIaHaMm, padodyuM MOporpaMmmam
JTUCITUTUINH, TPAKTUK, K W3JaHUSAM DJICKTPOHHBIX OWOJMOTEYHBIX CHCTEM,
ANIEKTPOHHBIM HH(POPMAIIMOHHBIM W 00pa30BaTeIbHBIM pecypcaM, yKa3aHHBIX B
pabounx mporpammax (pazaenbl caiita «CBemeHuss 00 o0Opa3oBaTeIbHOU
OpraHu3alumn»);

- nH(opmMupoBaHre 00yUarOIUXCs 000 BCeX M3MEHEHUSIX Y4eOHOro Impoiiecca
(HOBOCTHAsI JIEHTA caiiTa, IEHTa aHOHCOB);

- B3aUMOJICUCTBME MEXJy YyYaCTHHKaMU 0O0pa3oBaTeIbHOrO Ipoiiecca
(mozpasnensl caiiTa «3a1aTh BOIPOC TUPEKTOPY»);

0) odwuimambHbIe SJICKTPOHHBIC ajapeca MOApPA3ICTICHUH W COTPYIHUKOB
UHCTUTYTa C SHAaekc-momeHoM (@polytech2l.ru (cnmMCOK KOHTAaKTHBIX JIAHHBIX
nojpasneneHuit Ounrana pasMmeneH Ha odunmaabHOM caiite Punmana B paszerne
«KOHTaKThI», CHOUCKA KOHTAKTHBIX OQUIIMATBHBIX  OJIEKTPOHHBIX  JTAHHBIX
npenoaaBareneid  pa3MemieHnsl B mnoapaszaenax «Kadeape») obecneumBaroT
B3aMMOJICHCTBHE MEXK]ly YUACTHUKAMH 00pa30BaTEIbHOTO MPOIIECCa;

B) JIMYHBIA KaOuHeT oOydaromierocs (moptdonuo) (BXOJ B JMYHBIA KaOWHET
pa3MelieH Ha oduuuanbHOM caiite @unuana B paszzaene «CTyIeHTy» mHojpasjene
«OnekTpoHHass uWHGOPMAIMOHHO-00pa3oBaTeNbHas Ccpela») BKIHOYAaeT B cedd
noptoano  CTyAeHTa, DJJICKTPOHHBbIE BEIOMOCTH, PEHUTHUHT CTYACHTOB W
00ecIeynBaeT:

- ¢ukcanuio xoaa o6pa3zoBaTEIHLHOTO Mpoliecca, pe3yIbTaTOB MIPOMEKYTOUHOMN
aTTECTAIlMU U Pe3yJIbTaTOB OCBOCHUS 00Pa30BATEIBHBIX IPOTPAMM 00yUaIOIIIUMHUCH,

- ¢dopMuUpOBaHUE SJIEKTPOHHOTO MOPT(OINO 00YUaIOIMIETOCS, B TOM YHCIE C
coxpaHeHHe paboT 00yJaroIIerocs, peleH3uid U OIEHOK Ha 3TH paboThI,

I) DJJEKTPOHHBIE OWUOJMOTEKH, BKIIOYAIOIIUE AJICKTPOHHBIE KaTaJloTH,
MOJIHOTEKCTOBBIE JJOKYMEHTBI U 00ECIEeUUBAIOIINE TOCTYI K Y4eOHO-METOAUYECKUM
MaTepHaliaM, BBITTYCKHBIM KBATH(DUKAITMOHHBIM padOTaM | T.J.:

YebOokcapckoro uucruryta (punnana) - « MPBUC»

) 21eKTpoHHO-OMOnmnoTeynsie cucreMbl (DBC), BKIOYaromue 3IeKTPOHHBIN
KaTaJor ¥ MOJIHOTEKCTOBBIC JIOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenbHas mwiatdopma FOpaiit - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

€) wiargopma udpoBoro oOpa3oBaHuUs [TonuTexa -
https://Ims.mospolytech.ru/

K) cuctema « AnTuriaruar -https://www.antiplagiat.ru/

3) cucrtema dJeKTpoHHOro aokymeHtoobopora DIRECTUM Standard —
o0ecneunBaeT JOKYMEeHT0000poT Mexay dunuanom u Y HUBEPCUTETOM;

n) cucrema «1C Ynpasnenue BY3oM DnekrponHbiit nekaHat» (MoOCKOBCKUi
MOJIMTEXHUYECKUM YHUBEPCUTET) oOecriedynBaeT (pUKCaIuio XoJa 00pa3oBaTeIbHOTO
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nporecca, pe3yiabTaTOB IMPOMEKYTOUHOM aTTECTAlUd W pPE3yJbTaTOB OCBOCHHS
o0pa3oBaTeNnbHBIX MPOTrpaMM 00yJarOIITUMUCS;

k) cucrema «POLYTECH systems» obOecnednBaeTr WHGOPMAIIMOHHOE,
JOKYMEHTAIPHOE  aBTOMATH3WPOBAHHOE  COMPOBOXKICHHWE  00pa3oBaTEIHHOTO
npouecca;

1) cucTtemMa «AOUTYpUECHT o0OecrneunBaeT JTOKYMEHTAIIBHOE
ABTOMATU3UPOBAHHOE COMPOBOKACHUE PAOOTHI IPUEMHOM KOMUCCHH.

8. IlepeyeHb OCHOBHOW M [ONOJHUTEJBLHOH Y4YeOHOW JIUTEpPATypBhl,
HEe0O0XO0IUMOii 1JIs 0CBOEHUSI T CHHIJIHHBI

OcHOBHas aUTEpaTypa:

1. BuaykoB, A. A. 3ammura uHbOpManuM : yuyeOHUK I By30B / A. A.

BuykoB. — 3-e u3n., nepepab. u gpon. — Mocksa : U3garensctBo FOpaiit, 2025. —
161 c¢. — (Beiciiee obpaszoBanmue). — ISBN 978-5-534-07248-8. — Texkcr :
anekTpoHHbii  //  OOpa3oBarenpHast 1iatdopma IOpaiitr [caiit]. — URL:
https://urait.ru/bcode/561313.

2. TymOunckasi, M. B. 3ammura uadopmanumu Ha TPEANPUITHH © Y4eOHOE

nocobue g By30B / M. B. TymOunckas, M. B. [lerpoBckuii. — 2-e u3sn., crep. —
Canxrt-IletepOypr : Jlanb, 2025. — 184 c. — ISBN 978-5-507-52967-4. — TekcrT :

ANEKTPOHHBIN // JlaHb : dJIEeKTpOHHO-OMOnMotreunas cuctema. —  URL:
https://e.lanbook.com/book/463043. —  Pexum  pgoctyma: i aBTOPH3.
II0JIb30BAaTEIIEH.

3. [IpoxopoBa, O. B. WuadbopmanuoHHas O0€30MacCHOCTh U 3aluTa

uHpopmaimu : yueoHuk ais By3oB / O. B. [IpoxopoBa. — 6-e uzn., crep. — CaHKT-
[Terepbypr : Jlanb, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcT :

ANEKTPOHHBIN //  JlaHb : 3nexkTpoHHO-OMOMMoTeuHas cuctema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  jgocryma: IS aBTOPHS.
IIOJIb30BATEIIEH.

4. Basunmun, . A. WHdopManvoHHbIE TEXHOJOTUU B YIPABJICHUH

KauyecTBOM U 3amuTa uHbopManuu : ydyeoHoe mocodue ais By3oB / 1. A. Basunun,
B. I'. Conpnaros, U. I'. MankeBuu. — Cankt-IletepOypr : Jlaub, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — Tekcr: >1eKTpoHHBIA // JlaHb : 3JIEKTPOHHO-
oubmmoreunast cucrema. — URL: https://e.lanbook.com/book/447242. — Pexum
JOCTYyTIA: JUTSl aBTOPH3. TTOJIH30BATENCH.

JlonoJaHuTenbHAs JUTEpATYpA.

1. 3enkoB, A. B. Nudopmarnmonnas 0e30MMacHOCTh W 3alllUTa
uHpopmaluu : yueOHuk ais By30B / A. B. 3eHkoB. — 2-e u3a., nepepad. u 10m. —
Mocksa : UznarensctBo FOpaiit, 2025. — 107 c. — (Bricmiee oOpa3oBanue). —

ISBN 978-5-534-16388-9. — Texkcr : anekTpoHHbIi // OOpa3oBaTenbHas miaTdopma
IOpaiit [caiit]. — URL: https://urait.ru/bcode/567915.

2. Jloch, A. b. Kpuntorpadudeckue MeToabl 3alUThl UHPOPMAIIUN IS
U3y4YaOIIUX KOMITBIOTEPHYIO 0€30MacHOCTh : yueOHuK it By30B / A. b. Jlocs, A. O.
Hecrepenko, M. U. PoxxkoB. — 2-e u3n., ucnp. — Mocksa : U3narensctBo IOpair,
2025. — 424 c. — (Briciee o6pazoBanue). — ISBN 978-5-534-12474-3. — Tekcr :
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ANEeKTpOHHBIN //  OO6pa3oBaTenbHas

miatpopma FOpaittr  [caiit]. — URL:

https://urait.ru/bcode/560426.

Ilepuonuka:

1. UsBectuss TynbCcKOro TrOCyIapCTBEHHOIO YHHMBEpPCUTETA. TexHUYECKHe

HAyKH:

Hayunbri

pEeLEeH3UPyEMBII JKypHall.

https://tidings.tsu.tula.ru/tidings/index.php?id=technical&lang=ru&year=1.
- TekcT : PAEeKTPOHHBI.

2. HayuHplii nEepuOIMYECKHN KypHAI
rOCYJJapCTBEHHOIO  YHUBEPCUTETA.

uHpopMaThKa»
TeKCT : 3IEKTPOHHBIM.

3. HayuHblii TEpUOIUYECKUN >KypHAI
YHHUBEPCUTETA.
PaIUO3IIEKTPOHUKAY:

roCcyJ1IapCTBEHHOTO
yIpaBJ€HUE,

«BectHuk  HOHO-YpanbCKOro

Cepus

«Bectauk  HOxHO-Ypanbckoro
«KomnperorepHbie
Hayunebrii

Cepus
pELEH3UPYEMBIN

xKypHaJ. https://vestnik.susu.ru/ctcr - TekcT : 2JIEKTPOHHBIN.

9. IlpodeccuonanbHbie 0a3bl JAHHBIX U HH(POPMALMOHHO-CIIPABOYHbIE

CHUCTEMbI

[Tpodeccuonanpuas 6a3a
JMAHHBIX ¥ UHOOPMAIIMOHHO-
CIPaBOYHBIC CHCTEMBI

Wudopmanus o mpaBe COOCTBEHHOCTH (PEKBU3UTHI JOTOBOPA)

YHuBepcurerckas
nH(pOopMalMOHHAas cucTeMa
POCCHA

https://uisrussia.msu.ru/

Temaruueckas 3eKTpoHHas 6nbnnoTeka u 6asza s
HPHUKJIATHBIX HCCIECIOBaHUI B 00JaCTH SKOHOMHUKH,
yIPaBICHUS, COLMOIOT MY, IMHTBUCTHKH, (pUIocopum,
(uI0NI0T MM, MEXKTYHAPOHBIX OTHOILICHUH, TIpaBa. CBOOOIHBII
JOCTYII

Hay4Has JIEKTPOHHAS
6ubsnmoreka Elibrary
http://elibrary.ru/

Hayunas snektponnas 6uommoreka eLIBRARY.RU - 310
KPYIHEHIINI poccuiickuii ”HPOPMALMOHHO-aHAIUTHYECKUI
nopTan B 00J1aCTH HayKH, TEXHOJIOTUH, METULIUHBI U
oOpa3oBaHus, coaepxammuil pedepaTsl U OTHBIC TEKCTHI OoJiee
26 MJTH HAyYHBIX CTaTEeH U MyOJIMKAIUH, B TOM YHCIIE
aNIeKTpoHHBIE Bepcuu 6osee 5600 poccuiickux HayqHO-
TEXHUYECKUX KYPHAJIOB, U3 KOTOPBIX Oosiee 4800 >xypHAJIOB B
OTKPBITOM JIOCTYIIE CBOOOIHBII JOCTYII

caut MHcTuTyTa HAy4YHOR
nH(pOpMaILIUU O

oOmecTBeHHBIM Haykam PAH.

http://www.inion.ru

bubmuorpaduueckue 6a3nr nanusix MTHMOH PAH no
COLIMAJIbHBIM U TYMaHUTApHBIM HayKaM BeJyTcs ¢ Hadana 1980-
X rogoB. O0mm 00BEEM MaCCUBOB COCTABIISIET OoJiee 3 MIIH.
500 toic. 3anuceit (nanubie Ha 1 ssuBaps 2012 r.). Exxeroanbiit
npupocT — o0koJio 100 TeIC. 3anucei.

B 6a3bI 1aHHBIX BKIIOYAIOTCS aHHOTHPOBAHHBIC OMTUCAHVSI KHUT
W CTaTel U3 )KypHAJIOB U cOOpHUKOB Ha 140 s3bIKax,
noctynuBnx B @ynnamenranbayto oudmuoreky MHUOH
PAH.

Ornucanus crareil M KHUT B 0a3ax JaHHBIX CHAOXKEHBI H(PpPOM
XpaHEHUs U CCbUIKAMU Ha IMOJIHbIE TEKCThl HCTOYHUKOB U3
HayuHol 371eKTpOoHHOM OMOJINOTEKH.

denepanbHbIN TOpTAT
«Poccuickoe

®denepanbHbiil mopran «Poccuiickoe oOpazoBaHue» —
YHUKAIbHBIA MHTEPHET-pECypc B chepe 0Opa3oBaHUs M HAYKH.
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http://www.inion.ru/

oOpa3oBaHue» [DNEKTPOHHBIN
pecypc] — http:// www.edu.ru

EsxenqHeBHO MyOIMKyeT caMble aKTyaJbHbIE HOBOCTH, aHOHCHI
coObITHIA, HGOPMAITMOHHBIE MaTePHAJIbI ISl IIUPOKOT0 Kpyra
yurarelien. ExxeHenenbHo Ha nopTajie pa3MerarTcs
SKCKJIFO3UBHBIE MaTEPHUAJIbI, HHTEPBBIO C BEYILIUMHU
CHeUaIuCTaMy — IIEAaroraMu, ICUX0JI0raMu, YUYEHbIMH,
PENOPTAXKU U AHATTUTUYECKUE CTAThU.

YuraTenu noyydaroT J0CTyN K HOpPMaTHBHO-TIPaBOBO 6a3e
chepsl 00pa3zoBaHus, OHU MOTYT MOJIB30BATHCS CAMBIMH
Pa3IUYHBIMU MOJE3HBIMU CEPBUCAMU — TAKUMHU, KaK OHJIAH-
TECTUPOBAHUE, ONPOCHI 10 AKTYAJIbHBIM TEMAM H T.1.

WNudopmannonnsie
TEXHOJIOTHH — TIEPUOIUYECKOE
Hay4YHO-TEXHUYECKOE U3JaHue
B 00y1acTH MH(POPMAITMOHHBIX
TEXHOJIOT UM,
aBTOMATHU3HPOBAHHBIX CUCTEM
Y UCTIOJTb30BaHUS
MH(OPMATUKU B Pa3IMUHbIX
TIPHIIOKEHUSX

novtex.ru

W3naTenbeTBO BBITYCKAET TEOPETUUECKUE U MPUKIIAAHBIE
HAYYHO-TEXHUYECKHE KypHaJIbI, 00eCIeunBaloNIfe HayYHOMH,
MPOU3BOCTBEHHOM, 0030pHO-aHATTUTUYECKON U
oOpa3oBaTenbHON HHPOpPMALIUEH PYKOBOAAIINX pAOOTHUKOB U
CHEINAIMCTOB MPOMBIIIEHHBIX TPEINPUITUN, HAYUHBIX
aKaJeMUYECKHX M OTPACIEBBIX OpPraHU3aluid, a TaKXKe yu4eOHbBIX
3aBeJIeHUH B 00JIaCTH IPUOPUTETHBIX HAPaBICHUI pa3BUTHA
HayKH U TEXHOJIOTUH.

Acconuanus ”H)XEHEPHOTO
obpa3oBanus Poccun
http://www.ac-raee.ru/

CoBepIieHCTBOBaHNE 00pa30BaHMs U HHKEHEPHOU
JIEATEIIFHOCTH BO BCEX MX MPOSBICHHUAX, OTHOCSIIUXCS K
y4eO0HOMY, HAYYHOMY M TEXHOJIOTHYECKOMY HAIIPABJICHUSM,
BKJIFOYAs! ITPOIIECCHI MPETIOIaBaHtsl, KOHCYJIBTHPOBAHHUS,
UCCIIEIOBaHMS, Pa3pab0TKN MHKEHEPHBIX PEUICHUH, OKa3aHUs
IIMPOKOTO CIIEKTPa 00pa30BaTEIbHBIX YCIYT, 00eCTIeYeHHs

CBsI3€ ¢ OOIIECTBEHHOCTRIO, IPOU3BOACTBOM, HAYKOU U
WHTETPAIMK B MEXITYHAPOIHOE HAyUYHO-00pa30BaTeIbHOE
MPOCTPAHCTBO. CBOOOHBINA TOCTYI

10. IIporpammHoe oOecneyeHue  (JIMIEH3MOHHOE W  CBOOOJHO
pacnpocTpaHsieMoe), HCHOJb3yeMoe MNMPH OCYLIeCTBJIEHUM 00pa3oBaTeIbHOI0
npomecca

Wndopmanus o nmpase
COOCTBEHHOCTH (PEKBU3UTHI
AynuTtopus [Tporpammuoe obecnieueHme

JIOTOBOpA, HOMED JHUIICH3UU U
T.J.)

Ne 2196 YueOHast ayaAuTOpHS IS
[IPOBEICHUS YUEOHBIX 3aHATUN BCEX
BUJIOB, TIPETYCMOTPEHHBIX
[IPOrpaMMOil CpeHETO
po(hECCHOHATBHOTO
oOpasoBaHus/OakanaBpuara/
CTHEUANNTETa/ MATUCTPATYPHI,
OCHaIlleHHasi 000PYIOBaHHEM U
TEXHUYECKUMH CPEICTBAMH 00yUeHUs,
COCTaB KOTOPBIX ONPEAEIAETCS B
pabounx mporpamMMmax JTUCIHUILTHH
(Momymeit)

Kabuner cucrem ynpasnenus OO0
«HITO «Kackan-I'PYIIl»

'Windows 7 OLPNLAcdmc

nmorosop Ne/103 ot 30.05.2012) ¢
norcornamenusiMu ot 29.04.14 u
01.09.16

(OeccpouHast TUIICH3S)

Kaspersky Endpoint Security mis
OouzHeca — Pacimmpennsiii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

CyONuIIeH3NOHHBIH J0TOBOP
Ne977 1049.ET1/25 ot 10.12.2025

'Yandex Opay3zep CB00OOIHOE pacIpoCTpaHIeMoe
[porpaMMHOE oOecTieyeHue
(beccpouHast TUIEH3HS)

MTC JIunk JloroBop Ne2/2026 (091 168.EI1/26) ot

27.03.2026
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Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery Academic
(Microsoft Open License

HOMep JHIeH3un-42661846 ot
30.08.2007) ¢ porcornameHusMu OT
29.04.14 1 01.09.16 (6eccpounas
ITMLICH3HS)

Ne 2060 YueOHnas ayaAuTopust Uis
MTPOBEICHUS YICOHBIX 3aHITHI BCEX
BUJIOB, IPETYCMOTPEHHBIX
[MPOrPaMMOM CPETHETO
podeccruoHalIbHOTO
oOpa3oBaHusi/OakaniaBpuaTa/
CHEeIHAUTETa/ MATUCTPATYPHI,
OCHaleHHasi 000pYI0OBaHUEM U
TEXHUYECKUMHU CPEJCTBAMU O0yUEHUS,
COCTaB KOTOPBIX ONpEAEIseTCs B
pabodnx mporpaMMmax JTUCIUTUINH
(Momyeit)

JlaGoparopus «IIporpaMMupoBaHus U
0a3 TaHHBIX»

.Ha60[23.T0[21/I5I HH[I}O[)M@.QHOHHHX

TEXHOJIOTUNA

Kaspersky Endpoint Security s
OusHeca — Pacimpennsiii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

CyOInIEeH3NOHHBIH J0TOBOP
Ne977 _1049.EI1/25 ot 10.12.2025

'Windows 7 OLPNLAcdmc Windows
Server 2012

norosop NeJ103 ot 30.05.2012) ¢
noncornameHusMu ot 29.04.14 u
01.09.16

(6eccpouHast JINIICH3HS )

MS Windows 10 Pro

moroBop Ne 392 469.223.3K/19 ot
17.12.19 (6eccpounas JuIeH3us)

Microsoft Office Standard
2019(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JHLEH3Uu-42661846 ot
30.08.2007) ¢ momncornameHusIMA OT
29.04.14 1 01.09.16 (6eccpounas
JIUTICH3M )

Eclipse IDE for Java EE Developers,
INET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

IntelliJ IDEA.

cBOOOIHO pacHpocTpaHsIeMoe
MIporpaMMHOE oOecrieyeHue
(beccpounast TUIIEH3HA)

KOMITAC-3D v20 u v21

CyGnunen3nonHslii goropop Ne Hn-22-
00044 ot 21.03.2022
(OeccpouHast TUIICH3US)

MathCADv.15

Cyo0mui.gorosop Ne39331/MOC2286 ot
6.05.2013)

HOMep JHieH3un-42661846 ot
30.08.2007) (6eccpouHas JIUICH3HsI)

SimInTech OTedecTBEeHHOE MPOTrPaMMHOE
obecrieueHne

AdobeReader CcBOOOTHO pacIpoCTpaHsIeMOe
MIpOTpaMMHOE oOecTIiedeHnE
(6eccpouHast JIUIIEH3HS)

AdobeFlashPlayer CcBOOOTHO pacIpoCTpaHsIeMOe

porpaMMHOe oOecriedeHre
(6eccpouHast JIMIIEH3HS)

Microsoft Visual Studio 2019

CBOOOJHO pacmpocTpaHsieMoe
porpaMMHOE oOecTiedeHre
(6eccpouHast JINIIEH3HS )

Python 3.7

CBOOOJIHO PACIIPOCTPAHAEMOE
MIPOrpaMMHOE 00ecIeUeHUE
(6eccpouHast JINIICH3HS )

PascalABC

CBOOO/IHO pacrpocTpaHsieMoe
MPOTrpaMMHOE 00ecIeYeHUE
(6eccpouHast JINIICH3HS )

AIMP

0TEYECTBEHHOE CBOOOIHO
pacmpocTpaHsieMOe IIPOrpaMMHOE
obecrieueHre (OeccpoTHasT JIATICH3U )

Ne 1126 ITomemenue s

Kaspersky Endpoint Security ms

CyOnuIeH3nOHHBIH JOTOBOP
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CaMOCTOSITEIIbHOW PabOTHI

6usneca — Pacmmpenssiii Russian

Ne977_1049.EI1/25 o1 10.12.2025

06y YAoK CA Editioq. 150-249 Node 2 year
Educational Renewal License
Windows 7 OLPNLAcdmc moroBop NeJ103 ot 30.05.2012) ¢
noncoriameHusaMu oT 29.04.14 u
01.09.16
(beccpounas TUIICH3HSA)
AdobeReader CBOOOJTHO PacTPOCTpaHIEMOe

IporpaMMHOE o0ecreueHre
(6eccpouHast JIUILIEH3HSI)

CUcTeMa

FapaHT— CIIPpaBOYHO-TIpaBOBast

Yandex 6payzep

CBOOOJIHO pacrpocTpaHsieMoe
porpaMMHOe o0ecTieueHre
(beccpounas TUIICH3HSA)

License

Microsoft Office Standard
2007(Microsoft DreamSpark
Premium Electronic Software
Delivery Academic (Microsoft Open

HOMep JHIeH3nn-42661846 ot

29.04.14 1 01.09.16 (6eccpounas
JIULICH3US)

MTC JIuak

ot 27.03.2026

AIMP

0TEYECTBEHHOE CBOOOIHO
pacmpoCTpaHsIeMOe MPOrPaMMHOE

11. MaTtepHajibHO-TEXHHYECKOe o0ecreueHne TUCHUIIHHBI

Tun n HOMCP IMOMCIICHHUA

[lepeyeHb OCHOBHOTO 00OPYAOBaHUS U
TEXHUYECKUX CPEJICTB O0yUYEHUs

VY4aeOHast ay TuTOpHS ISl IPOBEICHUS YIeOHBIX
3aHATUH BceX BUJOB, IPEAYCMOTPEHHBIX
MIPOrpaMMOl CpeHEro NpoPecCHOHANIBHOIO
oOpa3oBaHus/OakanaBpuaTa/ cnenuaiurera/
MarucTpaTypsbl, OCHAIIEHHAss 000pyIOBaHUEM H
TEXHUYECKUMU CpEeCTBaMU 00y4EHUs], COCTaB
KOTOPBIX OTpeNeNsieTcsl B pabovnx Mmporpammax
JTUCIUILTUAH (MOIYJIei)

Kabunert cucrem ynpasnenuss OOO «HITO
«Kackan-I'PVYID»

Ne 2196 (r. Yebokcapsr, yia. K.Mapkca, 60)

O6opynoBaHue: KOMITIEKT MeOeIH U1 y4eOHOTo
mpolecca; 10cka yueOHasi; CTeH b

TexHuuyeckue cpencTBa OOyYeHHs: MYJIbTUMEIUMHOE
00opyoBaHue (IIPOCKTOP, IKPaH)

VYdeOHast ay TUTOpHS ISl IPOBEICHUS YIeOHBIX
3aHSATHI BCEX BUJOB, IPEAYCMOTPEHHBIX
POrpamMMOi cpeiHero NMpodhecCHOHAIBHOTO
oOpa3oBaHwus/0akaiaBpuaTa/ crienuaInuTeTa/
MarucTpaTyphbl, OCHAIIEHHAss 000pYyIOBAaHUEM H
TEXHUYCCKUMHU CPEJICTBAMHU O0YUCHHS, COCTAB
KOTOPBIX ONpPEeNsieTcsl B pad04HX IMporpammax
JUCHUTUIIUH (MOJTyJIEH )

JlaGopaTopust ”HPOPMAITMOHHBIX TEXHOJOTHMA

O6opynoBanue: KOMIDIEKT MeOeH st yueOHOTro
Tporiecca; J0cKa yueOHast; aBTOMaTH3UPOBAHHBIC
pabourie MecTa, aBTOMATU3UPOBAHHOE pabouee MECTo
MPErnoiaBaTelis, MPOSKTOP U IKPaH; MapKepHas J0CKa;
TexHuveckue cpescTBa 00yUEHHS: KOMIbIOTEPHASI
TEXHHUKA

(nporieccop Core i3, onepaTuBHAs MaMITh 00HEMOM HE
MmeHee 8 ['0); cepBep B mabopatopuu (8-saepHbIi
mporeccop ¢ yactoroit He Menee 3 I'T1, onepatuBHas
namsaTh 00beMoM He MeHee 16 I'0, skecTkre TUCKU
o01mM 00pemMoM He menee 1 TO;
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obecrnieuenne (beccpouHast JIUIIEH3US)




Ne 2066 (r. Uebokcapsl, yi. K.Mapkca, 60) MyJIbTHMEHIHOE 000py10BaHHE (TEICBH30D)

O6opynoBaHme: KOMITIEKT MeOeIH I y4eOHOTOo

IToMerneHre It CaMOCTOSITENIbHONH — paboThI | MPonecea;
Texnuyeckne cpencrtBa OOYYCHHs: KOMIBIOTEpHAs
o0ydJaronuxcst

TEXHUKA C BO3MOXHOCTBIO TIOAKIIOYECHHS K CETH
Ne 1126 (r. Yebokcapsi, yi. K.Mapkcea, 60) «Mutepuer» u 00eCIEUEHUEM OCTYTIA B 3JIEKTPOHHYIO
MH(POPMALMOHHO-00PA30BATENbHYIO cpeny Dununana

12. Meroauueckue YyKa3aHusi sl OOyYAKOIIErocs IO OCBOECHHUIO
AUCIHUTIJIMHBI

Memoouueckue yKazanusa 0Ona 3aHAMUI 1eKYUOHHO20 mMuna

B xome NEKIMMOHHBIX 3aHATHA OOydYaromEeMycsi HEOOXOIUMO BECTH
KOHCIIEKTHPOBAaHWE YYEOHOro MaTepuaia, oOpamaTh BHHUMaHUE Ha KaTETOPHH,
(OpPMYITMPOBKH, PACKPBIBAIOIINE COJIEPKAHNE TEX WM MHBIX SIBJICHUN M MPOIIECCOB,
HAyYHBIE BBIBOJIBI M TIPAKTUYECKUE PEKOMEH TAIIHH.

HeoOxoaumo 3amaBaTh MPETOJABATENI0 YTOYHSIONINE BOMPOCH C IIEIBIO
YSCHEHUSI TEOPETHUYECKUX  TMOJIOKEHUM, pa3pelieHus CIOPHBIX  CUTYyalui.
enecooOpa3no mopabaTbiBaTh CBOW  KOHCIEKT JIKIMU, Jejlags B  HEM
COOTBETCTBYIOIIME 3allCH M3 OCHOBHOM U  JIOMIOJIHUTEIBHOW JIUTEpaTYpHI,
PEKOMEHJIOBAaHHOM TMpernojiaBaresieM M MPEeIyCMOTPEHHON y4eOHON mporpamMmmoit
JUCITUTUTHHBI.

Memoouueckue yKazanusa 0na 3aHAMUIL 1a00pamoprozo muna.

BrimontHeHnI0  1a0opaTOpHBIX  pabOT MPEANIECTBYET TMPOBEPKA 3HAHUI
CTYJICHTOB — WX TEOPETHUYECKOW TOTOBHOCTH K BBHITIOJHCHHIO 3amaHus. [IpoBepka
3HAHUN TPOBOAUTCS B (popMe, KOTOPYIO OMpenesseT MPEenoaaBaTelb TUCITATITAHBI
(TecTupoBaHue, OIpoc).

[Tpu npoBeneHnn 1a60paTOPHBIX 3aHATHI BBIICISAIOT CISAYIOIINE Pa3Ieibl:

— o0uue nojoxeHus (mepevyeHsb J1abOpaTOPHBIX WIIA MPAKTUYECKHUX

—  3aHATUN);

— o0o0mue TpeboBaHUs K BBITIOJTHEHUIO paboT;

—  HMHCTPYKIHMS 1O KaXK0i pabore;

— CHpaBOYHBIE MATEPUAIIBI U T. .

JlaGopaTopHble 3aHATHS MO3BOJSIOT Pa3BUBATh y 00YyYalOMIErocs TBOPUYECKOE
TEOPETUYECKOE MBIIUICHHE, YMEHHE CaMOCTOSITEIBbHO H3ydaTh JIUTEPaTypy,
aHAM3UPOBATh MPAKTUKY; y4aT YeTKO (OPMYITUPOBATH MBICITh, BECTH JUCKYCCHIO, TO
€CTh WMEIOT HCKIIOYUTEIHPHO BAXKHOE 3HAUYCHHE B PAa3BUTUU CAMOCTOSITEIIBHOTO
MBIIIICHUS.

['oToBsACH K JMOKJIaay WM BHICTYIUICHHWIO B paMKaX WHTEPAKTUBHOU (POPMHEI,
IPY HEOOXOTUMOCTH, CIIEAYET 0OpaTUTHCS 32 TIOMOIIIBIO K MPEOAaBaTEINO.

Memoouueckue ykazanusa K camocmoamenvHoi pabome.

CamocrosiTenpHass paboTa 0OydYaromerocs SBJISICTCSI OCHOBHBIM CPEJICTBOM
OBJIaJICHUSI YYEOHBIM MATEPHAIIOM BO BpeMsi, CBOOOHOE OT 0053aTENIbHBIX YUEOHBIX
3ansaTuil. CamocrtositenbHas palboTa 0O0ydwarolerocs HaJ YCBOEGHHEM Y4eOHOro
MaTepualia 1o Yy4eOHOM MAMCIMUIUIMHE MOJET BBINOJNHATHCS B OUOIHOTEKE
YHUBEPCUTETA, yUeOHBIX KaOMHETaX, KOMIBIOTEPHBIX KJIACCaX, a TAKXKE B JIOMAITHUX
ycinoBusix. CojepkaHue W KOJIMYECTBO CaMOCTOSITENIbHOM PabOThl 00yYaromerocs
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ornpeaensercss yueOHOM mporpaMMoil JUCHMILIMHBL, METOAMYECKUMU MaTepuaiaMH,
NPAKTUYECKUMHU 33JJaHUSIMU U YKa3aHUSAMU ITPENOAaBaTEIs.

Camocmoamenvnan padoma ¢ ayoOumopHoe 6pems MoHcem GKAI0UAMb:

1) KoHcHEeKTUpOBaHME (COCTABICHUE TE3UCOB) JICKIIUI;

2) BBINOJIHEHHE KOHTPOIBHBIX PaboT;

3) peuieHue 3ajaady;

4) paboTy CcO CIIpaBOYHON U METOJUYECKON JTUTEPATYPOI;

5) paboTy ¢ HOpMATHUBHBIMH MPABOBBIMU AKTAMMU;

6) BBICTYIUICHHUA C JOKJIaJaMH, COOOLIEHUSIMHA Ha CEMUHAPCKUX 3aHITHUSX;

7) 3ammTy BBINOJHEHHBIX PadoT;

8) yuacTue B ONEpPaTUBHOM (TEKyIIEM) OIpPOCE IO OTIACIbHBIM TEMaM
U3y4aeMoU TMCUUILIUHBI;

9) yudactue B coOeceqoBaHUSX, JEIOBBIX (POJIEBBIX) HUIpPax, TUCKYCCHUSX,
KPYTJIBIX CTOJIaX, KOH(EepEeHIHIX;

10) yyactue B TECTUPOBAHUU U IP.

Camocmosamenvnan padboma 60 6HeAYOUMOPHOE 6PEMA MOICENM COCMOAMDb
u3:

1) moBTOpeHuUs JIEKIMOHHOI'O MaTepHaa;

2) MOATrOTOBKHU K NMPAKTHUYECKUM 3aHATHSM;

3) u3ydeHus yueOHOU U HaAyYHOU JTUTEPATYPHI;

4) w3yuyeHuss HOPMATUBHBIX NPABOBBIX AKTOB (B T.4. B 3JIEKTPOHHBIX 0Oazax
JAHHBIX);

5) peleHus 3a1a4, ¥ UHBIX MPAKTUYECKUX 3aJaHUI

6) TOATOTOBKHM K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T.1I.;

7) TOATOTOBKH K MPAKTUYECKUM 3aHATHUAM YCTHBIX JOKJIaI0B (COOOIICHMI);

8) moarotoBku pedepaTtoB, 3¢C€ U HHBIX WHIUBUIYAIbHBIX MTHUCHMEHHBIX
paboT Mo 3aJaHUIO0 IPEoIaBaTEes;

9) BBINOJHEHUS KYpPCOBBIX PaboT, MPETyCMOTPEHHBIX YUEOHBIM MJIAHOM;

10) BBITIOJTHEHUS BBIITYCKHBIX KBATU(DUKAITMOHHBIX padOT | JIp.

11) Bergeniennst HanboJiee CIOKHBIX W TIPOOJIEMHBIX BOMPOCOB IO M3ydaeMOM
TEME, IOJy4YEHHE Pa3bACHEHH M PEKOMEHJAUud 10 JaHHBIM BOIPOCaM C
penoJaBaTeasiMUA Ha KOHCYJIbTALMSIX.

12) mpoBeneHHsI CaMOKOHTPOJIE IyTEM OTBETOB Ha BOIPOCHl TEKYIIETO
KOHTPOJISl 3HAHUM, PEIICHUs] NPEACTaBICHHBIX B YU€OHO-METOJUUYECKUX MaTepuaax
kadeapsl 3amay, TECTOB, HaMHUCAaHUsS pedepaToB M 3CCE MO OTIEIBHBIM BOIPOCAM
M3y4a€MOU TEMBI.

Texymuii KOHTPOJb OCYIIECTBIAECTCS B (DOpME YCTHBIX, TECTOBBIX OIPOCOB,
JIOKJIa/I0B, TBOPUECKUX 3aaHH.

B ciydae nponyckoB 3aHATHH, HAIMYKS UHIUBUAYAIBHOTO Tpaduka o0ydeHus
W I 3aKpeIUieHUs TMPAKTUYECKUX HABBIKOB CTYJCHTaM MOTYT OBITh BBIJAHBI
TUTIOBbIC ~HWHAMBUAyaJbHBIC 3a7aHUsl, KOTOpPHIE JIOJDKHBI OBITh CHAHBI B
YCTaHOBJICHHBIN NIPETNOJABATEIEM CPOK.

13. OcoOeHHOCTH peajM3alui JAUCHUIUVIMHBI JJA WHBAJIUIOB U JHI C
OrpaAaHNYEHHBIMHU BO3MOKHOCTSMU 310POBbS
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OOyueHue Mo JaHHOW IUCHMIUIMHE WHBAJIUAOB U JIMI C OTPAaHUYEHHBIMU
BO3MOKHOCTSIMU 310p0Bbs (Hanee OB3) ocymiecTBisieTcsl MPENnoJaBaTesieM ¢ Y4ETOM
0COOCHHOCTEN NCUXO(PU3NYECKOTO PA3BUTHUS, MHAMBHUIYAIbHBIX BO3MOXHOCTEH U
COCTOSIHUS 37J0POBbsI TAKMX 00YYarOIINXCSI.

JlJis CTYZIeHTOB C HapyUICHUSIMH OTIOPHO-ABUraTenbHol Qpynkuuu u ¢ OB3 no
CIIyXy NpelyCMaTpUBAETCS CONPOBOXKIECHUE JIEKIMI W MPAKTHYECKUX 3aHATHHA
MYJIbTUMEIUMHBIMU CPEACTBAMHU, Pa3AaTOYHBIM MATEPUAIIOM.

[nsa crygentoB ¢ OB3 1o 3peHHMIO MpeayCMaTpUBAECTCS IMPUMEHEHUE
TEXHUYECKUX CPEACTB YCHJIEHUS OCTAaTOYHOTO 3PEHHs, a TaKXKe MpeayCMOTpeHa
BO3MOXHOCTh pa3pabOTKU ayAMOMaTepUaoB.

[To panHOM nucuuIUIMHE OOyY€HHME WHBAJIUIOB W JIMI C OTrPaHUYEHHBIMU
BO3MOXHOCTSIMU 3J0POBbSI MOXET OCYLIECTBIIATBCA KaK B ayJIUTOPHM, TaK U C
UCTOJb30BAaHUEM  DJIEKTPOHHOM  MH(QOPMAIMOHHO-00pa30BaTENbHONM  CPEJBI,
00pa30BaTeNbHOr0 MOPTAJIA U AJIEKTPOHHOM MOYTHI.
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JINCT AOIIOJHEHUN U UI3SMEHEHUI

paboueit mporpaMmbl JUCITUTUTHHBI

PabGouass mporpamMma IHUCHMIUTMHBI PAacCMOTpPEHa, OOCYXJIeHa u ojo0peHa Jis
ucnonnenus B 202 -202  yueOHOM Tony Ha 3aceqaHuu Kadeaphl, IPOTOKoa No
OT «_ » 202 T

Buecennl JOITIOJIHCHUA U U3MCHCHUA

Pabouast mporpaMma JHUCHMIUIMHBI pPAacCMOTpEHa, OOCYXJIeHa M ojo0peHa is
ucnonnenust B 202 -202  yuyeOHOM rojly Ha 3aceqaHuu Kadeapbl, IPOToKosa No
OT «_ » 202 T

BHecennl JOITIOJIHCHHUA 1 U3MCHCHUA

PaGouass mporpamma JIUCHUIUIMHBI pPacCMOTpeHa, OOCYXKJeHa W oj00peHa s
ucrionHenus B 202 -202  ydeOHOM roay Ha 3aceqaHuu kKadeapbl, IPOoTOKos Ne
oT« _» 202 T

Baecennl JOITIOJIHCHUA 1 U3MCHCHUA

PabGouass mporpamMma IUCHMIUIMHBEI PAacCMOTpPEHa, OOCYXIeHa H ojo0peHa is
ucrionHenus B 202 -202  y4eOHOM roay Ha 3aceqaHuu Kadeapbl, IPOTOKOoJ No
OT & » 202 r.

Bnecennl JOITIOJIHCHUA U U3MCHCHUA




