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PaGouass mnporpamMma JUCHMIUIMHBI pa3paboTaHa B COOTBETCTBHUH  CO
CICIYIOIIEH JOKYMEHTAIUEH:

- (enepalibHBIM TOCYJAPCTBEHHBIM OOpa30BAaTENbHBIM CTAHIAPTOM BBICIIETO
oOpa3oBaHusi - OakanaBpuar no HamnpasieHuto noarorosku 09.03.02 —
Nudpopmanmonnble  CUCTEMbI U TEXHOJOTHMU,  YTBEPKICHHBIM  IPUKA30M
MuHucTepcTBa Hayku U Bbicuiero odopaszoBanus Poccuiickoit @enepauuu Ne 926 ot
19 cents6ps 2017 r. 3apeructpupoBanHblii B Muntocte 12 okta0ps 2017 roga, per.
Homep 48535 (manee — ®I'OC BO);

- mpuka3zom MunHoOpHayku Poccun ot 05.04.2017 Ne 301 «O6 yTBepx)aeHUU
[lopsinka opraHuzanuu M OCYILIECTBIEHUSI 00pa30oBaTEIbHOM AEATENBHOCTU TIO
oOpa3zoBaTeNnbHBIM  MpOrpaMMaM  BBICIIETO  00pa3oBaHUsl —  [porpamMmam
OakanaBpuaTa, MporpaMMam CIICIMAIMTETa, IPOrpaMMaM MarucTpaTypbi»;

- Y4eOHbIM IUIaHOM (OYHOM, 3a04HON (PopM 00yuYeHHs) MO HAMPABICHUIO
noarotoBku 09.03.02«upopmaimoHHbIe CUCTEMBI U TEXHOJIOTHI.

Pabouas mporpamma JUCIUIUIMHBI BKJIIOYAET B ce0Sl OLIEHOYHBIE MaTEpUabl
JUTSL IPOBEACHUS TEKYIIET0 KOHTPOJIA YCIEBAEMOCTH M IMIPOMEKYTOUYHOM aTTECTALMH
no aucuumuiiHe (. 8 @DOoHJ OLIEHOYHBIX CPEACTB IS MPOBEIEHUS TEKYILIEro
KOHTPOJISL YCIIEBAEMOCTH, MNPOMEKYTOYHOM AaTTECTalu [0 MTOraM OCBOEHUS
JTUCITUILIAHBI).

Aptop Ilukmna Haramus EBreHpeBHa, KaHAWAAT TNEAarordiyeckKux Hayk,
JOIECHT Kadeaphl HHPOPMAIIMOHHBIX TEXHOJIOTUH M CHCTEM YIIPaBICHUS

(vkazamv OUO, yuenyio cmenens, yueHoe 36anue uiu 00IHCHOCMb)

)

[Iporpamma omoOpena Ha 3acemanud  Kadenpsl  HMubopmanmoHHBIX
TEXHOJIOTUI U cucTeM ynpasieHus (mpotokos Ne 8 ot 12.04.2025 r.).



1. IlepeyeHb IUIAHMPYEMBIX Pe3yJbTATOB OO0YYeHUS IO AMCIHHUIIHHE,
COOTHECEHHBIX C TUIAHUPYEMBIMH Pe3yJbTATAMHU OCBOEHHSI 00pa30BaTeIbHOM
nporpammbl (Llesin ocBOeHMsI AW CHMIIJINHBI)

1.1. Denbto ocBoenuss aucuuiuinHbl «MHpOpManmoHHas 0e30MacHOCThHY
ABIIIETCS MPUOOPETeHNE 00YUYaIOIUMUCS TEOPETUUECKUX U MPAKTUUYECKUX 3HAHUH B
obnactu WHGOPMAIMOHHON 0E€30MaCHOCTh U OBJAJCHUE HAaBBIKAMHU TMPUMEHEHUS
COBPEMEHHBIX CPEJCTB 3aIUTH HHPOPMAIUH.

3amagyamu  ocBoeHus aucuuiuimHbl  «HbOpManmonHas 0e30MacHOCTHY
SABIIIIOTCS ~ TOJIy9eHHWE  CTYIACHTAMH 3HAHMUA O  TEOPETHYECKHMX  OCHOBax
uHpopMaliMOHHOW  Oe3omacHOCTH;  (OpPMHUPOBAaHHWE  HABBIKOB  pPabOTBl  C
COBPEMEHHBIMM  NPOrpaMMHBIMM M TEXHUYECKUMHU  cpeiacTBamu  OBM,
0o0ecreynBalIIMMHI  3alIUTy XpaHUMOM, oOpabaThiBaeMoil U  mepenaBaeMoun
uH(pOpMAIIMU OT CIy4YailHOTO WM TPEIHAMEPEHHOTO O3HAKOMJICHUS, U3MEHEHUS U
YHUUTOXKEHUS; U3YUEHHE CIIOCOOOB M CPEACTB HECAaHKIIMOHUPOBAHHOTO JOCTYIA K
uH(pOpMaIH, CIIOCOO0B U CPEJICTB 3aIUTHI KOHPHUACHITUATHHOU HHPOpMaIIUU

1.2.  Ob6mactu  mpodecCHOHATBHOW  NEATeTLHOCTH  H(win)  chepsl
npoecCHOHaTbHON  ACATENBHOCTA, B  KOTOPBIX  BBIMYCKHUKH, OCBOWBIIHC
IPOrpaMMy, MOTYT OCYIIECTBIIATh TPO(PECCHOHATBHYIO AEATETHHOCTD:

06 Cesazb, unopmayuonnvie U KOMMYHUKAYUOHHbIE MEXHONo2UuU (8 cghepe
NPOeKMUposanus,  paspabomku,  GHeOpeHUss U  OKCHIyamayuu  cpeocms
BLIYUCTUMENbHOU — MEeXHUKU U UHQOPMAYUOHHBIX — cuUCmeM, VYAPAGIeHUs — UX
HCUBHEHHBIM YUKTIOM).

1.3. K ocHOBHBIM 3ajJayaM W3y4YE€HUs AUCUUIUIMHBI OTHOCUTCA TMOATOTOBKA
oOydJarommxcsi K  BBIIOJIHEHUIO TPYJIOBBIX (PYHKIIMH B COOTBETCTBUU C
npodeccHoHaNbHBIMU CTaHAAPTAMH:

HaumenoBanue Kon, HaumMeHoBaHue 1 Koa n HaumeHOBaHMe TPYAOBBIX
npo¢ecCHOHANbHBIX YPOBEHb (pynkuuii, Ha KOTOpbIE
cranaapros (I1C) kBasupukauuu OTD, OPHEHTHPOBAHA TUCUMIIJIMHA
Ha KOTOpbIe
OpHMEHTHPOBaHA

AUCHMILIHHA
06.025
[IpodeccronanbhbIit
cranaapt «Cnenuanuct 1o
Ju3alHy rpaguIecKux D D/01.6 dopmaibHas OLIEHKa
HOJIE30BATCIBCKAX rpagu4ecKoro H0JIb30BaTEIbCKOTO
uHTEpEHCOBY, YTB. OBpHCcTHYECKAas OLECHKA HTepeiica
npHuKa3oM MUHHCTEPCTBOM rpagueckoro D /02.6 Ananu3 naHHBIX O JEHCTBHAX
Tpyza M colmaibHoj | TOAPSOBATEILCKOTO H0JIb30BaTENEH npu pabore c
samutel PO 29 cenrs6ps | HHTEpdetica unTepdeiicom
2020 Ne 671n




HanmMmeHoBaHHE Koa, HamMeHOBaHHE U Ko u HanmMeHOBaHHE TPYI0BBIX

npodeccuoHAIbHbIX YPOBEHb ¢yHKumii, HA KOTOpbIE
cranaapros (IIC) kBasupuxkanun OTO, OPHEHTHPOBAHA JMCLUMIINHA
HA KOTOpbIe
OpPHEHTHPOBAaHA
AUCHUILINHA
06.015
[IpodeccronanbHbIM
crangapt «Crneuraiuct 1o
uH()OPMAITMOHHBIM

CUCTEMaM», YTBEPKICHHBIN
npukazoM  MuHucTepcrsa
TpyZza 51 COLMAJIbHOU
3aIIUTHI Poccuiickoit
@®enepanuu or 18 HOs0ps
2014 T. Ne 896H
(3aperucTpupoBaH

MUHUCTEPCTBOM  FOCTULIMH
Poccuiickoit @enepanun 24
nekaopst 2014 T.,

C
Beinonuenue padot u
ynpasienue padotamu | C/14.6 Pazpabotka apxurektypsl MC
10 CO3JJaHUI0 C/15.6 Pazpabotka npototunos C
(MoauduKanun) u C/16.6 IlpoextupoBanue u nuzaitn UC
compoBoxkaenuto UC, | C/18.6 OpranuzanuoHHoe u
ABTOMATH3UPYIOMIUX | TEXHOJIOTUYECKOE 0OecreueHne

PErucTpalMOHHbIN Ne
3aJa4u KOJMPOBaHUS Ha SI3bIKAX
35361), c W3MEHEHHEM,
BHECCHABIM — OpraHU3aIMOHHOTO IpOrpaMMHUPOBAHUS
MIpaBIICHUS U OU3HEC-
MuHnucrepcTBa Tpyaa H yip —
COILIMAIbHOM 3aIUATHI P

Poccuiickoit @enepanuu ot
12 nexabps 2016 . Ne 7271
(3aperucTpupoBaH

MMUHUCTEPCTBOM  KOCTHUIIUU
Poccuiickoit ®enepanuu 13

STHBaps 2017 T.,
pETUCTPaIIMOHHBII No
45230).

1.4. Komnerenuuu oOywaroierocs, (GpopmMupyemble B pe3yibTaTe OCBOCHHUS
JTUCIUTUTUHBI

HaumenoBanne Koa n Koa n HaumeHoBaHue Ilepeyensb m1aHNpyeMbIX
KATeropuu HAHUMEHOBAHH HHIMKATOpA pe3yJbTaTOB 00y4eHHs
(rpynmsr) e JOCTHKECHHUS
KOMIIeTEHIMI KOMIIeTeHIM I KOMIIETEHIIMH




Beimonaenue padot
0 CO3/IaHUIO0
(Momudukanun) u
COTIPOBOKICHUIO
ucC,
ABTOMATH3UPYOITH
X 3a/1a4n
OpTaHU3AI[IOHHOTO
YOpaBJICHUSA U
OM3HEC-TIPOLIECCHI

[1K-3. Cniocoben
pa3pabaTbIBaTh
apxurextypsl C

IIK-3.1. 3HaTs:
WHCTPYMEHTHI U METOIbI
MIPOEKTUPOBAHUS
apxurektypsl UC, 0CHOBBI
COBPEMEHHBIX CHCTEM
ynpasneHus 0azamu
JAaHHBIX, YCTPOHCTBO U
(yHKIMOHHPOBaHHE
coBpemeHHBIX VIC

HA YposHe 3HAHULL

3HATh HH(POPMAIIMOHHBIE CUCTEMBI
0e30MacHOCTH,

MEXIyHapOIHbIC CTAaHIAPTHI
HH(POPMALIMOHHOTO 0OMEHa;

HA YPOBHE YMeHUIL:

YMETb IIPUMEHSTH MEKTyHapOIHBIC
CTaHIApTHI HHPOPMALTHOHHOTO OOMEHa;
OCHOBHBIE ITOJIOKEHUS TEOPHU
HHGOPMALMOHHOM 0€30MTaCHOCTH.

HA YPOBHE HABBIKOS:

BJIaICTb HaBbIKaMH ITPUMECHCHUA
MEXYHApPOIHBIX CTAHIAPTOB
HH(OPMAILIMOHHOTO 0OMEHA; OCHOBHBIX
MOJIOKEHUH TeOPUH MHPOPMALHOHHON
6e301macHOCTH.

I1K-3.2. YMeTs:
MIPOEKTHUPOBATH
apxurextypy UC

Ha YpOGHe 3HAHUIL:

3HaTb OCHOBHBIC ITOJIOKEHUA TCOPUN
HH(POPMAIIMOHHOM OE30MaCHOCTH;
AKTYaJIbHBbIC HCTOYHUKHN l/IH(l)OpMaLII/II/I B
ctepe npodecCHOHATBHON eI TeIBHOCTY;
Ha YpoGHe YMeHU:

yMeTh pa3pabaTeiBaTh HHGOPMAIIMOHHBIE
CHCTEMbI O€30aCHOCTH;

MPUMEHSATh TPUHIIUIIBI U METOIBI
CHCTEMHOTO aHaJIn3a.

Ha YPOBHE HABLIKOG:

METOJIaMH HACTPOUKU MH(POPMAIIMOHHBIX
cucTeM 0€30I1aCHOCTH;

HaBbIKaMHU pa3paboTKu MH(HOPMALIMOHHBIX
cucteM 6e30MacHOCTH

T1K-3.3. Bnanetn:
pa3paboTka apXUTEeKTypHOH
cnenupukamun C

HA YPOBHE 3HAHUILL

TOHATHS KOH(UACHINATEHOM
UH(OPMaLUH, IEPCOHANBHBIX JaHHBIX U
rOCyAapCTBEHHOW TalHbI;

METOJIbI M CpeNICTBa 00eCTIeYeHHUS
nH(pOpMaLMOHHOHN 6e30MacHOCTH 0OBEKTOB
npodecCHOHANBEHOM JIESITeNbHOCTH.

HA YposHe YMeHUlL:

AHANN3UPOBATH U BEIOMPATH METOMBI U
cpexncTBa obecrieueHuss HHOOPMALMOHHOM
0e30MacHOCTH,

NPUMEHSATh METOABI M CPElCTBA
obecrnieueHns HHPOPMATMOHHON
6e30macHOCTH OOBEKTOB
npo(eCcCHOHAIBHON e TENILHOCTH.

HA YPOBHE HABBIKOS:

IPaKTUYECKUMH HAaBBIKAMH IIOUCKA U
aHaJM3a ¥ CUHTe3a HHPOpMaIINY;
METOJIaMH U CPEeJICTBa OOecTeueHus
nH(pOpMaMOHHOH 6€30MacCHOCTH.

2. MecTo aucuuniauebl B cTpykrype OIIOII

Hucuumnmuna  b1.J{(M).B./JIB.6.1

«udopmanronHas

0€301acHOCTh»

peanu3yeTcs B paMKaxX BapuaTUBHOW 4YacTH bioka 1 «DIIeKTHBHBIC TUCIUATIIAHBI

(MoysIn)» MporpamMmbl 6akagaBpuara.
HuctunnuHa «MHpopManronHas 6€30MacHOCThY MPENoIaeTcsi 00yIarIUMCS

110 OYHOH opme 00yueHus — B 4-M ceMecTpe, TI0 3a09HOH opMe — B 6-M ceMecTpe.




Huctumuinaa «MadopmarnimonHas 6€30MacHOCTbY SBISETCS MPOMEKYTOUHBIM
stanom GopmupoBanus komrnerennmii [1K-3 nporecce ocBoenust OITOIN.

Hucrumunaa «ubopmarimonnas 6€30MacHOCThY) OCHOBBIBACTCS HAa 3HAHUSX,
YMEHUSX W HaBBbIKaX, MPUOOPETEHHBIX NPH HU3YYCHUH AUCHUIUTMH OOBEKTHO-
OpPUEHTUPOBaHHOE mMporpammupoBanue, IIporpammupoBanue isi MOOUIIBHBIX
YCTPOMCTB U SIBISICTCS MPEANICCTBYIOMIEH IJisi M3y4YeHUs JUCHMIUIMH ydeOHas
MpaKkTUKA: TEXHOJOTHYECKas (IPOEKTHO-TEXHOJOTUYECKast) MpaKTUka, ba3bl JaHHBIX,
MeToapl ¥ CpencTBa MPOCKTUPOBAHUS WH(MOPMAITMOHHBIX CHUCTEM M TEXHOJIOTHH,
MPOU3BOJICTBEHHAs TMPaKTUKA: TEXHOJOTHYecKkas (MPOEKTHO-TEXHOJIOTHYECKas)
IPaKTHKA, IPOU3BOICTBEHHAS MpaKTUKa: peaIuIIoMHas IPAaKTHKA,
l'ocynapcTBeHHass wuTOroBasi aTTecTalus: IMOATOTOBKA K cJadye W cjada
rocyJapCTBEHHOTO 3K3aMeHa, ['ocyjapcTBeHHas UTOTOBasi aTTECTAIMS: BBIITOJIHEHHE
U 3alUTa BBIMTYCKHOW KBaTU(UKAITMOHHON PabOTHI.

dopMoil MPOMEKYTOUHOM ATTECTAIMU 3HAHUNM 00y4aeMBIX MO OYHOU (opme
oOy4eHus SBISETCS 3a4eT B 4-M ceMecTpe, 1o 3a04HOM (opMe 3a4eT B 6-M ceMecTpe.

3. O0beM QUCHUIIIHHBI
ouHas ¢opma 00ydeHHS:

Bua yueOHo# padoThl 110 JUCHMILIIHHE Bcero B 3.e. m yacax Cemectp 4
B yacax

Obmast TPYAOEMKOCTE AHCIAILIHHEI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxmmnasn paboma - Ayoumopnwie 3anamus 36 36
Jlexyuu 18 18
Jlabopamophvie 3auamus 18 18
Cemunapyl, npakmuyeckue 3aHamus - -
Koncynomayus - -
CamocmoamenvHnas paboma 72 72
KypcoBas paGora (KypcoBOii POEKT) - -
Buja npome:KyTO4HOM aTTeCTAlHH 3ager 3ager
3ao4Hasi hopma OOyUYEHUS:

Bua yueOHo# padoThl 10 JUCHMILIIHHE Bcero B 3.e. m yacax Cemectp 6

B yacax

Obmast TPyNOEMKOCTE AHCUMILTHHEI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxkmnuasa paboma - Ayoumopnuvie 3auamus 8 8
Jlexyuu 4 4
Jlabopamopnvie 3auamus 4 4
Cemunapul, npakmuyeckue 3aHamus - -
Koncynomayus - -
Camocmoamenvnasn paboma 96 96
KypcoBasi paGora (KypcoBOii POEKT) - -
Buja npome:KyTOYHOM aTTeCTAlMH 3ager — 4 yaca 3aver — 4 yaca




4. Cogepxanue TUCHHUILUIMHBI, CTPYKTYPUPOBAHHOE M0 TeMaM (pa3jaesiam)
AUCUMILIMHBI € YKa3aHHeM HMX 00beMOB (B aKaJeMHUYeCKHX 4acax) U BHUIAOB

y4eOHBIX 3aHATHI

4.1. YyeOHO-TeMATHUYCCKUI TJIAH

Ounas Gopma oOydeHHUS

Tewma (pazgen) Pacnpenenenue yacos Camocros- | PopmupyembIe
Jlextuu | JlaGopatopuele | Ilpaktuueckue | T¢/IbHAA EOME I
3aHATHS 3aHATHS paGora (ko)
Tema 1. OcHOBHBIE MOHATHA U T1K-3.1
omnpezeneHus. ICTOUHUKH, PUCKH IK-3.2
1 (HOpMbI aTak Ha WHPOPMAIIHIO. 4 4 - 18 K 3° 3
[MonuTHka u CTaH/apPThI .
0e30macHOCTH
Tema 2. Kpunrorpadpuyeckue [1K-3.1
MOJEIIH. AnropuTM™MBI TK-3.2
m(ppPOBaHHUS. ANTOpUTMBI TIK 3' 3
ayTeHTH()UKAIUH 4 4 - 18 .
0JIL30BaTEIEH. Mopenu
0e30MacHOCTH OCHOBHBIX
OIICPAlMOHHBIX CHCTEM.
Tema 3. AjaMuHHCTpHpOBaHHE T1IK-3.1
cerei. 3ammra WHMOPMAIMU B 4 4 ) 18 TK-3.2
ceTsiX. MHOTOYpOBHEBas 3aluTa IK-3.3
KOPIIOPATHBHBIX CETEIA. -
Tema 4. TpeGoanusi K T1IK-3.1
cCHCTeMaM 3alluThl HHPOpMAIUH IK-3.2
u HarpaBJICHHs pa3BHUTHSI
CpeACTB 0e3omacHOCTH 6 6 _ 18 IK-3.3
NpEeANpUATHSL. [IpaBoBEbIC
MOCIIEICTBHS
HECaHKIIMOHUPOBAHHOTO JOCTYIa
K HH(OpMaIuu
Koncynsramun - - I1K-3.1
[1K-3.2
I1K-3.3
[1K-3.1
Kontpons (3a4eT) IIK-3.2
[1K-3.3
HUTOTIOo 32 40
3aounHas hopma o0ydeHus
Tema (pazaen) PacmpeiesicHre 4acoB Camocros- |  DopMupyeMBbIe
Jlexumu | JlaGoparopubie | Ilpakrtudeckme | T€IPHAA RORIIEAE TR
3aHSATHS 3aHATHUSI pabora (o)
Tema 1. OcHOBHBIE NOHATHA U T1K-3.1
onpenenenus. IcTouHuku, pucku IK-3.2
1 (GOpMBI aTak Ha MH(POPMAIIHUIO. 2 - - 24 K 3' 3
IMonutnka u CTaHJAPThHI -
0e3onacHOCTH
Tema 2. Kpunrorpapudeckue 5 24 ITK-3.1
MOJEIIH. AJTOpUTMBI K-3.2




mudpoBaHusL. ANTOpUTMBI T1IK-3.3

ayTeHTU(UKAIH

[0JIb30BATENECH. Mopenu

Oe3omacHOCTH OCHOBHBIX

OTIEPALMOHHBIX CHCTEM.

Tema 3. AIMHUHHCTPHPOBaHHE T1K-3.1

ceTeil. 3ammra MHpOpPMAIMKA B b ) ) 24 [IK-3.2

ceTsix. MHOroypoBHEBas 3aluTa IK-3.3

KOPIIOPATHUBHBIX CETCH. -

Tema 4. TpeGosanusi K T1K-3.1

cHCTEeMaM 3aluThl UHGOpMAIK TK-3.2

u HaTpaBJICHUS pa3BUTHSA

CPEICTB 0e30MmacHOCTH ) ) ) 24 I1K-3.3

NPEAIPUATHSL. IIpaBoBEIE

MOCTIeICTBUS

HECaHKIIMOHUPOBAHHOTO JIOCTYIA

K uHpopMaImu

Koucynpranuu - - I1K-3.1
[1K-3.2
TK-3.3
[K-3.1

Konrpous (3a4eT) 4 I1IK-3.2
I1K-3.3
HUTOT'O 8 60

4.2. Conep:kanue TMCHUIIHHBI

Tema 1. OcHoBHble NMOHATUS W omnpeaejdeHusi. UcTouyHMKH, pUCKM H
¢popmbl aTak HA nHGopmanuro. [louTrka U cTaHaaAPTHI 0€30MACHOCTH

OcCHOBHBIE  MOHATUSA  3alIUTBl  HMHQOpMAUUU:  KOH(UIECHLIHUATBHOCTD,
LEJOCTHOCTh, JOCTYITHOCTb.

Hcrounnku yrpo3 6€301MacHOCTH: BHYTPEHHUE U BHEIITHUE YTPO3BI.

Bunpr atak Ha uHGOpMaIMIO: aTaku Ha KOH(UIEHIIUATBLHOCTH, 1IEJIO0CTHOCTD,
JNOCTYITHOCTb.

- [Ipumepsl  aTtak: BHUPYCHI, TPOSHCKHE MPOTrpamMMbl,  (UIIUHT,
MaHUMYJIALUHU C JaHHBIMU.

OueHka puCKOB U YS3BUMOCTEN HH(POPMALIMOHHBIX CUCTEM.

— AHanu3 ysS3BUMOCTEN CUCTEMbI: METOAUKU U UHCTPYMEHTHI.

— Pucku, cBs3aHHBIE C YyTE€UKaMU JIaHHBIX, HECAHKIIMOHHUPOBAHHBIM
JOCTYIIOM M BpetoHOCHBIM [10.

[TonuTuka 6€30MaCHOCTH:

- Pa3paboTka 1 BHeIpeHUE NOJUTUKHU 0€30IMaCHOCTH MH(OpMALUK.

— BaxxHOCTB pazrpannyeHus 10CTyna, KOHTPOJISI © MOHUTOPHUHTA.

— [TonuTka 3amUTBl [AaHHBIX, [paBUa PE3EPBHOIO KOMHPOBAHMS,
BOCCTAHOBJICHUS TTOCJIE UHIIUJECHTOB.

MexayHapoaHble CTaHAApTHI U perjaameHTsl 0ezonacHoctu: ISO/IEC 27001,
NIST, GDPR.




— O0630p TpeOoBaHUII M CTaHIAPTOB OE30MACHOCTH IS PA3IUYHBIX chep
NEeSATENbHOCTH.

— [IpumeHneHnune cTaHAapTOB JUIsl  MOCTPOCHHUSI  CHCTEMbl  3alUTHI
uH(pOpMAaIMU B OpraHU3aLMH.

Tema 2. Kpunrorpagpuueckue moaeau. AJaropurmbl mudpoBaHus.
AJIropuT™Mbl  ayTEHTH(PUKANUM  NoJab3oBaTesieii. Moaean 0e30MaCHOCTH
OCHOBHBIX ONEPALMOHHBIX CHCTEM.

Kpunrorpadpuueckue moenu:

- Mopeny CHMMETPUYHOTO U aCHMMETPUYHOTO MU(POBAHHUS.

- Hcnonb3zoBanrne HUPPOBBIX MNOANUCEH U XAMI-PYHKIUH Uil TPOBEPKH
LEIOCTHOCTH JaHHBIX.

— [Ipunnuner  paboTel  Mojeneld  0€30MACHOCTM  HAa  OCHOBE
KpunTorpadguyeckux mpoTOKOJIOB.

AnropuTmbl IUGPOBAHUS:

— Cummetrpuunslie anroput™Mbl: AES, DES, RC4.

- Acummerpuunbie anroputMbel: RSA, ECC (kpuBble 3UIMOTHYECKON
Kpunrorpapun).

— [IpruMeHeEHNE anroOpUuTMOB B PEATbHBIX MPWIOKEHUSIX: 3alUATA TaHHBIX,
3JIEKTpOHHAas noyta, VPN.

AJTOpPUTMBI ayTEHTU(UKAIIUY TTOJIb30BATEIICH:

— [TaponbHas  ayteHTHdUKaus, aByxdakTopHas  ayTeHTU(UKAIUA,
onomeTpus.

— [Iporokonsl ayrenTudukanuu: Kerberos, LDAP, SSO (Single Sign-On).

Mopenu 6e30nacHOCTH ONEPAlMOHHBIX CUCTEM:

- Mopenu 6e3onmacHoctH: Bell-LaPadula, Biba, Clark-Wilson.

- Ponb onepanoHHBIX CUCTEM B 3alIMTE JaHHBIX: [IpaBa JOCTYIIA, 3alUTa
OT BUPYCOB M BPEIOHOCHBIX IPOIPAMM.

— KonTposns goctyma u ymnpaBieHHWE TpaBaMU I0JIb30BaTelied B
pazmuunbix OC: Windows, Linux, macOS.

Tema 3. AaMuHucTpupoBaHue cereil. 3amura uHpopMauuum B CeTHAX.
MHoroypoBHeBasi 32a1lUTa KOPIOPATHBHBIX CETEM.

AJMUHUCTPUPOBAHKE CETEH U yIpaBJIeHHE 0€30MaCHOCTHIO:

- OcHoBHbIE 337]aul aAMUHUCTPUPOBAHUS CETEBON OE30MACHOCTH.

— Coznanmne 3amMIIEHHBIX CETEBBIX HHQPACTPYyKTyp U oOecredeHune
J0CTyIa.

3amuTa uHQOpMaIIU B CETSIX:

— Mertop! 3anIuThl TIepeaaun JaHHbIX: mudpoBanue Tpaduka (SSL/TLS,
[Psec).

— 3ammTa Ha ypoBHe npuiioxenuii: HTTPS, SSH.

— [Tporokomnsr Ge3omacHo# nepenayn nanubix: VPN, kpuntorpaduyeckue
IPOTOKOJIBI.

MHoroypoBHeBas 3aliuTa KOPIOPATUBHBIX CETEM:

— Konmeniyus MHOTOCIOMHOM 3amuThl: 3amuTHble cTeHbl (firewalls),
cucteMbl npeaoTBpaiienus sropxkennit (IDS/IPS), mudposanue.



- 3ammTa KOPHOpPATUBHBIX JaHHbIX ¢ Tnomompbio VPN, DMZ,
CErMEHTAIlU CETH.

- KoHTposib 1 ynpaBiieHHe JOCTYIIOM B KOPIOPATUBHBIX CETSIX.

Bormpocsl ynpaBiieHUsI HHIIUIEHTAMH U OTBETHBIMU MEpPaMH Ha YrpO3bl:

- PearnpoBanue Ha aTaku M WHUUJCHTHI: OJOKUPOBKA, AaHAIW3 U
BOCCTaHOBJICHHE.

- Ucnons3oBanue SIEM-cucrem s MOHUTOpPHMHTAa W aHaiuu3a
0€30I1aCHOCTH.

Tema 4. TpeGoBaHusi K cucTeMaM 3aIUUTHI HHpOPMALMH ¥ HANIPABJICHUA
pa3BuTHS cpeacTB Oe3omacHocTH npeanpusaTus. IlpaBoBble mnoc/eacTBUs
HECAHKLIMOHMPOBAHHOIO J0CTyNa K MH(OpMaun

TpebGoBaHus K crucTemMam 3alUThl UHPOPMALIUU:

- CrangapTel KOH(QUACHLUMAIBHOCTH, LEJIOCTHOCTM U JOCTYHHOCTH
JAHHBIX.

- Cucrempl  3amuTbl  MHGOpPMALMU:  AHTUBUPYCHBIE  MPOTPaAMMBI,
(aepBOJIBI, CHCTEMBI KOHTPOJISL AOCTYTIA.

- [Tonutvkn 0©€30MaCHOCTH: pa3rpaHUYEHUE IMpaB JOCTyIa, ayauT
0€301acHOCTH, aHAJU3 YSA3BUMOCTEM.

HanpaBnenust pazButus cpecTB 6€30MaCHOCTH:

- Pa3BuTHe 00auyHBIX TEXHOJIOTUN U 0OecrieueHue Oe30MacHOCTH JaHHbIX
B o0Jaxe.

- Hcnonb3oBaHne UCKYCCTBEHHOI'O MHTEUIEKTAa U MAalIMHHOTO OOYy4YEHHS
JUTSI BBISIBJICHUS YTPO3.

— Pa3Bute OHOMETpPUYECKMX TEXHOJOTUWA MJisi ayTeHTU(DUKAUUU U
3aIUTHI TaHHbBIX.

[IpuMeHeHre THHOBALIMOHHBIX CPECTB IS 3aIUThl HHPOPMAIIUH:

— JlenieHTpanu30BaHHbIE CUCTEMbI O€30macHOCTH (OJIOKUEHH).

— Hcnonp30BaHre KPUNTOBATIOT M HU(PPOBBIX MOJIUCEH sl TpaH3aKLIUN
Y KOHTPAKTOB.

IIpaBoBBIE MOCIEACTBUS HECAHKIIMOHUPOBAHHOTO JOCTYIIA:

— Bnusnue Ha 6€301acHOCTh U KOH(UIEHIUATEHOCTh HHGOPMALIIH.

- 3aKOHBI U PEryJIMPOBaHUE: 3AIINATA JAHHBIX, OTBETCTBEHHOCTD 3@ yTEUKY
uH(bopMaIuu.

— [Ipumenenue 3akoHOB Mo 3amuTe JaHHbIX (Hanmpumep, GDPR) u
OTBETCTBEHHOCTbH 32 HApyLIEHUE PaB HA HH(POPMALIHIO.

— [Ipumepsl IPaBOBBIX MOCJIE/ICTBHIA: mrpadsl, YTOJIOBHAs
OTBETCTBEHHOCTb, CYJI€OHBIE MPOIIECCHI.

5. VY4eOHO-MeTOoAM4YecKoe olOeclmedYeHHMe CAMOCTOAATEJbHON PadoThI
CTYJACHTOB

CamocrosiTenbHas paboTa TPOBOAUTCS C IIENIbIO: CHCTEMATH3alluud |
3aKpEIJICHUS] MOJYYEHHBIX TEOPETUYECKUX 3HAHUM M TMPAKTUYECKUX YMEHUI
oOyyaromuxcsi; yriyOJdeHUs W paclIUpPEHUs] TEOPETUUYECKHX 3HAHUN CTYJCHTOB;
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(GopMupOBaHUsS YMEHHH HCHIOIb30BaTh HOPMATHBHYIO, IPABOBYIO, CIIPABOYHYIO
JOKYMEHTAIMIO, YUeOHYI0 U CIIeLUaIbHYIO JIMTEPATypy; Pa3BUTHUS MO3HABATEIIbHBIX
CIIOCOOHOCTEW W aKTHBHOCTH  OOYYarOMIMXCS: TBOPYECKOW  HMHHIIMATHBBI,
CaMOCTOSITENIBHOCTH, ~ OTBETCTBEHHOCTH,  OPraHM30BaHHOCTH;  (OPMHUPOBAHUE
CaMOCTOSATEbHOCTH MBILLIJIEHUS, CHOCOOHOCTEH K CaMOPa3BUTHIO,
COBEPILECHCTBOBAHUID M CaMOOpraHu3aluv; (OpMHUpPOBaHUSA NPO(PECCHOHATBHBIX
KOMITETEHLIUI; PA3BUTHIO UCCIIEI0BATENbCKUX YMEHUN CTYIEHTOB.

@opMbI U BBl CAMOCTOSITEIbBHOW pabOThl CTYACHTOB: YTEHHE OCHOBHOW H
JOTIOJTHUTENBHOW JIUTEpaTypbl — CaMOCTOSATEIbHOE U3YYEHUE Marepuana 1o
PEKOMEH1yEMBIM JINTEPATYPHBIM HCTOUHUKAM; paboTa ¢ OMOIMOTEYHBIM KaTaJIOroM,
CaMOCTOSITENIbHBIM TOA00OpP HEOoOXOOUMOM JIMTEpaTypbl; padoTa CcO CIIOBapeM,
CIPaBOYHMKOM; TNOMCK HeoOxomumoll  uHpopManuu B ceTu  MHTepHeT;
KOHCIIEKTUPOBAaHUE HCTOYHUKOB; pedepupoBaHUE HCTOYHUKOB; COCTaBJICHUE
AHHOTALIMI K MMPOYMUTAHHBIM JIMTEPATyPHBIM HCTOYHHMKAM; COCTABJIEHUE PELIEH3UN U
OT3BbIBOB Ha MPOYHUTAHHBIN MaTepual; COCTaBlIeHHE 0030pa MyOiHKaluil Mo TeMme;
COCTaBleHHME U  pa3padoTKa TEPMHUHOJOIMUYECKOTO  CJOBaps; COCTaBJICHUE
XPOHOJIOTHYECKON TaONMuIbl, cocTaBieHue Oubnuorpadum (Oubnuorpaduveckoi
KapTOTEKH); MOATOTOBKA K PAa3MYHbIM (QopMaM TEKylled U MNPOMEXYTOUHOU
aTTecTalii (K TECTUPOBAHMIO, KOHTPOJIbHOW paboTe, 3ayeTy); BBIINOJHEHUE
JOMAIIHUX KOHTPOJBHBIX padOT; CaMOCTOSTENbHOE BBIOJIHEHUE MPAKTUUYECKUX
3a/laHui PenpOAYKTUBHOIO THNA (OTBETHI Ha BOMPOCHI, 3aJa4l, TECThI; BBHIIIOJIHEHHUE
TBOPYECKUX 3a/1aHU).

Texnomoruss  opraHum3ali  CaMOCTOSTENbHOM  pabOThl  00ydYaromMXCs
BKJIFOYAET HUCIOJb30BaHWE HH(POPMALMOHHBIX U  MaTepUAIbHO-TEXHUYECKUX
pPEeCypcoB 00pa30oBaTEIbHOTO YUPEKIASCHUS: OHOIMOTEKY ¢ YHTAJIBbHBIM 3aJI0M,
KOMIIBIOTEPHBIE KJIACChl C BO3MOXHOCTBIO pa0doThl B IHTEpHET; ayaAuTOpUH (KJIACCHI)
JUISl KOHCYJIbTAalMOHHOM JI€ATEIbHOCTH.

[lepen BbIMOTHEHUMEM OOYYArOUIMMUCS BHEAYJUTOPHOM CaMOCTOATEIbHON
paboThl IpenojaBaTeb MPOBOJUT KOHCYJIbTUPOBAHHME IO BBINOJIHEHUIO 3aJaHMS,
KOTOpBI BKJIIOYAET Uelb 3aJaHus, €ro COJEp>KAaHMs, CPOKU BBIINOJHEHUS,
OpPUEHTHUPOBOUYHBII 00BbEM pabOTHI, OCHOBHBIE TPEOOBaHUS K pe3yJibTaraM padoThl,
KpUTEPUH OLEHKU. Bo Bpems BbINOJHEHUA OOYyYalolMMUCS BHEAYIUTOPHOU
CaMOCTOATENbHON pabOThI U NMPU HEOOXOAUMOCTH MPENOJaBaTeNh MOXKET MTPOBOJIUTH
VUHAUBUYAJIBHBIE U TPYNIIOBbIE KOHCYJIBTALMH.

KonTtpons  camocrosiTennbHOM ~ pabOTBl  CTYJEHTOB  IpelycMaTpUBaeT:
COOTHECEHHE COACPKAHUSI KOHTPOJIS € HEISIMU 00yUYeHHs; 00ObEKTUBHOCTh KOHTPOJIS;
BaJIUAHOCTh KOHTPOJS (COOTBETCTBHE NPENBABISIEMBIX 3aJaHUM TOMY, 4YTO
OpeanojaraeTcs MpoBepUTh); IuddepeHranuo  KOHTPOIbHO-U3MEPUTENbHBIX
MaTepHUaJIOB.

@DOopMBI  KOHTPOJS CaMOCTOATEIHLHON palbOThI: MPOCMOTP W TPOBEpKa
BBIMIOJTHEHUSI ~ CAMOCTOATENbHOW  paboThl  MpemojaBaTesieM;  OpraHu3alus
CaMOINPOBEPKH, B3aUMONPOBEPKH BBINIOJIHEHHOI'O 33JlaHus B Tpynne; o0CyXICHHE
pE3yAbTAaTOB BBIOJIHEHHOW pabOThl HA 3aHATHH; MPOBEJECHUE MUCbMEHHOTO OIpOCa;
IPOBEICHUE YCTHOTO ONpOCa; OpraHu3alMs W MPOBEJECHUE HWHIUBUIYAIBHOIO
cobeceoBaHMs; OpraHU3aIus U MPOBEJICHUE COOECEI0BaHUS C TPYIINOH.
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IlepeyeHb BONPOCOB, OTBOJAUMBIX HA CAMOCTOSAITEIbHOE OCBOCHHUE TUCIHUIIMHBI,
(opMbI BHEAYTUTOPHOM CAMOCTOATEILHOM PadoThI

HanMeHoBaHHne TEM
(pa3naenoB)
JUCHHUINIIUHBI

Hepeqem, BOIIPOCOB, OTBOAMMBIX Ha CAMOCTOATEC/ILHOC
O0CBOCHHEC

®opMbl BHEAYIUTOPHOH
CaMOCTOSATEJbHOH PadoThI

Tema 1. OcHoBHbIe
MOHATHS U
OIIpeIeJICHUS.
HcrouHuku, pucku u
¢dopMmEbI aTak Ha

1. Onpezenenre 3amuThl KHPOPMAITUN U €€ OCHOBHBIC IIEITH.
2. OCHOBHBIC MOHATHS: KOHQUICHIIMATHLHOCTh, IIEJI0CTHOCTD,
JIOCTYITHOCTh UHPOPMAITUH.

3. Ucrounuku yrpo3 uHGOpMAIIUU: BHYTPEHHUE H BHEIITHHE
(baxTopsI.

N3yueHune nurepaTypsl 0
OCHOBHBIM MOHATHUSAM 3aIUTHI
uHpopmanun. [Iposenenue
aHaJIN3a BO3MOKHBIX YIpo3
JUTst nHGOPMAIUH B

UH(POPMALIHIO. 4. ®opmbl aTak Ha HHPOPMAIIUIO: BPEJOHOCHBIE IPOTPAMMEI, Pa3IUYHBIX cepax.
IMonuTHKA ¥ CTaHAApThl | COLMANbHASA UHKEHEPHs, (UILMHT U Jp.
0Ee30IaCHOCTH 5. IlomuTHKN G€30MMaCHOCTH: OCHOBHBIE KOMITOHEHTHI U UX

3HAYCHHE B OPTaHU3AIINY.

6. Cranmaptsl 6e3onacHocti nHpopmanuu: ISO/IEC 27001 u

JIpyTHe.

7. OLeHKa PUCKOB U yS3BUMOCTEH B 00JIACTHU 3aITUTHI

UH(pOPMAITIH.

8. ComnanbpHas MH)KCHEPHS: METOIBI M TIPUMEPHI aTak.

9. BnausHue yenoBeueckoro Gakropa Ha 0€30MacHOCTh

UHPOPMALUH.

10. bynymee 3anuTsl HHOOPMAITMH: HOBBIC YTPO3BI M TOJIXOIBL.
Tema 2. 1. O630p kpunTorpadmIecKuX MoAEIEH: CHMMETPHYHAS 1 HccnenoBanue MeTo0B
Kpunrorpapuueckue ACUMMETPHUYHAs KPUIITOTpadusl. ayTCHTU(PHUKAIUH
MOJIENTH. AJITOPUTMBI 2. Anroputmsl mudposanus: DES, AES, RSA u ux MOJB30BaTENeH U UX
mudpoBaHUsL. 0COOEHHOCTH. s dextuBHOCTH. [IpOoBencHIE
AJITOpPUTMBI 3. XomI-QyHKIINN ¥ UX IPUMEHEHHE B 3aIUTe HHPOpMAIUN: aHaIM3a Mojeeh
ayTeHTU(UKAIN SHA-1, SHA-256 u ap. 0e30IMacHOCTH OCHOBHBIX
TOJTB30BATEIICH. 4. AATOpUTMBI Ay TEHTU(UKAIIH: TTapOJIH, TOKSHBI, ONOMETPHSL. OTIepaIIOHHBIX CHCTEM.

Monenu 0e30IMacHOCTH
OCHOBHBIX
OTEPAIMOHHBIX CUCTEM.

5. Mopenu 6e30MacHOCTH B OTIEPAlIMOHHBIX cucTeMax: Windows,
Linux, macOS.

6. Posp kpunrorpaduuecKux METOI0B B 00eCTIeHeHUH
0€30I1aCHOCTH OIEPALIUOHHBIX CUCTEM.

7. Ilpumepsl MPUMEHEHHS PA3IHYHBIX ANTOPUTMOB MIN(POBAHHUS
B PEANbHBIX CUCTEMAX.

8. Ceprudukarel 1 nHGPACTPYKTYpa OTKPHITHIX Kitoueid (PKI) B
ayTEeHTU(HUKAIIH MTOJIb30BaTeNCH.

9. CooTBercTBHE CTaHAAPTaM 0€30MaCHOCTH AITOPUTMOB
mQpPOBaHHS.

10. byaymiee kpunTorpa@uaeckKiux METOI0B: HOBEIE PEIICHUS U
MTOIXOJIBI.

Tewma 3.
AIMUHUCTPHUPOBAHNE
cerelt. 3amuTa
MH(POPMAIUH B CETAX.
MHoroypoBHeBas
3alUTa KOPIOPATUBHBIX
ceTeil.

1. OcHOBBI aIMUHUCTPUPOBAHUS CETEH: 3aJa4ll U HHCTPYMEHTHI.
2. Yrpo3bl 6€300aCHOCTH B CETSIX: TUIIBI M HCTOYHUKH.

3. Metoap! 3amuThH HH(GOPMAIMH B ceTsax: mudposanue, VPN,
(aiipBoIBI.

4. MHOroypoBHEBasl 3aIlUTa KOPIIOPATUBHBIX CETEH: KOHUELINU
U TIOAXOBI.

5. PoJib ceTeBBIX MPOTOKOJIOB B 0€30MACHOCTH HH(OpMAIIHH.

6. [Ipumenenne cucteM oOHapy>KEHHS U IPEJOTBPALLICHUS
Bropxenwuit (IDS/IPS).

7. Cuctemsl ynpaBieHus: 6e3onacHocTsio nHGpopmanuu (SIEM):
(YHKUUH 1 IPUMEPBI.

8. OcHOBHBIEC IPUHLHMITBI IPOCKTUPOBAHMS O€30IaCHBIX CETEH.

[IpoBenenue ananuza
MHOTOYPOBHEBOH 3aIllUTHI
KOpPIIOPAaTUBHBIX CETEH.
HccnenoBanue npumMepoB
YCHEIIHOTO
aJIMUHUCTPUPOBAHUS CETEH C
AKIIEHTOM Ha 0€301acHOCTb.
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9. O0y4eHUEe COTPYIHUKOB O€30MaCHOCTH B KOPITOPATUBHON
cpere.
10. byaymiee ceTeBoi 0€30MaCHOCTH: TPEHAB! M TEXHOJIOTHH.

Tema 4. TpeGoBanus K
CHUCTEMaM 3allUThI
nHpOpMaIu u
HaIpPaBJICHUsI Pa3BUTHUS
cpencTB 0€30MacHOCTH
MIPETPHUATHS.
IIpaBoBbI€e nOCHIENCTBUS
HECaHKIMOHUPOBAHHOT
0 JTocTyna K
nH(popMaruu

1. OcHoBHEBIE TpeOOBaHHS K CHCTEMaM 3allIuThl HHQOopMaIHu:
KOH(QHICHINAIBHOCTD, ENOCTHOCTb, IOCTYITHOCTb.

2. HopMaTuBHBIE TOKYMEHTHI U CTAHIAPTHI B 00JIACTH 3aITUTHI
nHpOopMaIIm.

3. HampaBienus pa3BuTHs CPeICTB O€30IIaCHOCTU: TEHIACHITUU U
WHHOBAIIHU.

4. Ponb TexHOMOTHI B 00ecriedeHrH 0€301MacHOCTH HH(POPMAITUN
Ha MPEIIPUITHSX.

5. IlpaBOBbI€ acTEKTHI 3aIUTHI HH(POpMAIMU: 3aKOHBI U
peryIAnuy.

6. [locnencTBus HECAaHKIIMOHMUPOBAHHOTO JOCTYIIA K
WHPOPMAaIUH: IOPHINYECKIE U (UHAHCOBBIE.

7. IlpuMepsl YCIEIIHOTO BHEAPEHUS CUCTEM 3aLlUThI B
KOMTIaHHSX.

8. Bmussnue GDPR u npyrux peryssiuii Ha 3aIIuTy
UHPOPMALUH.

9. OneHka yrpo3 ¥ OIleHKa PUCKOB B KOHTEKCTE MPAaBOBBIX
MOCJIEICTBUMN.

10. Bynymiee cuctem 3ammuThl HUHGOPMAIIMK: HOBBIE TIOJXO/IbI H
BBI30BBIL

Hccnenosanue npaBoBbIX
MOCTEACTBUM
HECaHKIIMOHUPOBAHHOTO
JIOCTyTa K HH(OpMaITim.
IIpoBenenue ananmza
COBpPEMEHHBIX TEH/ICHIIUH B
00J1aCTH CPEICTB
0E30MacHOCTH.

Ixana oueHUBaHUA

[IIxana oneHnBanus

Kputepuu onieHuBanus

«OTI4HO» OOyuaromuiicss TayO0OKO U COAEpPKATEIbHO PACKPHIBAET
TEMYy CaMOCTOSITEJIbHOW palOoThl, HE JOIMYCTHUB OIIMOOK.
OTBET HOCUT Pa3BEPHYTHIN U UCUEPIBIBAIOIINI XapaKTep

«Xopomo» OOGyuaronuiics B LEJIOM pPacKpbIBacT TEMY

CaMOCTOSITENIbHOM pabOThl, OJJTHAKO OTBET XOTsI Obl HA OJIUH
U3 HUX HE HOCHUT Pa3BEPHYTOr0 U HCYEPIBIBAIOIIETO
XapakTepa

«yI[OBJ'ICTBOpI/ITeJIBHO»

OO6yuaromuiics B LEJIOM pacKpbIBaeT TeEMy
CaMOCTOATENIbHON padOThl U JAOIMYCKAET Psifi HETOYHOCTEH,
(dbparMeHTapHO PACKPBIBAET COJCPKAHUE TEOPETUYECKUX
BOIIPOCOB WJIM HMX PACKPBIBAET COJEPXKATEIbHO, HO
JIOITyCKasi 3HAYUTEIbHbIE HETOYHOCTH.

«HeynoBieTBOpUTEIBHO»

OOyuaromuiics  HE  BJIaJe€eT  BBHIOpAaHHOHW  TEeMOW

CaMOCTOSTEIILHON pabOThI

6. OueHounbie MaTepuaJbl (POHI OLEHOYHBIX CPEACTB) AJIsSl NMPOBEACHUSA
TeKYIIero KOHTPOJIA YCIEeBA€MOCTH, MPOMEKYTOYHOH ATTECTAMH MO HTOram

OCBOCHUA JUCHUIIIIMHBI

6.1. ITacnopt doHaa OLIEHOYHBIX CPECTB

Ne | Kontponupyembie Kon un WNunukaTop AoCTUXKEHUS HaumenoBanue
pazzensl (TeMbI) HauMEHOBaHUE KOMIIETEHIIUH OLICHOYHOI'O
JUCIUTLIMHBI KOMIETEHIIMU cpeiacTBa
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Tema 1. OcHoBHbIE
HOHSTHUS U
OTIpe/IeIICHHS.
VcTouHuKy, pUCKH U
(hop™meI aTak Ha

[1K-3. Cnocoben
pa3pabaTbIBaTh
apxutekTypsl C

[1K-3.1. 3Hatsb:
HHCTPYMCHTBI U METO/IbL
IMPOCKTUPOBAHUA
apxutekTypbl UC, 0OCHOBBI

“H(OPMAITHIO. COBPEMEHHBIX CUCTEM
ITonutHka u cTaHIapTHI yrpaBrneHus 6azamu
OesonacrocTn JAHHBIX, YCTPONUCTBO U
» YCTP Ompoc, TECT,
(YHKIIMOHMPOBaHUE OKIa
2
coBpemeHHBbIX 1C pedepar, 3auer
[IK-3.2. YmeTs:
IIPOEKTUPOBATH
apxutektypy UC
T1K-3.3. Bnanerts:
pa3paboTka
ApXUTEKTYPHOI
cnerudukanuu NC
Tema 2. [1K-3. Crnocoben IIK-3.1. 3HaTh: Ompoc, TECT,
Kpunrrorpadmnyeckne paspabaTsiBaTh MHCTPYMEHTBI U METObI J0KIan,
MOJENH. AJTOPUTMEI
A p apxurexktypsl UC NPOEKTHPOBAHKS pedepar, 3ader
mrpoBaHUS.
AJTOPUTMBI apxutekTypbl IC, ocHOBBI
ayTeHTH(PUKAIIUN COBPEMEHHBIX CUCTEM
MOJIb30BaTENEH.

Mogenu 6e30I1acHOCTH
OCHOBHBIX
OTIEPALIMOHHBIX CUCTEM.

yIpaBieHUs OazaMu
JTaHHBIX, YCTPOICTBO U
(yHKIIMOHUPOBaHHE
coBpemeHHbIX C
[IK-3.2. Ymers:
IPOEKTUPOBATH
apxutektypy UC

I1K-3.3.
pa3paboTka
APXUTEKTYPHOU
cnerdukanuu NC

Bnanets:

Tema 3.
AIMUHHCTpHpPOBAHNE
cetelt. 3ammTa
WHGOPMAITNH B CETSX.
MHoroypoBHeBas
3alIuTa KOPIOPATUBHBIX
ceTel.

ITK-3. Cnocoben
pa3pabaTbIBaTh
apxutekTypbl UC

[IK-3.1. 3Hatsb:
UHCTPYMEHTBI U METO/IbI
MIPOEKTUPOBAHUS
apxutekTypbl IC, ocHOBBI
COBPEMEHHBIX CUCTEM
yIpaBieHus1 6azaMu
JTAHHBIX, YCTPOMCTBO U
(yHKIIMOHUpPOBaHHE
coBpemeHHbIX C
IIK-3.2. Ymers:
IPOEKTUPOBATH
apxutektypy 1C

[1K-3.3.
pa3paboTka
APXUTEKTYPHOMI

Bnaners:

Ompoc,
JOKIaS,
pedepar, 3ader

TECT,
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cunenudukanuu MC
4. | Tema 4. Tpe6osanus k | [IK-3. Cmocoben I1K-3.1. 3Hatb:
CUCTEMAaM 3allUTEL paspabarbiBaTh UHCTPYMEHTHI U METO/IbI
HH@OpMalUuu 1
opmarg apxutekTypbl UC NPOEKTHPOBAHHUS
HaIpaBJICHUS Pa3BUTUA
CpezCTB 06€30IMacHOCTH apxuTekTypst IC, 0CHOBBI
MPEANPHUSATHUS. COBPEMEHHBIX CUCTEM
HpaBOBBIC IOCICACTBUA yIpaBiICHUS 6a3aMI/I
HECAaHKIMOHHUPOBAHHOT o
JTaHHBIX, YCTPOICTBO U
0 JI0CTyma K Ompoc, TECT,
uHdOpMALHH (GYHKIIMOHUPOBaHUE JIOKTIAN,
coBpemMeHHbIX 1C pedepar, 3auer
[IK-3.2. Ymers:
IPOEKTUPOBATH
apxutektypy 1C
[IK-3.3. Bunaners:
pa3paboTka
APXUTEKTYPHOHN
cunenudukanuu MC

Jranbl ¢opMupoBaHusi KommeTeHuuil B mnpouecce ocBoenus OIIOII
IPsIMO CBSI3aHBI C MECTOM JIMCLMIUIMH B 00pa3oBaTesibHON nporpamme. Kaxxapiii atamn
GbopMHUpOBaHUSA KOMIIETCHIIMHM, XapaKTEepU3yeTCsi OMNpe/eICHHbIMH  3HAHUSMH,
YMEHUSIMA U HaBbIKaMU UM (WJIM) ONBITOM NPO(EecCHOHATBHON NeATeTbHOCTH,
KOTOpBIE  OIIEHMBAIOTCS B  IPOLECCE TEKYUIEro KOHTPOJISI  yCIEBAEMOCTH,
IPOMEXXYTOUHOM aTTecTaluy Mo AUCHUIIIMHE (IIPaKTHUKE) M B MPOLIECCE MTOTOBOU
aTTECTalLlUM.

Hucrumunaa «aopmarimonHas 6€30mMacHOCTEY SBISETCS MPOMEKYTOUHBIM
JTAllOM KOMIUIEKCAa JWCIUIUIMH, B XOAE€ H3YyYEHUS KOTOPBIX Y CTYJEHTOB
dopmupytrorcsa kommnereHmus [1K-3.

®opmupoBanua komnereHiuu [IK-3 HaumHaeTcsa ¢ W3ydeHHWEM IUCIHUILUIVH
«OOBEKTHO-OPUEHTUPOBAHHOE TMporpaMMupoBanue», «lIlporpammupoBanue as
MOOMJIBHBIX YCTPOUCTB.

3aBepmiaercs paborta 1Mo  (QOPMUPOBAHHMIO Y  CTYACHTOB  yKa3aHHBIX
KOMIIETEHUIUHA B XOJI€¢ M3YUYEHUsl TUCUUIUIMH y4eOHasl MpPaKTUKA: TEXHOJOrH4ecKas
(MpOEKTHO-TEXHOJNIOTHYecKasi) mnpakTuka, «ba3pl naHHbix», «Meroabl M CpeicTBa
MPOEKTUPOBAaHUST HH(POPMAIIMOHHBIX CHCTEM M TEXHOJIOTHil», MPOU3BOACTBEHHAS
MPaKTHKA: TEXHOJIOTUYEeCKas (IPOEKTHO-TEXHOJIOTMYECKAs] ) MPaKTHKA,
IPOU3BOJICTBEHHAS MMPAKTUKA: PEAAUIIOMHAS TPAKTHKA.

Urorosas omenka cpopmupoBanHoctr komrereHnuii [1K-3 ompenensiercs B
nepuoa l'ocynapcTBeHHass WTOroBas arrecTanus: NOATOTOBKA K CIade M caada
roCyJIapCTBEHHOTO JK3aMEHa, ['0CynapCTBEHHAass UTOTOBAasl ATTECTALMA: BBIIIOJIHEHUE
¥ 3alUTa BbITYCKHOW KBaIU()UKAIMOHHOW PaOOTHI.

B npouecce u3yuyeHus IUCHUIIMHBI, KOMIIETEHIMH TaK:Ke (POPMHUPYIOTCH
MOJ3TAIHO.

OcHoBHbiMM dTanamMu  ¢opmupoBanus [1K-3 npu u3zydeHUM IUCUHUIIITUHBI
b1.1(M).B./IB.6.1 «MudopmanronHas 6€30MacHOCTbY SIBJISIETCS MOCIEA0BATEIbLHOE
U3YUYCHUE COJEPKATEIbHO CBS3aHHBIX MEXKAYy COOOW TeM YYEOHBIX 3aHSITH.
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N3yuenne kaxaoil TeMbl MpEANOaraeT OBJIAJCHHE CTYJACHTaMH HEOOXOAUMBIMU
JNeCKpUNTOopaMu  (COCTaBIISIIOIIMMM)  KOMOEeTeHUu. Jlnsi  OUEeHKH  ypOBHS
c(OPMHUPOBAHHOCTH  KOMIIETCHIIMM B  TPOIECCE  HW3YYCHUS  JUCITUTUTHHBI
NPEAyCMOTPEHO MPOBEACHHE TEKYIIEr0 KOHTPOJS YCIIEBAEMOCTH II0 TeMaM
(pazaenam) IUCIUIUIMHBI M TPOMEXKYTOYHOM aTTEeCTallUK MO TUCIUIUIMHE — 3a4eT.

6.2. KouTpoabHbIe 3aJaHMsl M MaTepUHAJbl, HEOOXOAMMBIC ISl OLCHKH
3HAHUI, YMEHUI U HABBIKOB U (WJIH) ONBITA AEATEJbHOCTH, XaPAKTEPHU3YIOLIUX
Tanbl ()OPMHUPOBAHUS KOMIIETEHIMH B Mpouecce 0CBOEHHsI 00pa3oBaTeIbLHOM
NPorpaMmabl

6.2.1. KoHTpoJsibHbIe BONPOCHI MO TemMaM (pa3gesaM) AJsi ONMpPoca Ha

3aHATUAX
Tewma (pazgen) Bompocsr
Tema 1. OcHoBHbIC [1K-3
TOHATHUS ¥ ONPEICIICHHA. 1. [onsTne nndopmanmu u “HGOPMALIMOHHBIX PECYPCOB.
HcToynnky, pucku 1 2. OCHOBHBIE 1IeNTU U 334! 3aIIUThl HHPOPMALIUH.
dopmbi atak Ha 3. Knaccudukauus nadopmannu no creneHu
nHpopmarmio. [lomntrka u KOH(bHHeHHHaHBHOCTH'
CTaHIAPTHI Oe30MacHOCTH | 4 [IpuHIMIBI TOCTPOEHUSI CUCTEM 3aILUThI HHOOPMALIUH.
5. Tunsl yrpo3 uHGOPMAIIMOHHON OE30TTaCHOCTH.
6. Hcrounuku yrpo3 1 BO3MOXKHbBIE KaHaIbl YTEUKU HHPOPMAIUH.
7. Knaccudukanus ysa3BUMOCTel U METOJIbI UX OOHAPYKEHUSL.
8. [TocnencTBus peanusanuu yrpo3 1 OlleHKa pUCKOB.
9. MeToap! aHanM3a 3alUIIEHHOCTH HH(OPMALIHH.
10. [Toaxonp! k 06ecrieueHnI0 HENPEPHIBHOCTH HHPOPMAITMOHHBIX
IIPOLIECCOB.
11. Omnpenenenye MNOJUTUKY 3aIUTHI HH(OPMALIUK.
12. MexaHU3MBbl 3aIIUThl KOHPUAESHIIMATBHBIX JAHHBIX.
13. [IpuHIMIIBI KOMIUIEKCHOM 3aIUThI HHPOPMAIIIH.
14. Posnb nosnb3oBarens B obecneuenuu Ub.
15. Cucrema o0yueHus: 1 HHPOPMHUPOBAHUS NIEPCOHAIIA IO BOIIPOCaM
Ub.
16. ®dopmMupoBaHUEe KyJIbTYypbl HH()OPMAITMOHHOM 0€30MaCHOCTH.
17. [TpuHIMIBI BBIOOpA TEXHUYECKUX U TPOTPAMMHBIX CPECTB
3aIUTBHI.
18. CornacoBanue Mep 3aIlUTHI C TPOU3BOJICTBEHHBIMHU 33Ja4aMH.
19. PernameHnTsl pearupoBaHus Ha UHIUICHTHI.
20. HNurerpanus b B KOPIOpaTUBHYIO CTPATETHIO.
Tema 2. [IK-3
Kpunrorpapudeckne 1. TexHu4eckne KaHalbl YTeUYKH HHPOPMAIIUH.
MOJIeIH. AJITOPHTMBI 2. MeToap! 3aIUTHl OT aKYCTHYECKUX U BUOPOAKYCTUYECKHX YTCUEK.
UHQPOBAHHS. AJNTOPUTMBI | 3 DKpaHUPOBAHKE MOMEIIEHUN U 000PYTI0BaHHUS.
ayTeHTHHKALIH 4. KOHTpOJIb 3JIEKTPOMATHUTHOM COBMECTUMOCTH.
nosw3oatenei. Moxem 5. Hcnonp3oBanue mudpoBaHUs KaHAIOB CBSI3H.
0€3011acHOCTH OCHOBHBIX .
6. CpenctBa 1moaBieHus: TOOOYHBIX U3TYUYCHHI.
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OICPAIMOHHBIX CUCTEM.

7. MeTtobl U CpeacTBa KOHTPOJISL JOCTYIIA B TIOMELIEHHUS.

8. buometpuyeckue cucteMbl HIEHTU(UKALNN U ayTEeHTU(DUKALINH.

9. TexHU4eCcKrue CUCTEMBI OXPaHbl U CUTHAIU3ALIUU.

10. KomriekcHbie cucTeMbl (PU3UYECKON M TEXHUYECKON 3aIlUTHI.

11. CraHgapThl 10 TEXHUYECKOW 3amuTe HHPOPMAITHIH.

12. [TpaBuiia 3KcIUTyaTalyy 3aUIIEHHBIX TEXHUYECKUX CPEICTB.

13. CeprudunmpoBaHHbIe CPEACTBA 3ALUIUTH UH()OPMALIHH.

14. [TonGop u BHEAPEHUE CUCTEM KOHTPOJIS IOCTYTIA.

15. JIoKyMEHTUpPOBaHKHE MEP TEXHUYECKOW 3aLUTHI.

16. [IpoBeneHne NpoBEPOK TEXHUUECKOHN 3aIUIIIEHHOCTH.

17. ObecnieueHne TEXHUYECKOH 3aIUTHI B pacipeaeIEéHHbIX

CUCTEMaX.

18. Obecneuenue 3anmThl MHGOPMAIMK HA pabOYNX MECTax.

19. Opranu3anys 3alMIIEHHBIX 30H 1 KAOMHETOB.

20. MOHUTOPHUHT COCTOSIHHSI TEXHHUECKOM 3allIMThl HA 00BEKTE.
Tewma 3. [1K-3
AJIMUHUCTPHUPOBAHHUE 1. CpencTBa aHTUBUPYCHOM 3aIUTHL.
ceTeid. 3aruTa 2. MeskceTeBble DKpaHbl B CHCTEMBI KOHTPOJIA Tpaduka.
MHOPMAIIH B CETSIX. 3. Hcnonp3oBanue cucrteM ooHapyxenus Bropxkenuit (IDS).
MHoroypoBHeBas salluTa | 4, [IporpaMMHEIE CPEICTBA KOHTPOJIS LIENTOCTHOCTH JaHHBIX.
KOPTOPATHBHBIX CCTCH. 5. Oo6HoBneHue U ynpasieHue ysa3sumoctamu [10.

6. [IpyHIMIIBI TOCTPOCHUST OTKA30yCTOMYMBBIX CUCTEM.

7. Hcnonb3oBaHue pe3epBHOTO KOMUPOBAHUS U BOCCTAHOBIICHHUS.

8. [IporpaMMHBbIe cpeacTBa pa3rpaHUyeHUs] TOCTyIa.

9. CpencTBa 3amuThl OT HecaHKIMOHUpoBaHHoro noctyna (HC/).

10. CpencTBa 3aIuThl JAaHHBIX HA MOOMJIBHBIX YCTPOMCTBAX.

11.  Pa3paboTka BHyTPEHHUX PETIaMEHTOB HH(POPMALIMOHHOM

0€30MacHOCTH.

12. [IpoBenenue nuHCTpyKTaXeil U TpeHUHros 1o Mb.

13. Opranuzanysi KOHTPOJISI 32 ISUCTBUAMU MIEPCOHAA.

14. VYipasineHue y4eTHBIMU 3alUCSAMU U JOCTyIIaMU.

15. [TonuTrka naposieil ¥ 3aluTa Y4eTHBIX JaHHbIX.

16. KoHTpoib uenonbp30Banusi BHEITHUX HOCUTENEH HHPOPMAITUH.

17. AyJIUT IPOrpaMMHBIX U OPTaHU3ALMOHHBIX MEP.

18. WHTerpanus opranu3alMoHHBIX U porpammubix mep B MC.

19. Peanuzanus npuHIMNIa MUHUMAIbHBIX TPUBUIICTUM.

20. DopMHpOBaHKUE OTYETHOCTH 110 coOIt0IeHnI0 VB,
Tema 4. TpebGoBanus K I1K-3
CHCTEMaM 3aIHThI 1. O6mume TpeOoBaHUS K CUCTEMAaM 3allUThl HH(OPMAIINH.
HH(OpMALHH 1 2. [MpuHumne! cepTudUKALUU CPEJICTB 3aUTHl HHPOPMAIUH.
HalpAaBJICHIA PasBUTHA 3. YpoBHuu noBepus u kinaccuduranus MC no ypoBHIO 3aITUIIEHHOCTH.
Cpe/cTB be30macHoCTH 4. MeTonbl onleHKH 3(P(PEKTHBHOCTH CHCTEM 3aIlUTHI.
npeanpustus. [pasoseie | 5 MuHuM#3aLus MpaB JOCTYIA U YIPABICHUE MPUBUIICTUIMU.
ggg:sﬁf;?ﬁ[zp%amom 6. OTBETCTBEHHOCTH 3a HApYILICHHE PeKUMa KOH(PUACHIIMATLHOCTH.
NOCTYa K HEhOpMAIHH 7. [MocnencTBust HECAHKITMOHUPOBAHHOTO JIOCTYIIA K MH()OPMAIIUH.

8. Ilopsanok paccnenoBanus uHIUAEHTOB 1b.

9. Opranu3zanusi BHyTPEHHETO KOHTPOJISI CUCTEMBI 3aIIUTHI.

10. Onenka ymiep6a oT peanu3aii yrpos.

11. HopmaTuBHO-ipaBoBast 6a3a 3amuTsl HHGpopMaiuu B PO.

12. Opranuzaius nporeccoB 3alUThl HHOPMAIIMU Ha PEATNPUSTHH.
13. Arrecranus 00bekTOB HH(pOpMaTH3auu 1o TpedoBanusm Nb.

14. B3zaumoaeiicteue ¢ kouTpoaupyommmu opradamu (PCTIOK, ®Ch u
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Ap.).

15. IIpaBoBBIE acIeKThI 0OPAOOTKH MEPCOHATBHBIX JaHHBIX.

16. [IpuHumns! HocTpoeHus 6e3onacHbIX KoprnoparuBHeix MC.

17. TlepcieKTUBBI pa3BUTHS TEXHOJIOTUM 3aIIUTHI HHGOPMAIIIH.

18. CootBercTBue TpedoBanusm cranaaptos b (I'OCT, ISO).

19. Pa3paboTka BHyTpeHHEH HOpMAaTUBHOM JOKyMeHTauu 1o Ub.

20. YrpaBneHue >KU3HCHHBIM I[IUKJIOM MH(GOPMAITMOHHOM 0€3011acHOCTH B
OpraHM3aIHH.

IlIxaJia oueHUBaHNA OTBETOB HA BOIPOCHI

[ITxana oneHUBaHUI

Kputepuu onieHHBaHUS

OOyuaromuiicsi TIIyOOKO M COJEPIKATEIbHO PAacKpPhIBAET OTBET Ha

«OTIn4HO» KaX/Iblif TEOpeTHUYEeCKUN BOIPOC, HE JOMYCTUB OMIMOOK. OTBET HOCUT
Pa3BEPHYTHIM M MCUEPIBIBAIOIINN XapaAKTED.

OOyuaromuiicss B LEJIOM pacKpbIBaeT TEOPETUYECKHE BOIPOCHI,

«Xopouio» OJIHAKO OTBET XOTsI Obl Ha OJUH M3 HUX HE HOCUT Pa3BEPHYTOro U

HCUCPIBIBAOIICTO XapaKTEpa.

«Y 10BJIETB OPHUTCIIBHO»

OOyuaromuiicsi B I€JIOM PACKPBIBAET TEOPETHUYECKUE BOIMPOCHI U
JOMyCKaeT  psAJ  HETOYHOCTEW,  (parMeHTapHO  PACKPHIBACT
COJlep’)KaHHE TEOpPETHYECKHX BONPOCOB MM HUX  PacKpbIBaeT
COACPIKATCIbHO, HO NOITYCKad 3HAYUTCIIbHBIC HCTOYHOCTH.

«HGYJIOBHGTB OPHUTECIIBHO»

OOyuaronuiicss He 3HaeT OTBETOB Ha IOCTABJICHHbIE TEOPETUUECKHUE
BOIPOCHI.

6.2.2. TeMbI 1J19 10KJIAA0B

Tewma (pazaen) Bompocsr
Tema 1. OcHoBHBIE I1K-3
TIOHSATHUS U OTIPE/CIICHHUS. 1. Beenenue B 3ammty uH(GOpMAIMK: OCHOBHBIE MOHITHS U
I/ICTOLIHI/IKI/I, PUCKHU U TEPMHUHBIL.
dopwmb arak Ha 2. Pucku yredek nHpopmanuu B COBPeMEHHBIX HH(OPMAIIMOHHBIX
urdopmanyro. [TonuTuka v | - oremax.
CTAHAAPTEI 6E30MACHOCTH | 3 [punnuns! obecriedeHrss THPOPMALMOHHOM OE30MaCHOCTH.
4. dusnyueckre yrpo3sl U UX BIMSHUE HA 0€30TaCHOCTh
UH(pOpMALIUH.
5. OcHoBHbIE (HOpMBI aTaKk Ha HHPOPMAIIHIO: BUPYCHI, (DUIITHHT,
DDoS.
6. Crannmaptsl 6e3omacaocty napopmaruu: ISO/IEC 27001 u
IpyTHE.
7. [TonmuTrky 6€30MaCHOCTH: CO3AaHHUE U YIIPaBJICHHUE.
8. Knaccudukanus yrpo3 miast uHpopmaiuu: BHyTpEeHHUE U
BHEIIHHE PUCKHU.
9. CoBpeMeHHbIE METObI 3ALUTHI OT YTPO3 YTEUEK JTaHHBIX.
10. DTHYECKHUE aCTIEKThI 3alIUThl HHPOPMAIIUK B OPTaHU3AITUSX.
Tewma 2. [1K-3
Kpunrorpadudeckune 1. BBenenue B kpuntorpaduo: OCHOBHbIE BUbI HIM(PPOBAHUSI.
MOJICIIH. AJITOPUTMBL 2. [TpuHIMTIBI CAMMETPUYHOTO 1 aCUMMETPHYHOTO MH(POBAHUSI.
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mHppoBanus. AIropuT™BL | 3. Anroputms! mudposanus: DES, AES, RSA u ux ocoGeHHOCTH.
ayTeHTH(UKaIMHU 4. AyTeHTuduKanys noiab30BaTeNei: 4To 3TO U Kak OHa paboTaer.
nonb3oparenet. Mozenn 5. [IpumeneHne KpUNTOrpaguUECKNX METOI0B B ONEPALTUTOHHBIX
0€301MacHOCTH OCHOBHBIX CHCTEMAX.
OTCPALHMOHHBIX CHCTEM. 6. Mopenu kpuntorpaduyecKkoi 3alnThl B COBPEMEHHBIX
OTIEpPAI[MOHHBIX CUCTEMaX.
7. CrannapTtsl ¥ npoToKoibsl ayTeHTHGuKanuu: Kerberos, LDAP.
8. Hcnonp3oBanue nu(poBBIX MOAMUCEN ISl 0OecTiedeHUs
MOJITMHHOCTH JIaHHBIX.
9. CoBpeMeHHbIe KpUINITOrparuecKue moIX0 Ibl K 3alIuTe
KOPIIOPATUBHBIX JTAHHBIX.
10. 3ammra nepenaun nanubix: TLS/SSL u apyrue npoToKos!
0€30IaCHOCTH.
Tewma 3. [1K-3
AJMUHHUCTpPUPOBaHUE 1. OcCHOBBI ceTeBOM 0€30MacHOCTH: MPaBUIIa U METObI 3AIIUTHI.
ceTeit. 3aiura 2. [TIpoTokoms! 3amutsl B ceTax: IPsec, VPN.
MH(OPMAIIH B CETSX. 3. Pucku 1 yrpo3sl 6e30macHOCTH IpU pabOTe B OTKPHITHIX CETAX.
MHoroypoBHeBas salluTa | 4, 3ammTa JJOKaIbHBIX CETeH U MHTEPHETA.
KOPTOPATHBHBIX CCTCH. 5. [Ipumenenne OpaHaMay3pOB U CUCTEM OOHAPYKEHHUSI BTOPIKEHUIA.
6. Ctparteruu MHOIrOYpOBHEBOM 3aIMThI KOPIIOPATUBHBIX CETEH.
7. VYnpasienue 6€300aCHOCTBIO CETeBON HHPPACTPYKTYPHI.
8. 3ammra OT aTak Ha ypOBHE MPUIIOKESHUN U BEO-CEPBUCOB.
9. MeTo1bl MOHUTOPUHTA U pearupOBaHUS HA MHIIUJCHTHI B CETSIX.
10. Texnonoruu 3ammtel Wi-Fi u 6ecipoBOgHBIX CETEH.
Tewma 4. TpeGoBanust k [1K-3
CHCTEMaM 3allUThI 1. Crangaptel ¥ TpeOOBaHUS K CUCTEMAaM 3alllUThl HH(OOPMAIIUH.
HHpOpMALNI 1 2. Pa3zpaboTka 1 BHeipeHHE CUCTEMbI O€30MaCHOCTH Ha
HAIIPaBJICHUS Pa3BUTUA TIPE U THH.
cpecT OesonacHocTn 3. OLeHKa PUCKOB U IUIAHUPOBAHUE OE30IACHOCTH IIPEANPHATHS.
npeAnpuAT. TIpasosbie | 4 HHCTpyMEHTHI U CpeicTBa 3aIIUTHl HH(POPMAIIHH.
Egggzlf;;]j)l/}lilpOBaHHOFO 3. [Topsiiok pearupoBaHus Ha HHIUICHTHI OE30ITACHOCTH.
JI0CTyTI2 K HEbOpMAIHH 6. 3akoHoAaTenbHbIE TPEOOBaHUS K 3alIUTe HH(OPMALIUY B
pPa3ITUYHBIX CTPAHAX.
7. [TpaBoBbIe MOCEACTBUS yTEUEK JaHHBIX U
HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
8. OTBETCTBEHHOCTH 32 HAPYIICHHS B 00JIACTH 3aIIUTHI
UH(pOpMaLINH.
9. DBOJIOUS YTPO3 U METOJIOB 3AIIHUTHI B KOHTEKCTE Pa3BUTHS
TEXHOJIOTH.
10. byaymiee u TpeHIpI B 00J1aCTH 3aIIUTHI HH(DOpPMALIUU:

HCKyCCTBeHHBIﬁ HWHTCIJICKT 1 aBTOMAaTHU3alluA.

[IIkaga oueHNBaHUA

[ITkana oneHUBaHUI

Kputepuu oneHuBaHus

«OTInYHO»

OOyuatomuiicst TTyOOKO U COAepiKaTeNbHO PacKphIBacT TeMy JAOKJIaaa, He
JIOITYCTHB OMMOO0K. OTBET HOCUT Pa3BEPHYTHIH M HCUEPITBIBAOIINN XapaKTep.

«Xopomio»

OO0yuaromuiics B IIEJIOM PacKpBIBACT TEMY MOKJIaaa, OOHAKO OTBET XOTS OBl
Ha OJTMH M3 HUX HE HOCUT Pa3BEPHYTOTO M MCUEPIBIBAIOIIETO XapaKTepa.
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«YI[OBJ'IETBOPHTCJ'IBHO»

OOyyaromuiicss B LEIOM pacKpbIBaeT TeMy JMAOKIa[a M JOIyCKAaeT Psil
HETOYHOCTEH, (QparMeHTapHO pPACKPHIBAECT COIEPIKAHHE TEOPETHUECKHUX
BOIIPOCOB WJIM UX PACKPBIBACT COJEPIKATEIILHO, HO JOMYyCKas 3HAYUTEIIbHBIC
HETOYHOCTH.

«HeynoBineTBOpUTENBHOY

OO0yuaromuiics HE BJIaJeeT BRIOPAaHHON TEMOM

6.2.3. OleHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMM (TECT)

IK-3.

1. Kaxkoii 3 MeTo10B inppoBaHusi IBJIAETCH CHMMETPUYHbIM?
1) RSA

2) AES

3) ECC

4)  Diffie-Hellman

2. Yr1o Takoe KpunTorpagpuyecKui x3m?

1)  Axroputm mudpoBaHus

2)  Meroa nonyyeHus yHUKaJIbHOTO UACHTU(UKATOPA JAHHBIX
3)  MeTtoa reHepanuy CaydyaHbIX YACET

4) AJTOPUTM JJ1s1 TPOBEPKHU MOJJIMHHOCTH COOOILEHUIN

3. Kakoii TMII aTak HMCHOJb3yeTCs AJs B3J0Ma MapoJieil ¢ MOMOIIbIO
NpeIBAPUTENbHO BHIYHCIEHHBIX XJI-3HAYEHUH ?

1)  Araka «rpy0oil CHUIIBI»

2) ATaka 1o cioBapro

3) ATaka ¢ UCIOJIb30BaHUEM PaTyKHBIX TaOIuUIL

4) ATaka «4eJIOBEeK MOCEePEIUHE»

4. Kakoii anroputm wucmosab3dyercsi A WHM(POBaHUS JAHHBIX B
coppeMenHbIx Wi-Fi cersax?

1) DES

2) AES

3) RC4

4) RSA

5. Kakoii MexaHu3M ayTeHTH(HKALMH MCHOJIb3YEeTCS B IPOTOKOJIE
WPA2 nas 3amutsel Wi-Fi cereii?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4)  AES

6. Kakoil M3 mepe4yucJIeHHbIX AJITOPUTMOB He SIBJSIETCH AJTOPUTMOM
aCMMMETPUYHOI0 mudpoBanus?

1) RSA

2)  ElGamal
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3)  AES

4) ECC
7. Kakyo pyHKIHIO BBINOJIHACT MY0JMYHBIH K1Y B ACHMMETPUYHOH
Kpunrorpapun?

1) [Hudpyer nanusie

2)  JHemmdpyer gaHHbIE

3) [ToamuceiBaeT cooOmeHus
4)  IlposepsieT moanucu

8. Kak Ha3pIBaeTcsi araka Ha CHCTeMY, NPH KOTOPOH NBITAIOTCS
noa00paTh CEKPETHBIN KJII0Y METOA0M «TPy0oH CHIbI»?

1) ATaka ¢ UCTOJIb30BaHUEM PAY>KHBIX TaOIHI]

2) ATaka 1o cioBapro

3)  Araka Ha ocHOBe mudpa

4)  Araka METOJOM MOJHOTO mepedopa

9. Kakoit aaroputm wucnosandyercss B SSL/TLS jpust obecneueHust
KOH(PUAEHUNATBLHOCTH U I[eJIOCTHOCTH JAHHBIX NMPH Nepeaaye yepe3 MHTEpHeT?

1) AES

2) RSA

3) DES

4) RC4

10. Kaxkoe u3 3THX yTBep:KAeHuil 0 unpoBoi MOANUCH BEPHO?

1) [udposas moanuch UCHOIB3YyETCA IS MU(PPOBAHUS COOOIICHUI

2) HudpoBas moanuck ooecreuyrnBacT KOHPUACHIINATLHOCT COOOIICHUS

3) IludpoBas mOANMKMCH HUCHOJB3YETCS IS TMPOBEPKUA TMOTMHHOCTH U
IIEJIOCTHOCTH COOOIICHUS

4) [udpoBas mognuch UCHOIB3YETCS ISl CO3JaHUS MapOIs

11. Yro Ttakoe PKI (Public Key Infrastructure)?

1)  Cucrema ynpapieHus: IU(PPOBBIMU MOAMUCIMU

2)  Cucrema s mM(ppPOBAHUS CUMMETPUYHBIMU aITOPUTMaMU

3)  Cucrema, UCTIONB3YIOIIAS TOJBKO OJHOPA30BbIE KITIOYU

4)  MexaHusM JUisl YOpaBJICHHS U XPaHEHUS MyOJUYHBIX M TMPUBATHBIX
KJIFOYEen

12. Yto Takoe 'crpormii pexum mHudpoBaHusa'" B KOHTEKCTe
aaroputma AES?

1)  Pexum, rae kaxaplil OJOK JaHHBIX MHUPPYETCS OTACIBHO

2) Pexxnm, KOTOpBIM 3amperacT HCIIONb30BAHUE BCEX CHMBOJIOB, KPOME
udp

3) Pexum, ucnonb3yromuii 6J10ku PUKCUPOBAHHOTO pa3zMepa

4) Pexunm, korma oquH KITFOY MCTIOB3YETCS I BCEX CECCUM
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13.
)
2)
3)
4)

14.
1)
2)
3)
4

15.

Kaxkoii u3 aaropurmMoB siBJISIeTCS AJTOPUTMOM X3 IIUPOBAHUA?
RSA

AES

SHA

Diftie-Hellman

B kakom cayuae ucnoJsb3yercs aaroputm HMAC?
Jlnst co3nanust HUGPOBBIX MOMUCEH

JI71s1 3a1UTHI HETOCTHOCTH AAaHHBIX

JI14 renepanuu ciy4auHbIX YUCE

s nemmdpoBaHus COOOIICHUN

Kakoil npoToKo0JI HCIOJIB3YeTCsl Il 3alUThI 3JIEKTPOHHOM MOYTHI €

NMOMOIIbBI0 KPUNITOrpaduIecKUuX MeToa0B?

1)
2)
3)
4

16.

SSL
IMAP
S/MIME
SMTP

Yro o3Ha4YaeT TepMHUH ''KOHQPUICHIHAJBHOCTH'' B KOHTEKCTE

3amuThl HHPpoOopMauu?

1)

3a1uma OT HCCAHKIIUMOHHUPOBAHHOI'O OOCTYIIA K JdHHBIM

2)  YnpocroBepeHHE NOIJIMHHOCTH OTIPABUTEIS

3) [ToarBepxkaeHne NEIOCTHOCTH TaHHBIX

4) VY ocToBepeHrUe aBTOPCTBA JaHHBIX

17. Kakoit aJIrOpPUTM KPUNTOrpapu4ecKoro XM POBAHNUSA
HCMOJIb3YyeTCA /JIsi MNPOBEepPKHM TMNOJJMHHOCTH MNAapoJieii B COBPEeMEHHBbIX
cucreMax?

1) MD5

2) SHA-256

3) DES

4) RSA

18. Uro mpeacraBisieT co00il MeTO] aTAKYIOIIEr0, KOTOPHIA MbITAETCSA

yrajathb CeKpeTHbI KJIKY, HCCIeAys BO3MOKHbIe KOMOMHALIMY 3HAYCHUI?

)
2)
3)
4)

19.
1)

ATaka ¢ pagay>KHbIMU TaOJIUIIAMH

ATaka METOJI0M IIOJIHOTO Tiepedopa

Artaka no cioBapro

Artaka ¢ ucnonap3oBanueM ysa3zpumocrteit B [10

Yro Takoe '"cummerpuyHoe muppoBanue'?
Hcnonb3oBaHne  OAMHAKOBBIX  KIIOUEH I IHUQPPOBAHUS U

nemuppoBaHUs
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2)
3)
4)

20.

Hcnonb3oBaHue IBYX KIFOYEH: MyOJIMYHOTO M IIPUBATHOTO
Hcrnonp30BaHne YHUKAIBHBIX KITIOYEH [T KOKIOTO CEaHca
Hcnons30Banne 0JHOTO KIr04a JUIS BCEX IT0JIB30BATEIICH CUCTEMBI

Kak Ha3bIBaercs MEXaHHU3M, IIOSBOJISIIOHII/Iﬁ ayTeHTI/Iq)I/IIII/IpOBaTL

NMOJIb30BaTEIsl C IOMOIIbIO €ro oTIeYaTKka najabua?

1)

buomerpuyeckas ayreHTU(UKAUSA

2)  MmuorogakTopHas ayTeHTU(DUKALISA

3)  IlaponbHas ayTeHTH(pUKALIMS

4)  PoneBas ayTeHTU(UKAIUS

21. Kakoii u3 mnepedyHCcJeHHbIX MeTOJA0B IU(PPOBAHUSA HCHOJb3YyeT
acCHMMeTPUYHbIEC KJIIOYH?

I) RSA

2) AES

3) DES

4) RC4

22.  [las yero ucnoJb3yercs nmporokosa SSL/TLS?

1)  Jng mudpoBaHus 31EKTPOHHBIX MHUCEM

2)  Jlnd 3alMThl JaHHBIX, ePelaBa€MbIX 10 CETU

3)  Jus ayteHTudUKAIMKU TOJIb30BaTeNeh

4) JI1s1 31U Thl 0a3bl JAaHHBIX

23. UYro Takoe ABYCTOPOHHSS ayTeHTU(PUKAUMSA (mutual
authentication)?

1) Kormaa Tonpko cepBep ayTeHTUUIIUPYET KIUSHTA

2)  Korga ob6a yyactHuka oOMeHa nH(opmanmen ayTeHTUPUIUPYIOT IPYT
Apyra

3) Korpa knuenT ayrenTudunupyet ce0s ¢ MOMOIIBIO TapoJis

4)  Korna o0a yyacTHUKA UCIIOJIB3YIOT OJITMHAKOBBIE TTAPOJIH

24. Kakoidi #u3 MeTOAOB 3alUTHI JAHHBIX HCHOJb3YyeTcHA IS
o0ecnevyeHMsl LEJOCTHOCTH M 3allUTHI OT NMOJAMEHbI JAHHBIX B INpoLecce MX
nepeaavu?

1) IludpoBanue

2) DJIEKTPOHHAs TOJIUCH

3)  XbsuumpoBaHHe

4) OTKpBITBIE KITIOUH

25.  Yro Takoe cucrema ynpasJjeHnus Kiarwoyamu (KMS)?

1) MexaHu3M 115l TEHEpALUU Map KI4Ye

2)  MexaHu3M IS yIpaBIEHUs JOCTYIIOM K JaHHBIM

3) Cucrema 1151 XpaHEHHUS!, PACIIPEICIICHUS U 3aIUThI KI0UEH

4)

[IpoTokon asns 3amuThl HHPOPMALIUU
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26.

Kak Ha3piBaercss cmoco0d, npH KOTOPOM CeKPeTHBIH KJIKOY

HCMOJIb3YyeTcH 1A JemudpoBanus 3aliM(PPOBAHHBIX TAHHBIX?

1)
2)
3)
4

27.
HEBEPHO?

)
BXOJ1a

2)

3)

4)

28.

udpoBanue ¢ UCMOIB30BAHUEM CUMMETPUYHBIX KITFOUEH
AcumMmeTpruyHOe mudpoBaHue

X3IINpPOBaHKE

DIIEKTPOHHAS MOJIUCH

Kakoe wu3 3TMX YyTBep:kKJAeHHH O KpUNTOrpa@uyecKux Xd31Iax
XsuI-QyHKIMs BCETJja TeHEPUPYET YHUKAIBHBIN pe3yIbTaT Uil KakA0ro
Xa1I-(hyHKIHUS UCHIOTB3YETCs ISl MPOBEPKH LIETOCTHOCTH JAHHBIX
Xa1-QyHKIIUU HE MOTYT OBITh pacmiu(poBaHbl 0OpaTHO

Xam-()yHKIUN SBISIOTCS HEOOPAaTUMBIMHU

Kakoit u3 3TMX ajropurmMoB mudpoBaHus sBJseTcs HauboJiee

3¢ GeKTUBHBIM ISl 3A1UUTHI JAHHBIX B 00JIa4HBIX cepBUcax”?

1)
2)
3)
4)

29.

AES

RSA
Diftie-Hellman
ElGamal

Kakoii npoTokoJ ucnojib3yercsl sl YCTAHOBJIEHUS] 3alI[UIIIEHHOTO

KaHAaJIa CBSI3U MEKAY KJIHMEHTOM U CepBepOM B MHTEpPHeTe?

1)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3biBaeTcsi MeTOl, NMPH KOTOPOM [Ba Y4YacTHHMKAa OOMeHa

MOIryT OOMEHMBATBHCH KJIKWYAMH 0e3 TOro, 4ro0bl OHM ObLIM INepexBauyeHbl
TpeTbeldl CTOPOHOI?

1)
2)
3)
4)

31.
1)
2)
3)
4

32.

Huddu-Xenaman
RSA

Onp-I"amans
RSA u Tludpdu-Xemnman

Yrto Takoe ceprudpurar X.509?

Tun uudposoii moanucu

Crangapt 175 3al0UTHI TAPOJIEH

®opmMar i XpaHeHUs: 1 0OMeHa MyOJIMYHBIMU KIH0YaMu
Merton resepany Ciry4aiHbIX YUCEN

Yro npeacrasiisieT co00i aTaKka «4eJIOBEK MmocepeauHe»?
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1) ATaka, MpU KOTOPOW 3JOYMBILIUJIEHHUK IE€PEXBATHIBAET W HM3MEHSET
JAHHBIE MEK]y IBYMsI CTOPOHAMM

2) ATaka Ha cepBep, € LEeIbI0 IEPErPY3UTh Ero

3) ATaka, IIpu KOTOPOM MapoJib IIOJB30BATENs YKPAAEH C IIOMOIIBIO
nepexBara CeTu

4)  Araka Ha mK@dp ¢ UCIOJIB30BAHUEM PATYKHBIX TAOJIHULL

33. Yro takoe "MHoOropakropHas ayreHTupukanusa'?

1)  Meron, npu KOTOPOM JIsl BXOJ]a B CUCTEMY HCIIOJIB3YETCs iBa U Ooiiee
Pa3HbIX C0C00a MPOBEPKHU MOATMHHOCTH

2)  Hcnonb3oBaHuE €AMHOTO MAapOJIsl 7Sl BCEX MOJIb30BaTeNen

3)  Hcnonb3oBaHuE OJTHOPA3OBBIX MapoJIei

4) Meton, npu KOTOPOM KCHOJIB3YETCS TOJIBKO MapoJib

34. UYrto Takoe kpunrtorpapuyeckasi 3aliiTa HA OCHOBE LIHITHYECKUX
KPHUBBbIX?

1) MeTton, WCTHONB3YIOMUNA JIONTAE BBIYUCICHUS JUISl  YBEITHMYCHHUS
0e30MMacHOCTH

2) Mertoa, UCTIONB3YIONIUMIA MaTEMAaTUUYECKHE OCOOCHHOCTH JUTUNTHYECKUX
KPUBBIX JIJIs1 o0ecrieyeHus: 6€30MacHOCTH

3) Meron, NCTIONB3YIOIIMK TOJIBKO OJJHOPA30BbIE KIHOYU

4) MeTo, UCTIONB3YIONIMI X3IIUPOBAHKE

35. Kakoii u3 MeT010B 3aIUTHI JAHHBIX NMPeANoJaraeT uCmojab30BaHue
JIMYHBIX OHOMETPUYCCKUX XAPAKTEPUCTHK, TAKMX KAK OTHEYATKH NAJIbIEB HJIH
paayxHasi 000104Ka riaa3a?

1) buomerpuueckas ayreHTHdUKAIUS

2) [laponpHas ayTeHTHPUKALUSA

3)  CekpeTrHbIi K104

4)  OTKpBITHINA KITIOY

36. Kakoii ajaroputr™m 3amuTbl HHPOpMALMH HMCHOJb3YyeTCH AJs
MG poBbIX NOANKCEH B 3JIEKTPOHHOU moyTe?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoil ajaropurm mHcmosb3yercsi B OOJbIIMHCTBE COBPEMEHHBIX
CHUCTEM JJi5l IU(POBaHMS JAHHBIX B 0a3e JaHHBIX?

1)  AES
2) RSA
3) MD5

4)  SHA-256
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38. Kakoili THMm arak 4vaiie BCero MCHOJb3yeTcsl Jisi TMOMCKA
YA3BHMOCTeH B KpunTorpagpuuecKkux npoToxkojaax?

1)  Artaka «rpy0o0ii CUITBD)

2) ATaka ¢ UCIOJIb30BaHUEM PaTyKHBIX TaOIuUIL

3)  Araka Ha ocHOBe mHudpa

4) Artaka no cioBapro

39. Kakoii MexaHM3M MCNIOJIb3YeTCsl Uil 3AIUUThI JAHHBIX B 00J1aKe?
1)  CummerpuuHoe mHUPpPOBAHKE

2)  AcummerpuuHoe mudpoBaHue

3)  MmuorodakTopHas ayTeHTUDHUKALIISA

4) VPN

40. Kak Ha3pIBaeTcsl mnpomecc, NpM KOTOPOM KpHUNTOrpadguyeckuii
KJII0Y HCHOJBb3YeTCH VIS TNPOBEPKHM LEJOCTHOCTH [IAaHHBIX, a He VI HX
muppoBanus?

1)  XsmmpoBaHue

2)  DnekTpoHHas MOJANKCH

3)  AyreHtudukanus

4)  Huddu-Xemaman

41. Kakoil ajaropurM HCHOJb3YeTCHA /ISl CO3AAHUSAA AYTEHTHYHBIX
uu@poBbIX NoaNUceld B 0J10KYeiiHe?

1) RSA
2) ECDSA
3) SHA
4)  AES

42. Yrto Takoe meroa "'ABYX(paKTOPHOM ayTeHTHPHUKAUN'?

1)  Hcrnonb3oBaHuEe ABYX pa3HbIX KPUOTOTrPaUUYECKUX AITOPUTMOB IS
P POBAHUS

2) HUcnonb3oBaHue  KOMOMHAIIMKM  Mapoiass U OWOMETpUM  JyIs
NOATBEPKACHUS JTUUHOCTH

3)  Hcnonb3oBaHue maposis M OAHOPA30BOTO KOJAA, OTIPABICHHOIO Ha
TenedoH

4)  Vcnonb3oBaHHE IBYX UACHTU(PHUKATOPOB JUIS KAXI0TO MOJIb30BATEIIS

43. Kak Ha3piBaeTcss KpunrorpaguyecKkuili NPOTOKOJ, KOTOPBIii
o0ecneunBaeT 0€30MACHOCTH BeO-CaliTOB?

1)  HTTPS
2) FTP
3)  POP3

4)  IMAP

26



44. Kakoil ajaropuTM HCHOJb3YeTCd B OJIOKYEH-TEXHOJIOTUSX [JIsl
NPOBEPKHU TPAH3AKIMIA?

1)  SHA-256
2)  RSA
3)  DES
4)  MD5

45. Kakoi Tun muU@pPoOBaHUA  MCHOJB3YeTCHd I  Nepeaaydu
KOH(PUACHUMAIBHBIX JAaHHBIX B NPHJIOKEHHUAX € UCMOJb30BAHHEM IYOJMYHOIO

KJIo4a?

1) RSA
2)  AES
3) SHA
4)  DES

Kirou Kk Tecry:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1
10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2
19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3
28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1
371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

IlIxasa oneHMBaHUSA Pe3yJbTATOB TECTUPOBAHUS

% BEepHBIX pPELICHU (OTBETOB) [lkana oneHBaHAS
85-100 OTIINYHO
70 - 84 XOpOoUIo
50- 69 YJIOBJIETBOPUTEIHHO
0-49 HEYAOBIETBOPUTEILHO

6.2.4. Ilpumepsl 32124 NpU pa3dope KOHKPETHBIX CUTyAlM i

Tema 1. OcHnoguvie nonamusi u onpeoenenus. Mcmounuku, pucku u @opmul
amax Ha ungopmayuro. Ilonumuka u cmanoapmei bezonacHocmu

IIK-3.

1. Hanmucate 0030p OCHOBHBIX MOHSTHH 3alUThl MH(GOpMAaIMH, BKIIOYAS
KOH(UJIEHIUATBHOCTh, LENOCTHOCTh U JocTynHocTh (CIA). IlpuBectu npumepsl,

WUTIOCTPUPYIOIINE KaXA0€ MOHSITHE.
2. PazpabotaTh MOJUTUKY O€30MACHOCTH JJIi BBIMBIIUICHHOW OpraHu3allvi,

BKIIFOYAOITYI0 OIIMCAHUC NCTOYHUKOB YI'PO3 U MCPLBI 110 UX MUHHUMHU3AllUN.

27



3. OueHuTh PUCKU i1 UHOOPMAIMOHHOW CHCTEMBI, HCIIONB3YS METOAHUKY
OLICHKH PUCKOB, U MPEIOKUTh MEPBI JIJIs1 CHUKEHHS ITUX PUCKOB.

4. IlpoaHanu3upoBaTh peajbHbIA CiIyyald YTEUKHM JAHHBIX B KOMIIAHHH,
ONMCBHIBASI, KAK MPOM30IILJIA aTaKa U KAKUE ObLIN MOCIEACTBUS.

5. IloAroToBUTH MPE3EHTALMIO O MEXAYHApPOJHBIX CTaHAAPTaX 0€30MaCHOCTH
(manpumep, ISO/IEC 27001), 0ObsiCHSI X 3HAUCHUE U IPUMEHEHUE B OPTaHU3AINH.

6. Coznate Tabauiy, B KOTOpOH OyAyT MepeyuciIeHbl pa3iudHble POpPMbI aTak
Ha HH(POpPMAINIO, UX OMUCAHUE U CIIOCOOBI 3aIUTHI OT HUX.

Tema 2. Kpunmoepaguueckue moodenu. Aneopummel  wugposanus.
Aneopummol aymenmughuxayuu nonvzosameneu. Mooeiu bezonacHocmu OCHOBHBIX
ONepayuUOHHbIX CUCTIEM.

IIK-3.

1. OnucaTh OCHOBHBIE KpUNTOrpaQUuUecKHe MOJAEIU: CUMMETPUYHBIE U
ACUMMETPHUYHBIC AJITOPUTMBI ITUGPOBAHUS, UX IPEUMYIIECTBA  HEIOCTATKHU.

2. TlpoBectu ananu3 anroputMmoB mmwmdpoBanus (Hanpumep, AES u RSA):
OPUHIMUI pabOThl U 00JACTU IPUMEHEHUS.

3. Onwmcarp pa3nuyHble METOJbI ayTeHTU(UKALMN TOJIb30BaTENeH (Harpumep,
apoJju, TOKEHbl, OMOMETpUs) U UX 3PPEKTUBHOCTB.

4. Peanu3oBaTh NpUMEP MCIOJI30BaHUS airOpuTMa MudpoBaHus (Hampumep,
AES) Ha BbIOpaHHOM $3bIKE MPOTPAMMHUPOBAHUS, C OOBSICHEHHEM MCIOJIb3YEMBbIX
OMOIMOTEK U UX PYHKIUH.

5. [IlpoBecTn wuccinenoBaHue Mojele 0€30macHOCTH B OJAHOM W3
omepaMoHHbIX cucTeM (Hampumep, Windows wiam Linux), omuchkiBas, Kak OHH
peaN3yIoT 3alUTy UHPOPMAIIUH.

6. HccrnenoBaTh COBpEeMEHHBIE YIpO3bl ISl KPUNTOTpahUUECKHX METOJOB
3amuThl THGOPMAIIMH U TIPEJIOKUTH CIOCOOBI UX YCTPAHEHUS.

Tema 3. Aomunucmpuposanue cemeii. 3awuma uHpopmayuu 6 cemsx.
Mmnozoyposnesas 3aujuma KOpnopamuHuIx cemelu.

IIK-3.

l. Omnmncarb OCHOBHBIE TNPHUHIMIBI AIMHHUCTPUPOBAHUS CETEH, BKJIIOYAs
3a/1a4yd ¥ OTBETCTBEHHOCTh CETEBOI0 aJIMUHUCTPATOPA.

2. IlpuBectn mnpumepbl METOJAOB 3allUThl MHGOPMALUM B KOPIOPATUBHBIX
CeTAX, TAKUX KakK (paepBOJIbI U CUCTEMbI OOHAPYKEHHUS BTOPKEHUIA.

3. Pa3paboTarh KOHLEMIMIO MHOTOYPOBHEBOM 3alllUTHI JIJISi KOPIIOPATHUBHOM
CEeTH, BKJIIOUYasi BCE YPOBHHM 3alIUTHI ((PU3UUECKUH, CETEBOM, MPUKIIATHOMN).

4. IIpoBecTy MPaKTUYECKOE UCCIIEIOBAHNE 110 HACTPOUKE (haepBOJia U CUCTEMBI
oOHapyKeHHsI BTOP)KEHUN B TECTOBOM CETEBOM Cpejie, ONMUCKIBAs MTPOLIECC HACTPONKHU
U PE3yJbTaTHI.

5. Cozpmate mpe3eHTaUMIO O Haubojiee pPACIPOCTPAHEHHBIX YIpo3ax
0€30MacCHOCTH B CETAX U MPEATIOKEHHBIX Mepax M0 UX MPeI0TBPALICHUIO.

6. Pa3zpaboTaTh pyKOBOJICTBO MO MPOBEACHUIO ayauTa OE30MaCHOCTH CETEBOM
UH(PaACTPYKTYpPBI, BKJIFOYasi OCHOBHBIE ATAMbl U METO/BI.

Tema 4. Tpebosanus k cucmemam 3awumvsl UHGOpMAYUU U HANPABIEHUS
pazeumus cpedcms 0e30NaACHOCmU  NPeOnpusimusl. Ilpasosvie nocaeocmeus
HeCaHKYUOHUPOBAHHO20 0OCMYNA K UHGDopMayuu
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I1K-3.

1. Omnucate OCHOBHbIE TpeOOBaHUS K CHUCTEMaM 3alUThl HH(OpMALUH,
BKJItOUasi GQyHKIIMOHAJIbHbIE U HE(PYHKIIMOHATbHBIE ACTIEKTHI.

2. UccnenoBaTh HampaBlIeHUS pPa3BUTHS CPEICTB OE30MACHOCTH, BKIIIOYas
HOBBIE TEXHOJIOTUU U TOIXOABI K 3aIUTe MH(POPMALIHH.

3. PaccMoTpeTrb NpaBOBBIE AaCHEKTHl 3alUThl HHPOPMALUU: 3aKOHBI H
HOPMAaTHUBHBIE aKThl, PETYJIUPYIOUIUE O€30MaCHOCTh JaHHBIX.

4. IIpoBecTH Hccaea0BaHUE O NOCIEACTBUIX HECAHKLIMOHUPOBAHHOTO 10CTYIIA
K MH(OpMaLuU, TPUBOISI PUMEPHI U3 PEeaTbHON MPAKTUKH.

5. IloaroToBUTh OTYET O POJM PETYISTOPOB B OOECIEUEHUU 3ALIUTHI
UH(pOpMaLMU: KaK OHHU BJIUAIOT HAa IPAKTUKU U CTaHJApThl 0€3011aCHOCTH.

6. Omnmcarb MNPaKTUYECKUE PEKOMEHAAIMU 110 BHEAPECHHUIO IIOJUTUKH
0€30MacCHOCTH Ha yPOBHE MPEANPUATHUS, BKIIOYAs MPUMEPBHI YCTICHIIHBIX peatn3aiuil.

Ikajaa oneHuBaHUA

[lIxana oueHUBaHUsA Kpurepuu onenuBanus
«O1nn4HO» 00yyaromunCs SICHO M3JI0KWII YCJIOBHE 33J1auu, pelieHrne 000CHOBa
«Xopomuioy» 00ydJaromuics sSICHO M3JOKWI YCIIOBHE 3aJladyd, HO B O0OOCHOBaHUU
pELIEHUs] UMEIOTCSI COMHEHUS;
«Y IOBIIETBOPUTEIIBHO» oOydJalomuics H3JI0KWI pelieHre 3aJadyd, HO OO0OCHOBal €ro

(bopMyIIUPOBKAMU OOBIIEHHOTO MBIIIIJICHUS;

«HeynoBneTBOpUTEINHHO oOydJaromuiicss He ysICHHI YCJIOBUE 33/1ayH, pelieHue He 000CHOBAI
nub0 He cnan paboTy Ha MPOBEPKY (B Cilydae MPOBEIACHUS PEIICHUS
3aJ1a4 B MUCbMEHHOU (popme).

6.2.5. Temsl nas1 pedepaTon

Tema (pazmen) Bompocsr

Tema 1. OcHoBHble nonsitua u | [1K-3

onpenenenus. Mcrounuku, 1. OCHOBHBIC MTOHATHS 3AIIUTH HHGOPMAIUH: OTIPEICICHUE, IS U
pucku 1 HOpMBI aTak Ha IPHMHIIAIIEL.
uHpopmanmio. [lomuTuka u 2. Buapl HCTOYHMKOB yTpo3 6€30MacHOCTH HHGOPMAIMH: BHYTPEHHHE

CTaHAAaPThI 0e30MacHOCTH BHELIHUE.

3. OcHoBHBIE (hOpPMBI aTak Ha HHPOPMAIIHIO: BUPYCHI, pumuHr, DDoS-
aTaKu U IpyTHeE.

4. TlonmuTrka 6€30MacHOCTH: pa3paboTKa 1 BHEAPEeHHE d(PPEKTUBHOM
MOJIUTUKH O€30MacCHOCTH B OpTaHU3aLINH.

5. OneHka pUCcKOB B 00JIaCTH 3alIUTHI HHPOPMAIMH: METOABI 1
MTOJIXO/TBI.

6. CtangapTsl 0€30MaCHOCTH MH(POPMAIIH: MEKIYHAPOIHBIE U
HaIMOHANbHBIC cTaHAapThl (Hampumep, ISO/IEC 27001).

7. Ponp yenoBeueckoro (aktopa B 0€30macHOCTH MH(POPMAIUH: KaK
OIMOKY TIOJIH30BATENICH MOTYT IMMPUBECTH K YTEUKAM JIaHHBIX.

8. IlpumMepsl peanbHbIX aTak Ha MHPOPMAIIMOHHBIE CUCTEMBI U aHAIIN3
UX ITOCJEACTBHIA.

Tema 2. Kpunrorpapuueckune | [1K-3

MOZIENN. AJITOPUTMBI 1. OcHoBHBIE KpUNITOTpahUIECKHE MOJICIN: CHUMMETPUYHBIE U

i poBaHKsL. AITOPUTMbI ACUMMETPUYHBIE AJITOPUTMBI HIMPPOBAHUSL.
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Ay TeHTU(UKALIH
moab3oBaTene. Moaenu
0€3011aCHOCTH OCHOBHBIX
OTICPAIIMOHHBIX CUCTEM.

2. Anroputmsl mmdposanus: AES, DES, RSA: npuHiuns! paboTsl 1
00J1aCTH IPUMEHEHUSI.

3. AnroputMBbl ayTeHTH()HKALIMK TOIb30BaTENEH: TTapOJIH, TOKEHBI,
OMOMETpPHSI U UX UCIIOIb30BaHUE.

4. Moznenu 0e30IacHOCTH B ONEPALIMOHHBIX CUCTEMAaX: KaK OHU
peanu3yoT 3alKTy HHQOPMAIMK U YIIPABICHHUE JOCTYIIOM.

5. Ilpumenenune kpuntorpau4eckux METOIOB B 3alIUTEe HHPOPMALIUN:
IIPUMEPBI U CLIEHAPHH.

6. CoBpeMeHHbIE YTpO3bl UIsI KPUITOTpaPUUECKUX METOAOB 3AIIUTHI
nH(pOpMaIuu: aTaku Ha MUQPHI U YI3BUMOCTH.

7. HTerpanust KpuntorpapuuecKux TEXHOJIOTHH B IPOrpaMMHOE
obecreyeHue  arnmnapaTHble peIIeHusl.

8. bynymiee kpuntorpadguu u Mojeneil 6e30MacHOCTH: HOBBIS
HaMpaBJIeHUs] U TEXHOJIOTUH.

Tema 3. AnMuHHCTpHpOBaHKE
ceTeil. 3amuTa nHGOPMAIIIH B
ceTax. MHOroypoBHeBas 3ailuTa
[KOPIIOPATUBHBIX CETEH.

[1K-3

1. OcHOBHBIE TPUHUUIIBI AJIMUHUCTPUPOBAHUS CETEU: 3a/1a4u U
OTBETCTBEHHOCTH CETEBOI'0 aIMUHUCTPATOPA.

2. Meto/ibl 3a1IMThl HH(OOPMALIUK B KOPIIOPATUBHBIX CETAX: (aepBOIIbI,
CUCTEMBI OOHAPYKCHHSI BTOP>KEHUH U IPYTHE CPEICTBA.

3. MHoroypoBHeBasl 3allluTa CeTeBOH HHPPACTPYKTYPHI: MTOAXOJIBI U
TEXHOJIOTHH.

4. Pons VPN u mudpoBanus B 3aniute HHGOPMAIMH TIPH Iepeaade
JAHHBIX TI0 CETSIM.

5. Ilpumepsl ycnemHol peain3aliii MHOTOYPOBHEBOM 3aIIUThHI B
KPYIHBIX OpraHu3aIusx.

6. YTpo3bl 6€30MaCHOCTH B CETSAX: aHAJIU3 U CIIOCOOBI UX
MpeA0TBPALICHUS.

7. Ayaut 6€30macHOCTH CeTeBOM MHPPACTPYKTYpPHI: METOABI U
MOAXO/BI.

8. IlpakTHueckrue peKOMEH MU 110 YIyUlleHHI0 0e30MacHOCTH
KOPIIOPAaTHUBHBIX CETEM.

Tema 4. TpeGoBanus K
CHCTEMaM 3alUThl HH(pOpMaLuu
1 HATIPaBJICHUS Pa3BUTH
cpencTB 0€30IacHOCTH
npennpusatus. [IpaBoBbie
ITOCJICACTBUS
HECaHKITMOHUPOBAHHOTO
imocTyma k naHpopMarmm

I1K-3

1. OcHOBHBIE TPeOOBAHMS K CHCTEMaM 3alUThI HH(OPMAIIUH:
(YHKIIMOHATIBHOCTD, HA/IEKHOCTh, YCTOMUUBOCTB.

2. Hanpasnenust pa3BUTHs CPeACTB O€30MACHOCTH: HOBBIE TEXHOJIOTHH
U TMOAXO/IbI B 3aIIUTE MH(DOPMALUH.

3. IlpaBoBBIE acmeKThI 3alIUTHI HH(OPMAIMU: 3aKOHBI 1 HOPMATHBHEIE
aKThl, peryJupyromnye 6e30nacHOCTb JaHHBIX.

4. OTBETCTBEHHOCTh OpraHU3allui 32 YTEUKY JJaHHBIX: IIPABOBbIE
MOCJIEJICTBHS U MEpPbI BO3JEHCTBUS.

5. Ilpumepsl HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA K HH(OpMAIK U NX
IIPaBOBBIE TIOCIIECTBHUS.

6. Poitb perynsaropoB B oOecriedeHUH 3auThl HHPOPMAIIUU: KaK OHU
BJIMSIFOT HA MPAKTUKU U CTAHAPThl 0€30M1aCHOCTH.

7. Pa3zpaboTka 1 BHEPEHUE MOJUTHKN 0€30ITIaCHOCTH Ha YPOBHE
NPEINpUATHS: IPUMEPBI U PEKOMEHAALINH.

8. byaymiee 3amuThl HHGOPMAIIUN: KaK MPABOBBIC U TEXHOJIOTHUECKUE
M3MEHEHHMs TOBJIUSIIOT Ha CUCTEMBI O€3011aCHOCTH.

IHIxana oneHUBaAHUA

Illxana oneHUBaHUs |

Kpurepuu orieHuBaHus
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«OTnuHO» OOyyarommiics TIyOOKO ¥ COJEPIKATEIBHO pPACKPHIBAET TEMY
CaMOCTOSITENIbHOM pPaldoThl, HE JOMyCTHB OIMUOOK. OTBET HOCHUT
Pa3BEPHYTHIM U MCUEPIIBIBAKOLIMNA XapaKTED.

«XOopo1Io» OOyuyaromuiicsi B IIEJIOM PacKpbIBa€T TEMYy CaMOCTOSTEIbHON
paboThl, OJHAKO OTBET XOTS OBl HAa OJAMH W3 HUX HE HOCHUT
Pa3BEpHYTOT0 M MCUYEPIIBIBAIOLIETO XapaKTepa.

«Y IOBIIETBOPUTEIILHO» OOyuaronuiicsi B IIeJIOM PACKPBIBAET TEMY CaMOCTOSATEIBHON PabOoThI
U JIONyCKaeT psA HETOYHOcTeH, (parMEeHTapHO pPacKpbIBAeT
COJICpKAaHUE TEOPETUYECKUX BOINPOCOB WJIM HX PaCKpbIBAET
COJIEPKATENBHO, HO NOITyCKasi 3HAYUTEIbHbIE HETOUYHOCTH.

«HeynosnerBoputenbHo» | OOydaromuiics He BiajeeT BBIOPAaHHON TEMOHl CaMOCTOATEIbHOU
paboThI

6.3. OHEHOYHBIE CPEIACTBA HNPOMEXYTOYHOI'O
KOHTPOJIA

Bomnpocs! AJ1s1 TOATOTOBKY K MPOMEKYTOYHOI aTTECTAIIMHU 10 HTOraM OCBOCHUS
aucuuILIuHbl MHpopmanuonHasi 0€3011aCHOCTD:

IIK-3.

1. Kommbrorepnsie Bupychl. UX pa3sHOBHIHOCTH.

2. AHTUBUPYCHBIE cpeacTBa. [IpuMepsl aHTUBUPYCHBIX TPOTPAMM.

3. [Tonsarue nadopMaMOHHON 0€30MaCHOCTH.

4. [TonsiTHe KOH(DUIEHINATBEHOCTH UHPOPMALIMH.

5. [lonsitue pmoctyma K  uHpopmauuu  (CAaHKUMOHUPOBAHHBIA U
HECAaHKIIMOHUPOBAHHBIN 1OCTYT).

6. [TonsiTus naeHTudUKaus, ayTeHTUPUKALNUS U aBTOPU3ALIMSL.

7. [Tonsatue yrpo3a 6€30MacHOCTH.

8. [ToHsiTHE YSI3BUMOCTD CUCTEMBI (CETH).

9 ITonsiTHE aTaK¥ Ha KOMIIBIOTEPHYIO CUCTEMY.

10. Oxapakrepu3yiiTe TOAXOAbI K  OOECIICYCHUIO  KOMIIBIOTEPHOM
uHbOopMaIuu.

11. TIlepeuucnure OCHOBHBIE W BCIOMOIATEJbHBIE CEPBHUCHI O€30IIACHOCTH,
JTalTe uX KiIacCuuKaIuro.

12.  JlaiiTe XapaKTepUCTUKY TPYII TPEOOBAHUI K CUCTEME 3AILUTHI.

13. «®parMeHTapHbIi»  mOAX0A B o0ecnedeHMM  O€30MacHOCTH
KOMIIBIOTEPHOU CUCTEMBI.

14. «KoMriekcHBIN m0oaX0/ B 00ecTieueHuu 0€30MacHOCTH KOMIIBIOTEPHOM
CUCTEMBI.

15. B dem 3akitouaercs MOJUTHKA O€30MaCHOCTH KOMIBIOTEPHOM CUCTEMbI?

16. Ha uem ocHOBaHa «u30UpaTeIbHAS» MOTUTUKA 0€30MIACHOCTH?

17. Ha uem ocHOBaHa «IOJTHOMOYHAs MOJUTHKA 0€30MIACHOCTH?

18. Tlonsarue kpunrorpaduu. OCHOBHBIC BHJIBI U (PPOB.

19. OO6oOmennass cxema KpuntocucTeMbl. [lOHATHA CUMMETPUYHOU W
ACHUMMETPUYHOU KPUIITOCUCTEMBI.
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20. Ilepeuucnure OCHOBHBIE AJITOPUTMBI KpUnrorpadguueckux
npeoOpa3oBaHUM.

21. TIlepeuucnauTe OCHOBHBIE METOJBI KPUNTOTPAPUUECKON  3aIIUTHI
uH(GOpMAITNU B KOMITBIOTEPHBIX CHCTEMAaX U CETSX.

22. Kak xmaccupumupyroTcs CpeAcTBa KpUNTOTpauuecKol 3alIuThl
uH(popmaruu?

23.  OcHOBHBIE JOCTOMHCTBA M HEIOCTaTKW aJIropuT™Ma MHUPPOBAHUS
IaHHBIX ¢ moMombo DES.

24, IlepeuucnuTe  OCHOBHBbIE  KOMOWHALIUM,  WCIOJIb3yeMble  TIPHU
mudpoBanuu anroputmMom DES.

25. Ilepeuncnaure OCHOBHBIE peKUMBI paboThl anroputma DES.

26. Kak oOecrieunBaeTcs KPUIITOCTOMKOCTD ACUMMETPHUYHBIX
KpUIITOCUCTEM?

27. KakoBO OCHOBHOE Ha3Ha4YE€HHE XEII-PYHKITUN?

28.  KakoBbl OCHOBHBIC IPUHITUIIEI (POPMUPOBAHUS XeII-(DYHKITIHN?

29. OtrnuuuTenbHble OCOOCHHOCTH OTEYECTBEHHOrO CTaHAapTa Xell-
dbynaknuu (COCT P 34.11-94) ot anroputmoB xemmpoBanus MDS u SHA.

30. Ilepeuucnure OCHOBHBIE ANTOPUTMBI IEKTPOHHON LU(POBOI MOANHCH
U YKQOKUTE HA UX MPUHIUIUATBHBIE OTIIUYHUS.

31. CoBpemennsle npuioxeHus kpunrorpaduu. [Ipumepsi.

32. TunuyHble aTaku HA ONEPALIMOHHYIO CUCTEMY.

33. TloHsTHE 3aIMIIEHHON ONEPAIMOHHONW CUCTEMBI.

34. AnmapatHoe o0OecliedyeHue CPEICTB 3aAUIUThI ONIEPALIMOHHON CUCTEMBI.

35. IIpobnemsl 6e3omacHoCcTH [P-ceTeid.

36. Hawubonee pacnpocTpaHeHHbIE BapUaHThl aTaK Ha KOMITHIOTEPHYIO
cuctemy Ha ocHoBe ipotokona TCP/IP.

37. CdopmynupyiiTe cnucok (HYHKIIMOHATBHBIX Me(PEKTOB ¢ TOYKH 3PEHUS
3allUThI B UCTIOJIb3yeMo# onepanmoHHoi cucteme (OC).

38. Kakme onementsl  Oe3omacHoct  comepxkur  OC  Windows
2000/XP/Vista?

39. Hazosute anementsl 6e3onacHoct OC UNIX?

40. OcHOBHbIE MPAKTUYECKHUE BOMPOCHI 3AIUTHI THPOPMALIMH.

41. IIporpamMmHBIE CpPEACTBA 3AIMUTHI U YHUUTOKEHUS UHPOPMAITUH.

42.  OCHOBHbIE MPUHIUIILI TMOCTPOCHUS] MOJCUCTEMbl HH(POPMAIIMOHHON
0€30MacHOCTH.

43.  Dtamnbl NOCTPOCHUS MOJCUCTEMBI HHPOPMAIIMOHHON 0€30MacHOCTH.

44.  OOmue mpUHIMIBEI oO0ecrieueHns] HHPOPMAIIMOHHON 6€30MacHOCTH.

45. CpenctBa obecniedeHs1 KOH(OUICHIINATLHOCTH TaHHBIX.

46. CpenctBa HACHTHU(PUKANNYA U ayTEHTU(DUKAITIHN TIOJIH30BaTEIICH.

47. TllpuBenute OCHOBHBIE CXEMbl HUACHTU(GUKANNN W ayTeHTU(DUKAITUU
N0JIb30BATEIS.

48. JlocToMHCTBA  OMOMETPUYECKHX  CIOCOOOB  WACHTU(PUKALMH U
ayTEeHTU(DUKAIIMY IO CPABHEHUIO C TPAJAUIIMOHHBIMHU.

49. CpexactBa ayTeHTU(PUKALNU 3TEKTPOHHBIX TaHHbIX.

50. IIpuHIUIT MUHUMAJIBHBIX TIPUBUJIETUN B CUCTEME OE30MMaCHOCTH.
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51.  UYro Takoe MHOTOYpOBHEBasi MOJIeb Oe30macHOCTH?

52.  OcHOBHBbIE 3Tamnbl aHATN3a YyTPo3 HHHOPMAITMOHHON O€30MaCHOCTH.

53.  CpaBaute npotokoibl SSL u TLS ¢ Touku 3peHust 6€301macHOCTH.

54. Yro Takoe «OpaHAMay?dp» U Kak OH pabotaer?

55. Ilpumepsl peanu3anuu NOJIUTUK 0€30MACHOCTH B KOPIOPATUBHOM Cpejie.

56. IlpaBoBble = TOCNEACTBUS  HECAHKIMOHMPOBAHHOTO  CbhEMa U
UCIO0JIb30BaHUs KOH(HIEeHINATBbHON NH(OPMALIIH.

57. Oco0eHHOCTH NPUMEHEHHS TEXHUYECKUX CPEJCTB YHUUYTOKEHHUS
uH(pOpMaIMK Ha MarHUTHBIX U ONTUYECKUX HOCUTEIISX.

58. IlpuBenure  KkiIaccuPUKAMIO  CUCTEM  3alUThI  MPOrPAMMHOIO
oOecrieueHusl.

59. CpaBHUTE OCHOBHBIE TEXHMYECKHE METOJbl M CPEACTBA 3aIUTHI
IIPOTrpaMMHOT0 00eCTICUCHUS.

60. HazoBuTe OTJIMYMS CUCTEM 3aUIUThHI OT HECAHKIIMIOHUPOBAHHOTO JOCTYMa
OT CUCTEM 3alllUThl OT HECAHKIIMOHUPOBAHHOTO KOMTUPOBAHHSI.

61. IlpuBenure ornpeaeracHue NOHATHI «IIPOTOKOIUPOBAHUE» U «ayIUT.

62. HaszoBute 3agauu, peainzyeMble NPOTOKOJIMPOBAHUEM U Ay AUTOM.

63. JlanTe XapakTEpUCTUKY 3aJa4i aKTUBHOI'O ayJUTa.

64. Ilepeuucnure QyHKIUU U KOMIIOHEHTHI ceTh VPN,

65. Kinaccupuuupyiite VPN 1o crnoco0y TeXHUYECKOW peanusaiuu U
aApPXUTEKTYpE TEXHUUYECKOTO PElICHUSI.

66. KakoBbl cmocoObl  3amuThl  UHGOPMALMK  TPU  MEXKCETEBOM
B3aMMOJICUCTBUU?

67. Kakue xpuntorpaguyeckue MPOTOKOIbI HCIONB3YIOTCA IS 3allUTHI
TE€XHOJIOTUU «KIIUEHT-CepBEP»?

68. 3akoHomarenbHbIE aKThl PO, perynupyroliue 3amuTy nHdopmaiuu.

69. MexnayHapoaHbsle  CTaHmapThl B obimacth  WH(POPMAIMOHHOM
6e3onacHoctu (ISO/IEC 27001).

70. OTBETCTBEHHOCTh 3a HapylIEHHWE TOJUTHKHA UHGPOPMAIMOHHON
0€30MacHOCTH.

71. MexaHu3Mbl pE3€PBHOIO KOIUPOBAHUS U BOCCTAHOBJICHUS TAHHbIX.

72.  Opra"uzanys KOHTPOJIS JOCTYIA B JOKAJIbHOM CETH.

73. WudopmanmonHas 6€30MacHOCTh IPH YIaJEHHON padoTe.

74.  IlpuHuumnsl 6e30MacHOrO yaaneHuss THGOpMAaIMKU B OpraHU3alusiX.

75. OcobGeHHOCTH 3alIUThl MH()OpPMAIIMK B MOOMIIBHBIX YCTPOMCTBAX.

6.4. MeToanueckue MaTepuaJibl, ONpeAe/aIolKe NPouelypbl OLeHUBAHUSA
3HAHUM, YMECHUH, HABBIKOB M (WJIH) ONbITA AEATEJbHOCTH, XapPAKTEPHU3YIOLIUX
Tanbl GOPMUPOBAHUSA KOMIIETECHIUA

OCHOBHOM 1I€/bI0 MPOBEACHUS MPOMEKYTOUHOM AaTTECTALUMU  SIBISETCS
OTpeJeICHNEe CTEMEeHU JIOCTHXKEHUS TIIeNied 1o y4eOHOW JUCIUIUIMHE WU ee
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pazaenaM. OCyIIECTBIISIETCSI 3TO MPOBEPKON M OLIEHKOW YPOBHSI TEOPETHYECKOU

3HAHUU,

MPAKTUIECKUX

MOJIYYCHHBIX 00yYarouMucs,

3aja4,

YMCHHA IIPUMCHATHL HX B PCHICHHUU
CTCIICHHU OBJIAJACHUSA O6y‘-IaIOH_II/IMI/IC$I IMPAaKTHYCCKHUMHU

HaBBIKAMU U YMEHHUSIMH B 00beMe TpeOOBaHU pabodeid mporpaMmbl IO JUCIUTLINHE,

a TaK)Ke UX YMEHHE CaMOCTOSITEIbHO pPaboTaTh ¢ yueOHOM TUTepaTypoil.
Opranuzanusi MpOBEACHUS MPOMEXKYTOUYHOM aTTecTallii periiaMeHTHPOBaHa

«ITonoxxennem 00 opraHu3zalMu 00pPa30BATENBHOrO Ipolecca B (enepaibHOM

rocyJapCTBEHHOM aBTOHOMHOM 0Opa30BaTENbHOM  YUPEKICHUU

MOJUTEXHUYCCKUMN YHUBCPCUTCT»

«MOCKOBCKHI

6.4.1. Iloka3zareiu OLleHUBAHMSI KOMIIETEHIUIT HA PAa3JIM4YHBIX ITanmax MX
¢GopMupoBaHUsl, JOCTHKEHHE OOYYAKIMUMHCHA IUIAHMPYEMBIX Pe3yJbTaTOB
00y4eHMs MO0 JUCHUILIUHE

IIK-3. Cnocoden paspadaTsiBaTh apxutekTypsl UC

Kpurtepuu onennBanus

dran
(YypoBeHB)
HEY/I0BJIETBOPUTEIBHO YAOBJIETBOPUTEILHO XOpo1Io OTJIMYHO
3HATh OO0yuaronuiics OOyuaromuiics OO0yuaronuiics OOyuaromuiics
JIEMOHCTPHPYET MOJIHOE JIEMOHCTPHUPYET JIEMOHCTPUPYET JEMOHCTPHUPYET
OTCYTCTBHUE WIIN HEIIOJIHOE COOTBETCTBUE | YaCTUYHOE MIOJTHOE COOTBETCTBHE
HeJl0CTaToyHOe CJIE/TyFOLIUX 3HAHUM: COOTBETCTBUE CJIE/TYFOLIUX 3HAHUH:
COOTBETCTBHUE CICAYIONMX | HHPOPMAIMOHHBIE CIICAYIONIMX 3HaHUW: | MH(OPMAIIOHHBIC
3HAHMH: CHCTeMBI 0e30MacHOCTH; | MH(OPMAIIOHHBIE CHCTEMBI
HH(OPMAIMOHHEIE MEXKTyHApOJHbIE CHCTEMBbI 0e30I1acHOCTH;
CHCTEMBI OE30IIaCHOCTH; CTAaHJAPTHI 0e3omacHoOCTH; MEXKIyHapOIHBIE
MEXTyHapOIHbIE UH()OPMAIIMOHHOTO MEXIIyHapOIHbIC CTAHJAPTHI
CTaHIIAPTHI oOMeHa; CTaHIAPTHI WH(POPMAITHOHHOT O
HH(POPMAITMOHHOTO OCHOBHBIE TTOJIOXKEHUS WHPOPMALTMOHHOTO oOMeHa;
oOMeHa; TEOpHUH obMeHa; OCHOBHBIE TTOJIOXKEHHS
OCHOBHBIE TI0JIOKEHUA HHPOPMAIMOHHON OCHOBHBIE TEOpUU
Teopuu MH(POPMAIIMOHHOW | 0e30MacHOCTH; MIOJIOKEHHUS TEOPUHU HHPOPMAIMOHHON
6e30I1macHoCTH; aKTyaJbHble UCTOYHUKH | MH(POPMAIIMOHHON 0e301acHOCTH;
aKTyaJIbHbIE HCTOYHUKH nHdopManuu B chepe 0e301macHOCTH; aKTyaJIbHbIC
nHdopManuu B chepe npodeccuoHaNbHON aKTyaJIbHbIE HCTOYHHKH
npodeccHoHaNbHON JeITeIbHOCTH; WCTOYHHUKH nH(pOopManuu B chepe
JeATENbHOCTH; TIOHSTHS uH(pOpMALIUK B npodecCHOHANBHOM
TIOHSTHS KOH(QHICHIHABHON chepe JeATEeIbHOCTH;
KOH(pUICHITHATHHOM nHpOpMaIHH, npodeCCHOHATBHOM TTOHATHUS
uHbopManuy, [IEPCOHANIBHBIX JaHHBIX | JIEATEeIbHOCTH; KOH(HICHIHAILHON
[IEPCOHANIBHBIX JaHHBIX M | M TOCYIapCTBEHHOM HOHSATHS nHdopmanuy,
roCyJ1apCTBEHHOW TaliHbI TaiHBI KOH(HICHIIMATBHOM TePCOHAIBHBIX JAHHBIX
METOJBI U CPENCTBA METOJBI U CPENCTBA uHpOpMaIUH, U roCyJJapCTBEHHOM
obecrieueHust obecrieueHust MepCOHAIBHBIX TaiHBI
MH)OPMAIMOHHON MH)OPMaIMOHHON JIAaHHBIX U METO/IBI ¥ CPEACTBA
0e301acHOCTH 0OBEKTOB 0€3011acCHOCTH OOBEKTOB | TOCYJapCTBEHHOM obecrieueHus
poeCCHOHATTBHON po¢eCCHOHATTEHON TalHbI WHGPOPMAIIMOHHOM
JeATeLHOCTH. JIeITeILHOCTH. METOJIBI M CPE/ICTBA 6e3omacHoCcTH
obecrieueHHA 00BEKTOB
MH(OPMALMOHHON npodhecCHOHANBHOMH
0€e30I1acHOCTH JEATEITLHOCTH.
00BEKTOB
npodeCcCHOHATBHOM
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JACATCIBbHOCTH.

yMeThb OO0yuwaroniics He yMeeT Ob6yuqatommiics OObyuaronmiics Ob6yuqatommiics

WM B HEAOCTATOYHOM JeMOHCTPUPYET JEMOHCTPHUPYET JeMOHCTPUPYET
CTETIeHH YMeeT HEIOJIHOE COOTBETCTBUE | YACTUYHOE MIOJIHOE COOTBETCTBHE
BBIIIOJIHATH: CJICAYIOIINX yMeHHﬁI COOTBETCTBHEC CJICAYIOMINX yMeHHﬁ:
TIPUMEHSTh MPUMEHSThH CIIEYIONINX YMEHUH: | TPUMEHSTh
MEXAYHapOIHbIE MEXAYHApOIHbIE MPUMEHSTh MEXAYHApOIHbIE
CTaHAAPTEHI CTaHAAPTEHI MEKIyHapOIHbIE CTaH/apTHI
UH(POPMaOHHOTO MHPOPMAOHHOTO CTaHAAPTHI MHPOPMAMOHHOTO
obMeHa; OCHOBHEBIE | OOMeHa; OCHOBHBIC | HH()OPMALIMOHHOTO o0OMeHa; OCHOBHbIC
TIOJIOKCHUS TEOPUH | MOJOKCHUS Teopun | oOMeHa; OCHOBHBIC TIOJIOXKEHHS TEOPUH
WH(POPMATMOHHON WH(POPMATMOHHON TIOJIOKECHUS TEOPUN WH(POPMATMOHHON
6€30MacHOCTH. 0€30MacHOCTH. MHPOPMALTNOHHON 0€30MacHOCTH.
pa3pabaTbIBaTh pa3pabaTeIBaTh 6e30MacHOCTH. pa3pabaTbIBaTh
“H(OPMAITMOHHBIE nH(OpPMAITMOHHBIE paspabaTtbiBaTh nH(OpPMAITMOHHBIE
CUCTEMBI 6€30I1aCHOCTH cucTeMbl 0e30macHOCTH | MH(GOPMAIIOHHBIE CHCTEMBI
NPUMECHATHL MNPUHOUIBLI W | OPUMCHATH NMPUHIMUIIBI U CHCTEMBI 6eSOHaCHOCTI/I
METOJIBI CHCTEMHOI'O | METOJBI CUCTEMHOr0 | 06€30MacHOCTH MIPUMEHATH TPUHIUIIBL
aHaJM3a. aHaM3a. MPUMEHSTh U METOZIbI CUCTEMHOTO
aHaJIM3UPOBATh W | aHATU3MPOBATH W | IIPUHIMITBI M METOJIBI | aHaJIM3a.
BBIOMpaTh  METOABl W | BEIOMpaTh METOABI M | CHCTEMHOTO aHAIN3a. | aHAIW3UPOBATH U
cpencrea obecrieueHus | cpencTBa  obecriedeHHs | aHAJIM3UPOBATBH BBIOMPATh METOMBI U
HH(OPMAIMOHHOM HH(OPMAIMOHHOM BBIOUPATH METOIBI H | CPEACTBa OOSCIICUCHUS
0€30MacHOCTH. 0€30MacHOCTH. cpencTea WHPOPMAITMOHHON
OPUMEHATh ~ METOObl M | IIPUMEHSATH METOHbl M | 0OecIeueHus 0e3011acHOCTH.
cpencTBa obecrnieueHns | cpeacrsa  obecmedeHus | HHGOPMAITMOHHOM MIPUMEHSATh METOIBI H
“H()OPMAITMOHHON nH()OPMAITMOHHOM 06e30macHOCTH. cpencTBa obecrieueHus
0e3omacHOCTH  OOBEKTOB | OE30MAaCHOCTH OOBEKTOB | IPHUMEHITh METOZABI U | HHPOPMAIIMOHHON
npoeCCHOHATTBHON npoeCCHOHATBHON cpencTaa 0e30MacHOCTH
JIeSITENEHOCTH. JIeSTeIbHOCTH. obecrieueHus 00BEKTOB

nH(popManOHHOMH npodeccHoHaNbHON

6e3omacHocTH JIeITeILHOCTH.

00BEKTOB

npohecCHOHAIBLHOM

JeATEeIBHOCTH.

BJIA/IETh OO6yuaronuiics He Brageer | OOyuvaronuiics Biaageer | OOydaromumcs OOyuatonuiics

WIN B HEJOCTATOYHOM B HETIOJITHOM 00beMe 1 JIOITYCKaIoTCs CBOOO/IHO IPUMEHSIET
CTETICHHU BJIA/ICET: TIPOSIBIISIET HE3HAYHUTEIIbHBIC TIOJTy4EHHbIEC HaBbIKH, B
HaBBIKAMH TIPUMEHEHUS HEI0CTaTOYHOCTh OIIMOKH, MIOJTHOM 00beMe
MEXTyHapOIHBIX BJIaJICHUS HAaBBIKAMH HETOYHOCTH, BJIaJiceT HaBbIKaMU
CTaHIIapTOB NPUMEHEHHS 3aTpyAHECHUS, NPUMEHEHHS
HH(OPMAIIMOHHOTO MEKTyHapOIHBIX YaCTHYHO BIIaJeeT MEKTyHapOIHBIX
0o0MeHa; OCHOBHBIX CTaHIIapTOB HaBBIKaMH CTAQHJapTOB
TIOJIOKECHUH TEOpUH UH()OPMALTMOHHOTO HPUMEHEHHUS HH(OPMAIIMOHHOTO
HH(POPMAIMOHHOM 0o0OMeHa; OCHOBHBIX MEXKyHapOIHBIX oOMeHa; OCHOBHBIX
0e30I11acHOCTH. M0JI0)KEHUI TEOPHHU CTaHAapTOB 0JI0KEHUI TEOPHH
METOJaMH HaCTPOHKHU HHPOPMAIMOHHON nH(pOPMALIMOHHOTO HHPOPMAIMOHHON
WH(OPMAIMOHHBIX CUCTEM | 0€30MacHOCTH. 00MeHa; OCHOBHBIX 0e30I1acHOCTH.
0e30I1acHOCTH. METOJJaMH HaCTPOHKHU MOJIOXKEHUH TeOpUn METOJJaMH HaCTPOMKHU
HaBBIKAMH Pa3pabOTKH MHPOPMaMOHHBIX nH(popManOHHOMH MHPOPMaMOHHBIX
MH()OPMAIMOHHBIX CHCTEM | CHCTEM 0Ee30IacHOCTH. 6e30macHOCTH. crcteM 0e30ITacHOCTH.
0e30macHOCTH HaBBIKAMH Pa3pabOTKH METOAaMH HaCTPOWKH | HaBBIKAMH Pa3paboTKH
NPaKTUYECKUMH UH(OPMAIIMOHHBIX MH(OPMALMOHHBIX UH(OPMAIIMOHHBIX
HaBBIKaMH TTOHCKa U cucTeM 0e30IacHOCTH CHCTEM CHCTEM 0e30MacHOCTH
aHaIn3a U CUHTE3a MPaKTHYECKUMH 0e30macHOCTH. MPaKTHYECKUMH
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nHpOopManu
METOJIaMH U CPECTBA
obecneyeHus
HH(POPMATMOHHON
0€30MacHOCTH.

HaBBIKAMH TIOMCKA U HaBBIKAMU
aHAJIN3a U CHHTEe3a pa3paboTku
nHpOpMAIHN WHPOPMALMOHHBIX
METOJIaMH U CPeNICTBA CHCTEM
obecrieueHus 6e3omacHOCTH
nH(OPMALTMOHHON IPaKTUYECKUMH
0e30I1aCHOCTH. HaBBIKaMH ITOHUCKA U

aHaJM3a ¥ CUHTE3a
nHpopmanum
METOJIaMH U
cpezacTBa
obecrieueHus
nH(popMannoHHOH
0e30MacHOCTH.

HaBBIKAMH TIOMCKA U
aHaJIN3a U CHHTEe3a
nHpOpMAIHN
METOJIaMH U CPEeNICTBA
obecrieueHus
WH(POPMATMOHHOM
6e30macHOCTH.

6.4.2. MeToauka OLeHHBAHUS Pe3yJIbTATOB IPOMEKYTOYHOM aTTECTALMHU

IToka3aTtenaMu oOlLCHHMBAHUS
aTTecTallMd II0 JUCIMILIMHE

PE3YJIbTAaThI O6y‘{€HHH 10 ANCHUIIIINHC.

KOMIIETCHIIMA Ha HdTare
«udopmanonHas 6e30MacHOCTh

IIPOMEKYTOUYHOU

SABJIAIOTCA

OueHoYHbIH JUCT Pe3yabTATOB 00y4eHHsl 0 IMCUHUIIJINHE

Yposenn
Kon 3HaHus Ymenus Haspikn CopMHPOBAHHOCTH
KOMIIeTeHI[N T KOMIETEeHI[H! HA TaHHOM
jTamne / OleHKa

[IK-3. CriocobeHn | Ha ypoBHE HA YPOBHE HABBIKOB: | HAa ypPOBHE HaBBIKOB:
pa3spabaTbIBaTh 3HaHUH: YMETh ITPUMEHSTh HaBBIKaMH
apxutektypsl UC | 3HaTh MEKTyHapOIHbIE MPUMEHCHUS

nH(pOPMANMOHHBI | CTAHJAPTHI MEKIyHApOIHBIX

€ CHCTEMBI nH(pOpPMaMOHHOTO CTaHAAPTOB

6e30mmacHOCTH; oOMeHa; WHPOPMALINOHHOTO

MEKAYHApPOAHBIE | YMETh OCHOBHBIC 00MEHa; OCHOBHBIX

CTaHAAPTHI MOJIOXKEHHS TEOPUH MOJIO>KEHUH Teopun

nH(pOpMaLMOHHOT | MH(OPMALMOHHOM nH(popMaLnOHHOM

0 oOMeHa; 0€30IacHOCTH. 0€30IacHOCTH.

3HaTh OCHOBHbIE pa3pabarbiBaTh METOJIaMH HaCTPOUKHU

TIOJIOXKEHHS nH(pOpMaLMOHHbIE MH(pOpPMaMOHHBIX

TEOpHUHU CHCTEMBI cucTeM

nHpopManMoHHO | 6e30macHOCTH 6e30macHOCTH.

it 6e30macHOCTH; | IPUMEHSTH HaBBIKaMH

3HATh MPUHIOUIB 1 METOJBI | pa3paboTKu

aKTyaJIbHbIE CHCTEMHOTO aHaNN3a. | HH(POPMAITMOHHBIX

HCTOYHHKH aHATM3HUPOBATH U CHCTEM

WHPOPMALINH B BBIOMPATh METONIBI M | 6€30macHOCTH

chepe cpezacTBa MpaKTHYECKUMHU

npodeccHoHanbH | obecnedeHus HaBBIKAMU TTOMCKA 1

Oif IesITeIBbHOCTH; | MH(OPMALMOHHOM aHalu3a U CUHTE3a

3HATh HOHSITHUS 0e301macHOCTH. nHpopmanum

KOH(UAECHIMAIBH | TIPUMEHITh METOABI U | METOJAMH U

oif uH(opmMaIy, | cpeacTaa cpezacTBa

MIepCOHAIBHBIX obecrieueHns obecrieueHns

JTaHHBIX U nH(popMannoHHOH nH(opMannoHHOH

TOCYJapCTBEHHOHW | Ge3omacHoCcTH 6e3omacHOCTH.

TaifHBI 00BEKTOB

METOIBI 1 npodeCcCHOHATBHOM

cpeacTBa JESITEIIbHOCTH.

obecrieueHus
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nH(pOpMaMOHHO
i 6e30macHOCTH
00BEKTOB
po¢eCCHOHATBH
Ol JISATETIbHOCTH.

OreHKa 1Mo JUCHHUIUIAHE (CpeqHee apuMeTHIecKoe)

OuneHka MO JUCUUIUIMHE 3aBHCUT OT YPOBHS  CQPOPMUPOBAHHOCTH
KOMITETEHLIUN, 3aKpEIJICHHbIX 3a AMCIUIUIMHOW M MpEeACTaBIseT co0Oil cpenHee
apu(pMETHYECKOE OT BBICTABIICHHBIX OLIEHOK IO OTIEIBHBIM pe3yJibTaTaM O0y4YeHUs
(3HaHMsI, YMEHUS, HABBIKH).

OreHKa «3a4TEHOY» BBICTABIISIETCS, €CIU CpeiHee apu(PMETHIECKOE HAXOAUTCS
B uHTepBajie oT 2,4 o 5,0. OneHkKa «HE 3a4TEHO» BBICTABIISIECTCS, €CJIM CpeaHee
apudmernyeckoe HaxonuTcss B uHTEpBaie ot 0 10 2.4.

[IpomexxyTouHast aTTecTarysi o0ydaromuxcsi B (hopMe 3adera MPOBOAUTCS 10
pe3yJibTaTaM BBINOJIHEHUSI BCEX BHUAOB YueOHOM paboOThl, NPEAYCMOTPEHHBIX
y4eOHBIM IJIaHOM Mo guctuiuiuie «MHdopMarmonHas 06€30MacHOCTbY, MPU ATOM
YUUTBIBAIOTCS PE3YJIbTaThl TEKYIIEr0 KOHTPOJSL YCIIEBAEMOCTH B TEUECHHUE CEMECTpa.
OueHka CTEMeHUW JIOCTHIXKEHUsI OOYyYaloIIMMUCA TUIAHUPYEMBIX Pe3yJbTaToB
oOy4eHHus: MO AUCIHUIUIMHE MPOBOAUTCS IMpEnojaBaTelieM, BEAyIIUM 3aHSATHS TI0
JTUCIUIUTMHE METOJIOM IKCIIEPTHOM olleHKH. [1o uToram npomMexyTo4HOM arTecTaluu
MO IMCUHUIIIIMHE BBICTABJISETCS OIICHKA «3aYTEHOY, WIH «HE 3aU4TEHOM.

Ixana
OLICHUBAHUSA

Onucanue

BoinonHeHs! Bce BUIbl y4eOHOI paOoThl, MPEeTyCMOTPEHHbIE YU€OHBIM IJIAHOM.
CTyneHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHH, HABBIKOB IPUBEJCHHBIM B
TabIMuax Iokasareseil, omepupyer NpUOOpPETEHHBIMU 3HAHUSIMHU, YMEHUSIMHU,
3auTeHO HaBBIKAMH, [IPUMEHSET UX B CUTYaLMsIX ITOBBIICHHOW CII0KHOCTH. IIpu 3TOM MOTyT
ObITh JONYIIEHbl HE3HAYUTENIbHbIE OMIMOKH, HETOYHOCTH, 3aTPyJHEHUS Npu
AHAIIMTUYECKUX  ONepalusX, IEepeHoce 3HAHWM M YMEHMM Ha  HOBBIE,
HECTaHJapPTHBIC CUTYyal1H.

He Bemonnen oguH wim 6ojiee BUAOB ydeOHOM pabOTHI, MPEAyCMOTPEHHBIX
yueOHbIM TIaHoOM. CTyJIeHT JeMOHCTPUPYET HENOJIHOE COOTBETCTBHE 3HAHUH,
YMEHUN, HABBIKOB MO ATamaMm (ypoBHSAM) C(OPMHUPOBAHHOCTH KOMIIETCHITUH,

He 3aureno o N
JAOITYCKAIOTC 3HAYUTCIIBHLBIC OH_II/I6KI/I, NpOABJIACTCA OTCYTCTBUC 3HAHWU, YMCHUMU,
HAaBBIKOB I10 pAOY HOKaSaTeHeﬁ, CTYACHT HUCIBLITBIBACT 3HAYUTCIIBHBIC 3aTPYAHCHUA
Ipu ONICpUpPOBAHUU 3HAHUAMU U YMCHHUAMU IIPU UX TIICPCHOCC HA HOBBIC CUTYAIllUH.
7.  DJekTpoHHas HH(OPMALMOHHO-00pPa30BaTe/IbHAS Cpeaa

Kaxnpiii 00yuaroniuiics B TeU€HHUE BCEro nepuoaa o0ydeHus: 00ecreuynBaeTcs
WHJMBUAYaJIbHBIM HEOTPAHWYEHHBIM JIOCTYNIOM K 3JIEKTPOHHOW HH(POPMAIMOHHO-
oOpazoBarenbHOM cpene YebOokcapckoro wuHcTUTyTa ((unnana) MOCKOBCKOTO
MOJIMTEXHUYECKOT'O0 YHHUBEPCUTETA U3 JIOOOM TOUKH, B KOTOPOW MMEETCSl AOCTYI K
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UH(OPMAITMOHHO-TEICKOMMYHUKAIMOHHON cetn  «MHTepHeT» (mamee — ceThb
«HTEepHETY), KaK HAa TEPPUTOPHUH (PuUiIHalia, TAK U BHE €e.

OnexTpoHHas MH(DOPMAIMOHHO-00pa3oBaTeNbHAsg Cpela — COBOKYMHOCTh
WH(OOPMAITMOHHBIX M TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHHA, COOTBETCTBYIOIIUX
TEXHOJIOTMYECKUX  CPEICTB, OOECNEYMBAIOIIMX  OCBOCHHE  OOYyYarOIIUMHUCS
00pa3oBaTeNbHBIX MPOrpaMM B MOJTHOM O00OBbEME HE3aBUCHUMO OT MECTa HaXOXKICHUS
0o0yyarommxcs.

DnekTpoHHas nH(pOpMaIIMOHHO-00pa3oBaTeibHas cpejia 00ecrieunBaeT:

a) IOCTyN K Y4eOHBIM IIaHaM, pabo4yuM IporpaMMam JTUCIHUIUIMH (MOIyseh),
NPAKTUK, AJEKTPOHHBIM YUYE€OHBIM M3JAAHUSM U DJIEKTPOHHBIM 00pa30BaTEIbHBIM
pecypcaM, yKa3aHHBIM B pa0OUuuX MporpaMMax JUCIHUIUTHH (MOIYJIei), MPaKTHK;

0) dbopMupoBaHHEe >3JIEKTPOHHOTO MOPTHOIHUO OOYUYAIOIIETOCs, B TOM YHCIIE
COXpaHEHHE ero padoT U OLICHOK 3a 3TH pabOTHI;

B)  ¢ukcauuio  xoga  o0Opa3oBaTeIBbHOrO  Ipolecca,  pe3yJbTaToB
IPOMEKYTOYHOM aTTECTAIlK B PE3yJIbTATOB OCBOCHHUS MPOTPAMMBI OaKaiaBpHuaTa;

') MpoBeeHNEe y4eOHBIX 3aHATUMN, MPOLEAYP OLIEHKH Pe3ylbTaTOB OOYyUYEeHMUS,
peanu3anus KOTOPBIX MNPEIyCMOTPEHAa C NPUMEHEHUEM 3JEKTPOHHOrO0 OOyYeHMs,
JTUCTAaHIIMOHHBIX 00pPa30BaTEIbHBIX TEXHOJIOTUI;

1) B3aUMOJICHCTBUE MEXIY YYaCTHUKAMH 00pa3oBaTENIbHOIrO Mpoliecca, B TOM
YUCJI€ CUHXPOHHOE W (MJIM) AaCHUHXPOHHOE B3aUMOJEHCTBUS MOCPEICTBOM CETH
«HTEpHETY.

OYHKIIMOHUPOBAHUE 3JIEKTPOHHOM MH(POPMALIMOHHO-00pa30BaTEIBHON Cpe/ibl
oOecrieunBaeTcs COOTBETCTBYIOIIUMHU CpeliCTBAMHU uH(OpPMAIMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTUH W  KBajmudukaiueir  paOOTHHUKOB, €€
UCIIOIb3YIOMINX U MOIAEPKUBAIOIINX.

OYHKITMOHUPOBAHUE DJIEKTPOHHOU HMH(POPMAIIMOHHO-00Pa30BaTEIBLHON CPEIbI
COOTBETCTBYET 3aKOHOAATENbCTBY Poccuiickon denepanun.

OcuHoBubIME cocTaBisromME JNOC dunmnana sBIsFOTCS:

a) calT UWHCTUTYTa B ceTh VIHTEepHET, pacloJIOKEHHBIM M0 ajapecy
www.polytech21.ru, https://chebpolytech.ru/ koTopslii o6ecrieunBaer:

- pgoctyn oOydammmxcsd K Yy4eOHbIM IUlaHaMm, pabouyuM MporpaMMam
TUCUUIUIMH, TPAKTUK, K U3JaHUSAM DJEKTPOHHBIX OUOJIMOTEYHBIX CHCTEM,
ANIEKTPOHHBIM HMH(QOPMALIMOHHBIM U 00pa30BaTENbHBIM pecypcaM, YyKa3aHHBIX B
pabouux mnporpammax (paszensl caiita «CBefgeHuss 00 oOpa3oBaTeIbHOM
OpraHu3alumn»);

- nH(opmMupoBaHUEe 00yUarOIUXCsl 000 BCeX M3MEHEHUIX Y4eOHOro mpoiiecca
(HOBOCTHasl JIEHTA CaiiTa, JEHTa aHOHCOB);

- B3aUMOJCHMCTBHE MEXIy YYaCTHHKaMU 0Opa30BaTEJbHOIO Ipoliecca
(mozpasnenel caiiTa «3a1aTh BOIPOC TUPEKTOPY»);

0) oduuuanbHBIE 3JIEKTPOHHBIE aJpeca MOApa3ACNeHUN U COTPYIHUKOB
uHCTUTYTa ¢ SHaekc-nomeHoMm (@polytech2l.ru (cnuMCcOK KOHTAaKTHBIX JAHHBIX
nojpazneneHuil Ounnana pasMmelleH Ha odpuuuaibHOM caiite Punuana B paszelne
«KOHTaKTbhl», CHUCKH KOHTAaKTHBIX OQUIMAIBHBIX  AJEKTPOHHBIX  JAHHBIX
npenojaBarened  pasMeiieHsl B nojpasnaenax  «Kadenpe») obecneunBaroT
B3aMMOJICHCTBHE MEX]ly YYACTHUKAMH 00pa30BaTEIbHOTO MPOIECCa;
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B) JIMUHBIN KaOuHeT oOydaromierocsi (moptdonno) (BXOJ B JIMYHBIN KaOMHET
pasMmenieH Ha odunuanbHoM caiite Ounnana B paszaene «CTyaeHTy» Tonpasfese
«OnexTpoHHass WHGOPMAIMOHHO-00pa3oBaTelbHas Cpela») BKIIOYAaeT B ce0s
nopTHoanMo  CTyACHTA, DJJICKTPOHHBIE BEJOMOCTH, PEUTHHT CTYJACHTOB U
00ecIeynBaeT:

- (hukcanuo xoaa o0pa3oBaTEILHOIO Mpollecca, Pe3yIbTaTOB MPOMEKYTOUHOM
aTTeCTalliu U Pe3yIbTaTOB OCBOCHUS 00Pa30BATEIbHBIX MPOTPaMM 00yUaIOITIMHUCH,

- (popmupoBaHUE SIEKTPOHHOTO MOPTQPOIUO OOYHAIOIIETOCS, B TOM YHUCIE C
coxpaHeHHe paboT 00yUarIIerocs, peleH3uid U OIEeHOK Ha 3TH paboThI,

I) DJJEKTPOHHbIE OMOIMOTEKH, BKJIIOYAIOUIUME JJIEKTPOHHBIE KaTaJlorH,
MOJIHOTEKCTOBBIE JJOKYMEHTHI U 00€CIEeUMBAIOIINE IOCTYM K y4eOHO-METOIUYECKUM
MaTepHaliaM, BBIITYCKHBIM KBATU(PUKAIMOHHBIM paboTaM | T.1.:

Yebokcapckoro uncruryta (punmnana) - <K MPBUC

) aneKkTpoHHO-OnOmmoTeynsie cuctembl (OBC), BKIOUaromye SIEKTPOHHBIN
KaTaJjor ¥ MOJIHOTEKCTOBBIE JOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenpHas matdopma FOpaitt - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

e) matgpopma uu(ppoBOro oOpa3oBaHUs [Tonurexa -
https://Ims.mospolytech.ru/

K) cucTeMa « AHTHIUIaruar -https://www.antiplagiat.ru/

3) cucteMa »3JeKTpoHHOro aokymMeHtoobopora DIRECTUM Standard —
o0ecreynBaeT JOKyMEHTOO00pOT Mexay Puinnanom U Y HUBEPCUTETOM;

n) cucrema «1C Ynpasinenue BY3om DnexktponHsblil qekaHa» (MOCKOBCKHIA
MOJINTEXHUYECKUN YHUBEPCUTET) oOecreynBaeT (PUKCAIUo X0/1a 00pa30BaTeIbHOTO
mpolecca, pe3ysibTaToB MPOMEKYTOYHOW aTTECTAllMd W PE3yJbTaTOB OCBOCHUS
o0pa3oBaTeNbHBIX MPOTPaMM 00YJaIOIITUMUCS;

k) cucrema «POLYTECH systems» obOecneunBaer uWHGOPMAIIMOHHOE,
JOKYMEHTaJIbHOE  aBTOMATHU3HPOBAaHHOE  COMPOBOXKIACHHE  00pa30BaTEIHLHOTO
npouecca;

1) cucrema «AOUTYpUCHT obecrnieunBaeT JIOKYMEHTAJIBHOE
ABTOMATU3HPOBAHHOE COMPOBOXKICHUE PAOOTHI IPUEMHOW KOMHCCHH.

8. IlepeyeHb OCHOBHOM M JONMOJHUTEILHOM y4eOHO JJUTEPATYPbI, HEOOX0AUMOM
JJI51 OCBOEHUS TUCUMILINHBI

OcHoBHas IUTEpaTypa:

1. BaykoB, A. A. 3amurta uHpopManuu : y4eOHHUK JyUisi By30B / A. A.
BaykoB. — 3-e uzn., nepepab. u non. — Mocksa : U3narensctBo IOpaiit, 2025. —
161 c¢. — (Beicmmee obpaszoBanme). — ISBN 978-5-534-07248-8. — Tekct

anekTpoHHbii //  OOpazoBarenpHass 1iatdopma IOpaitt [caiit]. — URL:
https://urait.ru/bcode/561313.
2. TymOunckas, M. B. 3ammura nundopmanum Ha npeanpusTuu : yueOHoe

nocobue ana By3oB / M. B. Tymounckas, M. B. IlerpoBckuii. — 2-e u3n., crep. —
Canxrt-IletepOypr : Jlawp, 2025. — 184 c. — ISBN 978-5-507-52967-4. — Texcr :
ANEKTpOHHBIN // JlaHb : dJeKTpOHHO-OMOnmoteuHass cuctema. —  URL:
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https://e.lanbook.com/book/463043. —  Pexum  pgoctyma: g aBTOpH3.
M10JIb30BaTEIICH.

3. IIpoxoposa, O. B. HadbopmanmonHas O€30IacHOCTh M 3alllWTa
uHpopmaruu : yueOHuk s By30B / O. B. [IpoxopoBa. — 6-¢ u3g., ctep. — CaHKT-
[TerepOypr : Jlamp, 2025. — 124 c. — ISBN 978-5-507-52899-8. — Tekcr :

ANEKTpOHHBIN // JlaHb : S2JEKTpOHHO-OMOnMotreunas cuctema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  pgocTyma: s aBTOPU3.
I10JIb30BAaTEIIEH.

4. Basunun, . A. VHpopManMOHHBIE TEXHOJOTUM B YIPABJICHUH

KauyecTBOM M 3aluTa uHpopManuu : yueOHoe nocobue ais By3oB / S. A. BaBuiuH,
B. I'. Connaros, U. I'. MankeBuu. — Cankt-IlerepOypr : Jlanp, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — Tekct: oneKTpoHHBINA // JlaHb : 3JIEKTPOHHO-
oubnuoteunass cuctema. — URL: https://e.lanbook.com/book/447242. — Pexum
JOCTyMNa: AJisl aBTOPU3. MOJIb30BATENECH.

JlonoJIHUTEILHAS IUTEpaTypa.:

1. 3enkoB, A. B. Undopmannonnas 6e30macHOCTb U 3amuTa HHOpMauu
: yueOHuk nansa By3oB / A. B. 3eHkoB. — 2-e u3n., nepepad. u gon. — Mocksa :
N3patensctBo FOpaiit, 2025. — 107 ¢. — (Briciiee o6pazoBanue). — ISBN 978-5-
534-16388-9. — Tekct : anexkTpoHHbld // OOpa3zoBarenbHas miuatdopma FOpaidt
[caiiT]. — URL: https://urait.ru/bcode/567915.

2. Jlocb, A. b. Kpunrorpapuueckue MeToabl 3aluThl UHQOPMALUU IS
U3yYaroUuX KOMIBIOTEPHYIO 0€30NacHOCTh : yueOHUK 11 By30B / A. b. Jlock, A. HO.
Hecrepenko, M. . PoxkoB. — 2-e u3a., ucnp. — Mocksa : M3narensctBo FOpaiit,
2025. — 424 c. — (Bricmiee oopazoBanue). — [SBN 978-5-534-12474-3. — Texkcr :
eKTpoHHbI  //  OOpazoBatenbHas 1uiargopma HOpaiit  [caiit]. — URL:
https://urait.ru/bcode/560426.

Ilepuonuka:
Cucrembl ynpaBieHHs] U1 MHOOPMAMOHHBIE TEXHOJIOTMH: Hay4dHbIN KypHai - URL:

http://sbook.ru/suit/- TekcT : 3MeKTpOHHBII

9. IlIpodeccnonanbHbie 02361 JAHHBIX 1 HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMBbI
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[Ipodeccuonanbhas 0aza
JaHHBIX ¥ HWH()OPMAIMOHHO-
CIIPaBOYHBIEC CHCTEMBI

Nudopmanus o mpaBe cOOCTBEHHOCTH (PEKBU3UTHI IOTOBOPA)

YHUBepcHUTETCKAs Temarudeckast 3JeKTpoHHAsT OMOIMOTEKA U 0a3a IS MPUKIIAaTHBIX
uHpOpMalOHHAs cucreMa | MccieloBaHui B 00JacTH SKOHOMHKH, YIPABICHHS, COLIMOJIOTUH,
POCCHUA JMHTBUCTHKH,  Quiocopuu,  (GUIOIOTHH,  MEXKIYHAPOIHBIX
https://uisrussia.msu.ru/ OTHOIIIEHUH, TpaBa. CBOOOIHBIN JTOCTYII
Hayunas osnextponnas Oubnnoreka eLIBRARY.RU - »10
KpyNHeHmmii  poccuiickuii  MHPOPMALMOHHO-aHATUTHYECKUI
Hay4Hast SIIEKTPOHHAS | OPTAJ B 00JIACTH HAYKH, TEXHOJIOTUH, MEAUIIMHBI U 00pa30BaHMSA,
6ubnumoreka Elibrary coJiepKaluil peepaTsl U MOJIHBIE TEKCTHI O0Jiee 26 MIIH HayYHBIX
http://elibrary.ru/ cTaTed U mMyOJMKalMii, B TOM YHUCJE AJIEKTPOHHBIE Bepcuu Oosee
5600 poccuiiCKUX HayYHO-TEXHHYECKUX >KYPHAJIOB, M3 KOTOPBIX
6osee 4800 >xypHAJIOB B OTKPBITOM JTOCTYTI€ CBOOOHBIN JOCTYII
bubmuorpadpuueckne ©0azpr  manneix HMHHMOH PAH 1no
COLIMAJIBHBIM M T'yMaHUTapHBIM HayKaMm BeAyTcs ¢ Hadana 1980-x
rogoB. OOmwuii 00bEM MaccHMBOB cocTaBiseT Oonee 3 MIIH.
cailt . Wucturyra  HayuHoil | 500 Thic. 3anuceil (manHble Ha 1 sHBaps 2012 r.). Esxeronnsiii
uHpopMaIuu 1o | mpupocT — okozo 100 TeIC. 3anucen.

obmecTBeHHBIM Haykam PAH.
http://www.inion.ru

B 06a3bl TaHHBIX BKJIFOYAIOTCS aHHOTUPOBAHHBIE ONMMCAHUS KHUAT U
cTarell U3 XypHaJoB U cOOpHUKOB Ha 140 s3pIKaX, MOCTYMUBIINX
B @yHnameHTanpnyto oudnnoreky MTHMOH PAH.

Onwucanus crareil ¥ KHUr B 0a3axX JaHHBIX CHA0XKEHBI MIMPpPOM
XpaHeHHsT W CCBHUIKAMH Ha TIOJHBIE TEKCThl HMCTOYHHKOB W3
Hay4Hoii 37eKTpOHHOM OMOJIMOTEKH.

®denepanbHbIi
«Poccuiickoe
oOpa3zoBaHue» [DIEKTPOHHBIHI
pecypc] — http://www.edu.ru

opTaj

®denepanbHbiii optan «Poccuiickoe 00pa3oBaHuey — yHUKAIbHBIN
UHTEpHET-pecypc B chepe 00pa3oBaHUS U HAYKH.

ExxenneBHO mMyOMMKyeT caMmble akKTyallbHble HOBOCTH, AHOHCHI
cOOBITHH, MH(OPMAIMOHHBIE MaTepUalibl AJS IIMPOKOIO Kpyra

qUTaTeNIEeN. ExenenennHo Ha nopTraie pa3MelarTcs
OKCKJIFO3UBHBIC MaTepI/Ia.IH:I, I/IHTepBBIO C BGILyH.II/IMI/I
CrielMajucTaMd — TeJaroraMu, IICHXOJIOTaMH, YYEHBIMH,

PENOPTAXKU U AHATTUTUYECKUE CTAThU.
UuraTenn moONy4arOT JOCTYH K HOPMaTHBHO-TIPaBOBOM Oa3ze
chepsl 00pa3oBaHHS, OHH MOTYT TIOJB30BATHCS CaMBIMU
pa3IMYHBIMU TIOJIE3HBIMM CEpBHCAaMU — TaKWMH, KaK OHJIailH-
TCCTUPOBAHUEC, OIIPOCHI IO AKTyaJIbHBIM TEMaM M T.[.

HNudopmanmnonnbie
TEXHOJIOTHH — TEPUOANYECKOE
HAYYHO-TEXHHYECKOE H3/IaHuE
B 00sacT MH(POPMALMOHHBIX
TEXHOJIOTHH,
aBTOMATU3UPOBAHHBIX CHCTEM

I/I3I[aTCJIBCTBO BBIITYCKACT TCOPCTUYCCKUC U IMPUKIAAHBIC HAYYHO-
TEXHUYCCKHE JKYpPHAJIBI, obecreunBaroIue Hay4HOH,
MPOU3BOJICTBEHHON, 0030PHO-aHAIMTUIECKONH U 00pa3oBaTeIbHOU
uHopMmarnmeit PyKOBOISIIMX pPAOOTHUKOB M  CIELHUATUCTOB
IMPOMBIIIJICHHBIX HpeIIHpHSITHﬁ, HAay4YHbIX aKaJCMHUYCCKUX U

Hu WCITOJIb30BAHUS | OTPACICBbIX OpraHU3allMii, a Takke Yy4YeOHBIX 3aBEJACHUN B
MHOOPMATUKH B Pa3UYHBIX | OOJACTH TMPUOPUTETHBIX HANPABICHUH pa3BUTHUA HAYKH U
PUIOKEHUAX TEXHOJIOTHH.
novtex.ru

CoBepuieHCTBOBaHHE 00pa30BaHMS W MHKCHEPHOHN NEATEITLHOCTH
Accowarus HIDKEHEPHOTO BO BCEX MX MPOSIBICHUSAX, OTHOCAIIUXCS K yueOHOMY, HAYYHOMY U

obpazoBanus Poccun
http://www.ac-raee.ru/

TEXHOJIOTUYECKOMY  HAINPaBICHHSM,  BKJIIOYas  MPOLECCHI
IperoAaBaHusi, KOHCYJIBTUPOBAHUS, HWCCIICIOBaHUS, pa3pabOTKu
WH)KCHEPHBIX  PEIICHWH,  OKa3aHWUs  IIMPOKOTO  CIIEKTpa
00pa3oBaTeNIbHBIX YCIHYT, obecrieueHus CBs3EH c
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https://uisrussia.msu.ru/
http://elibrary.ru/
http://www.inion.ru/
http://www.edu.ru/
http://novtex.ru/IT/index.htm
http://www.ac-raee.ru/

OO0IIeCTBEHHOCThIO, TPOM3BOJACTBOM, HAYKOH W MHTETpalud B

MEKIYHapOIHOE Hay4YHO-00pa3oBaTeIbHOE MPOCTPAHCTBO.
CBOOOIHBIN TOCTYII
10. IIporpammHoe obecrnieueHue (MIMeH3MOHHOe " CBO0OOTHO

pacmpocTpaHsieMoe), HCHOJb3yeMoe MPH OCYIIeCTBJIEHHH 00pPa30BaTeIbHOIO

npoiecca

Ayautopus

IIporpammHoe oGecrieyeHue

HNudpopmanus o npaBe cOOCTBEHHOCTH
(PEKBH3HTHI J0T0OBOPA, HOMeEP
JIMIEH3UH U T.J1.)

Ne 2196 Vuebnas ayauropust
IUTsl IPOBENICHUS yYeOHBIX
3aHSATHH BCEX BUJIOB,
HpeTyCMOTPEHHBIX
IIPOrPaMMOM CpEAHETO
npodeccroHanbHOro
o0pazoBaHus/OakanaBpuata/
crienuanureTa/
MarucTparypsl/0akanaBpuara/
crienuanureTa/
MarucTpaTypebl,, OCHAIICHHAS
000pyIOBaHUEM U
TEeXHUYECKUMHU CPEACTBAMH
00y4YeHHs, COCTaB KOTOPBIX
omnpenesIercs B padbounx
nporpamMMax JAUCIHIUINH
(Monyneit)

Kabuner cucrem ynpasieHus
000 «HITIO «Kackan-
I'PVYII»

Windows 7 OLPNLAcdmc

nmoroBop NeJI03 ot 30.05.2012) ¢
noncoriamesussMu ot 29.04.14 u
01.09.16

(6eccpouHast JIMIIEH3HS)

Kaspersky Endpoint Security as
6usHeca — PacimmpenHsrit Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cy6muuen3nonHsiid qorosop Ne ITITH-
126/2023 ot 14.12.2023

Google Chrome CBoOoiHOE pacnpocTpaHseMoe
nporpamMMmHoe obecrnieucHue (beccpouHas
JIMLICH3H)

Zoom CBOOOJHO PacpoCTpaHsIeMOe

nporpamMMHoOe obecriedeHne (beccpouHas
JIUTICH3MS )

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMeEp JMLEH3UN-42661846 ot
30.08.2007) ¢ noricornamnieHusIMA OT
29.04.14 1 01.09.16 (6eccpounas
JIUTICH3MS )

Ne 2060 YueOHast aynuTopus
JUTSl IPOBENICHUS yUeOHBIX
3aHSATHI BCEX BHJIOB,
IIPeyCMOTPEHHBIX
IIPOrpaMMOM CpEAHETO
npodeccroHanbHOro
o0pa3oBaHus/OakanaBpuata/
crienuanureTa/
MAarucTpaTypbl, OCHAICHHASN
000pyI0BaHUEM U
TEXHUYCCKUMHU CPEACTBAMH
00y4eHusl, COCTaB KOTOPBIX
onpenensercs B pabounx
nporpaMmax AUCLHUIUINH
(Momymeit)

Jlaboparopust
UH(pOpMALIMOHHBIX
TEXHOJIOTUH

Kaspersky Endpoint Security mist
6usneca — Pacmmpennsrit Russian
Edition. 150-249 Node 2 year
Educational Renewal License

CyO6munensnonnslit norosop Ne ITTTH-
126/2023 ot 14.12.2023

Windows 7 OLPNLAcdmc Windows
Server 2012

nmoroBop NeJ[03 ot 30.05.2012) ¢
noncornamenusiMu ot 29.04.14 u
01.09.16

(OeccpovHast JIMICH3HsI)

MS Windows 10 Pro

qmoroBop Ne 392 469.223.3K/19 ot
17.12.19 (beccpouHast JUIICH3MU)

Microsoft Office Standard
2019(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JHIEeH3uu-42661846 ot
30.08.2007) ¢ momcoriameHusMu OT
29.04.14 1 01.09.16 (6eccpounas
JIUIICH3HSA)

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

Intelli] IDEA.

cBOOOTHO PaCIPOCTPaHIEMOE
MpOrpaMMHOE 00eCIieYeHUE
(beccpouHast TUIIEH3HS)

KOMITAC-3D v20 u v21

CyOmunen3nonnslii jorosop Ne Hr-22-
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00044 ot 21.03.2022
(beccpoyHast TUIICH3HS)

MathCADv.15

Cyo6muir. noroop Ne39331/MOC2286 ot
6.05.2013)

HOMeEp JHLEH31N-42661846 ot
30.08.2007) (6eccpodHast IUIICH3HSI)

SimInTech OTeuecTBEHHOE TPOrPaMMHOE
obecrieueHne

AdobeReader cBOOOJTHO pPacIpOCTpaHIEMOe
porpamMMHOe oOecrieueHne
(6eccpoyHast JIMIIEH3HS)

AdobeFlashPlayer cBOOOJTHO PaCIPOCTpaHIEMOe

IporpaMMHOe oOecTieueHne
(6eccpouHast IMIIEH3HSA)

Microsoft Visual Studio 2019

CBOOOJHO pPacpocTpaHsieMoe
pOrpaMMHOE 00ecIieYeHue
(6eccpouHasi IMIIEH3US)

Python 3.7

CBOOOIHO PaCTIPOCTPAHIEMOE
IporpaMMHOE obecTieyeHie
(beccpoyHast TUIICH3MS)

PascalABC

CBOOOHO PACPOCTPAHIEMOE
porpaMMHOE o0ecriedyeHue
(beccpoyHast TUIIEH3HS)

AIMP

OTEYECTBEHHOE CBOOOIHO
pacmpocTpaHsieMoe mporpaMMHoOe
obecnieueHne (OeccpoyHast TUIEH3US)

Ne 11206 [Tomerenne s
CaMOCTOSITENHHON PabOTHI
00yYaIOIINXCS

Kaspersky Endpoint Security mis
O6uzneca — Pacimpennsiii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cy6munen3nonnsiii qorosop Ne ITTTH-
126/2023 ot 14.12.2023

Windows 7 OLPNLAcdmc moroBop NeJI03 ot 30.05.2012) ¢
JoricornanieHusaMu ot 29.04.14 u
01.09.16
(beccpoyHast TUIICH3HS)
AdobeReader CBOOOIHO PacIpOCTpaHsIeMoe

IporpaMMHOE obecrieueHie
(beccpoyHast TUIICH3HS)

FapaHT— CIIPABOYHO-IIPABOBAsS CUCTEMA

Horosop NeC-002-2025 ot 09.01.2025

Yandex Opay3zep

CBOOOIHO pacHpoCcTpaHsIeMoe
IIporpaMMHOE 00ecriedeHue
(6eccpoyHas JIMIIEH3HS)

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMeEp JMLEH3UN-42661846 ot
30.08.2007) ¢ noricornamnieHusIMHA OT
29.04.14 1 01.09.16 (6eccpounas
JIUTICH3MS)

Zoom

CBOOOJHO PacIpoCTpaHsiIeMoe
IporpaMMHOe oOecrieueHne
(6eccpouHast IUIIEH3HS)

AIMP

OTE€UECTBEHHOE CBOOOTHO
pacmnpocTpaHseMoe POrpaMMHOe
obecrnieuenne (OeccpoyuHas JUIIEH3HSI)

11. MaTepuajibHO-TeXHHYECKOE o0ecredyeHue JUCHUIJINHbI

Tum u HoMep MOMENIECHUs

[lepeyeHb OCHOBHOTO 00OPYIOBaHUS H
TEXHUYECKHUX CPEIICTB O0YUCHUS
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YueOHast ay TUTOPHS JJ1s1 TIPOBECHHS yUeOHBIX 3aHITUN O06opy/10BaHKE: KOMILIEKT MeOenu isi y4eOHOTo

BCEX BHJIOB, IPEYCMOTPEHHBIX IPOIPaMMOH CPETHETO mpolecca; 10cka yueOHasi; CTeH bl
npodeccroHanbHOr0 00pa3oBanus/OakanaBpuara/ TexHudeckue cpefcTBa OOyYSHHMS: MyJNBTHMEAUIHOE
CIelaInTeTa/ MarucTparypsl/6akanaBpuaTa/ obopynoBanue (TIPOEKTOP, SKPaH)

CHeIUATNTETa/ MATHCTPATYPhl,, OCHAIIICHHAS
000py/I0OBaHHEM M TEXHUYESCKUMH CPEICTBAMU O0yUYCHUS,
COCTaB KOTOPBIX OMpEAEIAeTCS B paboUYrx mporpaMmmax
JUCHIUTUIAH (MOIyJIei)

Kab6uner cucrem ynpasieans OOO «HIIO «Kackaz-
I'PVII»

Ne 2196 (r. Yebokcapsl, yi. K.Mapkca, 1.60)

O0opy/10BaHKE: KOMILIEKT MeOenu yisi y4eOHOTro

YueOHast ay TUTOPHUS JJ1s IPOBEACHUS YICOHBIX 3aHITUN mpoliecca; A0cka yaeOHas; aBTOMaTU3UPOBaHHbBIE

BCEX BHJIOB, PEIYCMOTPEHHBIX IPOrPAMMOii CpeTHEro paboune mMecTa, aBTOMaTU3MPOBaHHOE paboyee MecTo
npogheCCHOHATFHOTO 00pa3oBaHus/OakanaBpuata/ MperoIaBaTelisl, MPOSKTOP U DKPaH; MapKepHas JI0CKa,
CICIMATITETa/ MATHCTPATYPbI, OCHAILICHHAS TexHUUYeCKHE cpeicTBA O0YUCHHS: KOMIIBIOTEpHAsI
000pyI0BaHIEM U TEXHUYECKHMH CPECTBAMHU O0YYCHHUS, | TEXHHKA

COCTaB KOTOPBIX OMpPEACIIAETCS B pabovnX MporpaMmax (mpoueccop Core i3, onepaTuBHas HNaMsITh 00BEMOM
TUCHIUTUIAH (MOTyJIEH) He MeHee 8 I'0); cepeep B mabopatopun (8-smepHBIA
JlabopaTopust HHPOPMAITMOHHBIX TEXHOJIOTHI mporeccop ¢ gactoToit He Meree 3 [T, omepatuBHas
Ne2066 (r. Yebokcapsl, yin. K.Mapxkca, 1.60) mamsaTh ooseMoM He MeHee 16 I'0, xecTkme IUCKH

o0muM 00seMoM He meHee 1 TO

O6opyznoBaHue: KOMILIEKT MeOeNH I y4eOHOTO
mporiecea;

TCXHI/I‘ICCKI/Ie CpCaACTBa o6yquM${: KOMHI)IOTepHaH
TEXHUKA C BO3MOXHOCTBIO IIOAKIIOYEHUS K CETH
«/HTepHEeT» U 00eCIeYeHueM JJOCTYIIA B 3JICKTPOHHYIO
nHGbOPMAIMOHHO-00pa30BaTeNIbHY0 cpeny Dumnana

ITomemenne JUISL CaMOCTOATENIBHON paboThI
00yJaroImuxcs
Ne 1126 (r. Yeboxkcapsr, yi. K.Mapkca. 60)

12. Meroauveckue YyKazaHusi i 00y4awlerocssi 10 OCBOCHUIO
AUCUMILTHHBI

Memoouueckue ykazanusa 0na 3aHAMUIL 1eKWUOHHO20 muna

B xome JeKImuOHHBIX 3aHATHNA OOydYaromemMycsi HEOOXOJUMO BECTH
KOHCTIEKTUPOBAaHWE Y4YeOHOro Marepuaiia, oOpainjaTh BHUMAaHHE Ha KaTEeropHH,
(bOpMYIIMPOBKH, PACKPBIBAIOIIKNE COJEPKAaHUE TEX WM UHBIX SBJICHUN U MPOLIECCOB,
HAy4HBIC BBIBOJBI U MPAKTUYECKUE PEKOMEHIAIIUH.

HeoGxonumo 3amaBath NIpenojaBaTeNi0 YTOYHSIOIIME BOIMPOCHI C IENbIO
YSICHEHHUS TEOPETUYECKUX IIOJIO)KEHUHM, pa3pelieHUus] CHOPHBIX  CHUTYAlUil.
[lenecooOpa3no mopabaTbiBaThb CBOW  KOHCIEKT JIGKIUMH, Jejlas B HEM
COOTBETCTBYIOIIME 3alMCH U3 OCHOBHOW M JIONMOJHUTEIBHON JIMTEPATYPHI,
PEKOMEHJIOBAaHHOM TMpernojaBareyieM M MPeIyCMOTPEHHON ydeOHOH mporpamMmoit
JUCLUUIUIAHBI.

Memoouueckue ykazanus 011 3aHAMUIL 1AO0PAMOPHO20 MUNA.

BrimontHeHnI0  1a0OpaTOPHBIX  pabOT MPEANIeCTBYET TMPOBEPKA 3HAHUUN
CTYyJICHTOB — HUX TEOPETHYECKONM TOTOBHOCTH K BBINMOJHEHUIO 3afaHusd. [IpoBepka
3HaHUW MPOBOJAUTCA B (opMe, KOTOPYIO OIpeesseT MPenogaBareiib AUCIUTLINHbI
(TecTupoBaHue, Ompoc).

[Tpu mpoBeneHun 1a00PATOPHBIX 3aHITUI BBIJCISIOT CICIYIONIUE Pa3Ieiibl:

— o0uue nosjoxeHus (mepevyeHsb J1abopaTOPHbBIX WA MPAKTUYECKHUX

—  3aHATUH);

— o0o0mue TpeboBaHUs K BBITIOTHEHUIO paboT;

—  HMHCTPYKIHMS 1O KaXKJI0i paboTe;
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— CIHpaBOYHbIE MaTEpHUabl U T. 1.

JlaGopaTopHble 3aHATHS MO3BOJSIOT Pa3BUBATh y O0YYAIOMIETOCS TBOPUYECKOE
TEOPETUYECKOE MBIIUICHHEe, YMEHUE CaMOCTOSITEIbHO H3y4YaTh JUTEpaTypy,
aHATM3UPOBATh MPAKTUKY; y4aT YETKO (OPMYITUPOBATH MBICITh, BECTH JUCKYCCHIO, TO
€CTh MMEIOT HCKIIOYHUTEIBHO BA)KHOE 3HAYEHHE B PAa3BUTUU CAMOCTOSITEIIBHOIO
MBIIICHHUS.

['oToBsiCH K JOKIAay WIM BBICTYIUICHHUIO B paMKax HWHTEPAKTUBHOU (POPMBI,
IpU HEOOXOUMOCTH, CIEAYET 0OPaTUTHCS 32 TOMOLIBIO K MPENoAaBaTeNto.

Memoouueckue yKazanusa K camocmoamenbvHoll padome.

CamocrosiTenbHas paboTa oOydaromIerocsi SIBISETCS OCHOBHBIM CpPEICTBOM
OBJIaJICHUS Y4€OHBIM MaTepUasIoM BO BpeMs, CBOOOJHOE OT 00s13aTeIbHbIX yUeOHBIX
3ansaTuil. CamocrtosiTesbHasi paboTa oOydwaromierocs HajJ YCBOCHHEM YYEOHOIO
MaTepualia Mo y4eOHOM JWCIHUIUIMHE MOXET BBHINOJHATHCS B OMOIHMOTEKE
YHUBEPCUTETA, yUeOHBIX KaOMHETaX, KOMITBIOTEPHBIX KIIACCaX, a TAK)KE B JIOMAITHUX
ycnoBusix. CopepxaHue W KOJUYECTBO CaMOCTOSITENIbHON paboThl 00ydaromerocs
ompenensieTcss y4eOHOW NMPOrpaMMON AUCITUIUIMHBI, METOIUYCCKUMHA MaTepHaIaMH,
NPaKTUUYECKUMHU 33JJaHUSIMU U YKa3aHUSIMU ITPENo aBaTesl.

Camocmoamenvnan padoma ¢ ayoOumopHoe 8pems MOMCem GKI0UAMb:

1) xoHCnekTupoBaHUE (COCTaBIEHUE TE3UCOB) JICKIIUH;

2) BBIMOJHEHUE KOHTPOJIBHBIX PadoT;

3) peuieHue 3ajaad;

4) paboTy CcO CIIpaBOYHON U METOJAMYECKON JTUTEPATYPOK;

5) paboTy ¢ HOPMATHUBHBIMH MPABOBBIMU AKTAMMU;

6) BBICTYIUICHHUSA C JOKJIaJlaMH, COOOIIEHUSIMA Ha CEMUHAPCKUX 3aHITHUSIX;

7) 3amuTy BBIMOJHEHHBIX PadoT;

8) ydacTue B ONEPaTUBHOM (TEKyIIEM) OMNPOCE IO OTACIbHBIM TeMaM
U3y4yaeMOW TUCIUIUINHBI;

9) yudactue B coOeceqoBaHUAX, JENOBBIX (POJEBBIX) HUIpax, AUCKYCCHUSX,
KPYTJIBIX CTOJIaX, KOH(PEPEeHIUSX;

10) ygyacTtue B TECTUPOBAHUU U JP.

Camocmoamenvnana padboma 60 6HeayOUMOPHOE 8PEMA MONHCEM COCHIOAMD
uz:

1) moBTOpeHHUs JEKIIMOHHOIO MaTepHuana;

2) MOATOTOBKHU K MPAKTHUYECKUM 3aHATHSIM;

3) wusydeHus yueOHOI U HAYYHOU JTUTEPATYpHI;

4) wW3yuyeHUss HOPMATUBHBIX NPABOBBIX aKTOB (B T.4. B 3JIEKTPOHHBIX 0Oazax
JAHHBIX );

5) peuieHus 3aAa4, U UHBIX MPAKTHUYECKUX 3aIaHUI

6) TOATOTOBKH K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T.1I.;

7) NOArOTOBKHU K MPAKTUYECKUM 3aHSATUSIM YCTHBIX JOKIIAJ0B (COOOIIEHHUI);

8) monmrotroBku pedepaTtoB, 3¢Ce W HHBIX WHAUBUIYATBHBIX MHUCHMEHHBIX
padoT 1Mo 33JaHUIO MPENOAaBATENS;

9) BbINOJIIHEHUS KYPCOBBIX pabOT, IPEyCMOTPEHHBIX YUYEOHBIM IIJIaHOM;

10) BBIMOSHEHUS BBITYCKHBIX KBATU(UKAIIMOHHBIX pabOT U Ip.

45



11) Beienienust HanboJiee CIOKHBIX U MPOOJIEMHBIX BOIPOCOB IO U3y4aeMOM
TEME, IMOJy4YCHUE PA3bICHEHUH W PEKOMEHIAIMN 1O [JaHHBIM BOIPOCAM C
npenojaBaTes MU Ha KOHCYJIbTalHsIX.

12) npoBenieHNs CaMOKOHTPOJISI MYTeM OTBETOB Ha BOMPOCHI TEKYILETO
KOHTPOJISI 3HaHUM, pElICHUsI MPE/ICTABICHHBIX B YYEOHO-METOIMUECKUX MaTepuanax
kadenpel 3amay, TECTOB, HAlMUCAaHUS pePepaToB U 3CCE MO OTACIbHBIM BOIpPOCAM
M3y4aeMOH TEMBI.

Texyuii KOHTPOJIb OCYIIECTBIISIETCS B (DOPME YCTHBIX, TECTOBBIX OIPOCOB,
JOKJIa/I0B, TBOPUECKUX 3aJaHUI.

B ciydae nponyckoB 3aHATHI, HAIMYUS UHIMBUYATbHOTO Tpaduka oOydeHus
W I 3aKpeIUIeHHs MPaKTUYECKUX HABBIKOB CTYJIEHTaM MOTYT ObITh BbIAaHbI
TUTIOBbIE WHAMBHUAyaJbHbIE 3aJaHUs, KOTOpPbIE JIOJDKHBI OBITh CHAHBI B
YCTAaHOBJICHHBIN MPENOAABATENIEM CPOK.

13. OcoGeHHOCTH peaM3alMH AMCHUIUIMHBI JJIS WHBAJUAOB H JHUI €
OrpaHNYeHHBIMHU BO3MOKHOCTSIMHU 3I0POBbSI

Obyuenne no nucuuiuae «MHdopmannonHas 6€30MacHOCTHY MHBAIUIOB U
JUI[ C OFPaHUYEHHBIMU BO3MOXKHOCTSIMHU 3710poBbs (nasiee OB3) ocyuiecTBisercs
OpernojaBaTeieM C Y4eTOM OCOOEHHOCTEH  IMCHUXO(PU3UYECKOrOo  Pa3BUTHA,
UHAUBUIYAJIbHBIX BO3MOKHOCTEN U COCTOSIHUA 3/I0POBBS TAKUX 00YyYarOIIUXCS.

JI71st CTy/IEHTOB € HApYLICHUSIMU OMOPHO-ABUTaTesbHOM QpyHkuuu u ¢ OB3 no
CIIyXy THpelyCMaTpPUBAETCS COIMPOBOXKIEHUE JIEKIMH W MNPAKTUYECKUX 3aHATUN
MYJBTUMEAUMHBIMU CPEACTBAMMU, Pa3gaTOYHbIM MaTEPUATIOM.

Jna crynentoB ¢ OB3 mno 3peHuio mnpegycMaTpuBaeTcs NPUMEHEHHE
TEXHUYECKUX CPEJICTB YCHUJICHUS OCTAaTOYHOI'O 3pEHMs, a TaKXKe IpPelyCMOTpeHa
BO3MOKHOCTb pa3pabOTKU ay1roMaTepuaioB.

[To muctunnuue «MHpopmanmonHas 06€30MacHOCTh» 00yYeHHWE MHBAIUIOB U
JML] C OIPaHUYEHHBIMU BO3MOYKHOCTSIMU 3J0POBBS MOXET OCYILECTBIATHCS KaK B
ayIUTOPUH, Tak U C  HCIOJb30BAaHHUEM OJIEKTPOHHOW  HMH(OpPMAIIMOHHO-
00pa3zoBaTeIbLHOM Cpefibl, 00pPa30BATEIBHOTO MOPTAJa U AJEKTPOHHOMN MOYTHI.
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JINCT AOIOJHEHUN U UI3SMEHEHUI

paboueit mporpaMMbl JUCITUTUTUHBI

PabGouast mporpamMma IUCHMIUIMHBEI PAacCMOTpPEHa, OOCYXIeHa H ojo0peHa Jyis
ucnoniHenust B 202 -202  yuyeOHOM Tony Ha 3acenaHuu Kadeapsl, MpoTokos No
OT &« » 202 1.

Buecennl JOITOJIHCHUA U U3MCHCHMUA

PabGouass mporpaMma IHUCHMIUIMHBI PAacCMOTpEHa, OOCyXAeHa M ojo0peHa yis
ucnoninenust B 202 -202  yuyeOHOM Tony Ha 3aceqaHuu kadeapsl, MpoTokos No
OT «_ » 202 r.

Baecennl JOITIOJIHCHUA U U3MCHCHMUSA

PabGouass mporpaMma AHCHMIUIMHBI pPAaccMOTpEeHa, OOCyXJaeHa H ojo0peHa uis
ucrionHenus B 202 -202  y4eOHOM rojay Ha 3aceqaHum Kadeapbl, TPOTOKoJ Ne
OT & » 202 T.

Baecennl JOITIOJIHCHUA U N3MCHCHMUS

PabGouass mporpamma IUCHMIUIMHBI pPacCMOTpeHa, OOCyXKJIeHa M ojJ00peHa it
ucrionHenus B 202 -202  ydeOHOM roay Ha 3aceqaHuu Kadeapbl, TPOTOKoJ Ne
OT « » 202 T

Bnecennl JOITOJIHCHUA U N3MCHCHMUS
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