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PaGouas nporpaMma qUCHUIUIMHBI pa3pab0TaHa B COOTBETCTBUU C:

- denepanbHbIi TOCYJAPCTBEHHBIM 00pa30BaTEIbHBIM CTAHIAPT BBHICIIETO
oOpa3oBanus - OakanaBpuart 1Mo Hanpasieauio moarotoBku 09.03.01 — MudopmaTtuka
Y BBIUUCIUTENbHAS TEXHUKA, YTBEPXKIEHHBIM MNpHUKa3oM MUHHCTEpPCTBA HAYKU U
BbIcIero oOpa3oBanusi Poccuiickoit ®@enepanuu Ne 929 ot 19 centsabps 2017 r.
3apeructpupoBanHbiii B Muntocte 10 okTsi6ps 2017 roaa, per. Homep 48489 (nmanee
— ®I'OC BO).

- y4eOHbIM IUIaHOM (OYHOM, 3a04HON (QopM OOydeHMs) MO HAMpPaBICHUIO
noarotoBku 09.03.01 «udopmaTrka 1 BEIYUCIUTEIbHAS TEXHUKAY.

PaGouass mporpaMm JUCHUIUIMHBI BKIIIOYAeT B ce0s OLICHOYHBIE MaTepHalIbl
JUTSL IPOBEACHUS TEKYIIIET0 KOHTPOJIS yCIIEBAEMOCTH U MTPOMEKYTOUHOM aTTecTaluu
no aucuuiuinHe (1.8 @DOHJI OLEHOYHBIX CPEACTB [Js NPOBEACHUS TEKYIEro
KOHTpOJISI YCIIEBA€MOCTH, NPOMEXYTOYHOM aTTecTalMd [0 MTOraM OCBOEHUS
JTUCUUTUINHBI)

Agrop [Iluknna Haranms EBrenpeBHa, KaHIWIAT NEJArOTHYECKUX HAVK,
JOLEHT Kadeapbl HHOOPMAIIMOHHBIX TEXHOJOTUH M CHCTEM YIIPABJICHHS

(vkazamo PHO, yuenyio cmenenn, yuenoe 36anue uiu O0IICHOCIb)

[Iporpamma omoOpena Ha 3acemanuu Kadenpsl  MHPOpMaIMOHHBIX
TEXHOJIOTUI U cucTeM ynpasieHus (mpotokod Ne 8 ot 12.04.2025r).



1. IlepeyeHb IUIAHHMPYEMBIX Pe3yJbTATOB O0yYeHUS IO AMCIHHUIIUHE,
COOTHECEHHBIX C IUIAHHMPYEMBIMH pe3yJbTAaTaAMH OCBOEHHSI 00pa3oBaTebHOI
nporpammbl (Llesin ocBOeHMsI AW CHMIIJINHBI)

1.1. Lenstmu 0OCBOCHUS TUCTIUTUIMHBI «3aIIUTa HHPOPMAIUI SBIISIOTCS:

— [IOJTy4YEHUE

Kpunrorpapuu;

CTyJAEHTAMU

3HAHUU

()

TEOPETUUECKUX

OCHOBax

— dbopMupoBaHrUE HABLIKOB PabOThl C COBPEMEHHBIMU MPOTPAMMHBIMU U

TCXHUYCCKUMHU

o0OpabaTbiBacMoOit

CpelCcTBaMHU
U

OBM,
repeaaBaeMon

o0ecreynBalIUMHU
uHdopMmaluu  OT

npeAHaMEPEHHOT0 O3HAKOMJICHHS, I3BMEHEHHUS U YHUUTOKEHUS,
- U3YUYEHHUE CIIOCOOOB M CPEJCTB HECAHKIIMOHHUPOBAHHOTO JOCTYIa K
nH(opMaIuu, ciocoO00B U CPEJICTB 3alTUTHI KOH(DHACHITMAILHON HHpOpMaIIn.

1.2.

Oo6mactu

npodeccruoHaIbHON
IPOrpaMMy, MOTYT OCYIIECTBIISATh TPO(PECCHOHATBHYIO e TEIHHOCTD:

06 Csazv, unHgopmayuonnvie U KOMMYHUKAYUOHHblE MeXHoIo2uu (8 cgepe
paszpabomku,

NpOeKmupo8aHus,
8bIYUCAUMENIbHOU

MEeXHUKu u

HCUBHEHHBIM YUKTIOM).

poheCCHOHAIBHOM
JCATCIIBHOCTH,

B

BHeOpeHUsl
UHGDOPMAYUOHHBIX

KOTOPBIX

u

ACATCIIbHOCTHU
BBIITYCKHHUKH,

n(Uin)

IKcnjiyamayuu
cucmem, ynpaejieHusa - ux

3al0UTy XPaHUMOWU,
CIIyYalHOTO

501041

cdepsl

OCBOHMBIINC

cpeocme

1.3. K OCHOBHBIM 3agadyaM H3YUYCHUA JUCHUIINIMHBI OTHOCHUTCA ITIOATOTOBKA
BBIITOJIHCHHUIO
HpO(l)GCCI/IOHaJILHBIMI/I CTaHdapTaMMu:

00yJarommuxcs

TPYIOBBIX

byHKIIUHA B

COOTBCTCTBUHU C

KO)I 1 HAMMCHOBAHUC

O0001eHHbIe TPYAOBBIE (PYyHKINH

TpynoBsie pyHKIMN

MpoheCCHOHATBLHOTO YpOBEHb YPOBCHB
CTaHImapra KOJ HAaNMCHOBAHHE KBaJTU(pUKAITH HaUMCHOBAHHE KOZ (TIomypoBEHb)
n KBaJIM(PUKAIHN
06.001 ITporpammuct Ananu3
[MpodeccuonanbHbiit TpeGoBaHuil K
CTaHIapT 6 i aMMHOM D/01.6
porp oMy
«IIporpammucTy, o0ecreueHHIO
YTBEPKJICHHBII
TPUKA30M PaspaboTka
MuHuCTEPCTBOM TpyAa PaspaboTka TeXHUYECKUX
W COIMAIIBLHOM 3aIllATHI TpeOOBaHUH U cnenupuKanuii Ha
Poccuiickoit D MIPOEKTUPOBAHUE 6 HPOrpaMMHBIE D/02.6 6
®Denepaunt OT MIPOTPaMMHOTO KOMIIOHEHTHI U MX
18.11.2013 Ne 6791 obecrieueHust B3aUMOJEUCTBHUE
(3aperucTpupoBaH B
MunucTepcTBe Tpyaa u
COLIMAJIBHOW 3aIIUTBI IIpoekTupoBanue
Poccuiickoii 6 MIPOTPaMMHOTO D/03.6
®Denepanun ot 18 obecrieueHHs
nekabps 2013 r.
Ne30635)
06.028 CucremHbIit PaspaboTka Pa3pva60TKa
A 6 JpaiiBepoB A/01.6 6
MIPOTPAMMHUCT KOMIIOHCHTOB N
YCTPOUCTB

IIpodeccrnonanbHbII

CHUCTCMHBIX




Kon u HanmeHoBaHME
Mpo¢eCCHOHATHFHOTO
CTaHIapTa

O0001eHHbIe TPYAOBBIE (QYHKINU

TpynoBsie pyHKIIN

KOJI

HaMMCHOBaHHC

YpOBEHb
KBaJTU(pUKAIH
u

HaMMCHOBAaHHC KOO

YPOBEHb

(TI0mypoBEHB)
KBaJIM(PHKAIHN

crarnapt « CHCTEMHBIH
TIPOTPAMMUCTY, YTB.
IIpuka3zom
MuHUCTEPCTBOM TpyAa
M COIIMAIIbHOMN 3aIlIUThI
P® ot 29 cenrs6ps
2020 rona N 678H

MIPOTPaMMHBIX
MPOJyKTOB

PaspaboTka
KOMITUJIITOPOB,
3arpy34HMKOB,
COOPIINKOB

A/02.6

Pa3paboTka
CHCTEMHBIX yTHIIHT

A/03.6

Co3nanne
HHCTPYMEHTAIbHBIX
CpeICTB
MPOrPaMMHUPOBAHHI
1

A/04.6

06.015 Crrermpanuct mo
HH(POPMAIOHHBIM
cucTeMam
ITpodeccronanbHbII
cranaapt «Crnennanuct
110 MH(GOPMaMOHHBIM
cUCTEMaM», YTB.
TIPUKA30M
MHUHHCTEPCTBOM Tpya
U COIMATBHOMN 3aIIUTHI
P® 18 HOs10pst 2014 T.
Ne896H

Bsimonaenme paGot
1 yIIpaBJICHHAE
paboTtamu o
CO3/IaHHI0
(Moaudukaun) u
COTMPOBOXICHHUIO
HUcC,
ABTOMATU3UPYIOIIH
X 3371291
OPraHU3aOHHOTO
YIpaBIeHUS U
OU3HEC-TTPOLIECCH

Pazpabotka momenn
OHM3HEC-TIPOIIECCOB
3aKa34nKa

C/08.6

BrisiBnenue

TpeboBanuii k UC G116

Ananmz

. C/12.6
TpeGoBaHMit

PaspaboTka

apxutextypsl IC C/14.6

HpOeKTI/IPOBaHI/IC n

nu3aiia M1C C/16.6

Pa3pabotka 6a3

nmanueix UC C/17.6

OpraHu3anuoHHOe
U TEXHOJIOTHYECKOE
obecrneueHue
KOJIMPOBAHUs Ha
SI3BIKAX
MPOrPaMMHUPOBaHH
i

C/18.6

OpraHu3anrnoHHOE
U TEXHOJOTUYECKOe
obecreueHue
MOJYJIEHOTO
tectuposanus 1C
(Bepudukarum)

C/19.6

Co3pganne
MOJIb30BaTEILCKON
}IOKyMEHTaHI/II/I K
ncC

C/22.6

Opranuzauus
peno3uTOpus
XpaHEHHs JaHHBIX
0 CO3IaHuu
(Monudukamm) u

C/40.6




Kon u HanmeHoBaHME
Mpo¢eCCHOHATHFHOTO
CTaHIapTa

O0001eHHbIe TPYAOBBIE (QYHKINU

TpynoBsie pyHKIIN

KO HaMMCHOBaHHC

YpOBEHB YPOBEHB
KBaJTU(pUKAIH HaMEHOBaHUE KOI (TI0mypoBEHB)
n KBaJIM(PHKAIHN
BBone MIC B
IKCIUTyaTaIUIo

1.4. Komnerenuuu oOywaroierocs, (GpopmMupyemble B pe3yibTaTe OCBOCHHUS

JUCHUILINHBI
HaumenoBanue | Koa m HammeHoBaHMe Koa n Ilepeyens MIaHUPYeEMBIX
KaTeropumn KOMIIeTeH I Hii HAaHMeHOBaHUe pe3yJbTaToB 00yUeHHs
(rpynmnsbi) HHAUKATOPA
KOMIIeTeHI M JMOCTHKEHUS
KOMIIEeTeHIUH
ITIK-1. Ciocoben [TIK-1.1 3Hars: HA ypOBHe 3HAHUU:
BBINIOJIHATH pabOThI U Mojienu On3Hec- 3HaTh CTaHAAPTHBIE 33/1a4U
ynpaBiieHre paboTaMu MIPOLIECCOB npodeccuoHanbHOM
10 CO3JaHUI0 3aKa34MKa, JIeSITEIIbHOCTH;
(Momudukanum) u TpeboBanus k MIC, HA YPOBHe YMeHUL:
conposoxaenuio V1C, apxutektypy UC YMETb IPUMEHSATH
ABTOMATHU3UPYIOIINX MaTeMaTHYeCKHe METO/IbI,
3a/1a4u BBIYUCIIUTENFHYIO TEXHUKY
OpPraHU3aIIOHHOTO JUTS pEIICHUS
yrpaBieHus 1 Ou3Hec- IIPAKTUYECKUX 3ajay;
MIPOLIECCHI Ha YPOBHEe HABBIKOB.
BJIAJIETh MPAKTHYECKUMH
HaBbIKAMU TMOUCKA U
00paboTKu nH(pOpMaIUH.
[IK-1.2 YmeTs: HA YPOBHEe 3HAHUU.
npoektupoBath C, | 3HaTh cTaHAapTHBIE 3a]1a4U
Coznanue paspabatbiBaTh 6a3bl | MpodeccuoHaNbHON
(MomuduKanms) nauubix UC, JIEATEIIbHOCTH;
" UCIOJIb30BATh COBpPEMEHHbIE TeHICHIINH
COIIPOBOX/ICHUE TEXHOJIOTUU pa3BuTHs HHOOPMATHKH U
ncC MIPOrPaMMHPOBAHUS | BHIYMCIUTENBHON TEXHUKH,
KOMITBIOTEPHBIX
TEXHOJIOTHI U MyTH UX
NIPUMEHEHHS B
npodeccuoHanbHOMI
JIeSITEIIbHOCTH;
HA YPOB8He YMeHULL:
YMETb IPUMEHSTh
COBpPEMEHHbBIE TeHICHIINU
pa3BuTHs HHOOPMATHKH U
BBIYHUCITUTENbHON TEXHUKH,
HA YPOBHEe HABBIKOS.
BJIQ/IETh MPAKTUUYECKUMHU
HaBBIKAMU TIOMCKA H
aHanM3a v CUHTE3a
uHpOpPMAaLIUH.




I1K-1.3 Baazgets:
TEXHOJIOTUAMHA
MO,Z[yJIBHOFO

TectupoBanus UC

(Bepudukaryn),
OopraHu3aluein
PEnO3UTOPUL

XpaHCHUA JaHHBIX

HA YPOBHe 3HAHULL:
3HATh OCHOBBI
UH(POPMALIMOHHO-
KOMMYHHUKAITMOHHBIX
TEXHOJIOTHi;

TTOHSTHS
KOH(UICHIIHATEHOMI
uHpopmanuu,
MEPCOHANBHBIX JTAHHBIX
roCy1apCTBEHHOU TailHBI.
HA YpOGHe YMEeHUU:
yMETh aHAJU3UPOBAThH U
BEIOMpATh METOBI U
cpeacTBa o0ecreueHus
UH(POPMALIMOHHOM
0€30ITacCHOCTH.

HA YPOBHE HABLIKOG:
BIIaJICTh DJIEMCHTAMH
(YHKIIMOHATIBHOTO
aHaJIN3a;

OMOIMOTEYHO-
oubnuorpaduueckumMu
3HAHUSIMU.

PazpaboTka,
OTJIaJIKa,
MoauuKaIusI u
MOJIIEPKKA
CHCTEMHOTO
MPOrPaMMHOTO
obecnieueHus

[IK-3. Cnocoben
pa3pabaThiBaTh
KOMITIOHEHTBI CUCTEMHBIX
MIPOTPaMMHBIX
IIPOYKTOB

I1K-3.1

PazpabarsiBaeT
JpaliBepbl YCTPOUCTB

Ha YpOBHe 3HAHUIL.

3HATh CYIIHOCTH H
3Ha4YeHHE MH(POPMAIIUH B
pa3BUTUU B Pa3BUTUHU
COBPEMEHHOTO
UH(POPMALIMOHHOTO
00111eCTBa;

HA YPOBHEe YMEeHUIL:

YMETh UCIIOJIB30BATh
COBPEMEHHBIE TCHJICHIINU B
o0macTi ”HPOPMATHKH U
BBIYMCIIMTEIIFHON TCXHHUKU,
HA YPOBHEe HABBIKOB.
BJIa/ICTh HABBIKAMU aHAIIN3a
¥ BBIOOpA METOJIOB U
WHCTPYMEHTOB JUISI
obecrieyeHus
MH(POPMALIMOHHOM
0€30MacHOCTH.

I1K-3.2

Pa3pabartpiBaer
KOMITWIATOPBI,

3arpy3uymKH,
cOopIIKH

Ha YpOGHe 3HAHUIL.

3HaTh OCHOBBI MaTeMaTHKN
Ha ypOBHE, HE00X0AUMOM
JUISL pEILICHNs] CTaHIAPTHBIX
3a/1a4 mpoQecCHOHATBHON
JeATENILHOCTH;

Ha YPOBHE YMEHUIL:

YMETb IPUMEHATH
UH(POPMALIMOHHO-
KOMMYHUKAITHOHHBIX




TEXHOJIOTUI

HA YPOBHEe HABLIKOG:
BJIaJIETh OLICHKOW PUCKOB,
pa3paboTKy cTpaTeruit
3allIUThl, IPUMEHEHUE
COBPEMEHHBIX TEXHOJIOTHI
3alIUTHl JaHHBIX, a TAKKE
MOHUTOPHUHT U ayJIUT
WHGOPMAILIMOHHBIX CUCTEM.

[K-3.3
PazpabarsiBaeT
CHCTEMHBIC yTUITUTHI

Ha YpOBHe 3HAHUIL.

3HATh BHJIBI YTPO3,
BO3HHUKAIOIIIKE B IIPOLIECCE
UH(POPMALIMOHHOM
JeSITEIbHOCTH,

HA YPOBHEe YMEeHUIL:

YMETb BEIOMPATH
aKTyallbHbIC
nH(pOpPMalMOHHBIE PECYPChI
Y UCTOYHUKY 3HAHUU B
AJIEKTPOHHOM cpelie, a
TaK)Ke YMETb BBISBIISTH
yIpo3bl HHGHOPMALIMOHHON
0€301acHOCTH.

HA YPOBHe HABbIKOB.
BJIQ/ICTh Pa3BUTh HABBIKU
UX MPaBUIBHOTO
MIPUMEHEHUS JUIS 3aIUThI
JAQHHBIX U CUCTEM OT
BO3MOXKHBIX YTPO3 M aTak

T1K-3.4. Co3naet
WHCTPYMEHTAJIbHbBIC
cpencTBa
MIPOrpPaMMUPOBAHUS

HA YPOBHEe 3HAHULL:
3HATh METOJIbI M CPEJICTBA
obecrnieyeHus
UH(POPMALIMOHHOM
0e301aCHOCTH 00BEKTOB
npodecCHOHATLHOM
JIeITEIILHOCTH.

HA YpOGHe YMeHUl:
yMETh BBIOUPATh
HEOOXOIMMEIC
nH(OpMaAIMOHHBIE PECYPCHI
¥ MCTOYHUKH 3HAHUH B
AIICKTPOHHOU Cpejie -
BBISIBJISITH YTPO3BI
nH(OpMaAITMOHHOM
0e30IacHOCTH.

HA YPOBHE HABLIKOG:
BJIaJIETh METOAAMHU U
cpencTBa o0ecreueHus
MH(POPMALIMOHHOM
0€e30IacHOCTH.

2. Mecro nucuuniannsl B cTpykrype OIIOII




Huctmmummaa  B1.JI(M).B.JIB.1.2 «3ammura uHbopManum» peanusyercs B
paMKax BapuaTuBHOW wyactu bioka 1 «OnexkTuBHbIE MUCHUIUIMHBI (MOJIYJIH)»
IporpaMmbl OakanaBpuara.

JucuunnuHa «3amura nHGOpMaluny) MpenojaeTcss o0yqamuMes Mo OYHOU
dbopme 0O0yueHus — B0 4-M cemecTpe, 1o 3a09HOi hopme — B 6 cemecTpe.

JNucuumiuaa «3ammTta uHGOpMalUMy SBISIETCS MPOMEKYTOUYHBIM 3TaroM
dbopmupoBanus kommerennuit [1K-1, I[TK-3 B nmpouecce ocBoenus OITOII.

Huciumivna «3amura “HGOPMALMK) OCHOBBIBACTCS HA 3HAHMSIX, YMEHUSAX U
HaBbIKaX, MPUOOPETEHHBIX MPU H3YYCHUU JTUCHUIUIMH [lepCrieKTUBBI pa3BUTHUS
UH(OPMATUKKA U BBIYMCIUTENIBHOW TEXHUKH, BBenenue B mHbopmaruky, YueOHas
IPAKTUKA: O3HAKOMUTEJIbHAS MpaKTHKa, OOBEKTHO-OPUEHTUPOBAHHOE
nporpammupoBanue, [IporpaMmmupoBanue 1 MOOMIIBHBIX YCTPOMCTB, CTPYKTYpBI U
QIrOpUTMbl OOpaOOTKM JAHHBIX M SIBJISIETCS MPEAMISCTBYIOIMICH ISl H3Y4YeHUs
TUCIUTUIMH ~ Y4eOHasl MpaKTHKa: HAy4YHO-UCCIEeNOBaTeIbCcKas padora (ToTydeHHe
NEPBUYHBIX HABBHIKOB HAYYHO-HCCIIEJOBATEIBCKON paboThl), YdeOHas MpaKTUKa
TEXHOJIOTUYECKAsl (ITPOEKTHO-TEXHOJIOTMYECKas) IMpaKTHKa, METOApl M CpelCcTBa
IPOEKTUPOBAHUA MH(POPMAIIMOHHBIX CHCTEM M TEXHOJIOTUH, MHUKpPOMpPOIECCOPHBIE
yCTpOWCTBA CUCTEM yIIpaBJICHUS, W HTEpHET-TEXHONOTUH, HNHuTepHeT-
nporpammMupoBanne, OyHKIHMOHAIBHOE U JIOTHYECKOE mporpammupoBanue, 9BM u
nepudepuitHbie YCTPOMCTBA, OnepalmoHHbIE CUCTEMBI, CucremHoe
porpaMMHpPOBaHHUE, ABTOMAaTHU3UPOBAHHbIE MH(OPMAIMOHHO-YTIPABIISIONINE
CUCTEMBI, [TpousBoacTBEHHAs PaKTUKA: peaIuIIoMHas paKTUKa,
l'ocynapcTBeHHass uWTOroBasi aTTecTalus: IMOATOTOBKA K cJadye MW cjada
rocyJapCTBEHHOTO 3K3aMeHa, ['ocyapcTBeHHas UTOTOBasi aTTECTAIMS: BBITOJIHEHHE
¥ 3alUTa BBIMTYCKHOW KBaTU(UKAITMOHHON PaOOTHI.

dopMoil MPOMEKYTOUHOM ATTECTAIMU 3HAHUNM 00y4aeMBIX MO OYHOU (opme
oOydeHus: SBISETCA 3a4eT BO 4-M ceMmecTpe, MO 3a04HOM (opme 3a4eT B 6-M
CeMECTpe.

3. O0beM TUCHUIIIHHBI
ouHas ¢opma 00ydYeHHS:

Bua yueOHo# padoThl 110 JUCHMILIIHHE Bcero B 3.e. 1 yacax Cemectp 4
B yacax

Obmast TPyNOEMKOCTE AHCLUAILTHHBI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxmmnasn paboma - Ayoumopnwie 3anamus 36 36
Jlexyuu 18 18
Jlabopamophvie 3auamus 18 18
Cemunapul, npakmuyeckue 3aHamus - -
Koncynomayus - -
Camocmoamenvnasn padboma 72 72
KypcoBasi paGoTa (KypcoBOii POEKT) - -
Buja npome:KyTOYHOM aTTeCTalHH 3aueT 3auer

3ao4Has popma OOyUEHUS:



Buj yueOHoil paGoThl 10 AUCHUIINHE Bcero B 3.e. m yacax Cemectp 6
B Yyacax

O0mast TPy10EMKOCTE AMCIHILTHHDI 3 3.e. -108 ak.4yac 108 ak.uac
Konmaxmmuasn paboma - Ayoumopnsie 3anamus 8 8
Jlexyuu 4 4
Jlabopamophvie 3anamus 4 4
Cemunapel, npakmuyeckue 3aHamus - -
Koncynemayus - -
Camocmosamenvnasn paboma 96 96
KypcoBas pa6ora (KypcoBoii IpoeKT) - -
Bua npoMesKyTOYHOM aTTecTAaluM 3auer — 4 yaca 3auer — 4 yaca

4. Cogepxanue TUCHHUILUIMHBI, CTPYKTYPUPOBAHHOE MO TeMaM (pa3jaesiam)
AUCUMILTMHBI C YKa3aHHeM HMX 00beMOB (B aKaJeMHUYeCKHX 4acax) U BHIAOB

yueOHBbIX 3aHATHI
4.1. Y4yeOHO-TeMaTHYeCKHUIl MJIaH
Ounas dhopma 00yueHuUs

KomnnuectBo uyacos Kon
KOHTaKTHas paboTa HHIUKATOpa
Tema (pasnen) Hoxatn | naGoparopme | _CEMHHIPI I CaMOCTOG}ITeJII:Haﬂ ST
u sasTIA TIpaKTHeciHe pabora KOMIIETEHIIUH
3aHATHA
Tema 1. OcHOBHBIE TIOHATHA W IIK-1.1, IIK-
onpenencHus. VICTOYHUKU, PUCKH U 1.2, I1IK-1.3,
dopmel  arak  Ha uHpoOpMmarmio. | 4 4 - 18 I1K-3.1, ITK-
IlonmuTuka u CTaHAapThI 3.2, I1IK-3.3,
Oe3omacHOCTH IIK-3.4
Tema 2. Kpunrorpapuueckue TIK-1.1, TTIK-
Mojenu. ANTOpUTMbI IHU(POBAHUS. 1.2, TIK-1.3,
ANTOpUTMBI } ayTeHTUUKAIN 4 4 ) 18 TK-3.1, TTK-
MOJIb30BaTENEH. Mogaenu 3.2, TIK-3.3,
Oe3omacHOCTH OCHOBHBIX K3 4
OTICPAIMOHHBIX CUCTEM.
Tema 3. AqMUHHUCTPUPOBAHUE CETEH. IK-1.1, TIK-
3ammra uWHQOpPMAIMH B CETSIX. 1.2, [IK-1.3,
MHoroypoBHeBas sammra | 4 4 - 18 ITK-3.1, TTIK-
KOPIIOPaTUBHBIX CETEH. 3.2, IIK-3.3,
I1K-3.4
Tema 4. TpeGoBanus K cucremam
3aIHUTH HHGHOPMAIMK ¥ HaPaBIICHUS IIK-1.1, ITK-
pa3BUTHS  CpeacTB  0€30IacHOCTH 1.2, IIK-1.3,
OPEIIPUATHSL. [pasosbie | 6 6 - 18 I1K-3.1, ITK-
MOCJIEICTBHS 3.2, I1IK-3.3,
HECaHKIIMOHUPOBAHHOTO JIOCTyIa K [IK-3.4
nHpOpPMaIIH
Koncynpranuun IIK-1.1, TIK-
1.2, TIK-1.3,
- - IK-3.1, ITK-
3.2, [IK-3.3,
I1K-3.4
MK-1.1, TIK-
Kontposs (3auer) - 1.2, TIK-1.3,




MK-3.1, TIK-

3.2, TIK-3.3,
IIK-3.4
UTOrIo 36 72
3aoyHas opma oOydeHus
KonnyectBo yacos Kon
KOHTaKTHasi pabora WHJINKATOpa
Tewma (pasnen) PO | H(;?:(I:xgz ::e CaMO(;’;(%HJ:;IBHaSI NOCTIDR eI
u 3aHATHS S KOMITCTEHIINU
Tema 1. OcHOBHBIE TOHATHA U IK-1.1, TIK-
onpenenenus. VICTOUHUKHU, PUCKU U 1.2, I1IK-1.3,
dopMbl  arak Ha uHGOpMaALMIO. | 2 - - 24 IK-3.1, TIK-
IToautnka u CTaHIapTHI 3.2, IIK-3.3,
0e30macHOCTH I1K-3.4
Tema 2. Kpunrrorpaduueckue TK-1.1, TIK-
MOJIeNU. AJNTOPUTMBI [IH(DPOBAHUSL. 1.2, TIK-1.3,
ropirus e || | G
0€30MacHOCTH OCHOBHBIX 3.2, IIK-3.3,
IIK-3.4
OIICPAIIMOHHBIX CUCTEM.
Tema 3. AnMuUHHCTPUPOBaHHE CETEH. MK-1.1, TIK-
3ammra wWHpOpPMAIMM B CETSX. 1.2, TIK-1.3,
MHoroypoBHeBast samura | 2 - - 24 ITK-3.1, TTK-
KOPIOPATUBHBIX CETEH. 3.2, [IK-3.3,
I1K-3.4
Tema 4. TpeGoBanus K cHCTEMaM
3alIUTHl UHPOPMALIUK U HATIPaBIICHUS IIK-1.1, ITK-
pa3BUTHS  CpeACTB  0e30mMacHOCTH 1.2, [IK-1.3,
MPEANPHUSITHSL. IpaBoBbie - 2 - 24 IK-3.1, TIK-
MOCICACTBUA 3.2, IIK-3.3,
HECAaHKIIMOHUPOBAHHOTO JIOCTyHa K IK-3.4
nHpOpMaIuu
Koncynpranun IIK-1.1, ITK-
1.2, TIK-1.3,
- - IK-3.1, TIK-
3.2, TIK-3.3,
IK-3.4
IK-1.1, TIK-
1.2, TIK-1.3,
Kontposs (3auer) 4 IK-3.1, TTK-
3.2, TIK-3.3,
IK-3.4
UTOroO 8 96

4.2. Conep:kanme TUCHUINIAHBI

Tema 1. OcHOBHbIe NOHATHA M omnpenejeHus. VUCTOYHUKH, PUCKU U
¢opmbl aTak Ha nHPpopmanuo. [louTHKa U CTAHAAPTHI 0€30MACHOCTH
KOH(UACHIIMATBEHOCTD,

OCHOBHBIE  TIOHSTHA
IIEJIOCTHOCTD, JOCTYITHOCTD.

Hcrounnku yrpo3 6€301acHOCTH: BHYTPEHHUE U BHEILIHUE YTPO3BI.

3allIUThI
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Bunpr atak Ha uHGOpMANHIO: aTaku HA KOH(MUIEHIIUATBLHOCTH, 1IEJI0CTHOCTD,
JOCTYITHOCTb.

— [Ipumepsl  aTtak: BHUPYCHI, TPOSHCKHE MPOTpamMMbl,  (HUIIUHT,
MaHUMYJIAIUU C JaHHBIMU.

OneHka pUCKOB U YSI3BUMOCTEN HH(POPMALIMOHHBIX CUCTEM.

— AHanu3 ysS3BUMOCTEHN CUCTEMbl: METOAUKN U UHCTPYMEHTHI.

— Pucku, cBs3aHHBIE C YyTE€UYKaMU [JIaHHBIX, HECAHKIIMOHHUPOBAHHBIM
JOCTYIIOM M BpeoHOCHBIM [10.

[TonuTuka 6€30MacHOCTH:

- Pa3paboTka 1 BHeIpeHUE NOJUTUKH 0€30MMaCHOCTH MH(OpMALUK.

— BaxxHocTb pazrpaHuueHus JOCTYIa, KOHTPOJISE U MOHUTOPHUHTA.

— [Tonutrka 3amMTBHl JaHHBIX, TPaBWJIA PE3EPBHOTO KOMHPOBAHUA,
BOCCTaHOBJICHHMSI MI0CJI€ UHIUJECHTOB.

MexayHaponHble CTaHAApThl U peraamenTsl OezonacHoctu: ISO/IEC 27001,
NIST, GDPR.

— O630p TpeOoBaHMI U CTaHIAPTOB OE30MACHOCTU ISl PA3JIMUHBIX cep
NEeSTENbHOCTH.

— [IpumeneHnue cTaHAapTOB JUIsl  TOCTPOCHMUSI CHCTEMbl  3allUTHI
uH(pOpPMAaIUU B OpraHU3aIIMH.

Tema 2. Kpunrorpagpuyeckue MoaeJud. AJTrOpUTMbI MUPPOBAHUA.
AJITOPUTMBI  ayTeHTH(UKAIMH MoJb30BaTeseil. Moaean 0e30macHOCTH
OCHOBHBIX ONEPALMOHHBIX CHCTEM.

Kpunrorpaduueckue moenu:

— Mopenu CMMMETPUYHOTO U ACUMMETPUYHOTO IIU(PPOBAHUS.

- Hcnonb3zoBanrue nu@pOBBIX MNOANUCEH U XAUI-PYHKIUN Uil TPOBEPKU
LEJTOCTHOCTH JaHHBIX.

— [Ipunnuner  paboTel  Mojeneld  0€30MACHOCTM  HA  OCHOBE
KpUOTOrpaUueCKux MpOTOKOJIOB.

AnropuTMbl mU(QpPOBaAHUS:

- Cummerpununsble anroput™Msl: AES, DES, RC4.

- Acummerpuunbie anroputMbl: RSA, ECC (kpuBble >3IUIMOTHYECKOU
Kpunrorpapun).

- [IprMeHeHnEe anropuTMOB B PEAJbHBIX MPWIOKEHUSIX: 3allUTa JIAHHBIX,
ANEKTpOHHAsA noura, VPN.

ANTOPUTMBI ayTeHTU(DUKAIIUHN TIOJIH30BATEIICH:

- [TaponbHas  ayTeHTHUUKaMs, JByX(pakKTopHas  ayTeHTU(PUKaLus,
OonomeTpus.

— [TpoTtokonsl ayrentudukaruu: Kerberos, LDAP, SSO (Single Sign-On).

Mopenu 6e30nacHOCTH OTEPAIMOHHBIX CUCTEM:

- Mogenu 6e3omacHoctH: Bell-LaPadula, Biba, Clark-Wilson.

— Ponb onepanmoOHHBIX CUCTEM B 3alIMTE JaHHBIX: [IpaBa JOCTYIIA, 3allUTa
OT BUPYCOB M BPEIOHOCHBIX IPOIPAMM.

— KonTposns pgocTtyma wu ympaBlieHHME TMpaBaMu IOJIb30BATENICl B
pazmuunbix OC: Windows, Linux, macOS.
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Tema 3. AaMuHucTpupoBaHue cereil. 3amura uHpopMauuu B ceTHAX.
MHoroypoBHeBasi 3allIUTA KOPIOPATUBHBIX CeTeM.

AJIMUHHUCTPUPOBAHHUE CETEH U yIpaBieHHE 0€30MacHOCThIO:

— OcHOBHBIE 337]a41 aIMUHUCTPUPOBAHUS CETEBOI OE€30MACHOCTH.

— Coznanue 3alMIIEHHBIX CETEBBIX HWHEGPACTPYKTYyp U olecrieueHue
JOCTYyTIA.

3amura nHOpMAaIUKU B CETAX:

— Mertoapl 3aluThI Nepeadn JaHHbIX: mudpoBanue tpaduka (SSL/TLS,
IPsec).

— 3amuta Ha ypoBHe npuioxenui: HTTPS, SSH.

— [TpoTokonsl Ge3omacHoOM nepenaun naHHbIX: VPN, kpunrorpadguyeckue
IPOTOKOJIBI.

MHoroypoBHeBas 3allluTa KOPIOPATUBHBIX CETEH:

- Konneniius MHOTOCIOWHOM 3aIuThl: 3amuTHble cTeHbl (firewalls),
cuctemsbl npeaoTpamenus sropxenuit (IDS/IPS), mudposanue.

— 3amuTa KOPHOPATHMBHBIX JaHHBIX ¢ mnomompbd VPN, DMZ,
CEerMEHTAIH CETH.

— KoHTpons u ynpasiaeHrne JOCTyIOM B KOPITOPAaTUBHBIX CETSX.

Bomnpock! ynpaBieHuss THIUACHTAMA U OTBETHBIMU MEPAaMHU HA YIPO3bI:

— PearupoBanme Ha araku W MHIUACHTHL: OJOKMPOBKA, aHAIU3 W
BOCCTaHOBJICHHE.

— UcnonszoBanne SIEM-cucteM i1  MOHMTOpPUHTAa W aHAJIA3a
0€30MacHOCTH.

Tema 4. TpeGoBanust K cucreMam 3aIIMTHI MHPOPMALUM U HANIPABJICHUS
pa3BuTHus cpeaAcTB Oe3omacHocTH npeanpustus. I[IpaBoBble mnocieacTBUA
HECAaHKIMOHMPOBAHHOIO J0CTYNA K MH(pOpMALUH

TpebGoBaHus K cucTemMam 3alUThl HHPOPMALIUU:

— CranmapThl KOH(HMICHIIMATBHOCTH, MEIOCTHOCTA U JIOCTYIHOCTHU
JAHHBIX.

— CucteMbl  3amuThl  UHGOpPMALUM:  AHTUBUPYCHBIE  MOPOrPaMMBI,
(aepBoJIbI, CHCTEMBI KOHTPOJISL JOCTYIIA.

— [Tonutvkyn 0©G€30MaCHOCTH: pa3rpaHUYEHUE IMpaB JOCTyMA, ayauT
0€30MacHOCTH, aHATU3 YS3BUMOCTEH.

HamnpaBnenust pazButus cpesicTB 6€30MaCHOCTH:

— Pa3BuTre 001auHBIX TEXHOJIOTHI U oOecTieueHne 6€30MacHOCTH TaHHbBIX
B OOJIaKe.

- Hcnonb30oBaHWE MCKYCCTBEHHOTO MHTEIUICKTAa W MAIIMHHOTO OOY4YeHHS
JUTSL BBISIBIICHUS YTPO3.

— Pa3Butre OuUOMETpPUYECKHMX TEXHOJOTUWA i ayTeHTU(DUKAUUU W
3aIUThI TaHHBIX.

[IpumeHeHre MHHOBAIIMOHHBIX CPEJICTB JIJISl 3aIIUThI HH(POPMAIIUH:

— JlenleHTpanu30BaHHbIE CUCTEMbI 0€30MacHOCTH (OJIOKUYEHH).

— Hcnonb3oBaHue KpUNTOBATIOT U MUGPOBBIX MOJMUCEH NI TpaH3aKIUi
U KOHTPAKTOB.
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IIpaBoBbI€E MOCIIEACTBUSI HECAHKIIMOHUPOBAHHOTO IOCTYIIA!

— Brusiare Ha 6€301mMacHOCTh U KOH(DUICHIINATLHOCTh HH(GOPMATIHH.

- 3aKOHBI ¥ PETYJIMPOBAHKE: 3aLIUTA JAHHBIX, OTBETCTBEHHOCTh 34 YTEUKY
uH(popMaIuu.

— [Ipumenenne 3akoHOB Mo 3amuTe JaHHbIX (Hampumep, GDPR) u
OTBETCTBEHHOCThH 32 HapyIIEHUE TPpaB Ha HHGOPMAIIHIO.

— [Tpumepsnr ITPaBOBBIX MTOCJICICTBUI: mrpadsl, YIOJIOBHAsA
OTBETCTBEHHOCTb, Cy/1€0HBIE MTPOLIECCHI.

5. VY4eOHo-meroaumyeckoe oOecrmedYeHHMEe CaAMOCTOATEJbHOM PpadoThI
CTY/ICHTOB

CamocrosiTenbHass paboTa MPOBOAUTCS C IENbIO: CHCTEMAaTH3aluu U
3aKpEIUICHHUs] TOJIYYEHHBIX TEOPETUYECKUX 3HAHMM W TPAKTUYECKUX YMEHHM
oOydaromuxcsi; yriyOJIeHuss M paclIMpeHUs TEOPETHYECKUX 3HAHWM CTYIEHTOB;
(opMupOBaHUsS YMEHHI HCHOIb30BaTh HOPMATHBHYIO, IPABOBYIO, CIIPABOYHYIO
JOKYMEHTAIMIO, YUEOHYI0 U CIIELUaIbHYIO JIMTEPATypPy; PA3BUTHUS MO3HABATEIIbHBIX
CHOCOOHOCTEM M aKTUBHOCTU  OOY4YalOIIMXCS:  TBOPYECKOW  HMHULUATHUBBI,
CaMOCTOSITENIBHOCTH, ~ OTBETCTBEHHOCTH,  OPraHM30BaHHOCTH;  (OPMUPOBAHUE
CaMOCTOSATEIbHOCTH MBILIJIEHUS, CHIOCOOHOCTEH K CaMOpa3BUTHIO,
COBEpIICHCTBOBAHUIO U CaMOOpraHu3anuu; (HopMHUpOBaHHS MPOodhecCHOHATbHBIX
KOMITETEHLIUI; Pa3BUTHIO UCCIIEN0BATENbCKUX YMEHUIN CTYIEHTOB.

@opMbI U BHIIBI CAMOCTOSITEIbBHONW pabdOThl CTYACHTOB: YTEHHE OCHOBHOW H
JOTIOJTHUTENBHOW JIUTEPaTypbl — CaMOCTOSATEIbHOE U3Y4YEHUE Marepuana 1o
PEKOMEHIyEeMbIM JIMTEPATyPHbIM UCTOYHUKAM; pad0oTa ¢ OMOJIMOTEYHBIM KaTajIoroMm,
CaMOCTOATENbHBI MOAOOP HEOOXOAMMOM JHUTEepaTypbl; paboTa CcO CJIOBapeM,
CIPAaBOYHMKOM; IOMCK HeoOxonumoill  umHpopMauuum B cetd  MHTepHer;
KOHCIIEKTUPOBAHUE HCTOYHUKOB; pedepupoOBaHUE HCTOYHUKOB; COCTaBJICHUE
AHHOTALMI K ITPOYMUTAHHBIM JIMTEPATyPHBIM HCTOYHHMKAM; COCTABJICHUE PELCH3UN U
OT3bIBOB Ha MPOYMTAHHBII MaTepuai; cOCTaBleHHE 0030pa MyOiMKanuil Mo TeMme;
COCTaBJieHME U  pa3paboTka TEPMHMHOJOIMUYECKOrO  CJOBaps; COCTaBJICHUE
XPOHOJIOTHYECKOW TaONuIlkl; cocTaBieHue Oubnuorpadun (Oubmmorpaduaeckoit
KapTOTEKH); TMOATOTOBKAa K pa3NUYHbBIM (opmMaM TeKymed H NPOMEKYyTOUHOU
aTTecTalMi (K TECTUPOBAHMIO, KOHTPOJIBHOW paboTe, 3ayeTy); BbIIOJHEHUE
JOMAIIHUX KOHTPOJBHBIX pPadOT; CaMOCTOSITENIbHOE BBIMOJHEHHE IPAKTHUYECKUX
3alaHUi PenpOAYKTUBHOIO TUNA (OTBETHI HAa BOMPOCHI, 3aJa4l, TECThI; BBIIIOJHEHHUE
TBOPYECKUX 3a7aHuM).

TexHosmoruss  OpraHu3al  CaMOCTOSTENbHOW  paOOThl  OOyYarommxcs
BKJIFOYAET HUCIOJb30BaHWE HH(POPMALMOHHBIX U  MaTepUAIbHO-TEXHUYECKUX
pecypcoB 00pa30BaTENbHOIO YUPEXKIEHUSA: OMOIMOTEKY C YMTaJbHBIM 3allOM,
KOMIIBIOTEPHBIE KJIACChl C BO3MOXHOCTBIO pa0boThl B IHTEpHET; ayAUTOpUH (KJIACCHI)
JUISI KOHCYJIbTallMOHHOM JI€ATEIBbHOCTH.

[lepen BbIMOTHEHUEM OOYYAIOIIUMUCS BHEAYJUTOPHON CaMOCTOSATEIbHOMN
paboThl MpernojaBaTesib MPOBOJUT KOHCYJIBTHPOBAHHE IO BBHINOJHEHHUIO 3aJaHUs,
KOTOPBI BKJIOYAaeT UeNb 3aJaHusl, €ro COJAEp>KAaHMs, CpPOKU BBIINOJHEHUS,
OpPUEHTHPOBOUYHBIM 00BEM pabOThI, OCHOBHBIE TPEOOBaHMUS K pe3ysbTaTaM padOTHI,
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KpUTEPUH OLIEHKH. Bo Bpemsi BBINOJHEHUS OOYYalomMMUCS BHEAYIUTOPHOU
CaMOCTOATENLHON PabOThI U MPU HEOOXOAUMOCTH TIPETOaBATEh MOXKET MTPOBOIUTH
VH/IUBUIyaJIbHBIE U TPYIIOBBIE KOHCYJIbTALINH.

Kontpons  caMmocTosATeNbHOW  paOOThl  CTYAEHTOB  MpPEAyCMaTpPUBACT:
COOTHECEHHUE COCPKaHUS KOHTPOJIS C IESIMU 00y9IeHUS; 00bEKTUBHOCTH KOHTPOJIS;
BAJIUJTHOCTh KOHTPOJISI (COOTBETCTBHE TMPEABSABISIEMBIX 3aJlaHUl  TOMY, 4YTO

npeanonaraerca MpoBEpUTh); AUP(epeHIrnannio KOHTPOJIbHO-U3MEPUTENbHBIX
MaTepuaoB.

dopMbl KOHTPOJISI CAMOCTOSITEILHOM paboThI: MPOCMOTP U  MPOBEpKa
BBIMIOJIHEHHUSI ~ CAMOCTOATENbHOW  pabOThl  MpemojaBaTesieM;  OpraHu3alus

CaMOMPOBEPKH, B3aMMOINPOBEPKU BBHINIOJHEHHOIO 3aJlaHus B TPyIIE; OOCYyKIeHue
PE3yIbTATOB BBIIOJIHEHHOW PabOThl HA 3aHATHM; NMPOBEIACHUE MUCHMEHHOTO OIPOCa;
IPOBEJEHNUE YCTHOIO OIpPOCa; OpraHu3alus MU MPOBEACHUE HWHIWBUAYAIBHOTO
cobOeceT0BaHMs; OpraHU3aIUs U IPOBEICHUE COOECEIOBAHUSI C TPYIINOH.

HepequL BOIIPOCOB, OTBOAUMBIX HAa CAMOCTOATEIbHOEC OCBOCHUE TNCHHUIIJINHBI,

(hopMbI BHEAYIUTOPHOI CAMOCTOATEIbHOI PA00THI

HaumeHnoBaHue TemM
(pa3naenoB)
JUCHHUILTHHBI

Hepeqeﬂb BOIIPOCOB, OTBOAMMBIX HA CAMOCTOATEC/IbHOC
O0CBOCHHUEC

®DopMbl BHEAYTUTOPHOIM
CaMOCTOSATEJbHOH PadoThI

Tema 1. OcHoBHBIE
TOHATHS U
OmpeesIeHHs.
HcrouHuky, pucku U
(dopMEI aTak Ha

1. Onpeenenre 3amuThl KHPOPMAITUN U €€ OCHOBHBIC ITEITH.
2. OCHOBHBIE MOHATHS: KOHQUICHIIMATBHOCTh, IEJI0CTHOCTD,
JIOCTYHOCTH HH(OpMAInu.

3. Ucrounuku yrpo3 uHGOpMAIIUU: BHYTPECHHUE W BHEIITHHE
(akTopsI.

N3yueHue nurepaTtypsl 10
OCHOBHBIM TTOHSATHUSIM 3alTUTHI
nnpopmaruu. [IpoBeneHue
aHaJM3a BO3MOXKHBIX YTPO3
JUTst HH(OPMAIUY B

UH(POPMALIHIO. 4. ®opMsbI aTak Ha HHPOPMALIUIO: BPEAOHOCHBIE TPOTPAMMBI, pa3nuYHbIX cdepax.
IMonuTHKa ¥ CTaHAApTHl | COLMANbHAS WHKEHEPHs, PUILMHT U Jp.
0€30I1acCHOCTH 5. omuTrky 6€30NMacHOCTH: OCHOBHBIE KOMITIOHEHTHI U X

3HA4YeHHUE B OPTaHU3AIINH.

6. Crangapts! 6ezonacHoctu uHopmanuu: ISO/IEC 27001 u

TIpyTHe.

7. O1leHKa PUCKOB U ySI3BUMOCTEH B 00JIACTH 3aITUTHI

WHPOPMALUH.

8. CoumanbHast HHXKEHEPHUs: METO/BI U IPUMEPHI aTak.

9. Biiusane uenoBedeckoro akTopa Ha 6€3011acCHOCTh

WHPOPMALTUH.

10. Byaymiee 3amuTsl HHGOpPMAIMK: HOBBIE YITPO3bI U TIOIXObI.
Tema 2. 1. O630p KpunNTOrpadUIECKUX MOJIETIEH: CHMMETPpUYIHAS U HccnenoBanue MeTo0B
Kpunrorpapuueckue ACUMMETPHYHAs KPUIITOTrpadusl. ayTCHTU(UKAIUH
MOJIEH. AJITOPUTMBI 2. Anroputwmsl mudposanus: DES, AES, RSA u ux MOJIb30BaTENEN U UX
muQpoBaHUs. OCOOCHHOCTH. a¢ddexruBHOCTH. [IpOoBeneHne
AJTOpUTMEI 3. XomI-pyHKITMN ¥ UX TIPUMEHEHHE B 3aIUTe HHPOpMAaIiu: aHanm3a Mojenei
ayTEeHTU(PUKAIIH SHA-1, SHA-256 u ap. 0e30IMaCHOCTH OCHOBHBIX
MOJIb30BAaTENEH. 4. AITOpUTMBI Ay TEHTU(DUKAIVH: TAPOJIH, TOKCHBI, OMOMETPHS. | ONEPAI[OHHBIX CHCTEM.

Mopenn 0€30macHOCTH
OCHOBHBIX
OTMEPAMOHHBIX CHCTEM.

5. Mopenu 6e30MacHOCTH B OTIEPAallMOHHBIX cucTeMax: Windows,
Linux, macOS.

6. Ponb xpunrorpaguueckux METOIOB B 00CCIICYCHUN
0€30MaCHOCTH OTEPAIMOHHBIX CUCTEM.

7. IlpumMeps! IpUMEHEHHS Pa3IMYHBIX aJITOPUTMOB MU POBAHUL
B pCAJIbHBIX CUCTCMaAX.
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8. Ceprudukatsl 1 HHPPACTPYKTypa OTKPHITHIX Kimtodeid (PKI) B
ayTeHTU(HUKALKH TT0JIb30BaTEIeH.

9. CooTBeTCTBHE CTaHAApTaM 0€30TaCHOCTH aTOPUTMOB
mudpoBaHusL.

10. Bynymee kpunrorpaduuecKuX METOIOB: HOBBIE PELLICHUS U
TOAXOJBI.

Tewma 3.
AIMUHUCTPHpPOBaHNE
ceTer. 3ammra
WH(pOPMAIUH B CETAX.
MHoroypoBHeBas
3aIUTa KOPIIOPATUBHBIX
ceTel.

1. OcHOBBI aIMUHUCTPUPOBAHUS CETEH: 3aaull U HHCTPYMEHTHI.
2. Yrpo3sl 6€30MaCHOCTH B CETSIX: TUIBI U HCTOYHUKH.

3. Metonsl 3a1uTH HH(GOPMALUH B ceTsX: mudposanue, VPN,
(halipBOIIEL.

4. MHOTOYpOBHEBAsI 3aIIUTa KOPIIOPATUBHBIX CETEH: KOHIECTIIINU
U TIOAXOBI.

5. Posb ceTeBbIX MPOTOKOMIOB B 0€30M1aCHOCTH MH(OpMaLHy.

6. [IpumeHeHue CUCTEM O0HAPYKEHUS M MIPEIOTBPALIICHUS
sropxxkenuit (IDS/IPS).

7. Cucremsl ynpasieHus 0ezonacHocTbio nHpopmanuu (SIEM):
(YHKIUA 1 TIPUMEDPHI.

8. OCHOBHBIE TPUHLIMIIBI TPOEKTUPOBAHUS 0€30MaCHBIX CETeH.
9. O0y4eHre COTPYIHUKOB 0€30IMaCHOCTH B KOPITOPATUBHON
cpene.

10. byaymiee ceTeBoii 0€30MaCHOCTH: TPEHAB! M TEXHOJIOTHH.

IIpoBenenue ananuza
MHOTOYPOBHEBOU 3aIIUThI
KOPIOPATUBHBIX CETEH.
HccnenoBanue npumMepoB
YCIEUTHOTO
AIMUHUCTPUPOBAHUS CETEH C
AKIIEHTOM Ha 0€30MacHOCTb.

Tema 4. TpeGoBanus K
CHCTEMaM 3aIUThI
nH(pOpMaIUH U
HaIpaBJIeHUsI pa3BUTHUSL
cpencTB 0€30MacHOCTH
NpEeANpUATHS.
[IpaBoBbIe noCIENCTBUS
HECaHKIIMOHUPOBAHHOT
0 IOCTyMa K
nH(pOpMaIIH

1. OcHOBHBIC TpeOOBaHMSI K CHCTEMaM 3aIUThl HHPOPMAIIUH:
KOH(QHUICHINAIBHOCTD, ENOCTHOCTb, JOCTYITHOCTb.

2. HopMaTiBHBIE TOKYMEHTHI U CTAHIAPTHI B 00JIACTH 3aIUTHI
WHPOPMAITUH.

3. HampaBneHus pa3BUTHsI CpeAcTB 0€30IaCHOCTH: TEHICHINU 1
WHHOBAIINH.

4. Ponb TexHONIOTHI B 00ecriedeHIH 0€3011acCHOCTH HH(POPMAITIN
Ha TPEANPUATHSIX.

5. IlpaBoBbIe acTIEKTHI 3alIUTH HH(OPMAIIUHU: 3aKOHBI U
peTyIAnnu.

6. [TocnecTBUS HECAaHKIIMOHUPOBAHHOTO JOCTYIA K
nH(GOPMAIUK: OPUANYECKUE 1 (PUHAHCOBBIE.

7. IlpuMepsl YCIIENTHOTO BHEIPEHHUS CUCTEM 3aIIUTHI B
KOMITaHHSIX.

8. Bmusinne GDPR u npyrux peryssmuii Ha 3auTy
WH(pOPMAITIH.

9. OneHka yrpo3 ¥ OIleHKa PUCKOB B KOHTEKCTE IPABOBBIX
HOCJIEICTBHM.

10. Bynymiee cuctem 3amuThl HHGOPMALUH: HOBBIE TOIXOAbI U
BBI30BBL

Hccnenosanue npaBoBbIX
MIOCJIEACTBUN
HECaHKIIMOHUPOBAHHOTO
JOCTyNa K WHPOPMAITUH.
[IpoBenenue ananusa
COBPEMEHHBIX TCH/ICHIIUH B
00J1aCTH CpEICTB
0e30macHOCTH.

[Ixasa oueHBaHUA

[IIxana oneHuBaHus

Kputepuu ouenuBanus

«OTI4HO» OOyuaromuiicss TayO0OKO U COAEpPKATEIbHO PACKPHIBAET
TEMYy CaMOCTOSITEJIbHOW pabOoThl, HE JOIMYCTHUB OIIMOOK.
OTBET HOCUT Pa3BEPHYTHIN U UCUEPHIBIBAIOIINI XapaKTeP

«Xopouro» OOyuaronuiics B LEJIOM pacKpbIBaeT TEMY

CaMOCTOSTEIILHON pabOThI, OJJHAKO OTBET XOTsI ObI HA OJIMH
U3 HUX HE HOCHT pPa3BEPHYTOTO M HCUEPITHIBAIOIICTO
XapakTepa

«YI[OB.TICTBOpI/ITCJ'IBHO»

OOyuaromuiics B LEJIOM pacKpbIBacT TEMY
CaMOCTOSATENIbHOM paOOThl U JAOMYCKAET Psifi HETOYHOCTEM,
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(dbparMeHTapHO PACKPBIBAET COJCPKAHUE TEOPETUUYECKUX

BOIIPOCOB WJIM HMX PAaCKpbIBa€T COIAEPXKATEIBHO, HO
JIOIYyCKasl 3HAYUTEIbHbIE HETOYHOCTH.
«HeynosnerBopurensHo» | OOydarommiicss He  BIaJ€eT  BBIOpAaHHOW  TEMOM

CaMOCTOSITeJIbHOM padOThI

6. Ouenounbie MaTepuaJbl (POHI OLEHOUYHBIX CPEACTB) JIsl NMPOBEACHUSA
TeKYIIero KOHTPOJIA YCIEeBAE€MOCTH, NMPOMEKYTOYHOH aTTeCTAMH MO HTOram
OCBOCHHUSA TUCHHUIINHBI

6.1. IlacnopTt oHA OLIECHOYHBIX CPEJICTB

No | Kontponupyemsie Kon u HNupukarop HaumenoBanu
paznaensl (TeMbl) HaWMCHOBAaHHE JIOCTHOKCHHUS e
JUCITUTUTAHBI KOMIICTCHITHH KOMIICTEHIHH OLIEHOYHOTO

CpeacTBa

1. | Tema 1. OcHOBHBIE [TK-1. Cnocoben IIK-1.1 3narte: mogenu | Ompoc,
MOHSITUS U OTIPEIeNICHUs. | BBIMOJHATH paboThl | OM3HEC- MPOIECCOB JOKJIaJ,
WcrouHukn, pucKy U U YIIpaBJICHHUE 3aKa3uuKa, pedepart, Tecr,
dbopMBI aTak Ha paboTamu 110 TpeboBanus k IC, 3a4er
I/IH(bOpMaLII/IIO. Ilonutuka CO3aaHUIO APXUTEKTYPY HUC
Y CTaHJAPTHI (MomubUKAIMK) M | [TK-1.2 VMeTh:
0e30MacHOCTH COTIPOBOXKICHUIO npoextuposats UC,

C, paspabartbIBaTh 0a3bl
ABTOMATH3HPYIOWH | papeery VIC,
X 3a/1aqu MCIIOIb30BATh
OPraHU3alUOHHOTO | roxuomormn
YUPaBJICHIA 1 ITporpaMMupOBaHMs
OM3HEC-TIPOLIECCHI [TK-1.3 Biaxers:

TEXHOJIOTUSIMU

MOJTYJIBHOTO

tectupoBanusalC

(Bepudukanyn),

opraHuzanuen

PENO3UTOPUI

XpaHeHUs TaHHBIX
ITK-3. Cnocob6en [TK-3.1 Pa3zpabateiBaet | Ompoc,
paspabaTbiBaTh JpaiiBepbl yCTPOKCTB A0KIan,
KOMITOHEHTBI T1K-3.2 PaspaGatbiBaet pedepar, Tecr,
CHUCTEMHBIX KOMITHJISTOPE, 3auer
IpOrpaMMHbIX 3arpy34uKH, COOPLUINKN
HpOAYKTOB [1K-3.3 Pa3pabarbiBaer

CHUCTEMHBIC YTHUITUTHI

[1IK-3.4. Coznaet

WHCTPYMEHTAJIbHBIC

2. | Tema 2. TIK-1. Crocoben I1K-1.1 3narte: mogenu | Ompoc,
Kpunrorpaduueckue BBITOJIHATH pabOTHl | OM3HEC- MPOLIECCOB JIOKJIa,
MOJIENN. ATITOPUTMBI U YIIpaBIICHHE 3aKa3umnKa, pedepart, Tecr,
mudpoBaHus. pabotamu 1o tpeboBanus k UC, 3auer
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ANropuTMBI
ayTeHTUUKAITIT
MoJib30BaTeleil. Moaenu
0€30IMaCHOCTH OCHOBHBIX
OTIEPAIMOHHBIX CUCTEM.

CO3JIaHUIO
(Momudukanun) u
COIIPOBOXKJICHHIO
HC,
aBTOMATH3HUPYOIIU
X 3a/1a4H
OpraHu3aIMOHHOTO
yIpaBJICHUS U
OM3HEC-TIPOLIECCHI

apxutektypy MC

[TK-1.2 YmeTs:
npoektupoBaTh UC,
pa3pabatsiBaTh 0a3bl
nmanaeIXx MC,
HCIIOJIb30BATh
TEXHOJIOTUHN
[IporpamMmmupoBanmst

I1K-1.3 Baagers:
TEXHOJIOTUSIMHU
MOJTyJIbHOTO
tectupoBanusaIC
(Bepudukanym),
opraHusanuen
pPENo3UTOPHIA
XpaHEHUs JaHHBIX

I1K-3. Cnocoben
pa3pabaTbIBaTh
KOMITOHEHTBI
CHUCTEMHBIX
HPOTrPaMMHBIX
MIPOAYKTOB

[TK-3.1 Pa3paGaTsiBaeT
JipaliBEphl YCTPOMCTB
[1K-3.2 Pa3paGatbiBaer
KOMITHJISITOPHI,
3arpy34uKu, COOPIIUKH
[1K-3.3 Pa3pabaTsiBaeT

CUCTEMHBIC YTUJIINTEI

T1K-3 4. Co3pnaer
HHCTPYMEHTAJILHBIE

Ompoc,
JOKJIaJ,
pedepar, Tecr,
3auer

Tema 3.
AJMUHUCTpPUPOBAHNE
CEeTEH.
Kpunrorpaduueckue
METO/bI 3aILUThI
UH(POPMALIUHU B CETSX.
MHoroypoBHeBas 3aura
KOPIIOPAaTHUBHBIX CETEH.

[1K-1. Cnocoben
BBITIOJIHATH paOOTHI
Y YIIpaBIICHHE
paboTtamu 1o
CO3JIaHUIO
(MomuduKanum) u
COIIPOBOXKICHHIO
HC,
aBTOMATH3HPYOIIU
X 3aJa4n
OpraHu3aIMOHHOTO
yIpaBJICHUS U
OM3HEC-TPOIIECCHI

I1K-1.1 3HaTe: Momenn
OM3HEC- POIECCOB
3aKa3uuKa,
TpeboBanus k MIC,

apxutextypy UC

[TK-1.2 YmeTs:
npoektuposats UC,
pa3pabaThiBaTh 0a3bl
nmanHbeix UC,
WCIIOJIb30BaTh
TEXHOJIOTHUH
[TporpamMmmupoBanms

[1K-1.3 BaageTs:
TEXHOJIOTUSIMU
MOJTyJIEHOTO
tectupoBaHusiIC
(Bepuduxarmm),
OopraHu3anuen
PEno3UTOpHii
XpaHeHUus JaHHBIX

Ormpoc,
JOKJIaI,
pedepar, Tecr,
3a4er

I1K-3. CnocobeHn
pa3pabaTsiBaTh
KOMITOHEHTHI
CHCTEMHBIX

ITIK-3.1 Pa3pabaTsiBaeT
JpaiBepbl yCTPOUCTB
[TK-3.2 Pa3pabatsiBaet

Ompoc,
JOKJIaS,
pedepar, Tecr,
3a4er
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IIPOrPaMMHBIX
IIPOAYKTOB

KOMITUJIATOPBI,
3arpy34uKu, COOPITUKH
[1K-3.3 Pa3pabatbsiBaer
CUCTCMHBIC YTUJIINTBI
[1K-3.4. Cozmaer
WHCTPYMEHTAJIbHbBIE

4. | Tema 4. TpeOoBaHus K

cucreMam 3aIUTHI
uHbopMauu u
HAmNpaBlIEHUS  Pa3BUTHS
CpENCTB 0e30MmacHOCTH
npeanpustus. I[IpaBoBbie
MOCIIEICTBHSI

HECaHKLMOHUPOBAHHOI'O
Joctyna K “HpopMaiuu

[IK-1. Cnocoben
BBINOJIHATH PaObOTHI
U YIIpaBIICHHE
pabotamu o
CO3JTAaHHIO
(Moaudukaumn) u
COIIPOBOKACHUIO
HC,
aBTOMATH3HPYOIIN
X 3aJa4u
OpraHu3aIMOHHOTO
yIpaBJIeHUs U
OM3HEC-TIPOIIECCHI

IIK-1.1 3uaTe: Mmonenu
Ou3Hec- MPOLECCOB
3aKa3uuKa,
tpeboBanus k UC,

apxutektypy 1C

[TK-1.2 YmeTs:
npoektupoBaTh UC,
pa3pabatsiBaTh 0a3bl
nmauaeIX UC,
HCIOJIb30BATh
TEXHOJIOTUHI
[IporpamMmmupoBanmst

I1K-1.3 Baagers:
TEXHOJIOTUSIMHU
MOJTyJIbHOTO
tectupoBanusaC
(Bepudukanym),
OopraHuszanuen
pEno3UTOpHi
XpaHEHUs JaHHBIX

Ompoc,
TIOKJIaI,
pedepart, Tecr,
3a4er

I1K-3. Cnocoben
pa3pabaTbIBaTh
KOMITOHEHTBI
CHCTEMHBIX
HPOTPaMMHBIX
MIPOAYKTOB

[TK-3.1 Pa3paGaTsiBaeT
JipaliBEphl YCTPOMCTB
[IK-3.2 Pa3pabatbiBaer
KOMITHJISITOPHI,
3arpy34uKu, COOPIIUKH
[TK-3.3 Pa3pabaTsiBaeT

CUCTEMHBIC YTUJIIUTEI

T1K-3 4. Co3pnaet
HHCTPYMEHTAJILHBIE

Ompoc,
JOKJIaJ,
pedepar, Tecr,
3a4er

Jdranbl ¢opmMupoBaHusi KommeTeHuuii B mnpouecce ocBoenus OIIOII
IPsIMO CBSI3aHBI C MECTOM JIMCIMIUIMH B 00pa3oBaTesibHON nporpamme. Kaxkapiii atamn
dbopMHUpOBaHUSA KOMIIETCHIIMHM, XapaKTePU3yeTCs OMNpe/eICHHbIMH 3HAHUSIMH,
YMEHUSIMA W HaBbIKAMU U (WJIM) ONBITOM NPO(ECCHOHATBHON NeATEeThHOCTH,
KOTOPbIE OIICHUMBAIOTCSI B  MPOILECCE TEKYUIEro KOHTPOJISI  yCIEBAEMOCTH,
MPOMEKYTOUYHOM aTTEeCTAlMU MO AUCUUILIMHE (MPAKTUKE) U B IMPOIECCE HUTOTOBOI
aTTeCTallNH.

HNucuumiuna «3ammrta uHGOpMALUWy SBISIETCS MPOMEKYTOUYHBIM 3Tarom
KOMILIEKCA IUCIUIUIMH, B XOJI€ M3Y4YEHHUS KOTOPBIX Yy CTYIEHTOB (hOPMUPYIOTCS
komnierenuu I1K-1, TTK-3.

®opmupoBanus komnereHnuu [1K-1 HaunHaeTcs ¢ W3ydeHUS IUCIUILUIMHBI
«3auuTa nHhOpMAaITII.

18



®opmupoBanua komnereHuu [IK-3 HaumHaeTcss ¢ M3YYEeHUS IUCIUILIUHBI
«IlepcriekTuBBI pa3BUTHA UHPOPMATUKH U BBIYMCIUTEIBHON TEXHUKWY», «BBeneHnue B
uHbopMaTUKy», YdeOHas MpaKkTUKA: O3HAKOMHUTENbHAs TMpakTuka, «OO0BEKTHO-
OpPUEHTUPOBAHHOE MporpaMMupoBanuey, «llporpamMmmupoBanue AJisi MOOUIIBHBIX
YCTPOUCTBY», « CTPYKTYPHI U aITOPUTMBI 00paOOTKH JAHHBIX).

3aBepmiaercs pabota 10 (HOPMUPOBAHHIO Y  CTYJACHTOB  yKa3aHHBIX
KOMIIETEHIIMA B XOJI€ HW3YYCHHUS JUCHUIUIMH Y4yeOHas TNpakTUKa: Hay4dHO-
uccieoBaTenbckas  pabora  (MOJydeHUE  MEPBUYHBIX  HABBIKOB  HAY4YHO-
UCCIIeIOBATENbCKOM paboThl), YueOHas NpaKTHUKa: TEXHOJOru4eckas (IMpPOEKTHO-
TEXHOJIOTUYECKasl)  MpakThuka, Meroabl W CpEACTBa  IPOEKTHUPOBAHUS
UH(OPMAIIMOHHBIX CHUCTEM U TEXHOJIOTHH,  MMKpONpOIeCCOpHbIE YCTPONUCTBA
cucteM ynpasieHus, HMurepHer-TexHonoruu, HWHTEpHET-IpOrpaMMUpPOBAHHUE,
OYHKIIMOHAIBHOE M JIOTHYECKoe mporpamMmMmupoBanue, OBM wu mnepudepuiiabie
ycTpoiictBa,  OmnepauuoHHble  cuctembl, CHUCTEMHOE  IpPOrpaMMHUpPOBaHUE,
ABTOMaTU3HPOBAHHBIC UH(OPMAITMOHHO-YTIPABIISIOIIHE CUCTEMBI,
[IpousBoACTBEHHAS MPAKTUKA: PEIAUIIIIOMHAs MPAKTUKA.

HUroroBas ounenka chopmupoBanHoctu  kommerenumid  [IK-1, TIK-3
omnpenensercs B mnepuoia ['ocymapcTBeHHass UTOTOBasi aTTECTallUsl: MOJITOTOBKA K
caaye M cJadya TOCYJIapCTBEHHOTO 2JK3aMeHa, [ocygapcTBEHHass MTOroBas
aTTeCTallMs: BBIIIOTHEHUE U 3a[UTa BBIITYCKHOW KBATM(PUKAITMOHHON PabOTHI.

B npouecce usyuyeHusi IMCHUIINHBI, KOMIIETEHIMH TaK:Ke ()OPMHUPYIOTCH
MOJ3TAIHO.

OcHoBHbiMH  dTanamMu  ¢opmupoBanus [IK-1, TIK-3 npu wu3ydenuu
JTUCHUTUIAHBI b1.J(M).B./IB.1.2 «3amura uHOpMaLIK SIBIISIETCS
MOCIICIOBATEIbHOE HW3YUYEHUE COJIEPKATEIbHO CBS3aHHBIX MEXKIy CO000i TeM
y4eOHbIX 3aHATHHA. M3ydeHue KakIod TeMbl MpenoiaracT OBJIaJCHHUE CTYICHTAMH
HEOOXOIMMBIMU JIECKPUMITOPAaMHU (COCTABJISIOMIMMU) KOMMeTeHI. st oreHku
yYpOBHS C(HOPMUPOBAHHOCTH KOMIIETCHIIMM B TMPOIECCE H3YUYCHUS TUCIUATLTAHBI
OpPEAYCMOTPEHO TMPOBEJACHUE TEKYIIero KOHTPOJISI YCIEBAEMOCTH [0 TeMaMm
(pazaenam) IUCIUIUIMHBI M TPOMEXKYTOYHOM aTTEeCTalUK MO TUCIUIUIMHE — 3a4eT.

6.2. KonTposabHbIe 3aJaHMsl M MaTepUHAJbl, HEOOXOAMMBIE VISl OLCHKH
3HAHUI, YMECHUI U HABBIKOB U (WJIH) ONBITA AEATEJbHOCTH, XapPaKTePHU3YIOLIUX
Tanbl (OPMHUPOBAHUA KOMIIETEHIM B Mpolecce 0CBOeHHsI 00pa30BaTeIbHOI
NPOorpaMmbl

6.2.1. KoHTposibHbIe BONPOCHI MO TeMaM (pa3gejaM) IJsi ONMPOCAa HA
3aHATHAX

Tema (pazgen) Bomnpocsl

Tema 1. OcHoBHbIE ITK-1

TOHSATHUS U OLPE/ICTICHHUSL. 1. [MonsTre nHGOpManuK 1 HHHOPMALMOHHBIX PECYPCOB.
Hcrounuku, pucku 1 2. OcHoOBHBIE 1I€JIM U 337ja4i 3alIUThl HHPOpMAIUH.
dopwmb arak Ha 3. Knaccudukanus naGopMaIum no crerneHu
nHpopmanuro. [lonutrka u KOH(UAESHIHATLHOCTH.

CTAHAAPTEI GE30NACHOCTH | 4 [TpUHIMIBI TOCTPOSHHSI CHCTEM 3aIIUTHI HH(OPMALIHH.
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5. Tunsl yrpo3 uHGOPMAIIMOHHON O€30MTaCHOCTH.
6. HcTouyHuKY yrpo3 U BO3MOKHbBIE KaHAJIbl YTEUKH HHPOPMAIUH.
7. Knaccudukanus ysa3BUMOCTel U METOJIbI UX OOHAPYKEHUSL.
8. [TocnencTBus peanusanuu yrpo3 v OllEeHKa pPUCKOB.
9. MeToap!l aHanM3a 3alUIIEHHOCTH HH(POPMAIIHH.
10. [Toaxoap! kK 0OeCTIEYEHUIO HEMTPEPHIBHOCTH HH(POPMAITMOHHBIX
IIPOLIECCOB.
[1K-3
11. OrnpezeneHne MOTUTHKY 3aIUTHl HHOPMAITUH.
12. MexaHu3MBbI 3aIUTHl KOHOUICHIIMATBHBIX JaHHBIX.
13. [IpUHITUTIEI KOMIUIEKCHOM 3alTUThl HH(POPMAIIUH.
14. Ponb monb3oBarens B obecneuenuu Ub.
15. Cucrema o0ydeHust 1 ”HGOPMHUPOBAHHUS ITEPCOHAIIA 10 BOIIPOCAM
Ub.
16. dopmMupoBaHUEe KyJIbTYypbl HH()OPMAITMOHHOM 0€301TaCHOCTH.
17. [TpuHIHIB BEIOOpA TEXHUYECKUX U IPOTPAMMHBIX CPEICTB
3aIUTHI.
18. CornacoBaHue Mep 3allUThI C IPOU3BOICTBEHHBIMHU 33Ja4aMH.
19. PernamenTsl pearnpoBaHus Ha UHIIUJEHTHI.
20. Nurerpanus b B KOPIOpaTUBHYIO CTPATETUIO.
Tema 2. IK-1
Kpunrorpapuieckne 1. TexHrn4ecKkne KaHallbl YTeUYKH HHPOPMAIIUH.
MOJemH. ATOPHTMBI 2. MeToap! 3aIUTHl OT aKyCTHYECKUX U BUOPOAKYCTUYECKHX YTEUEK.
wHQPOBAHUA. ANTOPHTMBI | 3 DKpaHUPOBAaHKE MOMEIIEHUN U 000PYI0BaHUS.
ayTeHTHUKALIH 4, KOHTPOIIb 37IEKTPOMArHUTHOM COBMECTHMOCTH.
nosk3oatencii. Moxem 5. Hcnonp3oBanue mudpoBaHus KaHAJIOB CBS3H.
6€30MMacHOCTH OCHOBHBIX N
ONCpALIHOHHBIX CHCTEM. 6. CpenctBa 1moaBieHus: TOOOYHBIX U3TYUCHHH.
7. MeTto/1bl U CpelICTBAa KOHTPOJIS JOCTYyTAa B IOMEIICHHUS.
8. Buomerpuueckue cucteMbl HACHTU(OUKALUMN U ayTeHTU(DUKALINH.
9. TexHuyeckue cUCTEMbl OXpaHbl U CUTHATIU3ALIUY.
10. KomriekcHbie cucTembl (PU3HUECKON M TEXHUUECKOH 3alHUTHI.
[1K-3
1. CraHaapThl M0 TEXHUYECKOU 3auTe HHGOPMAITIH.
2. [IpaBuina skcrTyaTauu 3aiuIEHHBIX TEXHUYECKUX CPEJICTB.
3. CepTuduimpoBaHHbIe CpeICTBA 3aLIUTHI HHOPMAIUH.
4. [TonGop 1 BHEApEHNE CHCTEM KOHTPOJISA JOCTYIIA.
5. JlokyMeHTHpOBaHKE MEP TEXHUYECKOM 3alUTHI.
6. [IpoBenenue nNpoBepOK TEXHUUECKOH 3aIUIIEHHOCTH.
7. OO0ecrneyeHne TEXHHYECKOM 3alIMThl B pacipeIeIEHHbBIX
CUCTEMAX.
8. OO6ecneyeHue 3anuThl HHPOPMAIIMKM Ha pabOUNX MECTaX.
9. Opranu3zanus 3aiunEHHbIX 30H 1 KAOMHETOB.
10. MOHUTOPHUHT COCTOSIHHSI TEXHMYECKOM 3aIIMThl HA O0BEKTE.
Tema 3. ITK-1
AIMUHUCTPUPOBaHHE 1. CpencTBa aHTUBUPYCHOM 3aIlIUTHI.
ceTeii. 3amuTa 2. MesxceTeBble SKpaHbl M CUCTEMBI KOHTPOJIS TpaduKa.
MH(OPMAITUH B CETAX. 3. Hcrnonp3oBanue cucteM oOHapy)eHus BropskeHuit (IDS).
MroroyposreBas samuTa | 4 [TporpaMMHBIE CPEICTBA KOHTPOJIS [IEJTOCTHOCTH JTAHHBIX.
KOPTOPATHBHAIX CCTCH. 5. OOHOBICHHUE U yIIpaBjieHue ys3BumocTsmu I10.
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[IprHOHUIIBI TOCTPOEHUS OTKA30yCTOMYHUBBIX CUCTEM.
Hcnonp3oBaHue pe3epBHOIO KOMMPOBAHUS M BOCCTAHOBJICHUSI.
[IporpamMmMHbIe cpeacTBa pa3rpaHUYeHMs] JOCTyIa.

CpencTsa 3amuThl 0T HecaHKIMoHupoBaHHoro noctyna (HC/).

=00

0. CpencTBa 3amUThl JaHHBIX HA MOOUITBHBIX YCTPOHCTBAX.
[1K-3
1. Pa3paboTka BHyTpeHHUX perjaMeHTOB WH(OPMAITMOHHOM
0€30MaCHOCTH.
2. [IpoBenenune nHCTpyKTaXXeil U TpeHUHroB o Ub.
3. Opranu3zanys KOHTpOJIS 3a IEHCTBUSAMU IIEpCOHAIA.
4. VnpaBieHrue y4eTHBIMU 3aIIUCSIMU U JOCTYTIaMH.
5. [TonuTuka naposiel U 3alUTa yYETHBIX JAHHBIX.
6. KoHTposb ncnonp30BaHus BHEINTHUX HOCUTENEH HHGOPMAITUH.
7. AyIuT NpOrpaMMHBIX U OpPraHU3alMOHHBIX MEp.
8. NHTterpanus opraHn3allMOHHBIX U porpamMHubix mep B UC.
9. Peanuzanus npuHIIMIa MUHUMAJIbHBIX PUBUIICTHH.
10. dopMupoBaHUE OTYETHOCTHU 110 coOmtoaeHn0 Mb.
Tema 4. TpeGoBanus K IIK-1

CUCTEeMaM 3allUThI
rH(pOpMaIUH 1
HaIpaBJIeHUs pa3BUTHUSA
cpencTB 0€30MacHOCTH
npennpuatus. IIpaBoBbie
MOCTIeICTBUS
HECaHKIIMOHUPOBAHHOTO
JOCTyTIa K WH(OPMAITIH

1. OGuue TpeGoBaHUS K CUCTEMaM 3aIlUThl HHGOPMAIIIH.

2. [Tpunmune! cepTudUKAMKA CPEICTB 3aAMUTHI HHPOPMAIUH.

3. Yporuu gosepust u kinaccudukamnus MC nmo ypoBHIO 3alUIIIEHHOCTH.
4. Metob! orieHKY 3G (HEKTUBHOCTH CHCTEM 3aIUTHI.

5. MuHuM#3a1us OpaB JOCTyNa U yIpaBieHUe PUBUICTUIMHU.

6. OTBETCTBEHHOCTD 32 HapyIICHHE PEKUMA KOH(PHUICHIINATLHOCTH.

7. IlocneacTBHsI HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHGOpMAIUH.

8. [lopsinok paccnenoBanust uHuuaeHToB Ub.
9. Opranuzanys BHyTPEHHEr0 KOHTPOJIS CUCTEMBI 3aIUTHI.
10. Onenka ymep0a oT peanu3alnu yrpos.

[K-3

11. HopmaruBHO-1paBoBas 6a3a 3amuThl HHGopManuu B PO.

12. Opranu3anys npoueccoB 3alUThl HHPOPMALIUU Ha TPEITPUATHH.
13. Arrecrarus 00bekTOB HHGOpMaTH3aluU 1o TpedoBanusm Mb.

14. Bzaumogeiicteue ¢ koHTposnupyromumu opranamu (PCTIK, ®Cb u
Jp.).

15. IIpaBoBbIe acneKThl 00pPaOOTKU MEPCOHANBHBIX TaHHBIX.

16. ITpunHIMIIEI TOCTpOCHHMSI O€30MmacHBIX KopropaTuBHbIX VC.

17. IlepcrieKTUBBI pa3BUTHS TEXHOJIOTUH 3aIIUTHl HH()OPMAIIH.

18. CootBerctBue TpeboBanusM crangaptoB b (I'OCT, ISO).

19. Pa3zpaboTka BHyTpEeHHEH HOPMATUBHOMN JOKyMeHTarwu 1o Wb.

20. YrpasieHue >KM3HEHHBIM ITUKJIOM HH()OPMAIMOHHOM 0€3011aCHOCTH B
OpraHM3alMH.

HIkana oneHUBAHUS OTBETOB HA BONPOCHI

[IIxama orieHUBaHU

Kpurepuu onenuBanus

«OTInYHO»

OOyuaromuiicss TIy0OKO M COAEp)KAaTeNbHO PAcKpbIBaeT OTBET Ha
KKl TEOPETUYECKUIN BOMpPOC, HE JOMYyCTHB OIMO0K. OTBET HOCHUT
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Pa3BEPHYTHIN U MCUEPIIBIBAKOLIMI XapaKTep.

«Xopoo»

OOyyaromuiics B II€JIOM PACKpPbIBAET TEOPETUYECKHUE BOIPOCHL,
OJIHAKO OTBET XOTsA Obl HA OJAMH U3 HUX HE HOCUT PA3BEPHYTOTO U
MCYEPIBIBAIOIIETO XapaKTepa.

«Y,Z[OBJ'IGTB OPHUTECIIBHO»

OOyJarommiicss B IIEJIOM PACKPHIBACT TEOPETHYECKHE BOMPOCHI U
JOMyCKaeT  psAJ  HETOYHOCTeW,  (parMeHTapHO  PACKPBIBACT
COJICpKAHUE TEOPETHYECKUX BOMPOCOB HMIIM HMX  PACKpPHIBAET
CoJIepKaTeIbHO, HO JOMYCKasl 3HAYUTeNIbHbIE HETOUHOCTH.

«HeynoBneTBopuUTEILHO»

OOyuaromuiics He 3HaeT OTBETOB Ha MOCTaBJICHHbIE TEOPETHUUECKUE
BOIPOCHI.

6.2.2. Temsbl aJ191 1OKJIa10B

Tewma (pazaen) Bompocsr
Tema 1. OcHoBHbIE ITK-1
TIOHSATHSA U OIPE/ICTICHUS. 1. Beenenue B 3amuty nH(pOpMaIMU: OCHOBHbIE MOHITUS U
WcTounnku, pucku u TEPMUHBIL.
opmer aTak Ha 2. Pucku yTedek nndopmanmm B COBPEMEHHBIX HH()OPMALIMOHHBIX
I/IH(l)OpMaLII/IIO. ITomutuka u CUCTEMAX.
CTAHAAPTEI 6E30MACHOCTH | 3 [Tpunnuns! o6ecriedeHrss UHPOPMALMOHHOM OE30MaCHOCTH.
4. dusnueckue yrpo3sl 1 X BIUSHHE Ha 0€301MacHOCTh
uHbOpMaInu.
5. OcHoBHBIE (OPMBI aTaK HA HHYOPMAITUIO: BUPYCHI, (DUIIIHHT,
DDoS.
I1K-3
6. Crannaptel 6e3omacHocty nHpopmarmu: ISO/TEC 27001 u
JpyTHe.
7. [Tonutrku 6€30NMacHOCTHU: CO3/1aHUE U YIIPaBJICHUE.
8. Knaccudukanus yrpo3 mist uapopmMau: BHyTpeHHUE U
BHEIITHUE PUCKH.
9. CoBpeMeHHbIE METO/IbI 3aLIUThI OT YTPO3 YTEUEK JaHHBIX.
10. OTHYecKue acleKThl 3alUIUThl MHPOPMAILMU B OPraHU3aALUIX.
Tema 2. [IK-1
Kpunrorpadudeckue 1 Beenenne B kpunrorpaduo: OCHOBHBIC BUIBI ITU(PPOBAHHUS.
MozieNi. ATITOPHTMBI 2. [IpuHIMIIBI CUMMETPUYHOTIO M CUMMETPUYHOTO MHU(POBAHUS.
MHQPOBAHHS. AJNTOPUTMBI | 3 Anroputmsl mugposanus: DES, AES, RSA u ux ocobeHHocTH.
ayTeHTH(HKALIN 4 AyTenTH(UKALKUS OI30BaTEIEH: YTO 9TO U KaK OHA paboTaer.
nomk30Batenci. Monenu 5 [TpumeneHne KpuUnTorpagpuIEecKX METOIOB B ONIEPAITIOHHBIX
0€30MacHOCTH OCHOBHBIX
OICPALMOHHBIX CUCTCM. chcTeMax.
[K-3
6. Mogenu KpunTorpapuIecKoil 3aUThl B COBPEMEHHBIX
OIEPALIMOHHBIX CHCTEMaX.
7. Crangaptsl U poTokoJibl ayTeHTUuKauu: Kerberos, LDAP.
8. Hcnonp3oBanue nudpoBbIX noanucei s odecrnedeHus

INOMAJIMHHOCTHU JaHHBIX.

9.

COBpeMCHHHe KpI/IHTOFpa(I)I/I‘-ICCKI/IC OAXOAbI K 3aIlIUTC

KOPIIOPAaTUBHBIX JaHHBIX.

10.

3ammra nepenaun qanHbix: TLS/SSL u qpyrue npoTokosist

0€30I1aCHOCTH.
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Tema 3. ITK-1
AJMUHHCTPUPOBAHHE 1. OCHOBBHI CeTeBOI 6€30MaCHOCTH: MPABHJIa U METObI 3AIIUTHI.
cereid. 3ammra 2. [Iporokome! 3amutsl B ceTsax: [Psec, VPN.
MH(OpMAILIMH B CETSX. 3. Pucku u yrpo3sr 6€30MacHOCTH TIPH pabOTe B OTKPBITHIX CETSX.
MgroroyposHesas samwtra | g4, 3aiura JOKaIbHBIX CETEN U MHTEPHETA.
KOPTOPATHBHBIX CCTCH. 5. [Ipumenenue GpaHAMayIpPOB M CHCTEM OOHAPYKEHHsI BTOPKEHUH.
[1K-3
6. Crpareruu MHOrOypOBHEBOM 3allIUTHl KOPIIOPATUBHBIX CETEH.
7. VYrnpanenue 6€30MacHOCTBIO CETeBOM MH(PPACTPYKTYPHI.
8. 3amyTa OT aTak Ha YPOBHE MPUIIOKEHUH U BeO-CEPBUCOB.
9. MeTo/1bl MOHUTOPHHTA U pearupoBaHUs HA UHLIUJEHTHI B CETSIX.
10. Texnonoruu 3amuthl Wi-Fi 1 6ecipoBOIHBIX CETEH.
Tema 4. TpeboBanus K ITK-1
CHCTEMaM 3allUThl 1. CrangapTsl ¥ TpeOOBaHUS K CUCTEMaM 3aIIUThI UH(POPMAIHH.
uHpOpMALUI 1 2. Pa3paboTka u BHepeHUEe CHCTEMBbI O€30TTaCHOCTH Ha
HaIPaBIIEHUS Pa3BUTHUA TIPETPHSITHL.
cpencTB besomacHocTu 3. OLeHKa PUCKOB U INIAHUPOBAHUE OE30IaCHOCTH IIPEANPHATHS.
npeAnpusTus. [pasoseie | 4 HNHcTpyMeEHTBI U CpeCTBA 3aIIUTH HHPOPMAIIHH.
ggz:;i[;;i?;por;am{oro 5. [Topsimok pearrpoBaHus HA UHLIUIACHTHI 0€30M1aCHOCTH.
JOCTyna K HHPOpMaIUH
[1K-3
6. 3akoHOaTeIbHbIC TPEOOBaHUS K 3alUTe HH(POPMAIIUH B
Pa3IUYHBIX CTPAHAX.
7. IIpaBoBbIE IOCIIEACTBUS YTEYEK JaHHBIX U
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.
8. OTBETCTBEHHOCTH 32 HAPYIICHUS B 00JIACTH 3aIUTHI
uHdopMmaIuu.
9. DBOJIIOLHS YTPO3 U METOJIOB 3AIUTHI B KOHTEKCTE PAa3BUTHUS
TEXHOJIOTHUM.
10.  Bynymiee u TpeHabl B 006JaCTH 3aIUTHI HHPOPMALIUU:

HCKYCCTBCHHBIﬁ WHTCIIJICKT 1 aBTOMAaTHU3allMs.

[Ixana oneHNBaHUA

[IIxana oneHUBaHUA

Kputepuu orenrnBanus

«OTnuuHO»

OOyuatomuiicss TIIyO0KO M COIepKaTelIbHO PACKPBIBAECT TEMY JOKiIana, He
JI0ITyCTUB OMKOO0K. OTBET HOCUT pa3BEepHYTHIN M HCUEPIIBIBAIOIINI XapaKTep.

«Xopormo»

OOyyJaroIuics B IIEIOM PacKphIBaET TEMY JOKJIaJa, OJHAKO OTBET XOTs OBl
Ha OJIMH W3 HUX HE HOCUT Pa3BepHYTOTO M MCUEPIBIBAIOIIETO XapaKTepa.

«Y 1OBIETBOPUTEIBHO

OOyuaromuiicss B LIEIOM pPAcKpbIBAaeT TeMy JOKJIaAa M JOIYCKaeT psA
HETOYHOCTEH, (QparMeHTapHO PpACKpHIBACT COIEPKAHUE TEOPETHUECKUX
BOIIPOCOB MJIM MX PAcKpPbIBAE€T COAEPKATEIbHO, HO IOIYyCKas 3HAYUTEIIbHBIC
HETOYHOCTH.

«HeynoBieTBOpHUTEIHHO

OOyyaromuiics He BJaJceT BRIOPAHHON TEMOM

6.2.3. OeHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMM (TECT)

1. Kakoii u3 MmeTronoB mmndpoBanus siBasieTcsi CAMMETPUYHBIM ?

MK-1.
1) RSA
2)  AES

23




3)
4)

2.
1)
2)
3)
4)

3.

ECC
Diffie-Hellman

Yr1o Takoe KpunTorpagpuyecKui x3m?

Anroputm mmdpoBaHUs

Meroa nonyyeHus: yHUKaJIbHOTO UACHTU(PUKATOPA JAHHBIX
Merton resepany Ciry4aiHbIX YUCEN

AJNTOPUTM J1J1s POBEPKH MOAJTUHHOCTH COOOIICHUMN

Kakoii TMII aTak HMCHOJb3yeTCH AJs B3J10Ma MapoJieil ¢ MOMOIIbIO

NpeIBAPUTENbHO BHIYHCIEHHBIX XJI-3HAYEHUH ?

1)
2)
3)
4)

4.

ATaka «rpy0oil CHIIBD»

ATaka 1mo cjoBapio

ATaka ¢ UCIIOJIb30BaHUEM PaTy KHBIX TaOJIHUIT
ATaka «4eJIOBEK MOCEPEIUHEY

Kakoii aaroputm wucnosab3yerc s MUPPOBAHMS [JaHHBIX B

coppeMmenHbIx Wi-Fi cersax?

1) DES

2) AES

3) RC4

4) RSA

5. Kakoii MexaHu3M ayTeHTH(HUKALMH MCHOJIb3YEeTCH B IPOTOKOJIE
WPA2 nas 3amutsel Wi-Fi cereii?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4)  AES

6. Kaxkoil M3 mepe4yucJIeHHbIX AJTOPUTMOB He SIBJSIETCH AJTOPHUTMOM
aCMMMeTPUYHOTro mudpoBanus?

1) RSA

2)  ElGamal

3) AES

4) ECC

7. Kakyo ¢pyHKIUIO BHINOJHSACT MYyOJNYHbIH KJIKY B aCHMMETPUYHOM
kpunrorpapun?

1)  Iudpyer nanusie

2)  JemmdpyeT nanubie

3) [ToamuceIBaeT cooOmeHus

4

[IpoBepser noanucu
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8. Kak Ha3pIBaercs aTraka Ha CHCTeMY, NPH KOTOPOH MBITAKOTCH
noa00pPaTh CEKPETHBIN KJII04Y METOI0M «Ipy0oii cHabI»?

1) ATaka ¢ UCIOJIb30BaHUEM PaTyKHBIX TaOIuUIL

2) ATaka no cioBapro

3)  Araka Ha ocHOBe mHudpa

4)  Ataka METOJOM IMOJHOTO nepedopa

9. Kakoi aaroputm wucnojndyerca B SSL/TLS nas olecneyenus
KOH(UIEHINATBHOCTH H 1[eJOCTHOCTH JAHHBIX NMPHU Nepeaayde Yyepe3 HHTEPHeET?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe u3 3THX yTBep:KAeHuii 0 uudpoBoii NOANUCH BEPHO?

1) [udposast moANKUCH UCTIONB3YETCS A MUPPOBAHUS COOOIIEHUI

2)  [udposas moamuck odecrneunBaeT KOHPUACHIIMATEHOCTH COOOIICHUS

3) HudpoBas noanuch HUCHOIB3YETCS JUIsi MPOBEPKH TMOMJIUHHOCTH U
LEJIOCTHOCTH COOOIICHUS

4) [udpoBas moanuch UCHOIb3YETCS JJIsl CO3aHUsI TapOJIs

11. Yro Ttakoe PKI (Public Key Infrastructure)?

1) Cucrema ynpasieHus HUGPOBBIMU MOIIHUCIMHU

2) Cucrema y1s mmdpoBaHUsl CHMMETPUYHBIMU aJITOPUTMaMU

3) Cucrema, UCMOJB3yIOIIask TOJILKO OJTHOPA30BbIC KIIOUU

4) MexaHu3M ISl YIPaBICHHS M XpaHEHMs ITyOJIMYHBIX W IIPUBATHBIX
KJIFOUEH

12. Yro Takoe 'crpormii pexum mudpoBaHus'" B KOHTEKCTe
ajqropurma AES?

1)  Pexum, rae kaxplil OJOK JaHHBIX MHUPPYyETCS OTACIBHO

2)  PexuM, KOTOpBII 3alpeliaeT HCIOIb30BaHUE BCEX CHUMBOJIOB, KpOMeE
udp

3)  Pexum, ucnonb3yromuii 6J10ku (UKCUPOBAHHOTO pa3Mepa

4)  Pexum, Korja OJuH KJIH0Y UCIOJIb3YETCS AJIsl BCEX CECCUM

13. Kakoii u3 aJIropuTMoB SIBJISIETCS AJTOPUTMOM X3IIMPOBAHUSA?

1) RSA
2)  AES
3) SHA

4)  Diffie-Hellman
14. B kakowm cayuae ucnosndyercs aaroputm HMAC?

1) s coznanus uu@poBbIX MOAIUCEN
2)  Jlnud 3alMThl HEJTOCTHOCTH JAHHBIX
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3)

JIns reHepanuy ciiy4yalHbIX YHACEI

4)  Jns neumudpoBaHusi COOOIICHUMN

15. Kakoili npoTOKO0J UCIO0JIb3YeTCs JAJIf 3alUUThI JJIEKTPOHHOM MOYTHI €
NMOMOIIbI0 KPpUNITOrpaduIecKUX MeToa0B?

1) SSL

2) IMAP

3) S/MIME

4) SMTP

16. UYrto o3Hayaer TepMUH ''KOHPHAECHUHUAJBHOCTH'' B KOHTEKCTE
3auThl HHpopMauu?

1) 3ammuTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYMNA K JAHHBIM

2) VY ocroBepeHre MO JIMHHOCTH OTIPABUTEIIS

3) [ToarBepxkaeHne 1ETOCTHOCTH TaHHBIX

4)  YgaoctoBepeHue aBTOPCTBA JAHHBIX

17. Kakoit aJIrOpPUTM KPUNTOrpapu4ecKoro XJLIUPOBAHNSA
HCNOJIb3YeTCA [JI1 TNPOBEPKH MONJMHHOCTH MapoJiedi B COBPEeMEHHBIX
cucremMax?

1) MD5

2) SHA-256

3) DES

4) RSA

18. Yrto mpeacrasisieT co00i MeTO] ATAKYKILEro, KOTOPbIH NMbITAETCHA
yraaathb CeKpeTHbII KJIKY, HCCIeAys BO3MOKHbIe KOMOMHALIMU 3HAYECHUI?

1) ATaxka ¢ pagy>KHbIMH TaOJIUIIAMU

2)  Artaka MeTOJOM MOJHOTO nepedopa

3) Artaka no cioBapro

4) Artaka ¢ ucnonab3oBaHueM ysa3pumocreit B [10

19. UYro Takoe "cummerpuuHoe mmndposanue'?

1)  Hcnonb3oBaHMe  OJMHAKOBBIX  KItoued i mudpoBaHus U
nemudpoBaHUs

2)  Hcnonb3oBaHue ABYX KIIOUYEH: MyOJIMYHOTO U IPUBATHOTO

3) Hcrnonp30BaHNe YHUKAIBHBIX KITOYEH [T KOKIOTO CeaHca

4)  Vcnonb3oBaHUE OJHOTO KJIFOYA JIJISl BCEX MOJIb30BATENEH CUCTEMBI

20. Kak HaspIBaeTcsi MeXaHU3M, NO3BOJAIONIUI ayTeHTH(PUUUPOBATH
M0JIL30BaTe sl ¢ IOMOUIBIO €ro OTNHeYaTKa najbua?

1)  buomerpuueckas ayTeHTU(PUKALMS

2)  MmuorodakTopHas ayTeHTU(DUKALISA

3)  IlaponbHas ayTeHTH(pUKALIMS

4)

PoneBas ayrentudukanms
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IIK-3.

21. Kakoii H3 mnepe4yHCICHHBIX METOA0B INH(PPOBAHUA MCHOJb3yeT
acCMMMeTPUYHbIE KJIHYU?

1) RSA

2)  AES

3) DES

4) RC4

22. Jlag yero ucnoJjib3dyercsi nporokoa SSL/TLS?

1)  Jusa mudpoBaHUs JIEKTPOHHBIX MHCEM

2) JI714 3a1mUThl JaHHBIX, ITIEPEAABAEMbIX IO CETH

3) Jliist ayTeHTH(UKAIIMY TTOJIb30BaTENCH

4) Jlnst 31U Thl 0a3hl JAHHBIX

23. Yro TaKoe ABYCTOPOHHSASA ayTeHTH(PUKaUus (mutual
authentication)?

1) Korpna Tonbko cepBep ayTeHTUPUITUPYET KIUEHTa

2)  Korama o0a yyacTHuka oOMeHa MH(pOpManuend ayTeHTUDULHUPYIOT APYT
Apyra

3)  Korna kiveHT ayTeHTUGUUUPYET ce0sl ¢ TOMOILBIO MapoJis

4)  Korga o6a yyacTHHKa UCHOJIB3YIOT OJUHAKOBBIE TTAPOJIU

24. Kakoii u3 MeTOA0B 3alIMThl JAHHBIX HCHOJb3YETCH JJIsA
o0ecreyeHUsl HEJOCTHOCTH M 3alIMTHI OT MOJAMEHBI JAHHBIX B Ipouecce HX
nepeaavu?

1) IIudposanue

2)  DneKTpoHHas MOJANKUCH

3)  XbsmmpoBaHue

4)  OTKpBITBIE KIIOYH

25. Yrto Takoe cuctema ynpasJenus kiawdamu (KMS)?

1)  MexaHu3Mm Jyis TeHepaluu nap Kiodyen

2)  MexaHu3M IS yIIpaBiaeHUs JOCTYIIOM K JaHHBIM

3)  Cucrema ns XpaHEHUs, paclpeeIeHUs U 3alIUThI KI0Uei

4) [IpoTokon asns 3amuThl HHGOPMAIUH

26. Kak Ha3biBaeTcsl cnoco0d, NpPU KOTOPOM CeKPEeTHbIH KJIHY

HCIMOJIB3YETCH IJIsA I[eIHI/I(l)I)OBaHI/Iﬂ SaHIHq)pOBaHHbIX I[aHHLIX?

1)
2)
3)
4)

IudpoBanue ¢ UCIOIB30BAHUEM CHUMMETPUYHBIX KITFOUEH
AcumMmerpruyHoe mudpoBaHue

X3UIUPOBAHUE

DJIEKTPOHHAS MOJIUCH
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27.
HeBepHO?

1)
BXO]1a

2)

3)

4)

28.

Kakoe wu3 3THX YyTBep:KIeHMH O Kpunrorpaguyeckux Xxj3max
XsmI-(hyHKIMS BCET/ia TeHEpUPYET YHUKAIBHBIN Pe3yNIbTaT AJIs KaX10Tr0
X31I-QpyHKIMS UCTIONb3YETCS AJI MPOBEPKU LUETOCTHOCTH JAHHBIX
X31I-QpyHKIUU HE MOTYT OBITh paciii(ppoBaHbl OOpaTHO

Xo1I-(hyHKIUU SABJISIIOTCS HEOOPAaTUMBIMU

Kakoii u3 3TMX ajaropurMoB mMU(PPOBAHUA SBJsSETCH HauboJiee

3(pPeKTUBHBIM ISl 3AIIUTHI JAHHBIX B 00JIaYHBIX cepBHcax?

1)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoii NMPOTOKOJI UCHOJIB3YETCH JJIsI YCTAHOBJIICHUA 3allIMICHHOI'O

KaHaJ/Jia CBA3N MEKAY KIMECHTOM U CEPBEPOM B l/IHTepHeTe?

1)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3bIBaeTcsi MeTOJ, NMPH KOTOPOM JBa YYaCTHHKA O0OMeHa

MOTyT OOMEHMBATBHCS KJIKYAMH 0e3 TOro, 4ro0bl OHM ObLIM INepexBayveHbl
TpeTbell CTOPOHOI?

1)
2)
3)
4)

31.
1)
2)
3)
4

32.
1

Huddu-Xenaman

RSA

Onb-I"amanp

RSA u Indpdu-Xennman

Yro Takoe cepruduxar X.509?

Tun uudpooii moanucu

Crangapt 175 3alIUTHI TapOJIei

dopmart a1 XpaHeHusI 1 oOMeHa MyOJIUYHBIMU KITFOYaMU
Merton reHepaiuu CayqdaiHbIX Yuces

Yro npeacrapiisieT co00i aTaka «4ejIOBeK MocepeauHe»?
Ataka, TIpM KOTOPOM 3JIOYMBIIUICHHUK IE€PEXBATHIBAET W H3MEHSET

JTAHHBIC MEXTY IByMsI CTOPOHAMH

2)
3)

ATaka Ha cepBep, C LICJIBIO IIEPETrPY3UTh €TI0
ATaka, IIp¥ KOTOPOM MapoJib IIOJB30BATENS YKPAAEH C IOMOIIBIO

nepexBara ceTu

4

33.

ATtaka Ha mu@dp ¢ UCIOJIB30BAHUEM PATYKHBIX TAOJIHUIL

Yro Takoe '""MHOrogpakropnasi ayrenrupuxkanus' ?
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1)  Meroa, npu KOTOPOM Ui BXOJla B CUCTEMY MCIIONb3YyeTCs ABa U Oojee
pa3HbIX Croco0a MPOBEPKU MOATUHHOCTH

2) Hcnonbs3oBaHue eAMHOrO maposist AJisl BCEX MOJIb30BaTENEH

3)  Hcnosp3oBaHuE OJJTHOPA3OBBIX MapoJei

4) Meton, npu KOTOPOM KCHOJIB3YETCS TOIBKO MapoJib

34. UYrto Takoe kpunrtorpapuueckasi 3alUTa HA OCHOBE JLIMINTHYECKUX
KPHUBBIX?

1) Meton, WCHOJB3YIOMIUM JOJTHE BBIYMCICHUS JJI1  YBEIUMYCHUS
0e30macHOCTH

2)  Meron, UCTIONB3YIOLIMNA MaTeMaTHUYECKUE OCOOCHHOCTH AUTUIITUYECKUX
KPHUBBIX JIJIs1 o0ecrieyeHus: 6€30MacHOCTH

3) Meton, HCTIONB3YIOLINN TOJIBKO OJHOPA30BBIE KIIFOYU

4) Meton, HCTIONB3YIOIINN X3MUPOBAHUE

35. Kakoil U3 MeTO0B 3alIUTHI JAHHBIX NpeanosaraeT UcmoJb30BaHue
JMYHBIX OHOMETPUYECKHUX XAPAKTEPUCTUK, TAKHX KAK OTHEYATKH NAJbLIEB HIU
paayxkHasi 000;104Ka riaasza?

1)  buomerpuueckas ayTeHTU(PUKALIMS

2)  IlaponbHas ayTeHTU(UKAIUSA

3)  CekpeTHbli K104

4)  OTKpBITHIN KITIOY

36. Kakoii ajaroputr™M 3amuTbl HHPOPMALMH HMCHOJb3YyeTCH AJs
G poBbIX NOANKCEH B 3JIEKTPOHHOU moyTe?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoil ajaropurm HCHOJb3yeTCd B OOJbIIMHCTBE COBPEMEHHBIX
cucreM sl M poBaHus JAHHBIX B 0a3e JaHHbIX?

1)  AES
2) RSA
3)  MDS5
4)  SHA-256

38. Kakoili THD arTrak 4ame BCero HCHOJb3yeTc /I TOMCKA
YA3BUMOCTel B KpunTorpagpuyecKkux nNpoToxkojaax?

1)  Araka «rpy0oit CHIIBD)

2) ATaka ¢ UCIOJIb30BaHUEM PaATyKHBIX TaOIuUIL

3)  Araxa Ha ocHOBe mudpa

4) ATaka no cioBapo

39. Kakoii MexaHM3M MCIOJIb3YeTCsl Uil 3AIIUThHI JAHHBIX B 00J1aKe?
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1)  CummerpuuHoe mHQppPOBAHHE

2)  AcummerpuyHoe muppoBaHUE

3)  MmnorodaktopHas ayTeHTHUPUKAIIUS
4) VPN

40. Kak Ha3pIBaeTcs mnpouecc, NpM KOTOPOM KpuUNTOrpaguyeckui
KJII0Y HCHOJb3YeTCH Ui TNPOBEPKHM LEJOCTHOCTH [AaHHBIX, a He I HX
mudpoBanus?

1)  XsmwmpoBaHue

2) DJIEKTPOHHAS TTOJIUCH

3)  AyreHtudukanus

4)  JInddu-Xemnman

41. Kakoii aJaropuTM muCHOJb3yeTCH sl CO3JAHUS AYTEHTHYHBIX
undpoBbIX Noanuceii B 0J10k4eiine?

1) RSA
2) ECDSA
3) SHA
4)  AES

42. Yrto Takoe meroa "'AByX(aKTOPHOH ayTeHTHPUKAUN'' ?

1)  Hcnonb3oBaHue ABYX pa3HbIX KPUOTOrpaUUYECKUX aITOPUTMOB IS
mu@poBaHUs

2)  Hcnonb3oBaHue  KOMOMHAIMM  Hapoiss M OWMOMETpUM IS
NOATBEPKACHUS JIMYHOCTH

3)  Hcnosbp3oBaHue mnaposisi U OJHOPA30BOIO KOZAA, OTIPABICHHOIO Ha

TenedoH
4)  Hcnonw3oBaHuE OBYX UJIEHTU(DHUKATOPOB ISl KAXKA0TO MOIb30BATENSA

43. Kaxk mHaspiBaeTcs KpunrTorpaguyecKuii MNPOTOKOJ, KOTOPBIi
o0ecneyuBaeT 0€30I1aCHOCTHL Be0-caiTOB?

1)  HTTPS
2)  FTP

3)  POP3
4)  IMAP

44. Kakoil ajaropuTM HCHOJb3YeTCd B OJIOKYEH-TEXHOJIOTUSX [JIsl
NPOBEPKHU TPAH3AKIMIA?

1)  SHA-256
2)  RSA
3)  DES

4)  MD5
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45. Kakoii Tun mu@poBaHUA  HCHOJB3YeTCS I  Nepeaadu
KOH(PUIEHUNAJBHBIX JAHHBIX B MPUJIOKEHUSAX C UCMOJIb30BAHHEM MYOJMYHOIO

KJaua?

1) RSA
2)  AES
3) SHA
4)  DES

Kiou Kk Tecty:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1
10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2
19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3
28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1
371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

IikaJia oeHUBaHKS Pe3yJabTATOB TECTUPOBAHMS

% BEpHBIX pPelIeHUH (OTBETOB) [Txana oneHUBaHUA
85-100 OTIIUYHO
70 - 84 XOpOILIO
50- 69 YAOBJIETBOPUTEIHHO
0-49 HEYJOBJIETBOPUTEIHHO

6.2.4. Ilpumepsnl 3a1a4 npu pa3zdope KOHKPETHBIX CUTYyaIM i

Tema 1. OcHognvle nonamus u onpedeneHus. Mcmounuku, pucku u gopmol
amak Ha ungopmayuro. [lonumuxa u cmanoapmul 6€30nacHocmu

MK-1.

1. Hamucate 0030p OCHOBHBIX MOHSTHH 3alIUTHl WHGOpPMAIUU, BKIIOYas
KOHQUACHIIMATBHOCTD, 1enocTHOCTh U goctynHocTh (CIA). IlpuBectun mpumepsi,
WUTIOCTPUPYIOIINE KaXA0€ MOHSATHE.

2. PazpabotaTh MOAUTUKY O€30MACHOCTH Il BBIMBIIUICHHOW OpraHu3allui,
BKJIFOUAIONIYIO OMKMCAHUE UCTOYHUKOB YTpo3 U MEPHI IO UX MUHUMHU3ALUY.

3. OueHuTh PUCKU s MHOOPMAIMOHHOW CHCTEMBI, UCIONb3YS METOAMKY
OLIEHKH PUCKOB, U MPEAJIOKUTH MEPHI 1151 CHUYKEHUS ITUX PUCKOB.

ITK-3.

4. Tlpoananmu3upoBaTh peajbHBIA CIy4yall yTEUKM JaHHBIX B KOMIIaHWH,
OIUCHIBAs, KaK MIPOM30ILIA aTaKa U KaKue ObUIH MOCIIEACTBUS.

5. [loAroTOBUThH MpPE3EHTALMIO O MEKIYHAPOIHBIX CTaHAapTax 0€30MacHOCTH
(mampumep, ISO/IEC 27001), 0o0bsicHAS UX 3HaYECHWE U TPUMEHEHUE B OpTraHU3AIIHH.

6. Co3garp TabauIly, B KOTOPOIl OyIyT MepedyrcieHbl pa3iuyHble (GOPMBI aTaK
Ha MHQOPMAIINIO, UX OMKUCAHUE U CTIOCOOBI 3aIUTHI OT HUX.
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Tema 2. Kpunmoepaguueckue moodenu. Aneopummel  wugposarnus.
Aneopummul aymenmugurayuu nonvzosameneu. Mooenu 6e3onacnocmu OCHOSHBIX
ONepayuUoOHHbIX CUCTNEM.

IK-1.

1. OmnucaTh OCHOBHBIE KpPUNTOTpaQUUECKHE MOJACITU: CHUMMETPUYHBIC U
ACUMMETPHUYHbBIE AITOPUTMBI LIN(POBAHUS, UX IPEUMYILECTBA U HETOCTATKHU.

2. TlpoBectu ananu3 anroputMoB mmdpoBanus (Hanpumep, AES u RSA):
OPUHIMI pabOThl U 00JACTU TPUMEHEHHUS.

3. Onucath pa3inuyHbe METObI ayTeHTU(UKAIIMK T0JIb30BaTeNel (Harmpumep,
NapoJik, TOKEHBI, OMOMeTpHs) U UX F3HPEKTUBHOCTS.

IIK-3.

4. Peanu3oBaTh nMpuMep MCMOJIB30BaHUS aIrOpUTMa UG poBaHus (Hampumep,
AES) Ha BBIOpaHHOM $I3BIKE MPOTPAMMHUPOBAHUS, C OOBSICHEHHEM HCIOIb3YEMbIX
OuOIMOTEK M UX PYHKITUH.

5. [IlpoBectTn wucciaeqoBaHHEe MoOjeIe O€30IMacHOCTH B OOHOM M3
OTlepaloHHbIX cucTeM (Hampumep, Windows wmiu Linux), omuceiBas, Kak OHHU
peanu3yroT 3aMUTy HHPOPMAIIHH.

6. HccienoBaTh COBpEMEHHBIE YrpO3bl ISl KpUNTOrpaUuecKHX METOOB
3aIIUTHl THPOPMALIMK U MPEIJIOKUTH CIOCOOBI UX YCTPAHEHUS.

Tema 3. AOmunucmpuposanue cemeu. 3awuma uHdopmMayuu 6 Ccemsix.
MHnozoyposnesas 3auuma KOpnopamueHslx cemeil.

IIK-1.

l. Omnucarb OCHOBHBIE MNPUHIUIBI AIMUHUCTPUPOBAHUSL CETEH, BKJIIOYAs
3a/1a4l U OTBETCTBEHHOCTh CETEBOIO aJIMUHUCTPATOPA.

2. IlpuBectu mpuMepbl METOJOB 3alllUThl MH(POpPMAIMU B KOPIOPATUBHBIX
CETSX, TAKMX KakK (HaepBOIIbI U CUCTEMbI OOHAPYIKEHUS BTOPKCHHIA.

3. Pa3paboTarh KOHIEMIIMIO MHOTOYPOBHEBOU 3aIUTHI JIJISI KOPIIOPATHBHOM
CEeTH, BKJIIOUYasi BCE YPOBHH 3aIIUTHI ((DPU3HUUECKUIA, CETEBOW, IPUKIIATHOMN).

IIK-3.

4. IIpoBecTr MpaKTUYECKOE UCCIIEIOBAHNE 110 HACTPOUKE (haepBOJIa U CUCTEMBI
oOHapyKeHHsI BTOPKEHUI B TECTOBOM CETEBOM CpeJie, OMUCHIBAs MPOLIECC HACTPONKHU
U pEe3yJIbTaThI.

5. Co3gaTh Tmpe3eHTalMI0 O Hauboliee PaclpOCTPAHEHHBIX — Yyrpo3ax
0€30MacHOCTH B CETSIX U MPEAI0KEHHBIX MEPAX MO UX MPEeA0TBPALICHUIO.

6. Pa3zpaboraTh pyKOBOJACTBO MO MPOBEACHUIO ayauTa OE30MaCHOCTH CETEBOI
UH(GPACTPYKTYPBI, BKJIIOYasi OCHOBHBIE ATAMbl U METO/IbI.

Tema 4. Tpebosanus Kk cucmemam 3awumsl UHGOpMAYUU U HANPABIEHUS

paseumusi  cpeocme Oe30nacHoCmu  npeonpusmusl. IIpasosvie nocneocmeus
HeCaHKYUOHUPOBAHHO20 0OCMYNA K UHGDoOpMayuu
IK-1.

1. Omucate OCHOBHBIE TpeOOBaHUS K CHUCTEeMaM 3allUThl WH(OpMAIUH,
BKJIIOYAsl PYHKIMOHAIbHBIE U HE()YHKIIMOHAJIbHBIE ACTIEKTHI.

2. HccnenoBaTh HalpaBi€HUS Pa3BUTHS CPEACTB O€30MACHOCTH, BKIHOYAs
HOBBIE TEXHOJIOTMH U MOAXObI K 3aIIUTE UHPOPMALIUH.
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3. PaccMmoTperh mnpaBOBBIE AaCMEKTbl 3alllUThl MH(POpPMALMHU: 3aKOHBI U
HOpPMaTHUBHBIE aKThl, PETYJIUPYIOIINE O€30MACHOCTh TaHHBIX.

IIK-3.

4. IlpoBecTH HcClIeOBAaHUE O MOCIEICTBUIX HECAHKIIMOHUPOBAHHOIO JIOCTYyNa
K HH(GOpPMaLIMHU, TPUBOAS IPUMEPHI U3 PEaTbHON MPAKTUKU.

5. IloaroToBUTh OTYET O POJU PETYISATOPOB B OOECHEUEHUM 3aIUTHI
uH(pOpMaIMKU: KaK OHH BIUAIOT Ha MPAKTUKU U CTaHAAPTHI O€30MaCHOCTH.

6. Omnucarb MNPAaKTUUYECKUE PEKOMEHAAIMU 10 BHEAPEHUIO TOJUTUKH
0e301acHOCTH Ha YPOBHE NMPEANPUITHS, BKIIIOUas IPUMEPHI YCIEIIHBIX pean3aiiuii.

IxaJjia oneHUBaHUA

[IIkasia OLIeHUBAHHUS Kpurepuu oneHuBaHus
«OTnHyHO» 00yyaroIMICs SICHO M3JI0KIIT YCJIOBHE 3a]]auu, peleHrne 000CHOBaJI
«Xopowo» 00yJaromuncsl SICHO M3JO0XKHJ YCIIOBHE 3aJauyd, HO B OOOCHOBaHHUH
peLIeHMsI UMEIOTCSI COMHEHUS;
«Y 1OBJIETBOPUTETBHO» oOydJalomuics H3JI0KWI pEelIeHHe 3aJadyd, HO OOOCHOBal €ro

bopMyIIHpOBKaMU OOBIIEHHOTO MBIIIJICHUS;

«HeynosnerBopuTensHO» o0ydJaronmuiicsi He YSACHMJ YCJIOBHE 3aJadud, pelIeHHe He 00OCHOBAI
m0o0 He cian paboTy Ha MPOBEpKY (B CiIydae MPOBEICHUS pEIICHUS
3a/1a4 B MMMCbMEHHOU (popme).

6.2.5. Tembl 11 pedepaTon

Tema (pazmen) Bompocsr

Tema 1. OcnoBuble nonstusa u | I11K-1

onpenernenus. cTouHnKy, 1. OcHOBHBIE OHATHS 3alUThI HH(OPMALIUU: ONpEeesICHUE, LIETU U
[PUCKU 1 (I)OpMI)I aTakK Ha TIPUHIUIIBL.
uH(bopmaryo. [omurika i 2. Buzipl HCTOYHUKOB yTpo3 0e30MmacHOCTH HH(GOPMaLUU: BHYTPEHHUE U

CTaHAApTHI 0€301TACHOCTH BHENIHIE.

3. OcHoBHbI€ (GOpPMBI aTak Ha HHGOPMaLMIO: BUPYCHI, puiuHr, DDoS-
aTaku v JpyTHe.

4. [lonutuka 6e30nmacHOCTH: pa3paboTKa U BHeApeHHEe Y3PPEeKTUBHON
MOJIMTUKH O€30MaCHOCTH B OpraHU3aLUY.

I1K-3

5. OueHka pUCKOB B 00JIaCTH 3aIMTHI HHPOPMAIMKU: METOABI U
MOJIXO/IBI.

6. Crangapthl 0€301aCHOCTH MHPOPMAIMH: MEKIYHAPOIHBIE U
HalMoHalbHbIe cTanAapThl (Hanpumep, ISO/IEC 27001).

7. Ponb yenoBedeckoro (akropa B 0€30maCHOCTH MHPOPMAIUH: KaK
OLIMOKM MOJIb30BaTEIe MOTYT IPUBECTH K yT€UKaM JaHHBIX.

8. [IpumepsI peabHBIX aTak Ha MHPOPMALMOHHBIE CUCTEMBI U aHAJIH3
HUX IIOCIENCTBUN.

Tema 2. Kpunrorpapuueckne | [1K-1

MOZEeIH. AJITOPUTMBI 1. OcHOBHBIE KpUNTOTpahUIECKUE MOJEITN: CHMMETPUYHBIC H
i ppoBaHUS. AJITOPHTMBI aCUMMETpPUYHbIE aJITOPUTMBbI IUPPOBAHUSI.
Ay TeHTHUKAIHH 2. Anroputmsl mudposanus: AES, DES, RSA: npunnumnsl paboTsl 1

moab3oBaTeneii. Moaenu

o0acTu MPUMEHEHHUS.
0€3011aCHOCTH OCHOBHBIX
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OICPALMOHHBIX CUCTEM.

3. AnroputMsbl ayTeHTH()HKALIUK TOIb30BaTENEH: TapOJIi, TOKEHBI,
OMOMETpPHSI U UX UCIIOIb30BaHUE.

4. Mozaenu 0e30IacHOCTH B ONEPALIMOHHBIX CUCTEMAaX: KaK OHU
peanu3yoT 3alKTy UHQOPMAIMK U YIIPABICHUE JOCTYIIOM.

I1K-3

5. Ilpumenenune kpuntorpau4eckux METOIOB B 3alIUTEe HHPOPMALIUN:
IIPUMEPBI U CLIEHAPHH.

6. CoBpeMeHHbIE YTpO3bl UIsI KPUITOTpaPUUECKUX METOAOB 3AIIUTHI
nH(pOpMaIuu: aTaku Ha MUQPHI U YI3BUMOCTH.

7. HTerpanust KpuntorpapuuecKux TEXHOJIOTHH B IPOrpaMMHOE
obecreyeHue  arnmnapaTHble peIIeHusl.

8. bynymiee kpuntorpadguu u Mojeneil 6e30MacHOCTH: HOBBIS
HaMpaBJIeHUs] U TEXHOJIOTUH.

Tema 3. AnMuHHCTpHpOBaHKE
ceTeil. 3amuTa nHGOPMAIIIH B
ceTax. MHOroypoBHeBas 3ailuTa
[KOPIIOPATUBHBIX CETEH.

IK-1

1. OcHOBHbBIE IPUHLIUIIBI AIMUHUCTPUPOBAHUS CETEH: 3aa4u U
OTBETCTBEHHOCTH CETEBOI'0 aIMUHUCTPATOPA.

2. Meto/ibl 3a1IMThl HH(OOPMALIUK B KOPIIOPATUBHBIX CETAX: (aepBOIIbI,
CUCTEMBI OOHAPYKCHHSI BTOP>KEHUH U IPYTHE CPEICTBA.

3. MHoroypoBHeBasl 3allluTa CeTeBOH HHPPACTPYKTYPHI: MTOAXOJIBI U
TEXHOJIOTHH.

4. Pons VPN u mudpoBanus B 3aniute HHGOPMAIMH TIPH Iepeaade
JAHHBIX TI0 CETSIM.

[1K-3

5. Ilpumepsl ycnenmHol peain3aliii MHOTOYPOBHEBOM 3aIIUThHI B
KPYIHBIX OpraHu3aIusx.

6. YTpo3bl 6€30MaCHOCTH B CETAX: aHAJIU3 U CIIOCOOBI UX
MpeA0TBPALICHUSI.

7. Ayaut 6€30macHOCTH CeTeBOM HHPPACTPYKTYPHI: METOABI U
MOAXO/BI.

8. IlpakTHueckue peKOMEH AU 110 YIyUYlIeHHI0 0e30MacHOCTH
KOPIIOPAaTHUBHBIX CETEM.

Tema 4. TpeGoBanus K
CHCTEMaM 3alUThl HH(pOpMaLuu
M HATIPaBJICHUS Pa3BUTHL
CcpencTB 0€30IacHOCTH
npennpusatus. [IpaBoBbie
TOCJICACTBUS
HECaHKIMOHUPOBAHHOTO
imocTyma k nHpopMaImm

[IK-1

1. OcHOBHBIE TPEOOBAHMS K CHCTEMaM 3alIUTHI HH(POPMAIIHH:
(GYHKIIMOHATBHOCTD, HA/IEKHOCTD, YyCTONYHUBOCTD.

2. HampaBneHus pa3BUTHUs CPEICTB O€30MIaCHOCTH: HOBbIE TEXHOJIOT MU
Y TIOJIXOJIbI B 3aIIUTe UHPOPMAIIHIH.

3. IlpaBoBBIE acMeKThI 3aIUTHI HH(GOPMAIMN: 3aKOHBI 1 HOPMATHBHEIE
aKThl, peTyJIUpYIOIe O€30MacHOCTh TaHHBIX.

4. OTBETCTBEHHOCTh OpraHU3allui 32 YT€UKYy JaHHBIX: IIPABOBbIE
MOCJIEICTBUS M MEPHI BO3JICHCTBHS.

I1K-3

5. Ilpumepsl HECAaHKITMOHUPOBAHHOTO JIOCTYIIA K HH(OpMAITK U UX
IIPaBOBBIE TIOCIIECTBHUS.

6. Poitb perynsaropoB B oOecriedeHUH 3auThl HHPOPMAIIUU: KaK OHU
BJIMSIFOT HA MPAKTUKU U CTAHAPThl 0€30M1aCHOCTH.

7. Pa3zpaboTka 1 BHEpEHUE MOJUTHKN 0€30ITIaCHOCTH Ha YPOBHE
NPEINpUATHS: IPUMEPBI U PEKOMEHAALINH.

8. byaymiee 3amuThl HHGOPMAIIUU: KaK MPABOBBIC U TEXHOJIOTHUECKUE
M3MEHEHHMs IOBJIUSIIOT Ha CUCTEMBI O€3011aCHOCTH.
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Ikajaa oneHNBaHUA

Ilkana oneHUBaHuUs Kpurepuu orieHuBaHus

«OTnruHO» OOyvarommiics TIyOOKO H COJEPKATEIBHO PACKPHIBAET TEMY
CaMOCTOSITENIbHOM PaldOoThl, HE JOMyCTHB OIMOOK. OTBET HOCHUT
Pa3BEPHYTHIM U MCUEPIIBIBAKOLIMNA XapaKTeED.

«Xopouio» OOyvaromuiics B IEJIOM pPAacKpbIBaeT TEMY CaMOCTOATEIbHOU
paboOThI, OJHAKO OTBET XOTS OBl HAa OJMH W3 HUX HE HOCHUT
Pa3BEpHYTOT0 M MCUYEPIIBIBAIOLIETO XapaKTepa.

«Y IOBIIETBOPUTEIIBHO» OOyuaronuiicsi B IIeJIOM PACKPBIBAET TEMY CaMOCTOATEIBHON PabOThI
U JIONyCKaeT psA HETOYHOCTeH, (parMEHTapHO pPacCKpbIBAET
COJICpKAaHUE TEOPETUYECKUX BOIPOCOB WIM HX PaCKpPbIBAET
COJIEPKATENBHO, HO HOITyCKasi 3HAYUTEIbHbIE HETOUYHOCTH.

«HeynosnerBopurensHo» | OOydaromuiics He BiaJeeT BbIOPAHHOW TEMOW CaMOCTOSATEIbHOM
paboThI

6.2.6. UnauBuayaibHbIE 3aJaHKUS AJI51 KypCOBOM padoThI (MpoeKTa)
KP u KII mo aucuunnube «3ammurta nHQopMaiuu» padoyeid mporpamMmoi u
y4eOHBIM TUIAHOM HE MPEAYCMOTPEHBI.

6.3. OLEHOYHBIE CPEACTBA INPOMEXYTOYHOI'O
KOHTPOJIsA

BOIIpOCbI AJIHA MOATOTOBKH K l'IpOMe)KyTO‘IHOﬁ aTTeCTallui Mo uTOoraM OCBOCHUA
AUCHUII/IMHbI 3amnTa an)opMaunu:

IK-1.

1. Komnrerorepnsie Bupycol. IX pa3HOBUIHOCTH.

2. AHTHUBHPYCHBIE CpecTBa. [[puMepbl aHTUBUPYCHBIX MIPOTPaMM.

3. [TonsiTue uHopMaIMOHHONH OE30MACHOCTH.

4. [TonsiTne KOoH(MUIEHIUATEHOCTH UHHOPMALIIH.

5. [Tonsitue  nmoctyma Kk uHopmanuu  (CAaHKIMOHUPOBAHHBIA U
HECAHKIIMOHUPOBAHHBIN JIOCTYTI).

6. [TonsiTus naeHTudUKaIus, ayTeHTUPUKALNUS U aBTOPU3ALIHSL.

7. [Tonsatue yrpo3a 6€301MacHOCTH.

8. [ToHsATHE YSI3BUMOCTDH CUCTEMBI (CETH).

9. [TonsiTre aTaku Ha KOMITBIOTEPHYIO CUCTEMY.

10. OxapaktepuzyiiTe  moaAXoAbl K  OOECIEUYEHUI0  KOMIBIOTEPHOM
uH(popMauu.

11. Ilepeuucnute OCHOBHBIE W BCIOMOIAaTEJbHBIE CEPBHUCHI 0€30MACHOCTH,
JaiTe UX KiacCU(pUKAIUIO.

12.  JlaiiTe XapaKTepUCTUKY TPy TPEOOBAHUI K CUCTEME 3AILUTHI.

13. «®parMeHTapHbli»  moaxox B oOecriedeHMM — 0€30IaCHOCTH
KOMITBIOTEPHOM CUCTEMBI.
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14. «KoMrieKCcHBIN» 1oax0/ B o0ecreueHuH 0€30MacHOCTH KOMIIBIOTEPHOM
CUCTEMBI.

15. B dem 3akitouaercs MOJMTHKA O€30MaCHOCTH KOMITBIOTEPHON CUCTEMBI?

16. Ha uem ocHOBaHa «u30HMpaTeIbHAS) MOTUTUKA 0€30TTaCHOCTH?

17. Ha uyeM ocHOBaHa «IIOJHOMOYHAs MOJIUTHKA 0€30MaCHOCTHU?

18.  Tlonsarue kpunrorpaduu. OCHOBHBIE BU/IbI IIH(PPOB.

19. OOoOmeHHass cxema KpunrtocucteMbl. [lOHATHUA CUMMETPUYHON H
ACUMMETPUYHON KPUIITOCUCTEMBI.

20. Ilepeuuncnure OCHOBHBIE aITrOPUTMBI KpUITorpadguyeckux
npeoOpa3oBaHUM.

21. Ilepeuucnaure OCHOBHbIE METOJbl KPUNTOrpapUUECKOM  3allUThI
uH(pOpMAIMU B KOMITBIOTEPHBIX CUCTEMAaX U CETSX.

22. Kak ximaccupuuupyroTcsi CpeacTBa KpUNTOrpaduuecKkoil  3aliuThl
uHbopmMaru?

23. OcHOBHBIC JOCTOMHCTBA M HEIOCTAaTKHA aJroputMa MU pPOBaHUSI
IaHHBIX ¢ moMoInso DES.

24. Ilepeuucnaure  OCHOBHbIE  KOMOMHALIMM,  HCIOJb3yEMBIE  IPHU
mudpoBanuu aroputMom DES.

25. Ilepeuucnunte OCHOBHBIE peKUMBI paboThl anroputma DES.

26. Kak oOecreunBaercs KPUIITOCTOMKOCTb ACMMMETPUYHBIX
KpUINITOCUCTEM?

27. KakoBo 0CHOBHOE Ha3HadyeHUE Xell-QyHKIIU?

28. KakoBbl OCHOBHBIE TPUHIIUIBI (POPMUPOBAHUS XEII-PYHKIIHH?

29. OtnuuuTenbHbIE OCOOCHHOCTH OTEUECTBEHHOIO CTaHAapTa Xell-
dbynkuuu (COCT P 34.11-94) ot anroputmoB xemmupoBanus MDS u SHA.

30. Ilepeuncnure OCHOBHBIC ANTOPUTMBI AIEKTPOHHOUN U(POBOI MOAMHCH
U YKQKUTE HA UX MPUHIUIUATBHBIE OTIUYHUS.

31. CoBpemennsie mpuioxeHus kpunrorpadun. [Ipumepsr.

32. TunuyHbIC aTaKHU HA ONEPALMOHHYIO CHCTEMY.

33. TlonsTHE 3aIMIIEHHON ONEPAIMOHHONW CUCTEMBI.

34. AmnmapatHoe 00ecreueHUe CpeICTB 3alUThI OTIEPAITMOHHON CUCTEMBI.

35. IIpoGaemsl 6e3omacHocTH [P-ceTei.

36. Hawubonee pacnpocTpaHeHHbIE BapUaHThl aTaK Ha KOMIIbIOTEPHYIO
cucreMmy Ha ocHoBe npotokoia TCP/IP.

37. CdopmynupyiTe COIUCOK (PYHKIMOHAIBHBIX 1€(PEKTOB C TOUKH 3PECHHUS
3aIlMThI B UCTIOJIb3yeMon onepannonHoi cucteme (OC).

38. Kakme osmementl  Oe3omacHoctd  coaepxkur  OC  Windows
2000/XP/Vista?

39.  Hazosure anementsl 6e3onacHoct OC UNIX?

40. OcHOBHBIE IPAKTHYECKHUE BOMPOCHI 3aIUTHI HHPOPMAIIUH.

41. TlporpaMmHBIC CpEeACTBA 3aNTUTHI U YHUUTOXKEHUS HH(DOpMAIUH.

42.  OCHOBHBIE MPUHUUIIBI MOCTPOCHHUS MOJACUCTEMbl HHPOPMALMOHHON
0€30MacHOCTH.

43.  Dtanbl NOCTPOCHUSI MOJCUCTEMbI HHPOPMALIMOHHON 0€30MacHOCTH.

44.  OOue NpUHIMIBI 0OecrieueHns] THPOPMALIMOHHON 0€30MacHOCTH.
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45. CpenctBa obecriedeHus1 KOH(OUICHIIUATLHOCTH TaHHBIX.

46. CpenctBa HACHTUPUKALNYA U ayTEHTU(DUKAITIHN TIOJIb30BaTEIICH.

47. TllpuBenute OCHOBHBIE CXEMbl HUACHTU(GUKANNN W ayTeHTU(UKAITUU
N0JIb30BATEIIS.

48. JlocromHCTBa  OMOMETPHUYECKMX  CIIOCOOOB  HMACHTU(UKALIMUA U
ayTEeHTU(DUKAIIMYU IO CPABHEHUIO C TPAAUIIMOHHBIMHU.

49. CpexacrBa ayTeHTU(PUKALNU 3TEKTPOHHBIX TaHHbIX.

50. IIpuHUMI MUHUMAaJIbHBIX PUBUIIETHI B CUCTEME O€30MaCHOCTH.

51.  Yro Takoe MHOTrOYpOBHEBasi MOJIE]Ib OE30MMaCHOCTH?

52.  OcHOBHBbIE 3TaMnbl aHAIU3a yIpo3 HHHOPMAITMOHHON O€30MaCHOCTH.

53.  CpaBaute npotokoiibl SSL u TLS ¢ Touku 3peHust 6€301macHOCTH.

54. Yro Takoe «OpaHAMay?3p» U Kak OH pabotaer?

55. Ilpumepsl peanu3zanuu NOJIUTUK O€30MMACHOCTH B KOPIIOPATUBHOM Cpejie.

56. IlpaBoBble = TOCIEACTBUS  HECAHKIIMOHHMPOBAHHOTO ckemMa U
MCIIOJIb30BaHUS KOH(DHICHIINATEHON NH(GOPMAIIIH.

MK-3.

57. OcoOeHHOCTH NPUMEHEHHS TEXHHUYECKUX CPEICTB YHUUYTOKEHHUS
uH(pOpMaIK Ha MarHUTHBIX U ONTUYECKUX HOCUTEIISX.

58. IlpuBenure  KiIaccU(PUKALMIO  CUCTEM  3alUThl  MPOrPAMMHOIO
oOecrieueHusl.

59. CpaBHHUTE OCHOBHBIE TEXHMYECKHE METOJbl M CPEACTBA 3aIUTHI
IPOrpaMMHOT0 00eCreYeHUsI.

60. HazoBuTe OTIUYMS CUCTEM 3aLTUTHI OT HECAHKIIMOHUPOBAHHOTO OCTYyTa
OT CUCTEM 3allUThl OT HECAHKIIMOHUPOBAHHOTO KOMTUPOBAHHSI.

61. IlpuBenure onpeaeiacHue NOHATHI «IIPOTOKOIUPOBAHUE» U «ayIUTY.

62. Ha3oBuTe 3a1aun, peaanuzyeMble MPOTOKOIUPOBAHUEM U AYIUTOM.

63. JlaiiTe XapakTEpUCTUKY 3aJ]a4l aKTUBHOI'O ayIUTA.

64. Ilepeuncnure QPyHKIIMU U KOMIIOHEHTHI ceTh VPN,

65. Kiaccupunupyiite VPN 1o cnoco0y TeXHUYECKOW peanusaiuu U
ApPXUTEKTYpE TEXHUUYECKOrO pElICHUSI.

66. KakoBbl cnocoObl  3amuThl  UHPOPMALMK  TIPU  MEXKCETEBOM
B3aMMOJICUCTBUH?

67. Kakue xpuntrorpa@uueckue MPOTOKOIbl HCIONB3YIOTCA ISl 3alUTHI
TEXHOJIOTUU «KIIUEHT-CepBEP»?

68. 3akoHoparenbHbIe aKThl PO, perynupyoliue 3auTy nHopmaiuu.

69. MexnayHapoaHbsle  CTaHmapThl B obOjacTd  HUH(POPMAIMOHHOM
oe3omacuoctu (ISO/IEC 27001).

70. OTBETCTBEHHOCTh 3a HapylIeHHWE TOJUTHKH  HUH(POPMAIMOHHOM
0€30MaCHOCTH.

71.  MexaHU3MbI pE3€PBHOTO KOMMMPOBAHUS U BOCCTAHOBJICHUS JAHHBIX.

72.  Opra"uzanys KOHTPOJS JOCTYIA B JOKAJIBHOM CETH.

73. HWudopmanmonHas 6€30MacHOCTh IpH yIan&EHHON padoTe.

74.  IlpuHuumnsl 6€30MacHOro yaaneHus: THGOpMAalMKi B OpraHu3alusx.

75. OcoOGeHHOCTH 3alIUThl MH()OpPMAIMK B MOOMIIBHBIX YCTPOMCTBAX.
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6.4. MeToanueckue MaTepuaJibl, ONpeAe/JAI0lHe NPoueIypbl OLeHUBAHUA
3HAHMi, yMEeHNH, HABLIKOB U (MJIM) ONBITA JeSITeJLHOCTH, XapaKTepH3yIIHnX
Tanbl GOPMUPOBAHUSA KOMIIECTECHIIUA

OCHOBHOM ILENBIO MPOBEACHUS IPOMEKYTOUHOW AaTTECTALUH  SBISAETCS
OMpeJeeHNe CTENEHU JOCTHKEHUS Ieled Mo ydyeOHOM JUCHUIUIMHE WU €€
paznenaM. OcCylIecTBIETCS ATO IPOBEPKOM M OLIEHKOW YPOBHSI TEOPETHUUYECKOM
3HAaHUH, TIOJYYEHHBIX OOYYalOLUMUCS, YMEHUS NPUMEHATh HUX B pELICHUU
IOPAaKTUYECKUX 3a/ay, CTEHNEHH OBJAJEHUS OO0yYarollMMHCS HPAKTUYECKUMHU
HaBbIKAaMH M YMEHUSIMU B 00beMe TpeOoBaHUi paboueil mporpaMMBl 110 IUCHUIUIMHE,
a TaK)Ke UX YMEHHUE CAMOCTOSITENIbHO paboTaTh ¢ yueOHOU JIUTEpaTypoO.

Opranu3anusi MpOBEACHUS NPOMEKYTOUYHOM aTTECTAllMM pPErjJaMEHTUpOBaHa
«Ilonoxennem 00 opraHuzanud oOpa3oBaTEIBLHOrO TMpolecca B ¢eaeparbHOM
rocyJapCTBEHHOM aBTOHOMHOM OOpa30BaTeIbHOM yupexAeHUH «MOCKOBCKHIA
NOJINTEXHUYECKUN YHUBEPCUTET

6.4.1. Iloxa3zareJn OLCHUBAHUSA KOMIICTCHUHMH HA PAa3JIMYHBIX 3TANax MX
(¢opMHpoBaHusl, AOCTHKEHHE OOYYAIIMMHCH IUIAHHPYEMbIX pe3yJbTATOB
o0y4eHusI 0 JUCHUILIIMHE

Konx u naumenoBanue kommnereHuuu [IK-1. CnocoGeH BbINOJHATH padoThl M yHpaBiieHHe
padoramu no co3ganuo (Moaudukanumn) u conpoBoxaennio UC, aBToMaTH3MPYIOIIUX 3a1a491

OPraHu3allMOHHOTO YIIPABJICHUSA U 6H3Hec-np0ueccm

Kpurtepuu onneHuBaHus
Jran

(yposenr) HeyHOBHeT:OPHTeHLH Y/IOBJIETBOPHTEILHO XOPOIIIO OTJIMYHO

3HATH OO6yuaromtuiics Obyuaronuiics OOyuaromtuiics OObyuaronuiics
JIEeMOHCTPUPYET JEMOHCTPUPYET JIEMOHCTPUPYET | IEMOHCTPUPYET
MOJIHOE OTCYTCTBUE | HETIOJIHOE YaCTHYHOE MIOJTHOE
WJIA HEIOCTaTOYHOE | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHUE
COOTBETCTBUE CIIeTyIOIINX 3HAHUH: | CIIEeIYIOIINX I (13 % 0111704
clenyromux 3Hanuii: | PazpaboTka Momenu | 3HaAHUM: 3HaAHWUH:
PazpabGotka Mozenu | OU3HEC-TIPOLIECCOB Pazpabotka Pazpabotka
OM3HEC-TTPOIIECCOB 3aKa34uKa MoJenu Ou3Hec- Mozeny Ou3Hec-
3aKa3zynKa MIPOIIECCOB IPOIIECCOB

3aKa3unKa 3aKa3uuKa

yMeTh OOyuaromuiicst He OObyuaronuiics OOyuatomtuiics OObyuaronuiics
yMEeT WU B JEMOHCTPUPYET JEMOHCTPUPYET | IEMOHCTPUPYET
HEJ0CTATOYHOM HETOJTHOE YaCTHYHOE MOJTHOE
CTETICHU yMeeT COOTBETCTBHUE COOTBETCTBUE COOTBETCTBHUE
BBITIOJTHSATH! CIIEIyIOIIMX YMEHUH | CIIEeIyIOIINX CJIEYIOIINX
Pa3zpabarbeiBath 6a3el | PaspabaTeiBaTh 0a3bl | YMEHHMIA: YMEHHIA:
nanubix UC nanubix 1C Pa3pabatriBaTh Pa3zpabarbiBathb

0a3el nagaeix UC | 0a3sl manabsix UC
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BJAACTh

OOyyaromumiicst He
BJIQJICET WIH B
HEJI0CTaTOYHOH
CTETIeHU BII/ICET:
TEXHOJIOTUSIMU
MIPOrpaMMUPOBaHMS,
TEXHOJIOTUSIMU
MOJIyJIbHOTO
tectupoBanus UC
(BepuduKkarim)

OO0yuarommmiics
BJIAJICET B HETIOJTHOM
o0beMe U MPOSBISET
HEIOCTaTOYHOCTh
BJIQ/ICHUS HAaBBIKAMU
paboThI
TEXHOJIOTHUSIMU
POTPaMMHUPOBAHUS
TEXHOJIOTHUSMU
MOJTyJTbHOTO
tectupoBanus UC
(Bepudukarmm)

OOyyarommmcst
JOITy CKarOTCS
HE3HAYUTEIbHBIC
OIIIOKHU,
HETOYHOCTH,
3aTpyAHCHUS,
YaCTUYHO
BJIQJICET
HaBBIKaMU
paboThl
TEXHOJIOTHSIMH
MIPOrPaMMHPOBAH
us
TEXHOJIOTHUSIMH
MOJIYJIBHOTO
TECTHPOBaHUS
ncC
(BepuduKarmm)

OO0yyarommmiics
¢BOOOIHO
MPUMEHSIET
MOJTyYEHHBIE
HABBIKH, B TIOJTHOM
o0BeEME BIIageeT
HaBBIKAMHU PabOTHI
TEXHOJIOTHUSIMU
POrpaMMHUPOBAHU
A

TEXHOJIOTHUSIMU
MOJ1yJIbHOTO
tectupoBanus UC
(Bepudukarmm)

Koa 1 HanMeHoOBaHHe KOMIETEHIINH

NPOrpaMMHBIX NPOIYKTOB

IIK-3. CnocodeHn pa3padaTbiBaTh KOMIIOHEHTbI CHCTEMHBIX

3HaTh OO6yyaromuiicst OO6yuaromuiics OO6yuaronuiicst OO6yuaromuiics
J€MOHCTPHUPYET JI€eMOHCTPUPYET J€MOHCTPUPYET | IEMOHCTPUPYET
MIOJTHOE OTCYTCTBHE | HETIOJIHOE YaCTUIHOE MIOJTHOE
WIN HEJIOCTaTOYHOE | COOTBETCTBHE COOTBETCTBUE COOTBETCTBHUE

COOTBETCTBHE CIICIYIOUINX 3HAHHUN: | CIIETYIOLINX CJICTYFOIINX
cienyromux 3Hanuit: | Co3nanue 3HAHUM: 3HAHUU:

Coznanne uHcTpyMeHTaIbHBIE | Co3manue Coznanue
MHCTPYMEHTAJIbHBIE | CpE/ICTBA MHCTPYMEHTAJIbH | UHCTPYMEHTAJIbHBI
cpeacTaa POTPaMMHUPOBAHUS | bIe CPEACTBA € cpencTBa
IPOrpaMMUPOBAHUS IPOrpaMMUPOBAH | IPOrPaMMHUPOBAHU

ust s
yMeTh OOyuaromuiicst He Obyuaronuiics OO6yuatomtuiics OO6yuaronuiics
yMeeT WU B JEMOHCTPUPYET JIEMOHCTPUPYET | IEMOHCTPUPYET
HEI0CTaTOYHOU HETIOJIHOE YaCTUYHOE MOJTHOE

CTETIEHU yMeeT COOTBETCTBHUE COOTBETCTBHE COOTBETCTBHUE
BBITOJIHSATH! CJIEYIOLINX CJICYIOLINX CJIEYIOLINX
Pazpabotkd YMEHUIA: YMEHU: YMEHUIA:
KOMITUJISITOPBI, Pa3pabotka Pazpabotka Pa3paboTtka
3arpy34MKH, KOMITHJISITOPBI, KOMIIJISITOPHI, KOMITHJISITOPBI,
cOOpIIMKH 3arpy34mKH, 3arpy34MKH, 3arpy34mKH,

COOpITUKH COOpITUKH COOpITUKH
Baagerb | OOyyaromuiics He Obyuaronuiics OO6yuarommcest OObyuaronuiics

BJIAJI€eT WU B BJIAJICET B HETMOJIHOM | JIOIyCKAITCA cBOOOJIHO
HEI0CTaTOYHOU 00beMe U MPOSABISAET | HE3HAUUTENIbHBIE | IPUMEHSET
CTEIIEeHH BIIAJIEET: HEI0CTaTOYHOCTb OLIMOKH, HOJIyYEeHHBbIE
Pazpabotkoit BJIaJICHHS HABBIKAMH | HETOYHOCTH, HaBBIKH, B TIOJIHOM
CHCTEMHbIE YTWINTBI | pabOThI 3aTpyAHEHus, o0beMe BiaseeT

PazpaboTtkoit YaCTUYHO HaBBIKAMHU pabOThI
CHUCTEMHBIE YTUJIUTHI | BJIAJIEET PazpaboTkoit
HaBBIKAMHU CHUCTEMHBIE
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paboThI YTUIIUTBI
PazpaboTkoit
CHCTEMHBIC
YTUITUTHI

6.4.2. Meroauka OLeHHBAHUSA Pe3yJIbTATOB IPOMEKYTOYHOM aTTECTALMHU

[loka3aTenssMu OUEHHMBAHUS KOMIETEHUMH Ha JTane MPOMEKYTOUHON
aTTecTallMd 1O JUCUUIUIMHE «3amuTta WHGOpMAIUWy) SIBISIOTCA  PEe3yibTaThl
00y4eHHs IO TUCHUILIIUHE.

OueHOYHBIH JIUCT Pe3yJdbTATOB 00y4YeHHs N0 IMCUUILIHHE

YpoBeHb
Koxn c(hopMHUPOBaHHOCTH
KOMITETEHIIHH 3HaHus YmMmenus Hasrpikn KOMIIETCHIIMY Ha
JaHHOM dTarne /
OLICHKA
Ha YpOBHE Ha YpOBHE Ha YpOBHE
3HaHUMU: YMEHUU: HAaBBIKOB:
3HATh YMETb 3JIeMEHTaMuU
CTaHJapTHbIC MIPUMEHSATD (GYHKIIMOHATILHOTO
3a/1a4u MaTEeMaTHYeCKU | aHaJIH3a;
npodeccuoHallbH | € METOIBI, OnOIMOTEYHO-
Ol IeATEeNIbHOCTH; | BRIUUCIUTENBHY | Oubmuorpaduyeck
3HATh 10 TEXHUKY JUIsl | UMU 3HAHUSIMU.
IIK-1. Criocoben | COBPEMCHHBIC pemcHuA
BBITIOJHSATD TEHJICHLUU MPaKTUYECKHUX
paboThI 1 pa3BuTUA 3ajaq;
yIpaBJIeHUEC UHPOPMATUKU U | YMETh
paboTamu 1o BBIYUCIIMTEIILHON | aHAIM3UPOBATh
CO3JaHHIo TEXHUKH, ¥ BBIOUpATh
(MomupuKarmn) KOMITBIOTEPHBIX METO/Ibl U
COHpOBOI;(,EleHI/IIO TEXHOJIOTHH U cpencrtaa
HcC, MyTH UX obecrieueHus
aproMatHsupyio | NPUMCHEHHUS B nH(GOPMaILMOHH
IMX 3a71249H poeCCHOHAIBH | OU

OpraHU3allMOHHO on ACATCIIbHOCTH, 0€30I1aCHOCTH.
r0 yIpaBJIeHUs U | 3HAaTh OCHOBEI
Ou3Hec- UH()OPMALIMOHHO-

HPOLECCHI KOMMYHHUKaAITMOH
HBIX TEXHOJIOTHUI;
3HATh MOHATHUS
KOH(UICHITATEH
ol nHpopMaIuH,
IEPCOHAJIBHBIX
JIaHHBIX U
roCyapCTBEHHOMU
TalHEL.

I1K-3. Criocoben | Ha YpOBHE Ha YpOBHE Ha YpOBHE
paspabarbiBaTh | 3HAHWI: YMEHUM: HaBBIKOB:
KOMITOHCHTBI 3HaTh CYIIHOCTb YMETh BBIOMPATH | YUCIICHHBIMU
CUCTEMHBIX M 3HAUYCHUEC HEe0OXO0aUMBIE METOJaMH
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uHpopMaluu B MH(POPMALIMOHH | PELICHUS CHCTEM
Pa3BUTHH B BI€ PECYPCHI U nuddepeHIaTbHbI
pa3BUTUU HUCTOYHUKHU X"
COBPEMEHHOT0 3HAaHUU B anredpanvyecKkux
MH(POPMALIMOHHOT | 3JIEKTPOHHOM YPaBHEHUH,
0 00111eCTBa; cpene MeTOJIaMU
3HATh OCHOBBI YMETh BBISBISATh | AHATUTHYECKON
MaTeMaTHKU Ha yYTPO3bl TE€OMETPHH, TEOPUU
YpOBHE, WH(GOPMAILIMOHH | BEPOSITHOCTEH U
HE00X0IUMOM ou MaTeMaTHYECKOU
JUTSL PEIIeHUs 0€30MacHOCTH. | CTATUCTHKH,
CTaHJIapPTHBIX YMETb MaTeMaTHYeCKON
3amaqy MPUMCHSITh JIOTUKHU, TEOPUH
npo¢eCCHOHAIBH | MaTeMaTH4YeCKu | rpad)oB U TEOpUU
IPOTPaMMHBIX | OM JESATENILHOCTH, | € METO/BI, AITOPUTMOB;
OPOAYKTOB 3HATh BUJBI BBIYHUCIIUTEIIbHY | dJIEMEHTaMU
yTpo3, 10 TEXHUKY U1 | (PyHKIIMOHAIBHOTO
BO3ZHUKAIOIINE B | peIleHus aHaIIN3a;
rpoiiecce MPaKTUYECKHUX OHOIMOTEYHO-
nH(pOpMAIIMOHHO | 3a]1aY; oubmuorpaduueck
i IeITeNbHOCTH; | YMETh UMU 3HAHUSIMU;
3HAaTh METOJIBl U | AHAIM3UPOBATh | METOJIaMU U
CpeacTBa U BBIOMpATh CpelcTBa
oOecrieueHus METOIBI U o0ecnieueHust
MHPOPMALIMOHHO | CpPENICTBa UH(POPMALIMOHHOM
i1 6e30MacHOCTH obecrneyeHus 0€301MacHOCTH.
00BEKTOB UH(POPMALIMOHH
npoeCCUOHANIBH | OH
Oif IESATEIILHOCTH. | OE30MaCHOCTH.
OreHka Mo JUCIUIUIMHE (CpeaHee apupMeTHIECKOE)

OueHka 1O JMCUMIUIMHE 3aBHCUT OT YPOBHS CPOPMHUPOBAHHOCTH
KOMIIETEHIIMNA, 3aKPEIJICHHBIX 3a AUCIUIUIMHON M MpEeCTaBIsIET COOOM cpenHee
apu(pMETUYECKOE OT BBICTABIICHHBIX OLIEHOK IO OTIEIBHBIM pe3yJibTaTaM 00y4YeHUs
(3HaHMSI, YMEHUSI, HABBIKH).

OneHka «3a4TeHO» BBICTABIISIETCS, €CIU Cpe/iHee apuPMETHUECKOe HAXOAUTCS
B uHTepBasie oT 2,4 no 5,0. OueHkKa «HE 3aYTEHO» BBICTABISETCA, €CIU CpPEIHEE
apudMeTHIeCKoe HaxoauTcsi B uHTEepBase ot 0 g0 2,4.

[IpomesxyTouHas aTTecTarusi oOydaromuxcsi B GopMe 3auera MpOBOAUTCS O
pe3ysbTaTaM BBIIIOJIHEHUS BCEX BUIOB YyueOHOW paboThl, MpPeryCMOTPEHHBIX
y4eOHBIM IIJIAHOM MO JUCILUIUINHE «3aluTa THPOPMAUN», TP ITOM YUUTHIBAIOTCS
pe3ynbTaThl TEKYLIEro KOHTPOJs YCIEBAEMOCTH B TedueHHe cemecTpa. OueHka
CTETIEHU JOCTIDKCHHS OOYUYaIOIUMUCS IJIAaHHUPYEMBIX Pe3yJbTaTOB OOydYeHHUs IO
JUCUUIUIMHE TPOBOAMUTCS MPENoaaBaTesieM, BEAyIIUM 3aHITHS MO JAUCIUIUIMHE
METOJOM DJKCIEepTHOM oueHku. [lo wuToram mnpoMeKyTOYHOM arrecTauuu 10
JUCIUIUIMHE BBICTABIISIETCS OLIEHKA «3aYTEHO», HIIU «HE 3aYTEHOY.
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Ixana
OLlCHUBAHUA

Onucanue

BoinonHens! Bce BuIbl y4eOHOI pabOThl, MPELyCMOTPEHHbIE YU€OHBIM IJIAHOM.
CTyneHT 1eMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHH, HABBIKOB IIPUBECHHBIM B
TabMuax Iokasaresneil, omepupyer NpUOOPETEHHBIMU 3HAHUSIMH, YMEHUSIMHU,
3auTeHO HaBbIKAMU, [IPUMEHSET UX B CUTYalMsX ITOBBIICHHOU CII0KHOCTH. IIpu 3TOM MOTyT
ObITh JIONYIIEHbl HE3HAYUTENIbHbIE OLIMOKH, HETOYHOCTH, 3aTPYJHEHUS Npu
AHAJIMTUYECKUX  ONepalusaX, IEepeHoce 3HAHWM M YMEHMM Ha  HOBBIE,
HECTaHJAapPTHBIC CUTYyaL1H.

He BbimosmHeH oauH wiu Oojiee BHJIOB y4eOHOM paboOThl, MpeayCMOTPEHHBIX
yueOHbIM TIaHoM. CTyJIeHT JeMOHCTPUPYET HENOJIHOE COOTBETCTBHE 3HAHUH,
YMEHHUH, HaBBIKOB MO J3TanaM (ypOBHSAM) C(OPMHUPOBAHHOCTH KOMIIETEHIIUH,

He 3aureno o .
JAOIIYCKAIOTCs 3HAYUTCIIbHLIC OI_I_II/I6KI/I, NpOABJIIACTCA OTCYTCTBUC 3HAHWU, YMCHUMU,
HABBIKOB I10 pAOY HOKaSaTeHefI, CTYACHT UCIHBITBIBACT 3HAYUTCIIBHBIC 3aTPYAHCHUA
Ipu ONICPpUPOBaHNUU 3HAHUAMU U YMCHHUAMU IIPU UX TIICPCHOCC HA HOBBIC CUTYAILlUH.
7. JJIeKTpPOHHAasi MH(POPMAIIHOHHO-00pa30BaTeIbHas Cpeaa

Kaxxapiii 00ydaromuiicss B TeYEHHE BCETO Ieproaa o0ydeHus: 00ecrieYnBaeTCs
WHIMBHUIyJIbHBIM HEOTPAaHUYCHHBIM JIOCTYIIOM K 3JIEKTPOHHOW HH(OpPMAIIMOHHO-
oOpasoBarensHOil cpeme YebOokcapckoro wuHcTUTyTa ((punmana) MOCKOBCKOTO
HOJUTEXHUYCCKOTO YHUBEPCHUTETA M3 JIIOOOW TOYKH, B KOTOPOH MMEETCs JOCTYI K

UH(OPMAIIMOHHO-TEIEKOMMYHUKAUUOHHON cetn  «MHTepHeT» (nmamee — ceThb
«HTEepHEeT»), KaKk Ha TEPPUTOPHUH (puiiHalia, TaK U BHE €e.
OnexTpoHHas MH()OPMALMOHHO-00pa30oBaTeNbHAsg Cpela — COBOKYIHOCTh

UH(OPMAIIMOHHBIX M TEJEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHM, COOTBETCTBYIOIIUX
TEXHOJIOTUYECKUX  CPEICTB, OOECHEYMBAIOIIMX  OCBOCHUE  OOYYaIOIIUMHUCS
o0pa3oBaTeNbHBIX NMPOTPaMM B MOJTHOM O0BEME HE3aBUCUMO OT MECTa HaXOXKJECHUS
00yJarommxcs.

DnekTpoHHas HH(POPMAIIMOHHO-00pa3oBaTellbHas cpefia 00ecTIeUnBacT:

a) OCTYI K y4eOHBIM IJIaHaM, pabo4YrM MporpaMMamM JUCIUTUINH (MOIyJieH),
MIPAKTUK, AJICKTPOHHBIM YUYE€OHBIM HM3IAHUSM M DJIEKTPOHHBIM 00pa30BaTEIbHBIM
pecypcaM, yKa3aHHBIM B pa0OUYrX MporpaMMax JUCIUTUTHH (MOIYJIeH ), MPaKTHK;

0) dbopMupoBaHue >IEKTPOHHOrO MOPTHOINMO OO0YUYaAIOUIErocs, B TOM YHCIIE
COXpaHEHHE ero padoT U OLIEHOK 3a 3TU palbOThI;

B) MKCAIUIO Xo0/1a 00pa3oBaTEILHOTO npoiiecca, pe3yJIbTaToOB
IPOMEKYTOUYHOM aTTECTAIMH U PE3yJIbTATOB OCBOCHHSI MPOTPaMMBbI OaKalaBpuaTa;

I') IPOBEJCHUE YUYEOHBIX 3aHATHH, MPOLEIYyp OLICHKU Pe3ybTaTOB 00y4YeHUS,
peanuszanus KOTOPBIX MPEIyCMOTpEHA C NMPUMEHEHUEM 3JIEKTPOHHOrO0 OOyYeHHS,
JTUCTAHITMOHHBIX 00pPa30BaTEIbHBIX TEXHOJIOTUH;

1) B3aUMOJICHCTBHE MEXKIy YYaCTHUKaMH 00pa3oBaTEIbHOTO MpoIllecca, B TOM
YUCJIE CUHXPOHHOE W (WJIM) ACHUHXPOHHOE B3aUMOJICHCTBUS TOCPEJICTBOM CETH
"Untepuer".

OYHKIMOHUPOBAHHUE JIEKTPOHHOM MH(POPMALIMOHHO-00Pa30BaTEIbHON Cpe/Ibl
oOecrieunBaercs COOTBETCTBYIOIIMMHU CpElCTBAMHU uH(GOPMaIMOHHO-

42




KOMMYHUKAIIMOHHBIX ~ TEXHOJOTWH W  KBanudukaiuein  paOOTHHUKOB, €€
UCTOJIb3YIOUINX U MOACPKUBAIOIIHX.

OYHKITMOHUPOBAHUE DJIEKTPOHHOU HMH(POPMAIIMOHHO-00Pa30BaTEIBLHON CPEIbI
COOTBETCTBYET 3aKOHOAaTeNnbCTBY Poccuiickon denepannu.

OcHoBubiMU cocTaBstomumMu DMOC punuana sBISIOTCA:

a) calT UWHCTUTYTa B ceTh VHTepHET, pachoIOKEHHBIM M0 ajapecy
www.polytech21.ru, https://chebpolytech.ru/ koTopsiii 06ecrieunBaert:

- goctyn oOydalmmxcsd K Yy4eOHbIM IUTaHaMm, padouyuM MporpaMMam
IUCHMIUIAH, TPAKTUK, K W3JaHUSAM OJICKTPOHHBIX OWOIMOTEUHBIX CHCTEM,
AJIEKTPOHHBIM HMH(POPMALIMOHHBIM U 00pa30BaTENbHBIM pecypcaM, YyKa3aHHBIX B
pabouux mnporpammax (pasmensl caiita «CBemeHuss 00 oOpa3oBaTeIbHOM
OpraHu3alumn»);

- uH(opmMupoBaHre 00yUarOIUXCsi 000 BCeX M3MEHEHUSIX Y4eOHOTro Impoiiecca
(HOBOCTHAs JIEHTA CaiiTa, IEHTa aHOHCOB);

- B3aUMOJCHMCTBHE MEXIy YYaCTHHKaMU 0O0pa30BaTEIBHOIO Ipoliecca
(moxpaszaensl caiita «3agaTh BOIPOC AUPEKTOPY»);

0) odunmanbHBIE SIEKTPOHHBIC ajpeca MOAPa3ACICHUN U COTPYIHUKOB
UHCTUTYTa ¢ SHaekc-nomeHoMm (@polytech2l.ru (CHHCOK KOHTaKTHBIX JAHHBIX
nojpazneneHuil @unnana pa3MelleH Ha oduuManbHOM caiite Punmana B paszene
«KOHTaKTb», CIOHUCKH KOHTAKTHBIX  O(DHIMATBHBIX  DJIEKTPOHHBIX  JTaHHBIX
npernojaBarenell  pasMmelieHsl B noapasnenax «Kadeape») obecneuunBaror
B3aMMOJICHCTBHE MEX]Iy YYACTHUKAMH 00pa30BaTEIbLHOTO MPOIECCa;

B) JUYHBIM KaOuHeT oOydaromierocst (moprdosnano) (BXoa B JUYHBIA KaOUHET
pa3MelieH Ha odunuanbHoM caiite Ounnana B paszaene «CTyIeHTy» mojpasfese
«9nexTpoHHass WHGOPMAIMOHHO-00pa3oBaTelbHasg Cpela») BKIHOYAaeT B cels
nopTdosMo  CTyIEHTa, JJEKTPOHHbIE BEAOMOCTH, PEWTHUHI  CTYJIEHTOB U
o0ecreunBaer:

- uKcanuio xona 00pa3oBaTENLHOTO MPOLECcca, Pe3yIbTaTOB MPOMEKYTOUHOMN
aTTeCTallMu U Pe3yIbTaTOB OCBOCHUS 00Pa30BATENbHBIX MPOTPaMM 00yUaIOLITUMHUCH,

- (opMHpOBaHUE FIEKTPOHHOTO MOPTPOINO OO0YUYaIOIIETroCs,, B TOM YHUCIE C
coxpaHeHue paboT 00yUarIIerocs, peleH3uid U OLEHOK Ha 3TH padoThI,

I) DJIGKTPOHHBbIE OHOJMOTEKH, BKIIOYAIOIIME JJICKTPOHHBIE KAaTaJIOTH,
MOJTHOTEKCTOBBIE IOKYMEHTHI M 00ECTIeUNBAIOININE AOCTYM K Y4eOHO-METOAMYECKUM
MaTepHaliaM, BbIITYCKHBIM KBAIU(PUKALMOHHBIM padoTaM | T.1.:

Yebokcapckoro uactutyTa (hunuana) - <K MPBUCy»

1) 31eKTpOHHO-O0uOMMoTeunbie cuctembl (OBC), BKItOUaromue AIMEKTPOHHBIN
KaTaJor U MOJIHOTEKCTOBbBIE TOKYMEHTBHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenpsHas mnatdopma FOpaitt - https://urait.ru

- [IPR SMART -https://www.iprbookshop.ru/

e) mwiatopma 1 poBOro o0Opa3oBaHHs [TonuTexa -
https://lms.mospolytech.ru/

&) cucteMa « AHTUIUIaruar -https://www.antiplagiat.ru/

3) cucteMa »3JeKTpoHHOro mokymeHtoobopora DIRECTUM Standard —
o0ecreynBaeT JOKyMEHTO000pOT Mex 1y Puinanom U Y HUBEPCUTETOM;
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n) cucrema «1C Ynpasnenue BY3oM DnektpoHHbIi nekaHaT» (MOCKOBCKUI
MOJINTEXHUYECKUN YHUBEPCUTET) oOecreynBaeT (GPUKCAIUIo X0/1a 00pa30BaTeIbHOTO
mpoliecca, pe3ysbTaToB MPOMEXKYTOYHOW aTTECTAllMd W PE3yJbTaTOB OCBOCHUS
o0pa30BaTeNbHBIX IPOrpaMM 00yUarOIIUMUCS;

k) cucreMa «POLYTECH systems» o0OecneuuBaeT HHPpOPMAIIMOHHOE,
JOKYMEHTAJIbHOE  aBTOMATH3UPOBAHHOE  COINPOBOXKJIEHHE  00pa30oBaTEIbHOTO
nporuecca;

1) cucrema «AOUTYpUECHT obecrieunBaeT JOKYMEHTAJIHHOE
aBTOMATHU3HPOBAHHOE COMPOBOXKACHUE PAOOTHI MPHUEMHON KOMHCCHH.

8. IlepeyeHb OCHOBHOW M [JONOJHUTEJbHON Y4eOHOH JIUTEpPaTypBhl,
Heo0X0AMMOIi 11l OCBOEHUS TUCIUNIMHBI

OcHoBHas IMTEparypa:

1. BaykoB, A. A. 3amurta nHpopManuu : y4eOHHUK Uisi By30B / A. A.
BaykoB. — 3-e usn., nepepab. u non. — Mocksa : U3narensctBo IOpaiit, 2025. —
161 c¢. — (Beicmee obpaszoBanme). — ISBN 978-5-534-07248-8. — TekcT

anekTpoHHbi //  OOpa3oBarenpHas 1atdopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/561313.
2. TymOunckas, M. B. 3ammura nundopmanuu Ha npeanpusaTuu : yueOHoe

nocobue ana By3oB / M. B. Tymbounckas, M. B. IlerpoBckuii. — 2-e u3a., crep. —
Canxrt-IlerepOypr : Jlanp, 2025. — 184 c. — ISBN 978-5-507-52967-4. — Texer :

ANEKTpOHHBIN // Jlanb : d2JIeKTpOHHO-OmMOnmoteuHas cuctema. —  URL:
https://e.lanbook.com/book/463043. —  Pexum  pmocryma: 1 aBTOpHU3.
II0JIb30BAaTEIIEH.

3. [IpoxopoBa, O. B. HWnadopmamnronHas 0€30MacHOCT, U  3allUTa

uHopManuu : yaeOnuk ais By3os / O. B. I[IpoxopoBa. — 6-e m3x., crep. — CaHKT-
[Terepbypr : Jlamp, 2025. — 124 c. — ISBN 978-5-507-52899-8. — Tekcr :

ANeKTpoHHBIN //  Jlanb : 21MeKTpoHHO-OuMOmmuoTteunas cucrema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  mocTyma: i aBTOPU3.
IIOJI30BATEIIEH.

4. BaBunun, . A. HHpopManMOHHBIE TEXHOJOTHUH B YIPABJICHHUH

KaueCTBOM M 3allluTa uH(popmaiuu : yuebHoe nocooue st By30B / 1. A. BaBuius,
B. I'. Connaros, U. I'. MankeBuu. — Cankt-IletepOypr : Jlanb, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — Texkcr : »JekTpoHHBIN // JlaHb : 3JIEKTPOHHO-
oubmmoreunass cucrema. — URL: https://e.lanbook.com/book/447242. — Pexum
JOCTYyTA: JUIsl aBTOPU3. MOJIb30BATENCH.

JlononHurenbpHas JUTEpaTypa:

1. 3enkoB, A. B. Mndopmanuonnas 6€30MacHOCTh U 3amuTa nHpopMamu
: yueOHuk mis By3oB / A. B. 3eHkoB. — 2-e usn., nmepepadb. u gom. — Mocksa :
W3narensctBO FOpaiit, 2025. — 107 ¢. — (Bwicmee o6pazoBanue). — ISBN 978-5-
534-16388-9. — Tekct : anekTpoHHbI // OOpa3zoBarenpHas miatdopma FOpaiit
[caiiT]. — URL: https://urait.ru/bcode/567915.

2. Jlocb, A. b. Kpunrorpapuueckue MeToabl 3aliuThl UHPOpPMALUU IS
U3yYarouuX KOMIBIOTEPHYIO 0€301acHOCTb : yueOHUK i By30B / A. b. Jlock, A. HO.

44



Hecrepenko, M. . PoxkoB. — 2-e u3a., ucnp. — Mocksa : U3narensctBo IOpaiiT,
2025. — 424 c. — (Bwicmiee obpazoBanue). — ISBN 978-5-534-12474-3. — Tekcr :

anekTpoHHbI //  OOpa3oBarenbHas T1IaTdopma

Opaiit  [caiit]. — URL:

https://urait.ru/bcode/560426.

[Tepuoauka:

Cucrtembl ympaBieHUs U HHPOPMAIIMOHHBIE TEXHOJIOTUU: HAYYHBIN KypHAI -
URL: http://sbook.ru/suit/- Tekct : 31eKTpOHHBIN

0. IIpogeccuonanbubie 0a3bl JAHHBIX U HHGOPMAITMOHHO-CIIPABOYHbIE

CHUCTEMBI

IIpodeccuonanpHas 6a3a
JTaHHBIX ¥ HHPOPMAIMOHHO-
CIIPaBOYHBIC CHCTEMBI

HNudopmanust o mpaBe coOCTBEHHOCTH (PEKBU3UTHI I0TOBOPA)

YHuBepcureTckas
nHpOpMAaIMOHHAs CUCTEMA

POCCHA
https://uisrussia.msu.ru/

Temarnueckast 35ieKTpoHHass OMOIMoTeKa 1 0asza Jis
MIPHUKJIATHBIX UCCIICIOBAHUI B 00JIACTH SKOHOMUKH, YIIPABJICHUS,
COIMOJIOTUH, TUHTBUCTUKH, prstocouu, GUIoI0TuH,
MEXTYHAPOAHBIX OTHOUICHHM, ITpaBa. CBOOOIHBIN JOCTYII

Hay4Has 2JIEKTPOHHAsS
6ubnuoreka Elibrary
http://elibrary.ru/

Hayunas snextponnas 6uommoreka eLIBRARY.RU - ato
KpyIHEHIuil poccuiickuii nHPOPMAIIMOHHO-aHATUTUIECKUN
MopTai B 00JIaCTH HAYKU, TEXHOJIOTUU, MEAUIIMHBI U
oOpa3zoBaHusI, cojepkamuii pedepaTsl U OTHBIE TEKCTHI OoJiee
26 MJTH HAyYHBIX CTaTeH U IMyOJIMKAIUNA, B TOM YHCIIS
ANIEKTpOHHbIE Bepcuu Oosee 5600 poccHiickuX Hay4yHO-
TEXHUYECKUX KYPHAJIOB, U3 KOTOphIX Ooiiee 4800 >xypHaIOB B
OTKPBITOM JOCTYIIE CBOOOAHBIN JOCTYII

caut MHcTuTyTa HAy4HON
nH(pOpMaLIUHU TTO
oOmecTBeHHBIM Haykam PAH.
http://www.inion.ru

bubmuorpaduueckue 6a3er nanabix MTHNUOH PAH no
COLIMAJIbHBIM U TYMaHUTAPHBIM HayKaM BeAyTcs ¢ Havana 1980-x
ronos. O0mwmiit 00EM MacCUBOB COCTAaBIISIET OoJiee 3 MIIH.

500 Teic. 3anucelt (nanHble Ha | auBaps 2012 r.). Exxerogusiit
npupocT — okoJio 100 TeIC. 3anucei.

B 6a3bl JaHHBIX BKIIIOYAIOTCS aHHOTUPOBAHHbIE OMMCAHUS KHHUT
W cTaTel U3 )KypHAJIOB U cOOpHUKOB Ha 140 s3bIKax,
noctynuBmmx B @ynnamenransayto oubmuoreky MHUOH
PAH.

Omnwucanus craTeil u KHUT B 6a3ax TaHHBIX CHAOXEHBI IUPPOM
XpaHEHUs ¥ CChUIKaMH Ha IMOJIHbIE TEKCThl HCTOYHUKOB U3
Hay4Ho# 37eKTpOHHOM OHMOIHOTEKH.

®denepanbHbII IOpTaA
«Poccuiickoe

oOpa3oBaHue» [DIEKTPOHHBIN
pecypc] — http://www.edu.ru

®enepanbHblil mopran «Poccuiickoe odpazoBanue» —
YHHUKQJIbHBI HHTEPHET-pECypc B cepe 00pa3oBaHMs U HAYKH.
E>xenHeBHO MyOIMKYyeT caMble akTyallbHble HOBOCTH, AaHOHCHI
COOBITHI, THPOPMALIMOHHBIE MAaTEPHAIIBI JJIS1 IIUPOKOTO KpyTa
yuraresneil. ExxeHenenbHo Ha mopTane pa3MeIarTces
SKCKJIFO3UBHBIE MAaTEPHUAJIbl, HHTEPBBIO C BEAYIIIUMHU
CIELMAIMCTaMH — IIEIaroraMu, ICUX0JI0raMu, YYEHBIMH,
pPENopTaKU U AHATTUTUYECKUE CTAThU.

YuraTenu noyryyaroT 10CTyN K HOpMaTUBHO-TIPaBOBOi 6aze
cdepsr 00pa3oBaHuUsl, OHH MOTYT TIOJB30BATHCS CAMBIMH
Pa3IMYHBIMU [TOJIE3HBIMU CEPBUCAMM — TAKUMHU, KaK OHJIANH-
TECTHUPOBAHUE, ONPOCHI 10 AKTyaJIbHbIM TEMaM M T.[I.
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WNudopmannonnsie

TEXHOJIOTUH,
U UCHOJIb30BaHUS

MPUIOKEHUAX
novtex.ru

TEXHOJIOTUH — IIEPHOAHIECKOE
Hay4YHO-TEXHUYECKOE U3aHHe
B 00y1acTi UH(POPMAITMOHHBIX

ABTOMAaTHU3HUPOBAHHBIX CUCTEM

MH(OPMATHUKH B Pa3IUYHbIX

HAaYKHU U TEXHOJIOTHM.

N31aTenbCTBO BBITYCKAaeT TEOPETUUECKUE U TIPHUKJIIAIHBIC
HAYYHO-TEXHUYECKHE KYPHAJIbI, 00eCIIeUNBAIOIIIE HAyYHOH,
MTPOU3BOJICTBEHHOMN, 0030pHO-aHAIUTUYECKOU 1
o0pasoBaTenbHON HHPOpPMaLE PYKOBOIAIINX pAOOTHUKOB U
CTICIIATIMCTOB POMBIIICHHBIX MPEANPHATHH, HAyIHBIX
aKaJIeMUYECKUX U OTPACIIeBBIX OpraHU3aLui, a TaKKe Yy4eOHBIX
3aBe/ICeHUI B 00JIaCTH MPHOPUTETHBIX HAIIPABICHUI Pa3BUTHUS

obpa3oBanus Poccun
http://www.ac-raee.ru/

ACCOHI/IaHI/Iﬂ HHXXCHCPHOT'O

IIPOCTPAHCTBO. CBOOOIHBIN JIOCTYII

CoBepIlIeHCTBOBaHNE 00pa30BaHMS U HHKEHEPHOU
JIeSITEIIFHOCTH BO BCEX MX MPOSBICHUIX, OTHOCAIINXCS K
y4eOHOMY, HAYYHOMY M TEXHOJIOTHYECKOMY HAIPABJICHHSIM,
BKJIFOYasl ITPOIIECCHI MIPETIOIaBaHus,
UCCIICIOBAHMS, Pa3padOTKN HHKEHEPHBIX PEIICHH, OKa3aHUs
HIMPOKOTO CIIEKTPa 00pa30BaTENbHBIX YCIYT, 00ECTIeYeHUS
CBsi3€il ¢ 00IIECTBEHHOCTHIO, TPOM3BOICTBOM, HAYKOH U
MHTETrpaluy B MEXKIYHAPOIHOE HAyYHO-00pa30BaTEIILHOE

KOHCYJIbTHUPOBAHMA,

10.

IIporpammHuoe

odecmeuyenue

(1M EeH3UOHHOoE

H  CBO0OOAHO

pacmpocTpaHsieMoe), HCHOJb3yeMoe MPH OCYIIeCTBJIEHHH 00pPa30BaTeIbHOTO

npoiecca

AynuTtopus

[IporpamMmMHOe obecrieueHne

WNudopmanus o nmpase
COOCTBEHHOCTH (PEKBU3UTHI
JIOTOBOPA, HOMEP JIMIEH3UH U
T.J.)

Ne 2196 YVuebHast ayauTopust
U1 IpOBEIeHUS Y4eOHBIX
3aHSATHI BCEX BUJIOB,
Hpe1yCMOTPEHHBIX POrPaMMOi
cpenHero npodeccunoHaILHOTO
oOpazoBaHus/OakanaBpuaTa/
crienuaaureTa/
MarucTparypbl/0akanaBpuara/
CTeMaInTeTa/ MaruCTpaTyphl,,
OCHaIlleHHast 000pyAOBaHUEM U
TEXHHYECKUMH CPEACTBAMU
00y4YeHHS, COCTaB KOTOPBIX
ompezensaeTcss B pabounx
nporpamMMax JAUCIUIUINH
(Momyneit)

KaOuHer cucreM ynpaBieHHs
00O «HIIO «Kackan-I'PYII»

'Windows 7 OLPNLAcdmc

nmoroBop NeJ[03 ot 30.05.2012) ¢
norcoraamenusiMu ot 29.04.14 u 01.09.16
(6eccpouHast TUIIEH3US)

Kaspersky Endpoint Security mis 6usneca —
Pacmmmpennsnii Russian Edition. 150-249 Node 2
year Educational Renewal License

Cy6nuuen3nonHsIi gorosop Ne ITTTH-
126/2023 ot 14.12.2023

Google Chrome CBoOoHOE pacnpocTpaHseMoe
mporpaMMHoOe obecrieueHne (beccpoynas
TTUTICH3MS )

Zoom CBOOOJHO PacpoCTpaHseMoe

mporpaMMHoOe obecrieueHne (beccpoyHas
ITUTICH3MS )

Microsoft Office Standard 2007(Microsoft
DreamSpark Premium Electronic Software Delivery
Academic(Microsoft Open License

HOMep nuIeH3un-42661846 ot 30.08.2007)
c noncornameHusMu oT 29.04.14 u
01.09.16 (beccpoyHast TUIEH3US)

Ne 2066 YueOHas ayauTopus
IUIs IPOBENICHUST Y4eOHBIX
3aHSTHI BCEX BUJIOB,
[pPeayCMOTPEHHBIX IPOrPaMMO
cpenHero npodeccrnoHaIFHOTO
oOpa3oBaHwst/OakanaBpuara/
CIICLIMANTUTETa/ MAarHCTPATY DL,
OCHAaIIIeHHast 000pyIOBaHNEM H
TEXHUYECKUMHU CPEACTBAMHU
00y4YeHHS, COCTaB KOTOPBIX

Kaspersky Endpoint Security mis 6uzneca —
Pacmmpennsiii Russian Edition. 150-249 Node 2
year Educational Renewal License

CyonuneHn3nonHsnii gorosop Ne TTTTH-
126/2023 ot 14.12.2023

‘Windows 7 OLPNLAcdmc Windows Server 2012

nmoroBop NeJI03 ot 30.05.2012) ¢
noncornamesdussMu oT 29.04.14 u 01.09.16
(6eccpouHast JTUIICH3MS)

MS Windows 10 Pro

nmoroBop Ne 392 469.223.3K/19 ot
17.12.19 (6eccpouHas aHUIIEH3M)

Microsoft Office Standard 2019(Microsoft

HoMep JnueH3nn-42661846 ot 30.08.2007)
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orpenensercs B pabounx
[porpaMmax AUCLUIIINH
(Momyneit)

JlaGopaTopust
MH()OPMAIMOHHBIX TEXHOJIOTHI

DreamSpark Premium Electronic Software Delivery
Academic(Microsoft Open License

¢ porcornamenusaMu ot 29.04.14 u
01.09.16 (beccpouHast TUIICH3US)

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

Intelli] IDEA.

CBOOOIHO PacCHpOCTpaHIEMOE
nmporpamMMmHoe obecriedenue (beccpoynas
JIUIEH3USA)

KOMITAC-3D v20 u v21

CybnuneH3noHHbIH gorosop Ne Hm-22-
00044 ot 21.03.2022
(6eccpodHast TUTICH3HS)

MathCADv.15

CyO6mu.norosop Ne39331/MOC2286 ot
6.05.2013)

HOMep nHieH3nn-42661846 ot 30.08.2007)
(6eccpodHast TUTICH3HS)

SimInTech OTteuecTBEHHOE TPOrPaMMHOE
obecrieueHme

AdobeReader CBOOOIHO pacIpoCTpaHsIeMoe
nporpamMMmHoe obecnieueHue (beccpouHas
JUTICH3HSA)

AdobeFlashPlayer CBOOO/IHO pacHpoCTpaHsIeMoe

nporpaMMHoe obecriedeHue (beccpodnas
JIMLICH3H)

Microsoft Visual Studio 2019

cBOGOIHO PacIIPOCTpaHsIEMOE
nporpaMMmHoe obecrieyenue (beccpounas
JIMLICH3H)

Python 3.7

cBOGOIHO PacIPOCTpaHIEMOE
nporpamMmHoe obecrieyenue (beccpouHas
JIULICH3US)

Pascal ABC

cBOGOIHO PacIIpOCTpaHsIEMOE
nporpaMMmHoe obecrieyenue (beccpodHas
JIULICH3USA)

AIMP

0TEYECTBEHHOE CBOOOIHO
pacpoCTpaHsIeMOe MPOrPaMMHOE
obecrieuenne (OeccpoyuHas JTUIICH3MS)

Ne 11206 [Tomemnienue asns
CaMOCTOSITENIbHOM pabOThI
00y4Jarmuxcst

Kaspersky Endpoint Security st OuzHeca —
Pacmmpennsrit Russian Edition. 150-249 Node 2
year Educational Renewal License

Cyo0nunensnonnsiit qorosop Ne TTT1H-
126/2023 ot 14.12.2023

Windows 7 OLPNLAcdmc norosop NeJ103 ot 30.05.2012) ¢
norcornamenusamu ot 29.04.14 u
01.09.16
(beccpouHast TUIIEH3HS)
AdobeReader CBOOOIHO pacHpoCTpaHsIeMoe

nporpaMmHoe obecrieuenue (OeccpouHas
JIMLIEH3HS)

FapaHT— CIIPABOYHO-IIPABOBAsA CUCTEMaA

HoroBop NeC-002-2025 ot 09.01.2025

Yandex 6paysep

CBOGOHO PACIPOCTPAHIEMOE
mporpamMMmHoe obecreueHue (beccpouHast
JIUIICH3USA)
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Microsoft Office Standard 2007(Microsoft
DreamSpark Premium Electronic Software
Delivery Academic(Microsoft Open License

HOMeEp JHIIEeH3UN-42661846 ot
30.08.2007) ¢ norncornameHusMu OT
29.04.14 1 01.09.16 (6eccpounas

JUTICH3HSA)

Zoom cBOOOTHO pacIpOCTpaHIEMOe
mporpaMMmHoe obecrieuerne (beccpouHas
JIUTIEH3NS)

AIMP OTEYECTBEHHOE CBOOOIHO

pacrnpocTpaHseMoe IpOrpaMMHOE
obecrieuenne (OeccpoyHast JINIEH3M)

11. MaTtepuajibHO-TEXHHYECKOe o0ecnevyeHue JUCIUTIIMHbI

[lepeueHb OCHOBHOT'O 00OPYJOBaHUS M TEXHUYECKUX CPENICTB

Tun u HoMep TOMEICHUS
p o 00yUYeHHS

VYueOHast ayJUTOPHS AJIs IPOBEJCHUS
y4eOHBIX 3aHATHH BCEX BUIOB,
NPEIyCMOTPEHHBIX IPOrPaMMOM CpeIHEero
po¢heCCHOHATHFHOTO

O6opyznoBaHHe: KOMIIIEKT MeOemnH Al yueOHOro nporecca; J0cKa
yueOHasi; CTeH/IBI

TexHuueckue  cpeactBa  oOy4eHHs:  KOMIIBIOTEpHas
MyJIBTUMEIIIHOE 000pyI0BaHKe (IPOSKTOP, SKPaH)

TCXHHKA,

oOpa3oBanmst/OakanaBpuara/
crennaanreTra/
MarucTparypbl/0akanaBpuara/
CreLUaInTeTa/ MarucTparyphl,,
OCHaIlleHHast 000pyI0OBaHNEM U
TEXHHYECKUMH CPEICTBAMHU O0yUeHUS,
COCTaB KOTOPBIX ONpeesieTcs B pabounx
MporpamMMax TUCIHIUIHH (MOIYJICH)
Kabuner cucrem ynpasnenns OOO
«HITO «Kackan-I'PYID»

Ne 2196 (t. Yeboxkcapsr, yn. K.Mapkca,
1.60)

VYueGHas ayqUTOPHS IS HPOBEICHUS
y4eOHBIX 3aHATHH BCEX BHUIOB,
IIPeyCMOTPEHHBIX IPOrPAMMON CpeIHero
npoheCCHOHATBLHOTO
oOpasoBanust/0akaiaBpuara/
CreLHaInTeTa/ MaruCTparTyphl,
OCHalleHHast 000pyI0BaHUEM U
TEXHHYECKUMHU CPEICTBAMHU O0yUeHUS,
COCTaB KOTOPBIX ONpesensieTcs B pabounx
TIporpaMMax JUCHUILIAH (MOIyJIeit)
JlabopaTopust HHPOPMAITHOHHBIX

OO6opyznoBaHHe: KOMIIEKT MeOenn A yaeOHOTo mporecca; JocKa
yueOHas1; aBTOMaTU3UPOBaHHbIC Paboune MeCTa, AaBTOMATU3UPOBAHHOE
pabodee MecTo MpenogaBatelisi, IPOSKTOP U IKPaH; MapKEepHasi I0CKa;
TexHuueckue CpeACTBA 06yquI/I$[: KOMIIBIOTEPpHAA TEXHUKA
(mpouteccop Core i3, onepatuBHas maMsaTh 00beMoM He MeHee 8 ['0);
cepBep B 1aboparopuu (8-saepHBI MPOLIECCOP C YaCTOTOW HEe MeHee 3
I'T1, onepatuBHas maMsaTh 00beMOM He MeHee 16 [0, jkecTkue TUCKU
obmmM oobeMoM He meHee 1 TO

TEXHOJIOT Uil
Ne 2066 (. Uebokcapsr, yin. K.Mapkca,
1.60)
., | ObopyoBaHKEe: KOMIUIEKT MeOesn Ut y4eOHOro nporecca;
[lomemenne  anst  caMOCTOSTENBHON

Texuudyeckne  cpercTBa  oOydeHHs:  KOMIIBIOTEpHas  TEXHHKa C
BO3MOXKHOCTBIO TOJKITIOUEHUs] K ceTH «VHTepHeT» n obecnedeHnem
JOCTya B JJIEKTPOHHYIO HWH(OpMannOHHO-00pa30BaTENbHYIO Cpemy

paboTHI 00yJarOIIUXCS
Ne 1126 (r. Yeboxkcapsr, yin. K.Mapkca.

60) Ounnana

12. Meroauveckue YyKa3aHusl sl O00y4awIlIerocssi IO OCBOCHUIO
AUCUMILTHHBI

Memoouueckue ykazanus 014 3aHAMUL 1eKYUOHHO20 MUNA

B xome JEKIMMOHHBIX 3aHATHA OOydYaromeMycsi HEOOXOIUMO BECTH

KOHCIIEKTUPOBAHHE Y4Ye€OHOro Marepuaia, oOpamaTh BHUMAHUE Ha KaTeropuH,
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(bOpMyYITMPOBKH, PACKPBIBAIOIINE COJIEPKAaHUE TE€X WM MHBIX SIBJICHUN U MPOIIECCOB,
Hay4HbIE€ BBIBOJbI U MPAKTUYECKUE PEKOMEHIALIUH.

HeoOxomumo 3amaBaTh MpenojaBaTelli0o YTOYHSIOUIME BOIMPOCHI C LEJbIO
YVSCHEHUsI TEOPETHYECKUX  IOJIOKEHUH, pa3pellieHHs] CIOPHBIX  CUTYAalMil.
[lenecooOpa3no  gopabaTbiBaTh CBOW  KOHCIEKT JIEKIMH, Jedas B  HEM
COOTBETCTBYIOIIIME 3allMCH W3 OCHOBHOW W  JIONOJIHUTENBHOM JIMTEPATYPHI,
PEKOMEHJIOBaHHON MpernojaBareieM M MNPeIyCMOTPEHHON ydeOHOH mporpammoit
JTUCHUTUIAHBI.

Memoouueckue ykazanus 0,14 3aHAMUIL 1A00PAMOPHO20 MUna.

BoinonHennto  1abopaTOpHBIX  paOOT MPEAlIeCTBYeT MpOBEpPKa 3HAHUUN
CTYJICHTOB — HX TEOPETHMYECKOW TOTOBHOCTM K BBHINOJIHEHUIO 3afaHus. [IpoBepka
3HAHUN TPOBOAUTCS B (PopMe, KOTOPYIO OMpenessieT MpenoiaBarelib TUCHUTLTAHBI
(TecTupoBaHue, OMPOC).

[Tpu npoBeneHny 1a00PaTOPHBIX 3aHATUIN BBIICISIIOT CAEAYIOLIUE Pa3Iebl:

— o0mwme mojoxxeHus (MmepevyeHb 1a0OPaTOPHBIX HIIA MPAKTUYECKUX

—  3aHATUH);

— oo0mue TpeOoBaHUs K BBIIOTHEHHUIO paboT;

— MHCTPYKLHMS MO KaKJI0i padoTe;

— CHpPaBOYHbIE MaTEpUAJbI U T. 1.

JlabGopaTopHble 3aHATHS MO3BOJSIOT Pa3BUBATh y 00y4arOUIErocs TBOPUYECKOE
TEOPETUYECKOE MBIIUICHHE, YMEHHUE CAMOCTOSITEIBHO M3y4daTh JIUTEpaTypy,
aHAIM3UPOBATh MPAKTUKY; y4aT YETKO (OPMYIUPOBATH MbICIb, BECTH AUCKYCCHIO, TO
€CTh UMEIOT MCKIIOYUTEIBHO BAXKHOE 3HAUYEHHE B PAa3BUTUU CAMOCTOSITEIIBHOIO
MBIIILJICHUS.

['oToBsCh K JOKIaAy WM BHICTYIUICHHIO B paMKaX WHTEPAKTUBHOWU (POPMBEI,
pu He0OXOJUMOCTH, CIIEyeT 00paTUTHCA 3a MOMOIIBIO K IIPENOoJaBaTelNo.

Memoouueckue ykazanua K camocmoamenbHoi pabome.

CamocTtosiTenbHass paboTa 00y4aroIIerocs SIBISIETCSI OCHOBHBIM CPEACTBOM
OBJIAJICHUS YY€OHBIM MaTEPHUAJIOM BO BpPeMs, CBOOOTHOE OT 00s13aTeIbHBIX yUeOHBIX
3aHsTUid. CamocTosiTenbHass paboTa O0O0y4aromierocs HaJl YCBOCHUEM Y4eOHOro
MaTepualia 1o Yy4eOHOM JAMCLHMIUIMHE MOXET BBINOJHATHCSI B OMOIMOTEKE
YHUBEPCUTETA, yUeOHbIX KaOMHETaX, KOMIIBIOTEPHBIX KJIACCAX, a TAK)KE B JIOMALIHUX
ycinoBusix. CopepkaHue M KOJIMYECTBO CAMOCTOSITENIbHOM PabOThl 00yYaromerocs
onpenensieTcss y4eOHOU NMpOorpaMMoi AUCIUIUIMHBI, METOJUYECKUMUA MaTepHallaMH,
MPAKTUYECKUMHU 3aJaHUSIMU U YKa3aHUSIMU TPEToaBaTes.

Camocmoamenvnasn paboma ¢ ayoumopHoe 8pems MOX}Cem 6KII0UAMb.

1) koHCcnekTupoBaHUE (COCTaBIECHUE TE3UCOB) JIEKIIUI;

2) BBITIOJIHEHHE KOHTPOJIBHBIX padoT;

3) peuieHue 3aaay;

4) paboTy CcO CIIpaBOYHON U METOJIUYECKON JTUTEPATYPOK;

5) paboTy ¢ HOpMAaTHUBHBIMH MPAaBOBBIMU aKTaMMU;

6) BBICTYIUICHHUSA C JOKJIaJaMH, COOOLIEHUSIMHA Ha CEMUHAPCKUX 3aHITHUAX;

7) 3ammTy BBINOJHEHHBIX PadoT;

8) ydacTue B ONEpPaTUBHOM (TEKYyIIEM) OINPOCe IO OTACIbHBIM TeMaM
M3y4aeMOM JTUCUHUTUINHBIL,
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9) yudactue B coOeceoBaHUSX, JENOBBIX (POJEBBIX) HIpax, IAUCKYCCHUSX,
KPYTIBIX CTOJIaX, KOH(PEPESHITUSX;

10) yyacTue B TECTUPOBAHUU U JP.

Camocmoamenvnana padboma 60 6HeayOUMOPHOE PEMA MONHCEM COCHIOAMD
u3:

1) moBTOpeHuUs JIEKIIMOHHOTO MaTepHaia;

2) TOATOTOBKHU K MPAKTHYCCKUM 3aHATHSIM;

3) u3yyeHus yueOHOU M HAYYHOU JIUTEpaTyphl;

4) wu3yuyeHuss HOPMATUBHBIX NPABOBBIX aKTOB (B T.4. B 3JIEKTPOHHBIX 0Oazax
JTAHHBIX );

5) peleHus 3a/1a4, ¥ UHBIX IPAKTUYECKUX 3aJaHUN

6) TOATOTOBKHM K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T.1I.;

7) TOATOTOBKH K MPAKTUYECKUM 3aHATHUSIM YCTHBIX TIOKJIAA0B (COOOIIEHUH);

8) moaroroBku pedeparoB, 3cCe€ W HMHBIX HHAWNBUIYATbHBIX MHUChMEHHBIX
paboT 10 3aJJaHUTO0 MIPENOIaBaTeNs;

9) BBIIOJIHEHUS KYpCOBBIX pabOT, IPETyCMOTPEHHBIX YICOHBIM TIJIAHOM;

10) BBITIOJTHEHUS BBITYCKHBIX KBATM(DUKAITMOHHBIX PabOT U JIp.

11) Beinenenust HanboJee CIOXKHBIX U MPOOJEMHBIX BOMPOCOB MO M3y4aeMoOu
T€Me, TOJYyYeHHE Pa3bICHEHH U pPEKOMEHJAIMi MO JaHHBIM BOIPOCAM C
penoJaBaTeasiMi Ha KOHCYJIbTaIUX.

12) mpoBeieHHsI CaMOKOHTPOJIE IyTEM OTBETOB Ha BOIPOCHl TEKYIIETo
KOHTPOJISl 3HaHUM, PellIeHUs MPEACTABICHHBIX B Y4EOHO-METOAMUECKUX MaTepuanax
kKadenpsl 3amay, TECTOB, HalKCaHUS pedepaToB U ACCE MO OTIACIbHBIM BOMpPOCaM
U3y4aeMOu TEMBI.

Texymuii KOHTPOJIb OCYIIECTBISIETCA B (DOPME YCTHBIX, TECTOBBIX OIMPOCOB,
JIOKJIaJI0B, TBOPYECKUX 3aIaHUU.

B ciydae npomyckoB 3aHATHI, HAUTMYWS UHIMBUIYATHHOTO Tpaduka oOydeHus
W I 3aKpeIUICHUS MPAKTUYECKHX HABBIKOB CTYJCHTaM MOTYT OBITh BBIIAHBI
TUTIOBBIC ~WHAWBHUAyaJbHBIC 3aJaHUS, KOTOPHIE JIOJDKHBI OBITh CHAHBI B
YCTAaHOBJICHHBIN MTPENOJABATENIEM CPOK.

13. OcoGeHHOCTH peanM3auMy AMCHUIVIMHBI JJIS WHBAJIUAOB M JHI €
OrpaHNY€eHHBIMHU BO3MOKHOCTSIMU 310POBbSI

OOydeHue 1O JUCHUIUIMHE «3amurta WHGOpPMAIUU» HWHBAIUIAOB W JIUI[ C
OTpaHUYECHHBIMU  BO3MOXKHOCTSIMH  3710poBbsi  (Hasiee OB3) ocyiecTBisieTcs
npernojaBareieM ¢ Y4eTOM  OCOOEHHOCTEH  IMCHUXO(PU3UYECKOrO0  Pa3BUTHUSA,
WHIMBUYaIbHBIX BO3MOKHOCTEH U COCTOSIHUSA 3/I0POBBS TAKUX 00YyYarOIIUXCS.

JI71st CTy/IGHTOB C HApyIICHUSIMU OMOPHO-ABUTaTeNbHON QyHKImu u ¢ OB3 mo
CIyXy IpEeayCMAaTPUBAECTCA COIPOBOXKJICHUE JIEKIUHA M NPAKTUYECKUX 3aHATUH
MYJIbTUMEIUUHBIMU CPEICTBAMU, PA3IATOYHBIM MAaTEPUATIOM.

Hns crygentoB ¢ OB3 1o 3peHHI0 mpeaycMaTpUBaeTCs MPUMEHEHUE
TEXHUYECKUX CPEACTB YCHIICHUS OCTATOYHOTO 3pPEHUSA, a TAKXKE MPEAyCMOTPEHA
BO3MOXHOCTb pa3pabOTKU ayIMOMAaTEPUAIOB.

[To mucuumiuHe «3amura uHOOpManKMy OOydYEeHHWE WHBAIUIOB U JIUI[ C
OTPAHWYEHHBIMU BO3MOXKHOCTSIMM 3JIOPOBbSI MOXET OCYLIECTBISITHCS KakK B

50



ayIUTOpPHH, TaK W C HUCIOJb30BAaHUEM DIJIEKTPOHHON  HMH(POPMAIUOHHO-
o0pa3oBaTenbHOM Cpelbl, 00pa30BaTEIHLHOIO MOPTAIA U AIEKTPOHHOMN MOYTHI.
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JINCT AOIOJHEHUN U UI3SMEHEHUI

paboueit mporpaMMbl JUCITUTUTUHBI

PabGouass mporpamMma IHUCHMIUIMHBI PAacCMOTpEHa, OOCYXJIeHa H ojo0peHa Jyis
ucnonnenust B 202 -202  yuyeOHOM Tony Ha 3acenaHuu kadeapbl, mpoTokos No
OT «_ » 202 r.

Buecennl JOITOJIHCHUA U U3MCHCHMUA

PabGouass mporpaMma AHCHMIUIMHBI PAaccMOTpEeHa, OOCyXaeHa Hu ojo0peHa uis
ucrionHenus B 202 -202  y4eOHOM rojay Ha 3aceqaHum Kadeapbl, TPOTOKoJ Ne
OT & » 202 r.

Baecennl JOITOJIHCHUA U N3MCHCHMUS

PaGouass mporpamma IUCHMIUIMHBI pPacCMOTpeHa, OOCyXKJIeHa M oJ00peHa it
ucrionHenus B 202 -202  ydeOHOM rojay Ha 3aceqaHun kadeapbl, TPOoTOKoJ Ne
OT « » 202 1.

Baecennbl JOITOJIHCHUA U N3MCHCHMUS

Pabouass mporpaMma JIHCHMIUIMHBI PAcCMOTpEHa, OOCyXJeHa M oJao0peHa i
ucnonHenust B 202 -202  yyeOHOM roay Ha 3aceqaHuu Kadeapsl, MPOTOKOI No
OT K » 202 T.

Bnecennl JOITOJIHCHUA U U3MCHCHUA
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