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Pabouas nporpamma JIUCHUIUIMHBI pa3paboTaHa B COOTBETCTBHH C:

- denepanbHbIi TOCYJAPCTBEHHBIM 00pa30BaTEIbHBIM CTAHIAPT BBHICIIETO
oOpa3oBanus - OakanaBpuart 1o Hanpasienuto noarotoku 09.03.01 — UudopmaTtuka
Y BBIUMCIUTENIbHAS TEXHUKA, YTBEPKICHHBIA MNpHKa3oM MHHHUCTEPCTBA HAyKU M
BbIcIIero oOpazoBanusi Poccuiickoit @enepanuu Ne 929 ot 19 centsabps 2017 r.
3apeructpupoBanHbiii B Muntocte 10 oktsi6pst 2017 roga, per. Homep 48489 (nanee
— ®I'0OC BO).

- y4eOHbIM IUIaHOM (OYHOM, 3a04HOM (QopM OOydHEeHHMs) MO HAMNPaBICHUIO
noarotoBku 09.03.01 «MudopmaTika U BEIYUCIUTENbHAS TEXHUKAY.

Pabouast mporpaMm JUCHUILUIMHBI BKJIIOYAE€T B ceOsl OLIEHOYHBbIE MaTepHalbl
JUISL IPOBEACHUS TEKYILIETO KOHTPOJISL YCIEBAEMOCTH M MPOMEKYTOYHOM aTTecTaluu
no aucuumuiiHe (1.6 @DOHI OLEHOYHBIX CPEACTB [JIsi NPOBEACHUS TEKYILIEro
KOHTPOJISI YCIIEBAEMOCTH, NPOMEXYTOYHOM aTTECTAallMd II0 MTOraM OCBOCHHUS
JUCITUTLIIAHBI).

Astop [Iukuna Hatanus EBreHbeBHa, KaHAMAAT NEAArOTUYECKUX HAYK,
NOTIeHT Kadeapbl MHOOPMAITMOHHBIX TEXHOJIOTUN U CUCTEM YIIPABICHUS

(vkazamo @HO, yuenyio cmenens, yuenoe 36anue uiu 00IHCHOCHb)

[Iporpamma onobpena Ha 3acenanuu kadeapsl MHGOpMAITMOHHBIX TEXHOIOTHI
U cucteM yrpaniieHus (mpotokod Ne 9 ot 22.05.2026 1.).




1. IlepeyeHp NJIAHUPYEMBIX pe3yJbTATOB O0yYeHHs] N0 AUCUHHUILIMHE,
COOTHECEHHBIX € IMJUIAHMPYEMBIMH pe3yJIbTaTaAMH OCBOCHHUSI 00pa30BaTeIbHOM
nporpammbl (Llesin ocBOeHMS AU CHMIIJINHBI)

1.1. IJensimu OCBOCHUS TUCIUTIINHBI «3aIuTa HHPOPMAITUN SBIISIOTCS:

dbopMHupOBaHUE HABBHIKOB pPabOTHI C COBPEMEHHBIMH TMPOTPAMMHBIMU U

TCXHUYCCKNMH

o0OpabaTtbiBaeMoOit

CpeacTBaMu
u

OBM,
repe1aBaeMoin

00ecreynBaIUMU
uHpopMauu  OT

peTHAMEPEHHOTO 03HAKOMJICHU S, U3MCHEHUS M YHUUTOKCHHUS.

JInst MOCTHIKEHUsI LieJied AUCHUILIMHBI HEOOXOAMMO PEelIUuTh CIEAYIOIIYIO
OCHOBHYIO 3a0ady — CGOPMUPOBATH Yy OOYYAIOUIUXCS TEOPETUYECKUE 3HAHUS U
PAKTUYECKHE HABBIKH, HEOOXOAUMBIE IS

— [OJTyYeHue

Kpunrorpadpuu;

CTyJAEHTAMU

3HAHUU

(o)

TEOPETUYECKUX

3aIIUTY XPAHUMOHM,
CIIy4alHOrO

nim

OCHOBax

— U3y4YeHHE CIOCOO0B U CPEICTB HECAaHKIMOHWPOBAHHOTO [JOCTyNa K
uH(popMaIm, crnocoO0B U CPEACTB 3alUTHl KOHPUACHIIMAIBHON HH(OpMAIUK.

1.2.

Oo0mactu

npogeccruoHaIbHON
IPOrpaMMy, MOTYT OCYIIECTBIIATH IPO(PECCHOHATBHYIO ACATCIBHOCTD:
06 Csszv, ungopmayuonnvie U KOMMYHUKAYUOHHblE MeXHoIo2uu (8 cgepe

NPOEeKMUpo8aHusl,
B8bIYUCTAUMENIbHOU
JHCUBHEHHBIM YUKIIOM).

npodeccruoHanbHOM
JIEATEIIbHOCTH,

paspabomku,
MEeXHUKU U

B KOTOpPBIX

BHEOpEeHUS
UHGDOPMAYUOHHBIX

u

ACATCIIBHOCTHU
BBIITYCKHUKH,

u(nm)

aKcniayamayuu
cucmem, ynpaeneHusa - ux

chepbl

OCBOHMBIIHC

cpedcme

1.3. K OCHOBHBIM 3ajjauaM HM3Yy4YEHHS IUCIUILUIMHBI OTHOCUTCS TMOJATOTOBKA

00yUarommuxcs

K

BBIITOJIHCHUTO

npodeCCUOHATILHBIMU CTaHAapTaAMU:

TPYAOBBIX

byHKIIMH B

COOTBCTCTBUU C

KOI[ 1 HAMMCHOBAHUC

O0001eHHBIE TPYAOBBIE (DYYHKIIUH

TpynoBsie GpyHKINN

PO eCCHOHATHHOTO YPOBEHB YPOBEHb
CTaHIapTa KO HAaUMCHOBaHHE HauMCHOBaHHE KO (TTomypoBEHB)
KBaJTU(UKAITHN
KBTI (PUKAITAN
06.001 IIporpammuct Ananu3
[IpodeccronanbhbIit TpeOoBaHUH K
6 D/01.6
CTaHJapT MIPOTPaMMHOMY
«IIporpammuct», 00€eCIICUCHNIO
YTBEPKICHHBIN
MPpUKa3oM PaspaboTtka
MunncrepcTBOM Pazpabotka TEXHUYECKHX
TPyZAa ¥ COLMAIbHOMN TpeboBaHuii 1 crenuQuKaImii Ha
3amuThel Poccuiickon D MIPOEKTUPOBAHUE 6 TPOTPaMMHEIE D/02.6 6
®denepanuu Ot IIPOrpPaMMHOTO KOMIIOHEHTBI U UX
18.11.2013 Ne 6791 o0ecrieueHust B3aNMOJEUCTBUE
(3aperucTpupoBaH B
MuHnucTepcTBe Tpyaa
U COLMAIbHOMN 3aIUTHI IIpoextupoBanme
Poccuiickoi 6 [POrPaMMHOTO D/03.6
®denepanyu ot 18 obecrieyeHns

nmexabps 2013 r.
Ne30635)




KOZ[ 1 HAMMCHOBAHUC

O0001eHHbIE TPYAOBBIE (DYHKLIUH

TpynoBsie pyHKIIMN

IpoeCCHOHANBEHOTO YpOBeHE YpOBEHb
CTaHJapTa KO HAaUMCHOBaHHE TR S— HauMCHOBaHHE KO (TIomypoBeHb)
KBaJH(PUKAIIAN
Paszpabotka
6 JIpaiiBEpOB A/01.6 6
YCTPOMCTB
06.028 CucteMHBIiH
porpaMMUCT PazpaboTtka
HpO(‘I)CCCI/IOHaHbHBII‘/'I KOMITUJIATOPOB,
craaaapT « CHCTEeMHBII Paspaborxa 3arpy3qHKEB, A/02.6 6
IpOrpaMMHucCT», yTB. KOMIIOHCHTOB C60pH.II/IKOB
I A CHCTEMHBIX
PHKA30M
MuHucTEpCTBOM TPOTPaMMHBIX PazpaboTka
TPyJIa M CONMATBHOI MPOAYKTOB 6 S — o 6
3amuTel PO ot 29
ceHtsaops 2020 roga N Coznanue
678u MHCTPYMEHTAIBHBIX | /0, 6
CpencTB
MIPOTpaMMHPOBAHUS
Pa3zpabotka Mmoaenu
ousnec-nporeccoB | C/08.6 6
3aKa3uuKa
BBISIBJICEII/IG C/11.6 6
Tpebosanuii k IC
Ananus 6
TpeboBaHui C/12.6
PazpaboTka C/14.6 6
apxurektypsl 1C
[IpoexTupoBaHue u C/16.6 6
06.015 Cneunanuct no BeinonHenue padbot ausaiin C '
“HGOPMAIIMOHHBIM U YIIPaBJICHUE
cucTeMam paboTamu 110 Pazpabotka 06a3 C/17.6 6
[IpodeccronanbHEIH CO3/IaHUIO nanHbix MC )
CTaHIAPT (Mogudukanum) u
«CrnennanmcT 110 C COIIPOBOKJIEHUIO 6 OpFaHI/ISaHI/IOHHoe 6
I/IH(I)OpMaI_[I/IOHHLIM I/IC’ 1 TCXHOJIOTHYCCKOC
CHCTEMAaM», YTB. aBTOMAaTH3UPYIOIINX obecrieyenue C/18.6
MpUKa3oM 3a7a9u KOOUpPOBAaHUA HA
MunncTepcTBOM OpraHHU3alOHHOTO A3BIKAX
TPy U COIMANBHOM YIPaBJIECHUSA U IPOrpaMMHUpPOBAaHIA
3amutel PO 18 HOsIOps OM3HEC-TIPOLIECCHI
2014 r. No896Hu OpranuzannoHHOE 6
U TEXHOJIOTHIECKOE
obecrieueHne C/19.6
MOJyITFHOTO
tectupoBanus NC
(Bepudukaryn)
Co3znanue 6
MTOJTL30BATEIHCKON C22.6
JIOKYMEHTAIINHU K
nuc
Opranuzanus C/40 6 6
perno3uTopus
XPaHCHHUS TaHHBIX




Kon u HaumeHOBaHUe
poheCCHOHATHHOTO
CTaHaapra

O0001eHHbIE TPYAOBBIE (DYHKLIUH

TpynoBsie pyHKIIMN

KO HaMMCHOBAHHEC

YPOBCHB
YpOBEHB
HaMEHOBaHME KOXI (TTomypoBEHB)
KBaJTU(pUKAITAN
KBaJH(PUKAIIAN
0 CO3JaHUU
(Moaudukanuu) u
Beoje MIC B
IKCIUTyaTaIUio

1.4. Komnerenuuu oOywaroierocs, GopMupyemble B pe3yJbTaTe€ OCBOCHHS

JTACIIATUIAHBI
HaumenoBanue | Koa un HaumeHoBaHue Kon u IlepeyeHns MIaHNUPYeMbIX
KaTeropumn KOMIIeTeHIU i HAHMeHOBaHHe pe3yJIbTaToB 00y4eHHs
(rpynmsbi) HHAUKATOPA
KOMIIeTeHIUH AOCTUKEHUS
KOMIIeTeHIIHH
[TIK-1. Ciocoben [TIK-1.1 3Hats: HA YpOBHE 3HAHUM.
BBITIONTHSTH pa0OTHI U Moienu Ou3Hec- 3HATh CTAHAAPTHBIC 33/]a4H
yIpaBieHHe paboTaMu MIPOIIECCOB npodecCuoHAIbHON
10 CO3JaHUI0 3aKa34yMKa, NESITEIbHOCTH,
(Mmomudukanum) u TpeboBanus k MIC, HA YpOBHE YMEHUlL:
conpoBoxaeHuto UC, apxurexktypy UC YMETb IPUMEHATH
aBTOMATU3UPYIOLINX MaTeMaTHYeCKUEe METO/IbI,
3a/1aumn BBIUHCIUTENHHYIO TEXHUKY
OpTraHHU3aIIOHHOTO JUTSL peTeHUs
yIpaBleHus 1 OU3HeC- MPAKTHYECKUX 3a7a4;
MIPOLIECCHI Ha YPOBHEe HABBIKOSB.
BJIQ/IETh IPAKTHUYECKUMHU
HaBBIKAMH TIOUCKA U
00paboTKu HHMOPMAITUH.
[IK-1.2 YmeTs: HA YpOBHE 3HAHUM.
Coznanue npoektupoBath UC, | 3HaTh CTaHAAPTHBIC 33/1a4H
(Momudukarms) paspabaThiBaTh 0a3bl | mMpodeccuoHaIbHOM
u nanHbix MC, JeATEeTbHOCTH;
COIIPOBOXICHHE UCIOJIb30BATh COBpPEMEHHBIE TEHACHLIUU
nc TEXHOJIOTUU pa3BUTHA UHPOPMATUKU U
MIPOrPaMMUPOBAHMS | BBIYUCIIUTEIILHON TEXHUKH,
KOMIIBIOTEPHBIX
TEXHOJIOTHI U ITyTH UX
MPUMEHEHUS B
npodecCuoHATbHON
JIeATEeITbHOCTH;
HA YPOBHEe YMEeHUIL:
YMETh MPUMEHSTh
COBpPEMEHHBIC TCHICHIINH
pa3BuTHsl UHHOPMATUKU U
BBIYHCITUTEIILHON TEXHUKH,
HA YPOBHE HABBIKOS.
BIIAJICTh TIPAKTUICCKUMHU
HABBIKAMU TIOUCKA U




aHau3a U CUHTE3a
uHbopmaIuu.

I1K-1.3 BiageTs:
TEXHOJIOTUSIMU
MOYJIBHOTO

TectupoBanus UC

(Bepudukanum),
OpraHu3anuein
PENO3UTOPHI

XpaHCHUA JaHHBIX

Ha YpOBHe 3HAHUIL.
3HaTh OCHOBBI
MH(GOPMaIMOHHO-
KOMMYHHKAITHOHHBIX
TEXHOJIOTHIA;

MOHSITHS
KOH(pHIeHIIMATbHON
uHpOpMaLuy,
MEePCOHAIBHBIX TAaHHBIX H
rOCy1apCTBEHHOW TAHBI.
HA YPOBHEe YMEeHUIL:
YMETh aHaJIN3UPOBATh U
BBIOMPATH METO/IBI U
CpencTBa o0ecrieueHus
MH($OpMalMOHHON
0€30M1aCHOCTH.

HA YpOBHe HABBIKOSB.
BJIQ/ICTh DJIEMEHTAMU

(GYHKIIMOHATILHOTO
aHaIN3a;

OMOIMOTEYHO-
o6ubnuorpaduyeckumMu
3HAHUSIMH.

Pazpabotka,
OTJaJKa,
MOTUGUKAIHS U
HOJ/IEPIKKA
CHCTEMHOTO
POTPaMMHOTO
o0ecrnieueHus

ITIK-3. CriocobeH
pa3pabaThiBaTh
KOMITOHEHTHI CHCTEMHBIX
NIPOrPAMMHBIX
MPOAYKTOB

I1K-3.1

PazpabatriBaer
JparBepbI YCTPOMCTB

Ha YPOBHe 3HAHUIL.

3HATH CYIIHOCTH H
3HaueHUe HHPOPMAIIIH B
Pa3BUTHH B Pa3BUTHU
COBPEMEHHOTO
MH(GOPMaLIMOHHOTO
00111eCTBA;

HA YPOBHe YMEeHUIL:

YMCTb UCTI0JIB30BATh
COBpPEMEHHbBIEC TEHICHITUHN B
oOnacTi UHPOPMATHKH U
BBIYUCIUTEIBHON TCXHHUKH,
HA YPOBHE HABBLIKOG:
BJIaJIETh HABBIKAMU aHAJIN3a
1 BBIOOpa METOJIOB U
WHCTPYMEHTOB JIS
obecrieueHust
UH(POPMALIMOHHOM
0€30IMacHOCTH.

I1K-3.2

PaspabartpiBaet
KOMIHJISITOPHI,

3arpy3umKH,
COOPIIUKH

Ha yPOBHe 3HAHULL:

3HATh OCHOBBI MAaTEMAaTUKU
Ha YPOBHE, HEOOX0IUMOM
JUTSL PEUICHUST CTAHJAPTHBIX
3a/1a4 mpoQecCHOHATBHON
NeSITeITbHOCTH;

Ha ypOBHe YMEeHUIL.

YMETh IPUMEHSITh




UH(POPMALIMOHHO-
KOMMYHHKaIIMOHHBIX
TEXHOJIOTHI

HA YPOBHE HABBLIKOG:
BJIAJIETh OLICHKOW PUCKOB,
pa3paboTKy CTpaTeruit
3alllUThl, IPUMEHEHUE
COBPEMEHHBIX TEXHOJIOTHI
3alllUThl JAHHBIX, a TAKKE
MOHUTOPUHT U ayJUT
WH(GOPMAIIMOHHBIX CUCTEM.

[K-3.3
PazpabartsiBaeT
CHCTEMHBIC yTHUITUTHI

Ha YpOB8He 3HAHULL:

3HATh BUJIBI YTPO3,
BO3HHUKAIOIIIKE B IIpOIECCe
UH(POPMALIMOHHOM
NESITENIbHOCTH;

HA YPOBHEe YMEHUU:

yMETb BEIOMPATH
aKTyaJIbHbIC
nH(}OpPMAITMOHHBIE PECYPCHI
Y UCTOYHUKY 3HAHUU B
3JIEKTPOHHOMU cpefie, a
TaK)K€ YMETh BBISBIISIT
yrpo3bl ”HHOPMAITMOHHON
0€30MacHOCTH.

Ha YPOBHEe HABBIKOSB.
BJIQ/ICTh Pa3BUThH HABBIKU
UX MPaBUIBHOTO
MPUMEHEHUS JJIs 3alUThI
JAHHBIX U CUCTEM OT
BO3MOJXKHBIX YTPO3 H aTaK

T1K-3.4. Co3naet
MHCTPYMEHTAIbHBIE
cpencTBa
MPOrpaMMHPOBAHUSA

Ha YpOB8He 3HAHUUL:
3HATh METOJIbI M CPEJICTBA
obecrnieueHus
UH(POPMALIMOHHOM
0€30MacHOCTH 0OBEKTOB
npodeccHoHATBHOM
JESITEIbHOCTH.

HA YPOBHEe YMEeHUU:
YMETh BEIOMPATH
HE00X0IUMbIC
nH(}OpMAITMOHHBIE PECYPCHI
1 UICTOYHUKU 3HAHUN B
3JIEKTPOHHOU Cpefie -
BBISIBJISITH YTPO3BI
nH()OpPMAITMOHHON
0€30MacHOCTH.

Ha YPOBHe HABBIKOSB.
BJIQ/IETh METOJIaMHU U
cpeacTBa o0ecreyeHus
UH(POPMALIMOHHOM
0€301acHOCTH.




2. Mecro nucuuminnbl B cTpykrype OITOII

Hucrumummaa  B1.JI(M).B.JIB.1.2 «3ammura uHboOpMamumy peanu3yeTcs B
paMkax BapuaTuBHOM wyactu bioka 1 «OJeKkTUBHbIE AUCHUIUIUHBL (MOJIYJIH)»
IporpaMmbl OakagaBpuarta.

Huciuminza «3ammra “HGOpMAaL MPEnoaaeTcss 00yqaromuMcs 0 OYHON
dbopme oOyueHus —Bo 4-M cemecTpe, o 3a04HOM Ppopme — B 6 cemecTpe.

HuciuminHa «3amura UHGOPMALMKY  SBISETCS MPOMEXKYTOYHBIM 3TarioM
dbopmupoBanusa kommnerennuii [1K-1, I[1K-3 B npouecce ocoenust OIIOIN.

Huctumirzaa «3ammra “HGOPMALMK) OCHOBBIBACTCS HA 3HAHMSX, YMEHUAX U
HaBbIKAaX, NPHOOPETEHHBIX NPU HU3YYEHUH AUCHUIUIMH IlepcrneKTUBbI pa3BUTHA
UH(OPMATUKKA U BBIYMCIUTENBHOW TEXHUKH, BBenenue B mHboOpMaTuky, YdeOHas
IpPaKTHKA: 03HAKOMUTEJIbHAS MpaKTHKa, OOBEKTHO-OPUEHTUPOBAHHOE
nporpammupoBanue, [IporpaMmmupoBanue st MOOMIBHBIX YCTPOUCTB, CTPYKTYPHI U
QNrOpUTMbl OOPaOOTKM JAHHBIX W SBJSIETCS MPEAIICCTBYIOMICH IS HM3yYeHUS
TUCIUTUIMH ~ Y4eOHas MpakTHKa: HAy4YHO-UCCIEeNOBaTeNIbcKas pabora (moyrydeHue
NEPBUYHBIX HABBIKOB HAyYHO-HCCIIEOBATENbCKON pPalboThl), YueOHas MpaKkTUKa
TEXHOJIOTUYECKasl (IIPOEKTHO-TEXHOJIOTMYECKasl) MpaKTHKa, MeToapl U CpencTBa
IPOEKTUPOBAHUS MH()OPMALMOHHBIX CUCTEM M TEXHOJIOTHH, MUKpOIpOLECCOPHBIE
yCTpOWCTBA CUCTEM yIIpaBJICHUS, NHTepHeT-TeXHONO0TNH, NHurtepHeT-
nporpammMmupoBanne, OyHKIMOHAIBHOE U JIOTUYECKOE MporpammupoBanue, 9BM u
nepudepuitbie YCTPOMCTBA, OnepaunoHHbIE CUCTEMBI, CucremHoe
porpaMMHpPOBaHUE, ABTOMAaTHU3UPOBAHHbIE MH(OPMAIMOHHO-YTIPABIISIONINE
CUCTEMBI, [IpousBoacTBeHHAs MpaKTHKA: peAAUIUIOMHAs MPaKTHUKA,
l'ocymapcTBeHHass wWTOroBas arTecTalys: MOATOTOBKA K cAade MW cJaya
roCyJIapCTBEHHOTO AK3aM€Ha, ['oCy1apCTBEHHAsi UTOTOBAasl aTTECTALlMS: BBIIIOJIHEHUE
U 3alUTa BBIMTYCKHOW KBaTU(UKAITMOHHON PabOTHI.

dopMoil MPOMEKYTOUHOM aTTECTAIMU 3HAHUNM 00y4aeMBIX MO OYHOU (opme
oOyueHusi sIBISETCS 3a4eT BO 4-M ceMmecTpe, MO 3a0uHoil (opme 3auer B 6-M
ceMecTpe.

3. O0beM TUCHUILIHHBI
ouHas (hoopma OOyUCHUS:

Bun yueOHo# padoThl 110 JUCUMILIHHE Bcero B 3.e. 1 yacax Cemecrtp 4
B Yacax

Obmas TPy10EMKOCTL IMCUHILIHHEL 3 3.e. -108 ak.uac 108 ak.uac
Konmaxmmnasn paboma - Ayoumopuuvie 3aHamus 36 36
Jlexyuu 18 18
Jlabopamopuvie 3ansmust 18 18
Cemunapnl, npakmuieckue 3ausimuis - -
Koucynemauus - -
Camocmosamenvnas paboma 72 72

KypcoBas pa6oTa (KypcoBoii IpoeKT) - -

Buj npoMe:XyTO4HOI aTTecTalNu 3ager 3a9eT




3a04Has popMa OOyUCHUS:

Buj yueOHoii paGoThl M0 AUCHHUIINHE Bcero B 3.e. m yacax Cemectp 6
B yacax

Obmast Tpy10EMKOCTD IMCIHILTHHDI 3 3.e. -108 ak.4yac 108 ak.uac
Konmaxmnasn paboma - Ayoumopnovie 3aHamus 8 8
Jlexuuu 4 4
Jlabopamopuvie 3ansmust 4 4
Cemunapwl, npakmuyeckue 3aHamus - -
Koncynemauus - -
Camocmosmenvhas paboma 96 96
KypcoBas padora (KypcoBOii IPOEKT) - -
Buj npome:kyTo4HON aTTeCTANH 3aueT — 4 yaca 3ayeT — 4 yaca

4. Cogepxanne JTUCHMILUIMHBI, CTPYKTYPUPOBAHHOE MO TeMaM (pa3aeJiam)
AMCHUIUIMHBI € yKa3aHueM HX 00beMOB (B akajeMHM4YeCKHMX 4Yacax) U BH/IOB

y4eOHBIX 3aHATHI
4.1. YueOHO-TeMaTHYeCKHUIl MJIaH
Ounas gopma oOydeHHUs

KomnuectBo gyacos Kon
KOHTaKTHas pabora HHIUKATOpa
Tema (paznen) e | naGoparopme | CoMAHEPI CaMOCTO6HT6JILHa$[ P —
" sansTHA TPAKTIICCKHC pabota KOMIIETEHIIUHA
3aHATHA
Tema 1. OcHoBHBIE TMOHATUSA U ITK-1.1, ITK-
onpexneneHus. MCTOUHUKH, PUCKU U 1.2, IIK-1.3,
dopmbl  arak Ha uHbOpMamuwo. | 4 4 - 18 IK-3.1, TIK-
ITonutuka u CTaHIapTHI 3.2, IIK-3.3,
0e301acHOCTH I1K-3.4
Tema 2. Kpunrorpaduyeckue TIK-1.1, TIK-
MOJEIN. AITOPUTMBI IH(PPOBAHHUS. 1.2, TTK-1.3,
e ety g i
' 3.2, [IK-3.3,
0e30macHOCTH OCHOBHBIX HK-3.4
OIEPAIMOHHBIX CUCTEM.
Tema 3. AqMUHHUCTPUPOBAHUE CETEiA. MK-1.1, TIK-
3ammra wHDOpMAMM B CETHX. 1.2, TIK-1.3,
MHoroypoBHeBast sammrta | 4 4 - 18 I1K-3.1, TTK-
KOPIIOPATUBHBIX CETEH. 3.2, [IK-3.3,
I1K-3.4
Tema 4. TpeGoBanums K CcHCTEMaM
3alUThl UHPOPMALIUK U HATIPABIICHUS IIK-1.1, ITK-
pa3BUTUS  CpEACTB  0€30MacHOCTH 1.2, [IK-1.3,
TPEANPHUSITHSL. IIpaBoBeie | 6 6 - 18 IK-3.1, TIK-
MOCJIEICTBUS 3.2, IIK-3.3,
HECaHKIIMOHUPOBAHHOTO JIOCTyNa K [1K-3.4
HHGbOPMAIUU
IK-1.1, ITK-
1.2, [IK-1.3,
Koncynbranus - - IIK-3.1, IIK-
3.2, [IK-3.3,
I1K-3.4




TK-1.1, TIK-

Kypcosas abora KYPCOBOH 1.2, TIK-1.3,
Hg(l))eKT) P (o - IK-3.1, IIK-
3.2, [IK-3.3,
IK-3.4
IIK-1.1, IIK-
1.2, [IK-1.3,
Kontposs (3auer) - IK-3.1, TIK-
3.2, [IK-3.3,
IK-3.4
UTOIro 36 72
3aouHas popma oOydeHUS
KomnuectBo yacos Kon
KOHTaKTHasi pabora HHIAKATOpa
Tewma (paznen) Hoxun | maGoparopmse | _CENHHIPI B CaMOCTO6$ITeJIbHa$[ OCTIREHI
" 3aHATHS TPAKTHHCCKHC pabora KOMIICTCHIINHU
3aHATHA
Tema 1. OcHoBHBIE @OHATUA U ITK-1.1, ITK-
onpenaeyeHus. VMCTOUHUKHA, PUCKU U 1.2, ITK-1.3,
dopmel  arak Ha uHbOpMANHMIO. | 2 - - 24 IK-3.1, ITIK-
ITonuTuka u CTaHIapTHI 3.2, I1IK-3.3,
0€30MacHOCTH I1K-3.4
Tema 2. Kpunrorpaduyeckue TIK-1.1, TIK-
MOZCIA. AJITOPUTMBI IH(PPOBAHHUS. 1.2, TTK-1.3,
B T N N R
0e30I1acHOCTH ' OCHOBHBIX 3.2, IIK-3.3,
I1K-3.4
OIEPaIMOHHBIX CUCTEM.
Tema 3. AqMUHHUCTPUPOBAHUE CETEHA. IK-1.1, TIK-
3amuta wHpOpMAIMM B CETIX. 1.2, [IK-1.3,
MHoroypoBHeBast sammTa | 2 - - 24 IK-3.1, TTK-
KOPIIOPATUBHBIX CETEH. 3.2, I1IK-3.3,
IK-3.4
Tema 4. TpeGoBanus K cucremam
3alIUTHl UHPOPMAIIUH U HATIPABIICHHS MK-1.1, TIK-
pa3BUTUSL  CpPEACTB  0E30MaCHOCTH 1.2, IIK-1.3,
NpEAIPUATHS. [IpaBoBEBIC - 2 - 24 MK-3.1, IIK-
TTOCTICACTBHS 3.2, IIK-3.3,
HECAaHKLIMOHMPOBAHHOTO JIOCTyINa K I1IK-3.4
HH(bOpMAIUU
IK-1.1, IIK-
1.2, [IK-1.3,
Koncynbranus - - I1K-3.1, TIK-
3.2, [IK-3.3,
MK-3.4
IIK-1.1, ITK-
N 1.2, 1IK-1.3,
Egggs:)aﬂ pabora  (KypcoBou i I1K.3.1, TIK.
3.2, [IK-3.3,
IK-3.4
IIK-1.1, TIIK-
KonTpons (3auer) 4 1.2, TIK-1.3,
IIK-3.1, IIK-
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3.2,1IK-3.3,
I1K-3.4

UToro 8 96

4.2. Conep:kaHue JUCUUIINHBI

Tema 1. OcHOBHbIe NOHATHS M omnpeaejaeHus. VICTOYHUKH, PUCKH H
¢popmbl aTak Ha nuHGopmanuro. IlouTrka U cTaHaapTHI 0€30MACHOCTH

OcCHOBHBIC  TOHSATHUS  3aUTHl  WHPOPMAIUMU:  KOH(PUIECHIHUAIBHOCTD,
LEJOCTHOCTD, JOCTYITHOCTbD.

Hctounuku yrpo3 6€30MacHOCTH: BHYTPEHHUE U BHEIITHUE YTPO3BbI.

Buapl atak Ha mHOpManuio: aTaku Ha KOH(PUIECHIIUAIBHOCTbD, 11ETOCTHOCTD,
JIOCTYITHOCTb.

[Ipumepsl  aTtak: BUPYCHI, TPOSAHCKHE MPOTPaMMbl,  (DUIIUHT,
MaHUMYJSALUHU C JTAHHBIMHU.
OreHKa pUCKOB U YSI3BUMOCTEN HMH(POPMAIIMOHHBIX CHCTEM.
) AHaIN3 ysI3BUMOCTEN CUCTEMBbI: METOJNKUA U UHCTPYMEHTBHI.
Pucku, cBs3aHHBIE C YTE€UKaMU JIaHHBIX, HECAHKIIMOHHUPOBAHHBIM
nocTynom u BpeaoHocHsIM [10.
[TonuTuka 6€30MacCHOCTH:
) Pa3paboTka 1 BHEIpeHUE NOJUTUKH O€30MIaCHOCTH MH(POPMALIIH.
BaxkHocTh pazrpaHudeHus 10CTyna, KOHTPOJISI © MOHUTOPUHTA.
[TonuThka 3amUTBl JAHHBIX, MpPaBUIa PE3EPBHOIO KOMHUPOBAHMUS,
BOCCTAHOBJICHUS M1OCJI€ MHIIUICHTOB.

MexayHaponHble cTaHAapThl U periaameHTsl OezonacHoctu: ISO/IEC 27001,
NIST, GDPR.

O630p TpeOOBaHMI M CTaHIAPTOB OE30MACHOCTU ISl PA3IMUHBIX cdep
JEATENLHOCTH.

[Ipumenenue CTaHIapTOB [JIsi TMOCTPOCHUST  CHUCTEMBI  3aLUTHI
uH(OpPMAITUU B OpraHU3AIIHH.

Tema 2. Kpunrorpagpuueckue mojaean. AJaropurMbl mudpoBaHus.
AJropuT™MBI  ayTeHTH(UKAIMU MoJb30BaTeseil. Mogean 0e30macHOCTH
OCHOBHBIX ONIEPALMOHHBIX CHCTEM.

Kpunrorpaduueckue moaenu:

) Mopenu CMMMETPUYHOTO U ACUMMETPUYHOTO MU (PpOBaHUSI.
Hcnonb3zoBanrne HUQPPOBBIX MOANMUCENH U XAUI-PYHKIUN UIsI TPOBEPKH
LEJIOCTHOCTH JaHHBIX.
) [Ipunuuner  paboTHI MOJEeIIen 0e30macHOCTH Ha  OCHOBE
KpUnTorpadguyeckux mpoTOKOJIOB.
_ AnropuT™MBI IIK(PPOBAHKS:
Cummerpuunsbie anroput™Mel: AES, DES, RC4.
Acummerpuunbie anroputmbel: RSA, ECC (kpuBble 3IUIHMOTHYECKOM
Kpunrorpapun).
) [IpuMeHeHue anropuTMOB B PEATBHBIX MPUIOKEHUSX: 3alllUTa JIAHHBIX,
3JEKTpOHHasA noura, VPN.
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_ ANrOpUTMBI 2y TEHTH()MKAIIMHK T10JIb30BATENIEH!:
[Taponbnass  ayrenTudukanus, aByxdakTopHas ayTeHTH(UKAIIHS,
OouomMeTpus.
) [Tporokonsr ayrenTudukanuu: Kerberos, LDAP, SSO (Single Sign-On).
_Monenu 6e30MacHOCTH ONEPAIIMOHHBIX CHCTEM:
Monenu 6e3omacHoctu: Bell-LaPadula, Biba, Clark-Wilson.
Ponb onepaliMoHHBIX CUCTEM B 3alIUTE JAHHBIX: MIpaBa J0CTYIIa, 3allUTa
OT BUPYCOB M BPEJOHOCHBIX IPOIPaMM.
KonTpons gocTtyma u ymopaBlieHME TMpaBaMu I[OJb30BATENEH B
pazmunbix OC: Windows, Linux, macOS.
Tema 3. AaMuHuCTpUpoBaHHe ceTeil. 3amura MHPOPMAUMM B CeETHAX.
MHoroypoBHeBasi 3all{UTa KOPIIOPATUBHBIX CeTEH.
_ AIMHHHCTPUPOBAHHME CETEH M yIPABJIECHUE OE30IIaCHOCTHIO:
OcHOBHBIE 337]a41 aIMUHUCTPUPOBAHHUS CETEBOM 0€30MMaCHOCTH.
Co3nanue 3amMIIEHHBIX CETEBBIX HWH(MPACTpyKTyp U obOecrnedeHue

JOCTyIA.
3amuTa HHPOPMAIINH B CETAX:
) MeTtoapl 3amuThl Niepenayn JaHHbIX: mudposanue Tpaduka (SSL/TLS,
IPsec).
3amura Ha ypoBHe npunoxennii: HTTPS, SSH.
[Iporokonsl 6e3onacHoi nepenayn AaHHbix: VPN, kpunrorpaduueckue

IIPOTOKOJIBI.
_MmuoroyposHeBas 3a1mTa KOPIIOPATUBHBIX CETEM:
Konmeniyuss MHOTOCIOMHOM 3aluThl: 3amiuTHble cTeHbl (firewalls),
CUCTEMBI IpepoTBpalenus Bropskenui (IDS/IPS), mudpposanue.
3amuTa KOPHOPAaTUBHBIX JIaHHBIX ¢ mnomomisio VPN, DMZ,
CETMEHTALMH CETH.
KoHTposnb 1 ynpaBiieHre JOCTYIIOM B KOPIIOPATUBHBIX CETSIX.
Bormpocsl ynpaBiieHUst MHIIUICHTAMHA U OTBETHBIMU MEPAMH Ha YTPO3bI:
) PearupoBanne Ha araku W WHIWACHTHL OJOKMPOBKA, aHAIW3 W
BOCCTaHOBJICHHE.
UcnonszoBanne SIEM-cuctem 171 MOHUTOPMHIa W aHAIU3a
0€30MacHOCTH.

Tema 4. TpeGoBanusi K cucreMaM 3aIUMTHI HH(POPMAUM U HATIPABJICHUA
pa3BuTHsI CpPeACTB Oe3omacHocTH mnpeanpusitus. IIpaBoBble mocjeaCTBUA
HECAHKIMOHUPOBAHHOIO I0CTYNAa K HH(OPMAIIUN

_TpeboBanus K cHCTEMaM 3alIUTLI KHPOPMAIIUH:
CranpmapThl KOH(HMIECHIIMATBHOCTH, LEIOCTHOCTU U JOCTYHHOCTH
JIAHHBIX.
Cucrembl  3amuThl  MHGOPMAIMHM:  AHTUBHPYCHBIE  MPOTPAMMBI,
(daepBoIIbI, CHCTEMBI KOHTPOJIS JOCTYTIA.
) [Tomutrkn 0G€30MacHOCTH: pa3rpaHUYEHUE TMpaB JOCTyMa, ayauT
0€30MacHOCTH, aHAINU3 YA3BUMOCTEH.
HampaBnenust pazButus cpefcTB 6€30MaCHOCTH:
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PasButne 001a4HBIX TEXHOJIOTHUI U oOecIieueHre 0€30IacHOCTH JaHHBIX
B oOJIake.
) Hcnonb3oBaHWEe MCKYCCTBEHHOTO MHTEIUIEKTa M MAIIMHHOTO OO0y4YeHUS
JUTSL BBISIBIICHUS YTPO3.
) Pa3Butne OuWOMETpPUYECKUX TEXHOJOTUH JJis ayTeHTU(DHKAIUU W
3aIMTHI JAHHBIX.
[IpuMeHeHne MHHOBAIITMOHHBIX CPEJICTB JIJISl 3aIlIUThI UH(POPMAIUU:
) JlenieHTpann30BaHHbIE CUCTEMbI 0€30MacHOCTH (OJIOKUYEHH).
Hcnonb3oBanue KpUNTOBATIOT U MUGPOBBIX MOAMUCEH I TpaH3aKIUi
U KOHTPAKTOB.
_IlpaBoBbie MOCIEACTBUSA HECAHKIIMOHMPOBAHHOI'O JOCTYIIA:
Biusiaue Ha 6e30macHOCTh M KOHPUACHIIMATBHOCTh HH(POPMAITUH.
3aKOHBI U peryJIMPOBAHKE: 3alllUTa JaHHBIX, OTBETCTBEHHOCTh 32 YTEUKY
uHbopMaIuu.
) [Ipumenenue 3akoHOB Mo 3amure JaHHbIX (Hanpumep, GDPR) u
OTBETCTBEHHOCTH 3a HapyIIeHHE MpaB Ha HH(OPMAIIHIO.
) [Tpumepsnt MIPaBOBBIX MMOCJIE/ICTBUI: mrpadsbl, YroJIOBHAs
OTBETCTBEHHOCTb, CYJICOHBIC MTPOTICCCHI.

5. VY4eOHo-MeTOoAMYecKoe oOecleYeHHEe CAMOCTOATENbHON PadoThI
CTY/ICHTOB

CamocrosiTenbHas paboTa NPOBOAUTCS C LENbIO: CUCTEMaTU3allud U
3aKpEIUICHHUs] TOJYYEHHBIX TEOPETUYECKMX 3HAHMM U MPaKTUYECKUX YMEHH
oOydaromuxcsl; yriyOJIeHHs M pacUIMpeHUs TEOPETUYECKUX 3HAHUM CTYJEHTOB;
(opMuUpOBaHUS YMEHHMH MCIONb30BaTh HOPMATHBHYIO, IPaBOBYIO, CIIPABOYHYIO
JOKYMEHTAIMIO, YUeOHYIO0 U CIELUAJIbHYIO JINTEPATYpPY; Pa3BUTHUS MMO3HABATEIbHbBIX
CHOCOOHOCTEM M aKTUBHOCTM  OOY4YalOIIMXCS:  TBOPYECKOW  HMHULUMATHUBBI,
CaMOCTOSITENIbHOCTH, ~ OTBETCTBEHHOCTH,  OPraHM30BaHHOCTH;  (HOPMUPOBAHME
CaMOCTOSATEIbHOCTH MBILIJIEHUS, CHOCOOHOCTEH K CaMOPA3BUTHIO,
COBEpIICHCTBOBAHUIO U CaMOOpranu3anuu; (HopMupoBaHHs MpodeccrnoHaTbHBIX
KOMITETEHLIUI; PA3BUTHIO UCCIIEA0BATEIBCKUX YMEHUN CTYIEHTOB.

@opMbI U BUBI CAMOCTOSITENIBHOW pabOThl CTYAEHTOB: YTEHUE OCHOBHOM M
JOTOJTHUTENBHOW JIUTEPaTypbl — CaMOCTOATENbHOE HW3YYEHUE Marepuaia 1o
PEKOMEHIyEeMbIM JIUTEPATyPHBIM UCTOYHUKAM; paboTa ¢ OMOIMOTEYHBIM KAaTaJIOTOM,
CaMOCTOATENbHBIA MOA0OpP HEOOXOAUMOW JUTepaTypbl; padoTa €O CIOBapeM,
CIPAaBOYHUKOM; TOUCK HeoOXxoaumol uHopmanuu B cetu  VHTepHeT;
KOHCIIEKTUPOBAHUE HCTOYHUKOB; pedepupoBaHUE HCTOUYHUKOB; COCTaBJICHHE
AHHOTALMI K ITPOYNUTAHHBIM JIMTEPATYPHBIM HCTOYHHMKAM; COCTABJICHUE PELCH3UN H
OT3bIBOB Ha IMPOYUTAHHBI MaTepuai; COCTaBJIeHHE 0030pa MyOJuKalui MO TEME;
COoCTaBleHHME U  pa3paboTKa TEPMHMHOJIOIMYECKOrO  CJOBaps; COCTaBJICHHE
XPOHOJIOTHYECKOW TaONuIlel; cocTaBieHne Oubmuorpaduu (Oubmmuorpaduaeckoit
KapTOTEKH); MOATOTOBKA K pa3IUYHbIM (opmaM TeKymed U NpOMEKXyTOUHOU
arrectauuu (K TECTUPOBAHMIO, KOHTPOJIbHON paldoTe, 3adery); BBINOJIHEHHE
JOMAIIHUX KOHTPOJBHBIX padOT; CaMOCTOSITENBHOE BBIIOJIHEHHE MPAKTHUYECKUX
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3a/laHAN PEnpOAYKTUBHOIO TUIA (OTBETHI HA BOIIPOCHI, 33Ja4H, TECTHI; BHIIIOJIHEHUE
TBOPYECKHX 3aJaHUM).

TexHonmorus opraHu3ay CaMOCTOATEIHLHON PabOTHl 00YUaIOIUXCS BKIIOYAET
UCTOJb30BaHUE HWH(POPMAIMOHHBIX M  MAaT€PHAIbHO-TEXHHUYECKHX PECYPCOB
00pa30BaTEIHLHOTO YUPEKIACHUS: OUOIMOTEKY C YHTAIBHBIM 3aJI0M, KOMITbIOTEPHBIC
KJIACChl C BO3MOXHOCTBbIO paboTel B MHTepHer; ayauTopuu (Kiaccel) JIs
KOHCYJIbTALIMOHHOM J1ESITEIbHOCTH.

[lepen BbIMOTHEHHMEM OOYYAIOUIMMUCS BHEAYJUTOPHOM CaMOCTOATEIbHON
paboThl TpernojaBaresb MPOBOJUT KOHCYJIbTUPOBAHME MO BBIMNOJHEHHUIO 3aJaHus,
KOTOpbI BKJIIOYAaeT 1edb 3aJaHusi, €ro CcoJepKaHus, CpPOKHU BbBIIOJIHECHHUS,
OpUEHTHUPOBOUYHBIN 00BEM pabOThl, OCHOBHBIE TpeOOBaHUSI K pe3ysibTaraMm padoThI,
KPUTEPUH OLIEHKH. Bo Bpemsi BBINOJHEHUS OO0Y4YalOIIUMHUCS BHEAYAUTOPHOU
CaMOCTOATENbHON PabOThI U MPU HEOOXOJUMOCTH MPENOIaBaATENh MOKET MPOBOIUTH
UHIUBUYAJIBHBIE U TPYNIOBBIE KOHCYJIbTALIUHY.

KonTtpons  camoctosiTennbHOM ~ pabOThl  CTYJIEHTOB  INPEAyCMaTpUBAET:
COOTHECEHHE COACPKAHMSI KOHTPOJIS C LEIsIMU 00yueHus; 00bEKTUBHOCTh KOHTPOJIS;
BaJUAHOCTh KOHTPOJIS (COOTBETCTBHE NPENBABISIEMBIX 3aJaHU TOMY, 4YTO
OpeanoyaraeTcs MpOBEpUTh); auddepeHranio  KOHTPOIbHO-U3MEPUTENBHBIX
MaTepHUaJIOB.

@opMbl  KOHTPOJISI CAMOCTOSITEILHOM pabOThI: MPOCMOTP U  MPOBEpKa
BBINIOJIHEHUS ~ CaMOCTOATENBbHOM  paboOThl  MpemnojaBaresieM;  OpraHu3alusd
CaMOMPOBEPKH, B3aMMONPOBEPKU BBHINIOJIHEHHOIO 3aJlaHus B TpyImIe; o0CyXIeHHe
pE3yAbTATOB BBHINOJIHEHHOW PabOThl HA 3aHSITHH; MPOBEJECHUE MUCBMEHHOTO OIpOCa;
IPOBEJEHUE YCTHOIO OIPOCAa; OpraHu3alus M MPOBEICHUE HWHIWBUAYAJIBHOTO
co0OeceT0BaHus; OpraHu3aIs U IPOBEJIEHUE COOEeCeI0BaHUsI C TPYIIIOHN.

IlepeyeHb BONPOCOB, OTBOJAUMBIX HA CAMOCTOSITE/IbHOE OCBOCHHUE TUCHUILIMHBI,
(GopMbI BHEAYTUTOPHOM CAMOCTOATEILHOUH PadoTHI

HanMeHOBaHHE TEM
(pa3zaenoB)
JUCHHUIIIIMHBI

l'[epeqem, BOIIPOCOB, OTBOAMMBIX HAa CAMOCTOATEC/IBHOC
O0CBOCHMEC

®DopMbl BHEAYIUTOPHOMU
CaMOCTOSATEJIbHOH PaldoThI

Tema 1. OcHoBHbIe
TIOHATHS U
OIIpEeIeJICHUS.
HcrouyHuKy, pucKy 1
¢dopMmeI aTak Ha
nHpOopMaIuIo.
ITonutHka ¥ cTaHIaPTHI
0e3omacHOCTH

1. Onpenenenue 3amuThl HHGOPMAIMK U €€ OCHOBHBIEC IIEIIH.
2. OCHOBHBIC MOHATHS: KOH(UICHIIUATBHOCTb, [IEIIOCTHOCTD,
JIOCTYITHOCTh HH(POPMAITUH.

3. UcToynuku yrpo3 nHGOpMAIIMU: BHYTPCHHUE ¥ BHEIITHHE
(baxTopsI.

4, ®opMbI aTak Ha HHGOPMAIIUIO: BPEIOHOCHBIC TPOrPAMMEBI,
colManbHas WHXeHepHsl, QUIIUHT | JIp.

5. [MomuTrky 6€30MaCHOCTH: OCHOBHBIC KOMIIOHEHTBI U X
3HAYCHHE B OPTaHU3AIINH.

6. Crarmapts! 6e3onacHoctr nHGopMarmu: ISO/TEC 27001 u
JpyTHE.

7. O1ieHKa PUCKOB U YS3BUMOCTEH B 00JIACTH 3aIIUTHI
WH(pOPMAITHH.

8. CoumanpHast HHKEHEPHs: METOIbI U IPUMEPHI aTak.

9. BnusHue yenoBeueckoro Gakropa Ha 0€30MacHOCTh
HH(POpMAITHH.

N3yueHue nurepaTypsl 10
OCHOBHBIM IIOHATUAM 3aLIUThI
nHpopmarun. Ilposenenne
aHaIM3a BO3MOXXHBIX YIPO3
i nHopManmu B
pa3nuuHbIX chepax.
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10. Byaymiee 3amuThl HHGOPMAIIMK; HOBBIC YIPO3bl U TIOIXObI.

Tewma 2.
Kpunrorpadugeckue
MOJENH. ANTOPUTMBI
muQpOBaHHS.
AJITOpUTMBI
ayTeHTU(UKAINN
MOJIb30BaTEINCH.
Monenu 6e30macHOCTH
OCHOBHBIX
OTIepPAIIMOHHBIX CHCTEM.

1. O630p kpunTorpaPUUECKUX MOJICICH: CHMMETPUYHAS U
aCHMMETPHUYHAs KPUIITOTpadwsL.

2. Anropurtmsl mudposanus: DES, AES, RSA u nx
0COOEHHOCTH.

3. Xom-pyHKIMA U X IPUMEHEHHE B 3aliuTe HHPOPMAIIHH:
SHA-1, SHA-256 u np.

4. ANropuTMBI ayTEeHTH(QHUKALMK: TAPOJIH, TOKEHBI, OHOMETpHSL.
5. Mopenu 6e30macHOCTH B ONEPalMOHHBIX cucTeMax: Windows,
Linux, macOS.

6. Ponb kpunrorpaguueckux METOIOB B 00CCIICUCHUN
0€301acCHOCTH ONEPALMOHHBIX CUCTEM.

7. Ilpumeps! TpUMEHEHHS Pa3INIHBIX aJITOPUTMOB IIH(PPOBAHHS
B PEANbHBIX CUCTEMaX.

8. Ceptudukatsl 1 HHPpACTPYKTypa OTKpHITHIX Kitouel (PKI) B
ayTEeHTU(UKAINH MTOJE30BaTENEH.

9. CooTBeTCTBHE CTaHAApTaM 0E€30MMACHOCTH AITOPUTMOB
mHdpoBaHUsL.

10. Bynymee kpunrorpaduuecKux METOIOB: HOBBIE PELLICHHUS U
MTOIXOJIBL.

Uccnenosanne MeTOLOB
ayTeHTU(PUKAIIH
MMOJIL30BaTeJIel U UX

a¢dexkruBHOCTH. [IpOoBeneHnE

aHAJIN3a MOJEIeH
0€30I1aCHOCTH OCHOBHBIX
OHCpaHI/IOHHI)IX CUCTCM.

Tewma 3.
AMUHUCTPUPOBAHHE
cerei. 3amuTa
WHPOPMAIUH B CETSIX.
MHoroypoBHeBas
3aluTa KOPIMOPATHBHBIX
ceTen.

1. OCHOBBI AIMHUHUCTPUPOBAHUS CETEH: 3a1a4l U HHCTPYMEHTEI.
2. Yrpo3bl 6€30aCHOCTH B CETSIX: TUIIBI M HCTOYHUKH.

3. Metoap! 3amuThl HHGOPMAINH B ceTsX: mudposanue, VPN,
(haiipBOJIIEL.

4. MHoTroypoBHEBAas 3aIlIUTa KOPIOPATUBHBIX CETEH: KOHUEIIINH
U TIOAXOBI.

5. Ponb ceTeBBIX IPOTOKOJIOB B 0€30MaCHOCTH MH(MOPMAIIHH.

6. [Ipumenenne cucteM 0OHAPYKEHUS U TIPEAOTBPAIICHHS
sropxenuit (IDS/IPS).

7. Cuctemsl yrpaBiieHus: 6e3onacHocThio nHpopmanuu (SIEM):
(YHKIIMH ¥ TIPUMEDPHI.

8. OcHOBHBIC IPUHIIUTIBI IPOESKTUPOBAHUS 0€30MAaCHBIX CETEH.
9. O0yyeHue cOTpyJHUKOB 0€30MaCHOCTH B KOPIIOPATHUBHOM
cpeze.

10. Byayiiee cereBoi 6€300aCHOCTH: TPEHABI M TEXHOJIOTHH.

IIpoBenenue aHanuza
MHOTOYpPOBHEBO! 3aILIUTHI
KOPIIOPAaTUBHBIX CETEH.
Hccnenosanue npumepoB
YCIEIIHOTIO

aJIMUHUCTPUPOBAHUS CETEH C
aKIIEHTOM Ha 0€30I1aCHOCTb.

Tema 4. TpeboBanus K
cucTeMaM 3allHuThl
HHpOpPMAIIH U
HanpaBJICHUS Pa3BUTHUS
cpencTB 0€30MacCHOCTH
MPEANPUSITHSI.
[IpaBoBBIe MOCTENCTBHSA
HECaHKLMOHUPOBAHHOTO
Joctyna K nHhopMaIun

1. OcHoBHBIE TPeOOBaHMS K CHCTEMaM 3aIIUTHl HH)OpMAaLUH:
KOH()HICHINAIBHOCTD, EIOCTHOCTb, IOCTYITHOCTb.

2. HopMaTHBHBIE JOKYMEHTBI M CTAHIAPTHI B 00JIACTH 3aIUTHI
WHPOPMAITUH.

3. HampaBrneHus pa3BuTHs CpeACTB 0€30MacCHOCTH: TeHACHLUUH U
WHHOBAIIMU.

4. Ponb TexHONOTHI B 0OecnieueHHH 0€30I1acHOCTH HHPOPMAITUH
Ha MPEIIPUATHSAX.

5. IlpaBoBbIe acIeKTHI 3alIUTH HH(OPMAIINH: 3aKOHBI 1
perynsnum.

6. [TocnencTBus HECAaHKIIMOHUPOBAHHOTO JIOCTyIa K
nHOPMAINH: IOPUINYECKIE U PUHAHCOBBIE.

7. Ilpumepsl yCIEUTHOTO BHEAPEHUS] CUCTEM 3aIUThI B
KOMITaHUSIX.

8. Bnmussune GDPR u npyrux perymsnuil Ha 3aIuTy
nHpopMaITIm.

9. O1eHKa yrpo3 U OICHKA PUCKOB B KOHTEKCTE TIPABOBBIX
HIOCJIEICTBUN.

10. Byzymee cucteM 3amuTsl HHGOPMALUU: HOBBIC TOIXOAbI U
BBI30BEI.

Hccnenoanne mpaBoBbIX
OCIeNCTBUMI
HECaHKIHOHUPOBAHHOIO
JOCTyNa K MHPOPMAIHH.
IIpoBeneHue anamu3a
COBPEMEHHBIX TEHACHIIUH B
00JIacTH CpeCTB
0e30IMacHOCTH.
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HIkaaa oueHMBaHUA

[IIxama onenmnBanus

Kpurepuu oneHnBanus

«OTA4HO» OOyuatromuiics TITyOOKO W COAEPKaTEILHO PACKPHIBACT
TEMY CaMOCTOATEJIbHOU pabOThI, HE IOMYCTUB OIITUOOK.
OTBET HOCUT pPa3BEPHYTHIN U MCUEPIIBIBAOIINN XapaKTep
«Xopouo» OOyuaroluiics B 1IeJI0M PaCKpbIBaeT TEMY

CaMOCTOSITeTLHOM paboThl, OTHAKO OTBET XOTs ObI Ha
OJIMH U3 HUX HE HOCUT Pa3BEPHYTOr0 M UCUEPIIBIBAIOILIETO
Xxapakrepa

«Y IOBIIETBOPUTEIBLHO»

OOyuaroiuics B 11€JI0M PaCKphIBaE€T TEMY
CaMOCTOATEILHOM pabOTHI U JAOMYCKAET PsiJl HETOYHOCTEH,
(dbparMeHTapHO PACKPHIBACT COACPKAHUE TEOPETUIECKUX
BOIIPOCOB WJIM UX PACKPBIBAET COJECPKATEIBHO, HO
JIOITYCKasl 3HAYUTEJIbHBIE HETOYHOCTH.

«HCyI[OBJIeTBOpI/ITeJ'IBHO»

OOyuaronuiics He BiajieeT BEIOPAaHHOM TeMOM
CaMOCTOSITEILHOM pabOThI

6. Ouenouynbie MaTepuaJjbl ((POHI OLEHOUYHBIX CPEACTB) AJIsSI NMPOBEAECHUSA
TeKYIIero KOHTPOJIA YCIeBAeMOCTH, NMPOMEKYTOYHOM aTTecTAllMH MO MTOraM

O0CBOCHHUA NUCHUIIJINHBI

6.1. Ilacmopt doHAA OLIEHOUYHBIX CPEICTB

Ne | KonTponnpyembie Kon n Nupukarop HaumenoBanu
pazaensl (TeMbl) HaVMEHOBAaHHE JOCTHXKECHUS e
JUCTTUTUTAHBI KOMTIETCHITHH KOMTIETCHITHH OIICHOYHOT'O

CpeacTBa

1. | Tema 1. OcHoBHBIE [TIK-1. Cnocoben IIK-1.1 3nate: mogenu | Ompoc,
MOHSITUS U OTIPEICNICHUS. | BBIMOJHATH PabOThl | OM3HEC- MPOIECCOB JIOKJIaJ,
Wcrounukn, pucKu U U YIIpaBJICHHE 3aKa3uuKa, pedepart, Tecr,
dbopMbI aTak Ha paboTtamu 1o TpeboBanus k MC, 3a4er
I/IH(i)OpMaIII/IIO. Ilonutuka CO3JaHHUIO APXUTEKTYPY HUcC
Y CTaHJapThI (MomubUKAIMK) ¥ | [TK-1.2 VMeTh:
0e301acHOCTH COTIPOBOXKACHHUIO npoexTuposats UC,

C, pas3pabarbIBaTh 0a3bl
ABTOMATH3HPYIOWH | papepry IC,
X 3a/atu UCIIOJIb30BaTh
OPraHU3aIUOHHOTO | 1oxHOMOIMHH
YUpaBICHIA 1 [IporpaMMHUpOBaHHUS
Ou3HEeC-MPOoIIEeCCh [TK-1.3 Braxers:
TEXHOJIOTUSIMU
MOJTyJTIEHOTO
tectupoBanualC
(Bepudukaryn),
opraHuzanuen
pEeno3uTopHii
XpaHeHUs TaHHBIX
[TK-3. Cnocoben [TK-3.1 Pa3zpabatsiBaet | Ompoc,
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pa3pabaTsiBaTh
KOMITOHEHTBI
CUCTEMHBIX
MPOTrPaMMHBIX
[IPOAYKTOB

JpaiBepbl yCTPOUCTB
ITK-3.2 Pa3pabaTbiBaet
KOMIWJISITOPBI,
3arpy34uKd, COOPIIUKH
[TK-3.3 Pa3pabaTsiBaeT
CUCTEMHBIE YTUIHUTHI
[1K-3.4. Cozpaer
WHCTPYMCHTAJILHBIC

TIOKJIa],
pedepar, Tecr,
3auer

Tema 2.
Kpunrorpaduueckue
MOJIETH. AJTOPUTMBI
muppoBaHusl.
AnropuT™MBI
ayTeHTU(UKAUU
noJsib3oBareneil. Mozgenu
0€30MMacHOCTH OCHOBHBIX
OIIEPALMOHHBIX CUCTEM.

[IK-1. Cnocoben
BBITIOJHATH pabOThI
U yNIpaBIICHHUE
pabotamu 10
CO3JaHHIO
(Monudukanun) u
COIPOBOKICHHIO
UcC,
aBTOMATHU3HPYIOIIH
X 337a4u
OpraHU3al[MOHHOTO
yOpaBlIeHUs U
OM3HEeC-IPOLIECCH

[IK-1.1 3Hare: Mmogenu
Ou3HeC- MPOIEeCCOB
3aKa34ymKa,
TpeboBanus k IC,

apxutektypy UC

[IK-1.2 Ymers:
npoektuposats UC,
paspabaThIBaTh Oa3bl
nmanueix MC,
UCMOJIb30BaTh
TEXHOJIOTUHI
[IporpammupoBanus

[1K-1.3 BaageTs:
TEXHOJIOTHUSIMU
MOJTyJIEHOTO
tectupoBanusiIC
(Bepuduxarym),
opraHu3anuen
PENO3UTOPHIA
XpaHeHUs JTaHHBIX

Ormpoc,
TOKIIa,
pedepart, Tecr,
3a4er

I1K-3. Cnocoben
paszpabaThIBaTh
KOMITOHEHTEI
CUCTCMHBIX
POTPaMMHBIX
IIPOAYKTOB

I1K-3.1 Pa3pabarsiBaer
JpaiiBepbl yCTPOUCTB
IIK-3.2 Pa3pabatbiBaet
KOMITHJISITOPBI,
3arpy3uuKd, COOPIIUKH
ITK-3.3 Pa3zpaGaTsiBaeT

CUCTCMHBIC YTUJINTBI

T1K-3 4. Cosnmaer
HHCTPYMEHTAJIbHBIE

Ompoc,
TOKJIaI,
pedepart, Tecr,
3a4er

Tema 3.
AJMUHUCTpPUPOBAHNE
CETEM.
Kpunrorpaduueckue
METO/IbI 3aILUTHI
uH(pOpMaIlUU B CETSIX.
MHoroypoBHeBas 3aImTa
KOPIOPAaTHUBHBIX CETEM.

[1K-1. Cnocoben
BBITIOJHATH PabOThI
U yNpaBJICHHUE
paboTamu 10
CO3JaHMIO
(Momudukanun) u
COIPOBOKICHHIO
UC,
aBTOMATHU3HUPYIOIIH
X 33Ja4u
OpraHU3allMOHHOTO
yIOpaBlIE€HUs U
OU3HEC-POLIECCHI

[IK-1.1 3Hare: Mmogenu
Ou3HEeC- IPOIECCOB
3aKa34ymKa,
TpeboBanus k IC,

apxutektypy UC

[IK-1.2 Ymers:
npoektuposats UC,
paspabaThIBaTh Oa3bl
nanueix MC,
HCIOJIb30BaTh
TEXHOJIOTUN
[IporpammupoBanus

Omnpoc,
JOKIIAN,
pedepar, Tecr,
3a4er
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I1K-1.3 BnaneTs:
TEXHOJIOTUSIMU
MOJIYJIHHOTO
tectupoBanusalC
(Bepudukaryn),
opraHuzanuen
pPEno3UTOpHii
XPaHEeHUSI JaHHBIX

I1K-3. Crocoben
paspabaTbIBaTh
KOMIIOHCHTHI
CHUCTEMHBIX
[IPOrPaMMHBIX
IPOIYKTOB

ITK-3.1 Pa3pabareiBaet
JIpaiiBepbl yCTPOKCTB
[IK-3.2 Pa3pabatbeiBaer
KOMIMJISITOPBI,
3arpy34uKu, COOPITUKA
I1K-3.3 Pa3pabarsiBaer

CUCTCMHBIC YTUJINTBI

T1K-3 4. Cosnmaer
HHCTPYMEHTAJIbHBIC

Ormpoc,
JOKJIaI,
pedepar, Tecr,
3a4er

Tema 4. TpeOGoBanus «

cucTeMam 3aIUThI
UHPOpPMALIUU u
HaNpaBJICHUS  Pa3BUTHSA
CpEe/CTB 0€30macHOCTH
npeanpustus. [IpaBoBbie
MOCIIEICTBHS

HECaHKIIMOHUPOBAHHOTO
JOCTyTa K HH(popMaIuu

[IK-1. Cnocoben
BBITOJIHATH PAOOTHI
U YIIpaBJICHUE
paboTamu 1o
CO3JIaHUIO
(Momudukanun) u
COTIPOBOKICHHIO
HC,
ABTOMATHU3HPYIOIIH
X 3aJ1a9u
OpTraHU3aI[HOHHOTO
yIpaBJICHUS U
OM3HEC-TIPOIIECCHI

[IK-1.1 3nare: mogenu
OM3HeC- MPOIIECCOB
3aKa34mKa,
TpeboBanus k IC,

apxutektypy UC

ITIK-1.2 Ymers:
npoektuposats UC,
pa3pabaTsiBaTh 0a3bl
naaabix UC,
UCTIOb30BATh
TEXHOJIOTUHI
[IporpammupoBanus

I1K-1.3 Brnaners:
TEXHOJIOTUSIMU
MOJIYJIbHOTO
tectupoBanualC
(Bepudukanyn),
opraHuzanuen
PEno3UTOpHii
XpaHEeHUSI JaHHBIX

Omnpoc,
JOKIIaN,
pedepar, Tecr,
3a4er

[1K-3. Crocoben
paspabaTbIBaTh
KOMIIOHCHTHI
CHUCTEMHBIX
[IPOrPaMMHBIX
POIYKTOB

ITK-3.1 Pa3pabarbeiBaet
JpaiBepbl yCTPONCTB
[1K-3.2 Pa3pabatbeiBaer
KOMIMJISITOPBI,
3arpy34uKu, COOPITUKA
I1K-3.3 Pa3pabarsiBaer

CUCTCMHBIC YTUJINTBI

T1K-3 4. Cosnmaer
HHCTPYMEHTAJIbHBIC

Ormpoc,
JOKJIaI,
pedepar, Tecr,
3a4er
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Jranbl (GopMHpPOBaHUS KoMIeTeHUuil B mpouecce ocBoeHus OITOII
IIPSIMO CBSI3aHBI C MECTOM JHCIUILUIMH B 00pa3oBaTeIbHOM nmporpamme. Kakprit atan
dbopMHUpOBaHUS KOMIETCHIIMH, XapaKTePU3YeTCs ONpPENCICHHBIMU 3HAHUSIMH,
YMEHUSIMU U HaBblIKaMU W (WIM) OMNBITOM NPOQPECCUOHATBLHON AEATEIbHOCTH,
KOTOpbIE  OLIEHMBAIOTCSI B  MPOLECCE TEKYLIEro KOHTPOJISI  yCIEBAaEMOCTH,
IPOMEKYTOYHOM aTTeCTallMy MO JUCUUILIMHE (TPAKTUKE) U B MPOIIECCE MUTOTOBOM
aTTeCTal1H.

HuciuminHa «3amura UHGOPMALMKY SBISETCS MPOMEXKYTOYHBIM 3TarioM
KOMIUJIEKCAa JUCLMIUIMH, B XOJ€ H3Y4YEHHUS KOTOPBIX Yy CTYACHTOB (HOPMHUPYIOTCS
komnierenum I1K-1, T1K-3.

®opmupoBanusi komrnereHuuu [IK-1 HauMHaeTrcs ¢ U3ydeHUS IUCHUILTAHBI
«3amuTa nHGOpMALTII.

®opmupoBanusi komrnereHuuu [IK-3 HaunHaeTcs ¢ M3yYeHUS IUCHUILIAHBI
«IlepcriekTUBBI pa3BUTHS UHPOPMATUKH U BBIYUCIUTEIBHON TEXHUKNY», «BBenenue B
uHbopMaTUKy», YdeOHas MpaKTUKA: O3HAKOMHTENIbHAsl TMpakTuka, «OObEKTHO-
OpUEHTHUPOBAaHHOE TMporpammupoBaHue», «lIporpamMmmupoBanue s MOOWMIIBHBIX
YCTPOUCTBY», « CTPYKTYPBHI U aITOPUTMBI 00PAOOTKH TaHHBIXY.

3aBepmraercs pabora 10 (OPMHPOBAHWUIO Y CTYICHTOB yKa3aHHBIX
KOMIIETEHIIMA B XOJ€ HW3YYCHHUS JUCHUIUIMH Y4yeOHas TpakTUKa: HAay4dHO-
uccienoBarenbckas — pabora  (IOJydeHHE  NEPBUYHBIX  HABBIKOB  HAy4YHO-
UCCIIeIOBATENbCKOM paboThl), YueOHas MpaKTHUKa: TEXHOJOrHYeckas (IIPOEKTHO-
TEXHOJIOTUYECKasl)  MpakThka, Meroabl M CpPEACTBa  IPOEKTHUPOBAHUS
UH(OPMAIIMOHHBIX CHUCTEM U TEXHOJIOTMHM,  MHMKpONpoIecCopHble YCTpONCTBA
cucteM  ynpasienus, HurtepHer-rexHonoruu, VHTepHET-IporpaMMupoOBaHUeE,
OYHKIIMOHAIBHOE M JIOTMYECKoe mporpammupoBanue, OBM wu nepudepuiinbie
ycTpoiictBa,  OmnepanuonHble  cuctembl, CHCTEMHOE  MPOrpaMMHUpPOBAHHUE,
ABTOMaTU3HPOBAHHBIC UH()OPMAITMOHHO-YTIPABIISIOIIHE CUCTEMBI,
[Tpon3BoACTBEHHAS IPAKTUKA: IPEIAUIIIIOMHAS MPAKTUKA.

UroroBas omenka chopmupoBanHoctu  kommerenmmii  [1K-1, TIK-3
omnpenensieTcss B nepuoa l'ocyaapcTBeHHass MTOroBas arTecTalys: MOATOTOBKA K
caade M cJadya TOCYyJAapCTBEHHOrO 23K3aMmeHa, ['ocyaapcTBEHHass HWTOroBas
aTTEeCTalUs: BBIIIOJIHEHHUE U 3aIlIUTa BBITYCKHON KBAIM(PUKAMOHHON pabOTHI.

B npouecce u3yuyeHusi TUCHUIINHBI, KOMIIETEHIMH TaK:Ke (POPMUPYIOTCS
MOJ3TAIHO.

OcHoBHbiMM  3Tamamu  ¢opmupoBanusa [IK-1, [IK-3 npu wusydenun
JUCIIUTIIIMHBI b1.J(M).B./1IB.1.2 «3ammura uHopMamm» ABJISICTCS
MOCJIEIOBATEIbHOE H3YUYEHUE COJEPKATENbHO CBSI3aHHBIX MEXIy CO00il Tem
y4eOHbIX 3aHATHH. M3ydeHue KakIoW TeMbl MpEearnoJiaraeT OBIaJCHUE CTyACHTaAMU
HEOOXOUMBIMU JIECKPUNTOPAMHU (COCTABJISIOMIMMU) KoMOeTeHIui. s oneHku
YpOBHS C(POPMUPOBAHHOCTH KOMIIETCHIIMM B TMPOIECCE HM3YyUYCHUS TUCHUTITUHBI
OPELYyCMOTPEHO TPOBEJIECHUE TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH IO TEMaM
(pazaenam) IUCIUIUIMHBI U TPOMEXKYTOYHOM aTTECTAlUU 110 JUCHUILIMHE — 3a4eT.

6.2. KOHTpOJILHl)Ie 3alaHud M MaTepualbl, HQOﬁXOIII/IMble AJIAA OICHKHU
3HaHI/lI7[, yMeHI/Iﬁ 1 HABBIKOB " (l/IJII/l) onbITa J€ATCIBbHOCTH, XapPaKTCPU3YIOIIINX
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Tanbl ()OPMHUPOBAHNUS KOMIIETEHIMH B Mpouecce 0OCBOEHHs 00pa3oBaTeJbLHOI

NporpaMMmel

6.2.1. KoHTpoJsibHbIe BONPOCHI MO TemMaM (pa3gesaM) AJs ONMpoca Ha

3AHATUAX
Tema (pazzaen) Bomnpocel
Tema 1. OcHoBHEIE IIK-1

NOHATHA U OIPCACIICHUS.

1.

[Tonsitue nHbopMaLUK U HHPOPMAITMOHHBIX PECYPCOB.

HcTouHnKH, PUCKH U 2. OcHOBHBIE TIeJTU ¥ 331249 3alIUTHl HHPOPMAITIH.
hopmer aTak Ha 3. Knaccudukanus napopManmum 1mo cTeneHn
nHpopmarmro. [Tonuruka u KOH(HICHINAILHOCTH.
CTaHIATHI Oe30nacHoCTH | [TpUHLIUIIBI TOCTPOEHUS CUCTEM 3alTUTHl HHPOPMAIUH.
5. Twumb! yrpo3 nHpopMaMoHHOH 0€30MacHOCTH.
6. HcTOYHUKY yTrpo3 U BOZMOXKHBIE KaHAJIBI YTEUKU HHPOPMAITIH.
7. Knaccudukanus ys3BuMocTeld 1 METOIbI UX OOHAPYKEHHUS.
8. [TocneacTBus peanusaiu yrpo3 1 OlEeHKa PUCKOB.
9. MeToap! aHanM3a 3auUIEHHOCTH HHPOPMALIKH.
10. [Tonxos! k 06ecreyeHNI0 HEMPEPHIBHOCTH HH(DOPMALIMOHHBIX
IIPOLIECCOB.
[1K-3
1. OrnpezesieHne MOTUTHKY 3aIUTHl HHGOPMAITHH.
12. MexaHu3MBbI 3aIUTHl KOHQUACHIIMATHHBIX TaHHBIX.
13. [TpUHIIUTIEI KOMIUIEKCHOM 3alTUThl HHPOPMAIIUH.
14. Ponp monb3oBarens B obecneuenuu Ub.
15. Cucrema o0y4deHusi 1 ”HGOPMHUPOBAHUS ITEPCOHAIA 10 BOIIPOCAM
Ub.
16. dopmMupoBaHUe KyJIbTypbl HHHOPMAITMOHHON O€30MTaCHOCTH.
17. [IpuHuuIb! BEIOOpa TEXHUYECKUX U TPOTPAMMHBIX CPEICTB
3aIUTHI.
18. CornacoBaHue Mep 3alIUThI C IPOU3BOJICTBEHHBIMHU 33/1a4aMH.
19. PermamenTsl pearnpoBaHus Ha UHIIUCHTHI.
20. Nurerpanus b B KOpIIOpaTUBHYIO CTPATETHIO.
Tema 2. IK-1
Kpunrorpapudeckue 1. TexHu4ecKkne KaHallbl YTeUYKH HHPOPMAIIUH.
MOJeNH. AJITOPHTMBI 2. MeToap! 3aIUTHl OT aKYCTHYECKUX U BUOPOAKYCTUYECKHX YTEUEK.
WHQPOBAHUA. ANTOPUTMBI | 3 DKpaHUPOBAHKE MMOMEIIEHUN U 000PYIOBaHUS.
ayTeHTHUKALIH 4, KOHTpPOIIb 3JIEKTPOMArHUTHOM COBMECTHMOCTH.
nosk3oBatenci. Moxem 5. Hcnonp3oBanue mudpoBaHus KaHAIOB CBS3H.
0€3011acHOCTH OCHOBHBIX .
ONCPALIHIOHHBIX CHCTEM. 6. CpenctBa noaaBiaeHus: TOOOYHBIX U3TyUESHUM.
7. MeTo/1b1 U CpesICTBA KOHTPOJIS JOCTYTA B IOMEIICHUS.
8. Buomerpuueckue cuctemMbl HASHTU(OUKALUT U ayTeHTH()UKALINY.
9. TexHuyeckue cUCTEMbl OXpaHbl U CUTHATIU3ALUH.
10. KommiekcHbie crucTeMbl GU3NYECKOI U TEXHUUECKOM 3aIHTHI.
[1K-3
1. CraHmapThl MO0 TEXHUYECKOM 3a1uTe HHGOPMAIIIH.
2. [IpaBuna skcrTyaTanuy 3aMIIEHHBIX TEXHUYECKUX CPEJICTB.
3. CepruduimpoBaHHbIe CPEACTBA 3aUTUTHI HHPOPMAIIUH.
4. [Ton6op 1 BHEIpEHHE CUCTEM KOHTPOJIS JOCTYIIA.
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3. JIOKyMEHTUpPOBaHHE MEP TEXHUYECKOW 3aLUTHI.

6. [IpoBeneHne MpoBEPOK TEXHUUECKOHN 3AIUIIIEHHOCTH.

7. ObecnieueHne TEXHNYECKOH 3aIUTHI B pacipeaeaEHHbIX

CUCTEMaX.

8. Obecneuenue 3anmThl HHGOPMAIMK HA pabounX MECTax.

9. Opranu3anys 3auIEHHBIX 30H U KAOMHETOB.

10. MOHHTOPHHT COCTOSIHMS TSXHUYCCKOM 3allIUTHI HA 00BEKTE.
Tewma 3. [TK-1
AJIMUHUCTPHUPOBAHHUE 1. CpencTBa aHTUBHPYCHOM 3aIUTHI.
ceTeid. 3aruTa 2. MeskceTeBble SKPaHbl U CUCTEMBI KOHTPOJIS TpaduKa.
MHGOPMAIIIH B CETSX. 3. Hcnonp3oBanue cuctem obHapyxeHus Bropxkenuii (IDS).
MHoroypoBHeBas salluTa | 4, [IporpaMMHEIE CPEICTBA KOHTPOJIS LEJOCTHOCTH JaHHBIX.
KOPTOPATHBHDIX CCTCH. 5. OO6HoBnenue u ynpasnenue yszsumoctsamu [10.

6. [IpyHIMIIBI TOCTPOECHUS OTKA30yCTOMYHMBBIX CUCTEM.

7. Hcnonb3oBanue pe3epBHOrO KOMMMPOBAHUS U BOCCTAHOBJICHHS.

8. [IporpammHBIe CpeaCTBA pa3rpaHUYEHUS TOCTYTIA.

9. CpencTBa 3aUThl OT HeCaHKIMOHUpoBaHHOTO noctyna (HC/).

10. CpencTBa 3aUTH JaHHBIX HA MOOUJTBHBIX YCTPOKUCTBAX.

[1K-3

1. Pa3paboTka BHyTpEHHHX PErjJaMeHTOB UH(OPMAIIHOHHON

0€30MacHOCTH.

2. IIpoBenenue uHCTpyKTakek u TpeHuHros 1o Ub.

3. Opranuzanysi KOHTPOJIS 3a JEUCTBUSAMM IIEpCOHAA.

4. VYrpaBneHue y4eTHbBIMU 3aMKUCSIMU U I0CTyIaMHU.

5. [TonuTrKa maposieil 1 3alnuTa Y4eTHBIX JaHHBIX.

6. KoHTponb ucnonb30BaHus BHEITHUX HOCUTENEH HHPOpPMAIIHH.

7. AyJIUT IPOrpaMMHBIX U OpPTaHU3aALMOHHBIX MEp.

8. Hurerpanus opraHu3allMOHHBIX U porpaMMHbIX Mep B MC.

9. Peanuzanus npuHIMIa MUHUMAIbHBIX TPUBUJICTUN.

10. DopmMupoBaHKE OTYETHOCTH 110 coOmoaennio Ub.
Tema 4. TpeboBanus K IK-1
CHCTEMaM 3aIHUThI 1. O6mue TpeOoBaHMS K CHCTEMaM 3alUuThl HHPOPMAITUH.
HH(OpMALY 1 2. [MpuHumne! cepTudUKaLUU CPEICTB 3aUTUTHl HHPOPMAIUH.
HaTpaBJICHUS PA3BUTHA 3. YpoBHuu noBepus u kinaccudukanus MC 1o ypoBHIO 3alMIIEHHOCTH.
CpeNcTB 6e30MacHoCTH 4. MeTonpl onleHKH >()(PEKTHBHOCTH CHCTEM 3allUTHI.
npeanpustus. [pasoseie | 5 MuHuMu3alys npas J0CTyIa U YIPaBIeHUE MPUBUIICTUSIMHU.
ggzgzlf;;iiipommom 6. OTBETCTBEHHOCTH 32 HapyIlIeHUE PeKUMa KOH(PUACHINATHHOCTH.
7I0CTyTI2 K MEbOpMAIHH 7. [locneacTBUs HECAHKITMOHUPOBAHHOTO IOCTYTIA K HH(GOpMAIIUH.

8. Ilopsanok paccnenoBanusa HHIUAEHTOB b.

9. Opranuzanus BHyTPEHHET0 KOHTPOJISI CUCTEMBI 3aIUTHI.

10. Onenka ymiep0a OT peanu3amuu yrpos.

[1K-3

11. HopmaTuBHO-nipaBoBas 6a3a 3amuTsl nHGopmaiuu B PO.

12. Opranuzarus mMporeccoB 3auThl HHPOpPMAIIUK HA TTPEATNPUITHH.
13. Arrecranus 00bekToB HH(popMaTH3anuu no TpedoBanusim Ub.

14. B3aumoneiicteue ¢ kouTpoaupywomumu opranamu (PCTIK, ®Ch u
Ap.).

15. IIpaBoBBIC acieKThI 0OPAOOTKH MMEPCOHATBHBIX JAHHBIX.

16. [IpuHuMIBI TOCTpOCHUs 6e30nacHbIX KopriopaTuBHbIX NC.

17. TlepcueKTUBBI pa3BUTHS TEXHOJIOTHUH 3aIIUTHI HHGOPMAITHH.
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18. CootBerctBue TpedoBanusm crangaptos b (I'OCT, ISO).

19. Pa3paboTka BHyTpeHHEH HOpMaTUBHOU JOKyMeHTaIuu 1o Mb.

20. YrpaBneHue >KU3HEHHBIM [IUKJIOM HHPOPMAIIMOHHOM 0€301acHOCTH B
OpraHM3aIlHH.

IlIxajsa oneHMBAHUS OTBETOB HA BONPOCHI

[ITkana oneHUBaHUI

Kputepuu orieHuBaHuUsI

OOyuaromuiics riyOOKO M COJepKaTelbHO PACKPHIBAET OTBET Ha

«OTIU4YHO» KKl TEOPETUUYECKUN BOIMPOC, HE OMYCTUB OIMOOK. OTBET HOCUT
Pa3BEPHYTHIN M MCUEPIBIBAIOLIUN XapaKTED.

OOyJarmuiicss B IIEJIOM PacKpbIBaeT TEOPETUYECKHUE BOIPOCHI,

«Xopomuo» OJIHAKO OTBET XOTsI Obl Ha OJUH W3 HUX HE HOCUT Pa3BEPHYTOrO H

MCYCPIBIBAIOIIETO XapaKTepa.

«Y I1OBJETBOPUTEIBHO

OOyyaronuiicss B IEJIOM PACKPHIBAET TEOPETUYECKHE BOMPOCHI H
JOMyCKaeT  psAJ  HETOYHOCTEW,  (parMEHTapHO  PACKPHIBAET
COJIEpKAHUE TEOPETHUUYECKUX BOMPOCOB WJIM HMX  PACKPHIBAECT
COJIepKaTeIbHO, HO JOIMYCKasi 3HAYUTEIbHbIE HETOUHOCTH.

«HeynoBneTBopUTEILHO»

OOyuaronuiicss He 3Ha€T OTBETOB HA IIOCTABJICHHBIC TEOPETUUECKHUE
BOIIPOCHI.

6.2.2. TeMbl 1JI51 TOKJIA0B

Tema (pazzgen) Bomnpocel

Tema 1. OcHoBHBIE [K-1

HOHATHUS ¥ OLPE/IEIICHHS. 1. BBenenue B 3amuTy nH(bOpMalMU: OCHOBHBIE MTOHATHS U

HcTounnky, pucku u TEPMUHBIL.

opmbi atak Ha 2. Pucku yredek nHpopmMaImy B COBPeMEHHBIX HH()OPMAITMOHHBIX

I/IH(l)OpMaLII/IIO. ITonutuka u crucTEMAaXx.

CTaHIAPTHI 0C30MACHOCTH | 3. [Tpunnumner obecnieyeHuss THPOPMAIIMOHHOM 0€30MaCHOCTH.
4. du3ndecKue yrpo3bl U UX BIUSHUE Ha 0€30MacHOCTh
uHbopMaIuu.

5. OcHoBHBIE (POPMBI aTaK HA HH)OPMAIUIO: BUPYCHI, (PUIIKHT,
DDoS.
[1K-3
6. Crangaptel 6e3onacHoctu uaopmarmu: ISO/IEC 27001 u
JpyTHe.
7. [MomuTrky 6€30MacHOCTH: CO3AaHUE U yIIPaBICHUE.
8. Knaccudukanus yrpos mist uHpopmanuu: BHyTpeHHUE U
BHEIITHUE PUCKHU.
9. CoBpeMeHHbIE METObI 3aLIUTHI OT YTPO3 YTEUEK JTaHHBIX.
10. DTHYECKHE aCTICKThI 3alUThl HHPOPMAILIMK B OPraHU3aIUsX.
Tewma 2. [TK-1
Kpunrorpapuueckue Beenenue B kpuntorpadur: OCHOBHBIC BUIBI IH(PPOBAHUS.

MOJETH. ANTOPUTMBI
mmdpoBaHust. AITOPUTMBI
ayTeHTU(UKAIN
nosib3oBaresed. Monenu
0€301acHOCTH OCHOBHBIX
OIIEPALMOHHBIX CUCTEM.

1

2. [IpuHIMTBI CHMMETPUYHOTO M aCUMMETPUYHOTO IIH(PPOBAHMSL.
3. Anroputmsl mudposanus: DES, AES, RSA u nx ocobeHHoCTH.
4 AyTeHTHHKaNUs MOJIB30BATEINCH: YTO 3TO U Kak OHa paboTaer.
5 [Tpumenenne KpunrorpaguyecKux METOI0B B ONIEPAIIHOHHBIX
cucTeMax.

I1K-3
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6.

Mopnenu kpuntorpaduaeckoi 3aiuThl B COBPEMEHHBIX

OIICpaiOHHBIX CUCTEMAX.

7.
8.

CranpapTtsl ¥ IpoTOKOJBI ayTeHTH(PuKanuu: Kerberos, LDAP.
Hcnonp3oBanue nu(poBBIX MOANUCEHN I 00CCTICUCHHS

INOAJIMHHOCTHU JaHHBIX.

9.

CoBpemeHHbIe KpUnTorpaduyeckue moaxoabl K 3aliuTe

KOpIOPAaTUBHBIX JAHHBIX.

10. 3amura nepegaun nanubix: TLS/SSL u apyrue npoToKos!
0€30I1aCHOCTH.
Tewma 3. [TK-1
AMUHHCTPUPOBaHUE 1. OCHOBBI CETEeBOI OE30MACHOCTH: MPABUIIA U METOIbI 3AIUTHI.
ceTeil. 3aiura 2. [TpoTokomns! 3amuTsl B ceTsax: IPsec, VPN.
MHGOPMAIIH B CETSX. 3. Pucku 1 yrpo3sl 6e30macHOCTH MpU paboTe B OTKPBITHIX CETAX.
MHoroypoBHeBas salluTa | 4, 3amyTa JJOKaJIbHBIX CETEH U MHTEPHETA.
KOPTOPATHBHDIX CCTCH. 5. [Tpumenenne 6paHIMayspoOB U CUCTEM OOHAPY>KEHUS! BTOP>KEHHIA.
IK-3
6. CtpaTteruu MHOIrOYpPOBHEBOM 3aIIMThI KOPIIOPATUBHBIX CETEH.
7. VYnpasienue 6€30MaCHOCTBIO CETEBON HH(PPACTPYKTYPHI.
8. 3ammra OT aTak Ha ypOBHE MPUIIOKEHUN U BEO-CEPBUCOB.
9. MeTo1bl MOHUTOPUHTA U pearupOBaHUS HA MHIUCHTHI B CETSIX.
10. Texuonornu 3anuthl Wi-Fi u 6ecipoBOIHBIX CETEH.
Tema 4. TpeGosanus K [IK-1
CHCTEMaM 3allHThI 1. Crangaptsl ¥ TpeOOBaHUS K CUCTEMAaM 3alllUThl HH(OPMaLIUU.
uH(opMaLMU 1 2. Pa3zpaboTka 1 BHEJpeHNUE CUCTEMBI 0€30MaCHOCTH Ha
HAIpPaBJICHUS Pa3BUTUSA TIPENPUSTHH.
cpelcTB besonacHocTu 3. OlleHKa PUCKOB U IJIAHUPOBAHKE 0E€30MAaCHOCTH HPEANPHATHS.
npeanpuaThs. Tpasosbe | 4 NHCTpyMEHTHBI U CpeICTBA 3alUTHI HH(POPMAIIHH.
Egggzl)j;;]:)iipOBaHHOFO 3. [Topsimok pearupoBaHus Ha HHIIUIECHTHI OE30ITACHOCTH.
JocTyma kK nHpopmarmm
IK-3
6. 3akoHOMaTeNbHBIE TPEOOBAHUS K 3aIUTe HHGOPMAITIH B

pa3JIMYHBIX CTpaHax.

7.

HpaBOBI)Ie MOCJICACTBUA YTCUCK JaHHBIX U

HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIA.

8.

OTBETCTBEHHOCTH 32 HAPYIICHUS B 00JIACTH 3aIUTHI

UH(pOpMaLIUH.

9.

9BOJ’IIOI_II/I$I YIpo3 U METOOB 3aIIUTEI B KOHTCKCTE Pa3BUTHA

TEXHOJIOTHUH.

10.

bynymee u TpeHapl B 00J1aCTH 3aIUTH HHGOPMAIIHH:

I/ICKYCCTBGHHLII\/'I HMHTCJICKT 1 aBTOMATU3alluA.

IIIxana oueHUBaHUA

IITkama oneHUBaHUA

Kpurepuu oneHMBaHUS

«OTInYHO»

OOyuatomuiicst TIIyOOKO M COIEP)KaTeIbHO PAcKphIBaeT TeMY JOKIana, He

JOmyCcTUB OmMO0K. OTBET HOCHUT Pa3BEPHYTHIN M MCUCPIBIBAIOIINI XapaKTep.

«Xopouo»

O6yqalou1m71c;1 B ICJIOM pAaCKpLIBACT TEMY JOKJIaAa, OAHAKO OTBET XOTA OBl

Ha OJWH M3 HUX HC HOCHUT PA3BCPHYTOI'O M KCUCPIIBIBAIOMICTO XapaKTCpa.

((yI[OBJ'ICTBOpI/ITeJ'IBHO »

OOyyarInuiicss B IENOM pacKpbIBaeT TeMy JOKIaJa M JOIMYCKAaeT Psil

HETOYHOCTEH, (parMeHTapHO pACKPHIBAET COICPKAHUE TEOPETHUCCKUX
BOIIPOCOB MJIM MX PAcCKpPbIBAET COAEPXKATEIbHO, HO JOIYCKas 3HAYMTEIIbHBIC
HETOYHOCTH.
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| «HeynoBaeTBOpUTEIbHO» | OOyyaromuiicsi He BJaieeT BRIOpaHHON TeMOM

6.2.3. OleHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMH (TECT)

K-1.

1. Kaxkoii 3 MeTo10B minppoBaHus IBJISAETCH CHMMETPHUYHBIM ?
1) RSA

2) AES

3) ECC

4)  Diffie-Hellman

2. Y10 Takoe KpUNTOrpapuUecKuii Xom?

1)  Axroputm mudpoBaHus

2)  Meroa nonyyeHus yHUKaJIbHOTO UACHTH(PUKATOPA TaHHBIX
3) Meton renepanuu Ciiy4alHbIX YACEI

4) AJTOPUTM /JIs1 TPOBEPKHU MOJTUHHOCTH COOOILIEHUN

3. Kakoii TMII aTak MCHOJIb3yeTcs JAJf B3J0MAa NMapoJieii ¢ MOMOIIbI0
NpeIBAPUTENbHO BHIYHCIEHHBIX XJ1I-3HAYEeHNH ?

1)  Araka «rpy0oil CHUIIBI»

2) ATaka 1o cioBapro

3) ATaka ¢ UCTOIb30BaHUEM PATY>KHBIX TaOJIHII

4) ATaka «4eJIOBEeK MOCEePEIUHE»

4. Kakoit anropurm mucnogab3dyercss A IHGPOBAHUSA [JAHHBIX B
coppeMmenHbIx Wi-Fi cersax?

1) DES

2) AES

3) RC4

4) RSA

5. Kakoii mMexaHm3sM ayTeHTH(UKALIMH HMCIOJIb3YETCS B MPOTOKOJIE
WPA2 nas 3amutel Wi-Fi cereii?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4)  AES

6. Kakoi M3 mepe4yucJIeHHBIX AJIrOPUTMOB He SIBJISIETCH AJTOPUTMOM
ACMMMETPUYHOI0 Iu@poBanus?

1) RSA

2)  ElGamal

3) AES

4)  ECC

7. Kakyo ¢yHKIIMIO BHINOJHSAET NYOJUYHBINA KJIKY B ACHMMETPUYHOM

Kpunrorpapun?
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1)  Iudpyer nanuvie

2)  JlemmdpyeT naHHBIC

3) IToamuceiBaeT COOOIICHUS
4) [IpoBepsier moanvcu

8. Kak Ha3pIBaeTcsl araka Ha CHCTeMY, NPH KOTOPOH NbITAKTCS
NMOA00OPATh CEKPETHBIN KJII0Y METOJAOM «Ipy0oil CHIbI»?

1) ATaka ¢ UCIOJIb30BaHUEM PaTy>KHBIX TAOIHIL

2) ATaka no cioBapro

3)  Araka Ha ocHOBe mudpa

4)  Ataka METOJOM IOJHOTO Mepedopa

9. Kakoit aaroputm wucnoandyercss B SSL/TLS nns obecneuenus
KOH(PUICHUNATBLHOCTH U IEJOCTHOCTH JAHHBIX NPHU Nepeaaye Yyepe3 HHTEPHeT?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe u3 3TuX yrBep:KAeHUll 0 HU(PPOBOM MOAMUCU BEPHO?

1)  [udposas noanuch UCHOIb3YyETCA Il U(PPOBaHUS COOOIIEHUI

2) HudpoBas nmoanuck odecreurnBaeT KOHPUACHIIMATLHOCT COOOIICHUS

3) HudpoBas noaNuCh HUCHOIB3YETCS Uil MPOBEPKH TMOJIMHHOCTH U
LEJOCTHOCTH COOOIIEHMUS

4)  Hudposasg noanuck UCHOIb3YyETCS IS CO3AAHUS TapoIs

11. Yto takoe PKI (Public Key Infrastructure)?

1) Cucrema ympaBieHus ITUGPOBBIMH MOATUCIMU

2) Cucrema 115t (P POBAHKS] CAMMETPUYHBIMU AITOPUTMAMHU

3)  Cucrema, UCHOJB3YIOLIASA TOIBKO OJHOPA30BbIE KIIFOUH

4)  MexaHusM Ui YOPABJICHHWS W XPAHCHUS IMyOJWYHBIX M TPUBATHBIX
KIIFOUEn

12. Yro Takoe 'crpormii pexum mudpoBaHus'" B KOHTEKCTe
aaroputma AES?

1) Pexxum, rie kaxaplid 070K JaHHBIX MUQPPYETCs OTICTBHO

2)  PexuM, KOTOpBIN 3alpeliaeT HCIOIb30BaHUE BCEX CHUMBOJIOB, KPOME
nudp

3)  Pexum, ucnonb3yromuii 6JJ0ku (UKCUPOBAHHOTO pazMepa

4) Pexunm, korma oguH K04 MCHOJIB3YETCS JUISL BCEX CECCHI

13. Kakoii u3 aaropuTMoB SIBJISIETCH AJITOPUTMOM X3IIUPOBAHUA?
I) RSA
2)  AES
3) SHA
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4)  Diffie-Hellman

14. B kakom cay4ae ucnouab3yercs aaroputm HMAC?
1) Jlns co3panus mUGPOBBIX IMOITHACEH

2) JIJ1s1 3a1IUTHI LIEJTOCTHOCTHU JTAaHHBIX

3) s reHepauuu caydaiHbIX YHACET

4) s nemdpoBaHusi COOOIICHUM

15. Kakoii npoTOKO0J UCIO0JIb3YeTCS JAJIS 3AIUUTHI JIEKTPOHHOM MOYTHI €
NMOMOIIbI0 KPpUNTOrpaguYecKUX MeTo10B?

1) SSL
2)  IMAP
3)  S/MIME
4)  SMTP

16. Yto o3Ha4Yaer TepMHUH '"'KOHQUIECHIHUAJBHOCTH'' B KOHTEKCTE
3amuThI nHGpopmanun?

1)  3ammra OT HECAHKIMOHUPOBAHHOTO JIOCTYMA K JTAHHBIM

2)  VYpjocroBepeHue NOAJIMHHOCTH OTIPABUTENS

3) [TonTBepxkaeHNE NETOCTHOCTH TAHHBIX

4) VY nocToBepeHre aBTOPCTBA TaHHBIX

17. Kakoii aJIrOpPUTM KpUITorpagpuyeckoro XU POBAHUSA
HCHOJIb3YeTCHA I NPOBEPKH MNOJJMHHOCTH MAapojeid B COBPEMEHHBIX
cucremax?

1) MD5
2)  SHA-256
3) DES
4)  RSA

18. Uro mpeacraBiisieT co00il MeTOA ATAKYIOLIEro, KOTOPbI NMbITAETCS
yraJaaTb CeKpeTHbIN K04, HccJieys BO3MOKHbIe KOMOMHALIMY 3HAYCHUH ?

1)  Artaka ¢ pagyXKHbIMHU TaOIULIAMU

2)  ATtaka METOJOM MOJHOTO Mepedopa

3) ATaka no cioBapro

4) ATaka ¢ ucnoiab3oBaHueM ys3Bumoctei B 110

19. UYro Takoe "cumMMerpuuHoe mudpoBanue'?

1) Hcnonb3oBaHue  OJMHAKOBBIX  KIOYEeW sl mUdpoBaHUS U
e poBaHUs

2)  Hcnonp3oBaHue ABYX KIIOUYECH: MyOJIMYHOTO U IPUBATHOTO

3) Hcnonb30BaHWe YHUKAIBHBIX KIFOUEH JJIS1 KaXI0TO ceaHca

4)  Vcnonb30BaHUE OJHOTO KJFOYa JIJIsl BCEX MOJIb30BaTENEH CUCTEMBbI
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20.

Kak Ha3piBaercsi MeXaHU3M, MO3BOJSIIOIIMH aAyTEeHTH(GUUUPOBATH

MmoJb30BaTe/id ¢ MIOMOIIBIO €0 OTIIEYaTKa Ha.]'lblla?

1)

buomMerpudeckas ayreHTHDUKAITISA

2)  MmuorodakropHas ayTeHTUDUKAITIS

3)  IlaponpHas ayreHTHUKALNSA

4)  PoneBas ayTeHTH(pUKALIHS

IK-3.

21. Kakoii u3 mnepe4yMCJEHHbIX METOJA0B IU(PPOBAHUA HCIOJb3YyeT
aCMMMeTPUYHbIC KJIIOYU?

1) RSA

2) AES

3) DES

4) RC4

22. Jlaa 4yero ucnojib3dyercsi nporokos SSL/TLS?

1) JIns mmdpoBaHUst JIEKTPOHHBIX MTHUCEM

2) JInst 3a1MTHl JaHHBIX, IEPEAABAEMBIX IO CETU

3) Jlns aytenTuduKanuy nojib3oBarenen

4) JIs1 3a1uThl 0a3bl JTaHHBIX

23. Yro TaKoe ABYCTOPOHHSASA ayTeHTU(PUKALUSA (mutual
authentication)?

1)  Koraa tonbko cepBep ayTeHTUDUIIUPYET KIUEHTA

2)  Korma o6a yyactHuka oOMeHa mH(popMaruel ayTeHTUGUIUPYIOT IPYT
Apyra

3)  Korna kiueHT ayTeHTUDUIIUPYET ce0sl ¢ TOMOIIBIO TapOJIs

4) Koraa o6a yuacTHUKA HCTIONB3YIOT OAMHAKOBBIE MApOITH

24. Kakoii M3 MeTOA0B 3allUTHI JAHHBIX MCHOJb3YyeTCs JIJIs
o0ecrevyeHnsl IEJOCTHOCTH M 3allUTHI OT NMOJAMEHbI JAHHBIX B Ipolecce HX
nepeaavu?

1) I[udpoBanue

2)  DnekTpoHHas MOJNKUCH

3)  XbsmwmpoBaHue

4) OTKpBITBIE KITIOUH

25.  Yro Takoe cucrema ynpasJiaenus kiarodyamu (KMS)?

1) MexaHu3M JIsi TeHepalvu Map Kitoueu

2) Mexanu3M 115 yIIpaBJIe€HUs TOCTYIIOM K IaHHBIM

3) Cucrema 1151 XpaHEeHUs1, pacCpeAesICHUs U 3alllUThl KITH0Uen

4) [TpoTokon ass 3amuThl HHGOPMAITHH

26. Kak HasbiBaercs cnocod, IpH KOTOPOM CEKPETHBI KJIIOY

HCIOJIb3yeTCs s AenpoBanus 3alIH(PPOBAHHBIX JAHHBIX?
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1)
2)
3)
4)

27.
HEBEpPHO?

1)
BXOJ1a

2)

3)

4)

28.

[udpoBanue ¢ UCMOIB30BAHUEM CUMMETPUYHBIX KITIOUEH
AcummerpuyHoe mudpoBanue

X31IHUpPOBaHUE

DJIEKTpOHHAS TTOJIUCH

Kakoe w3 ?TuX yTBepxkKaeHMd 0 Kpunrorpapuyueckux Xxj3iax
XamI-QyHKIUS BCETa TCHEPUPYET YHUKAIBHBIN PEe3yJIbTAT IS KaXK0TO
XBI-QYHKIUS UCITOIB3YETCS IS TPOBEPKU IIEIIOCTHOCTH JIaHHBIX
Xa1I-(hyHKIIMY HE MOTYT OBITh paciiu@poBaHbl 00paTHO

XoI-QYHKIUU SBISIOTCS HEOOPATUMBIMU

Kakoii u3 3TMx ajgroputmMoB mudpoBaHusi siBJIseTCH HauboJiee

3¢ ¢ eKTUBHBIM JIf 3aAIMUTHI JAHHBIX B 00J1aYHBIX cepBHCax?

)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoii MPOTOKOJI HCHOJB3YETCHA Il YCTAHOBJICHUA 3AaIIMIICHHOI0

KaHAaJIa CBSI3U MEXKIYy KJIHUEHTOM U CepBepoOM B MHTepHeTe?

1)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3biBaeTcss MeTO[, NP KOTOPOM /JBa YYAaCTHHKA OOMeHa

MOIyT OOMEHHUBATHLCHl KJ4YaMHM 0e3 TOro, 4ro0bl OHM ObLIM IepeXBaYeHbI
TpeTbeil CTOPOHOI?

1)
2)
3)
4)

31.
1)

2)
3)
4)

32.
1

Huddu-Xenaman

RSA

Onp-I"amanp

RSA u ludpdpu-Xennman

Yro Takoe cepruduxar X.509?

Tun nudpoBoit moanucu

Crangapt 1151 31U THI TTapoJen

dopmart a1 XpaHeHHusI 1 oOOMeHa MyOJIUYHBIMU KITFOYaMy
Mertop reHepanuu Cay4yaiHbIX YUCEIT

Yro npeacrapiisieT co00i aTaka «4eJIOBeK MocepeauHe»?
ATaka, MpU KOTOPOW 3JIOYMBIIIJIEHHUK [E€PEXBATHIBAET W HM3MEHSET

JaHHBIC MCKIAY ABYMA CTOPOHAMHA

2)

ATaka Ha cepBep, C IeIbI0 TIePETPY3UTh €T0
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3) ATaka, Tpu KOTOpPOM NapoJib MOJb30BATENSl YKPAJE€H C MOMOILBIO
nepexBara ceTu
4)  Araka Ha mU@dp ¢ UCTIOIB30BAHUEM PATYKHBIX TaOIHUIL

33. Yro takoe '"MHorogakropHas ayreHrupuxkanus' ?

1) Merton, npu KOTOPOM JIsl BXOJIa B CUCTEMY HUCIIOIb3YyeTCsl JiBa U Oojee
Pa3HBIX cr1ocoOa MPOBEPKHU MOTUHHOCTH

2) Hcnonp3oBanne eqMHOTO NapoJs IJIsl BCEX MOJIb30BaTEIen

3) Hcnonp3oBanne 0qHOPA30BBIX NAPOJIEH

4)  Meroa, npu KOTOPOM HCHOJB3YETCS TOJIBKO MapOJIb

34. 4Yro Takoe KpunrTorpapuyeckasi 3aliiTa HA OCHOBE JIJIMIITHYECKHUX
KPUBBbIX?

1)  Meron, wuWCHONB3YyIOUMN JOJTHE BBIYMCICHHS JUIA  YBEJIWYEHUS
0€301MacHOCTH

2)  Merona, UCMONB3YIOMUNA MaTeMaTHYECKIE OCOOCHHOCTH AITUITHYECKUX
KPUBBIX JUIs1 o0ecrieueHus: 0€301aCHOCTH

3)  MeTto, UCHOJIB3YIOIIMI TOIBKO OJJHOPA30BBIE KIIFOUH

4) MeTton, HCTIONB3YIOIINAN X3IIUPOBAHUE

35. Kaxkoi u3 MeTo0B 3aIUTHI JAHHBIX NMpPeANoJaraer uCIojab30BaHue
JMYHBIX OMOMETPUYECKHX XAPAKTEPUCTHK, TAKUX KAK OTHEYATKH NMAJIbIEeB HJIH
paay:kHasi 000J104Ka riaa3za?

1)  buomerpuueckas ayTeHTU(DUKAIUSL

2)  TlaponbHas ayTeHTU(DUKAIIUS

3)  CekpeTHbIH KITHOY

4)  OTKpBITHINA KITIOY

36. Kakoii ajaroputrM 3amutTbl HHPOPMAIMH MCHOJb3YeTCH s
G poBbIX NOANKCEN B 3JIEKTPOHHOU mo4Te?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kaxkoil ajaropurm HCHOJb3yeTcss B OOJBIIMHCTBE COBPEMEHHBIX
cucreM Uil G poBaHus JAHHBIX B 0a3e JaHHbIX?

1)  AES
2) RSA
3)  MDS5
4)  SHA-256

38. Kakoili THMHD arTrak yame BCero HUCHOJb3yeTcd ISl MOHMCKA
YA3BUMOCTel B KpunrorpagpuyecKkux nNpoToxkoaax?
1)  Araka «rpy0oil CHIIBD)
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2) ATaka ¢ UCTIOIb30BaHUEM PATY>KHBIX TAOJIHII
3)  Araka Ha ocHOBe mudpa
4) ATaka 1o cioBapro

39. Kakoii MexaHM3M MCIOJIb3YyeTCs JJIMl 321U ThI JaHHBIX B 00J1aKe?
1)  CummerpuuyHoe mU(poBaHUE

2)  AcummerpuyHoOe mu(ppoBaHue

3)  MHorodakropHas ayTeHTH(PUKALIHS

4) VPN

40. Kaxk Ha3bIiBaeTcsi Npouecc, NPH KOTOPOM KpUNTOrpadpuyecKuii
KJII0Y HCHOJb3YyeTCH Uil NPOBEPKH IEJOCTHOCTH [aHHBIX, a He s MX
muppoBanus?

1) X31IKUPOBaHUE

2) DJIEKTPOHHAs TOJIUCH

3)  AyreHtudukanus

4)  Nubdu-Xemnnaman

41. Kakoil ajaropurm HCHOJb3YeTCHd /ISl CO3JAHUA aYTEHTHYHBIX
¢ poBbIX NoANUCe B 0J10KYeiiHe?

1) RSA
2)  ECDSA
3) SHA
4)  AES

42. Yrto Takoe metox "'nByxdakTopHoil ayreHTUPUKAIUN"?

1)  Hcrnonb3oBaHue ABYX Pa3HBIX KPUNTOTpadUUYECKUX AITOPUTMOB IS
mupoBaHUS

2)  Hcnonp3oBanme  KOMOWHAUM  TMapoJiss W OWMOMETpUU  JJId
MOTBEPIKIACHUS TUIHOCTH

3)  Hcnosb3oBaHue mnaposisi U OAHOPA30BOIO KOJA, OTIPABJICHHOIO Ha
Tenedon

4)  Hcnonb3oBaHue NBYX UJIEHTU(DHUKATOPOB ISl KAXKI0TO MMOJIb30BATENSA

43. Kak HaspiBaeTcsl KpuUNTOrpaguyecKuid MPOTOKOJ, KOTOPBIH
o0ecneunBaeT 0€30MACHOCTH BeO-CAUTOB?

1) HTTPS
2)  FTP

3) POP3
4)  IMAP

44. Kakoii ajaropuTM HCHOJb3YeTC B OJIOKYEH-TeXHOJIOTUAX sl
NMPOBEPKHU TPAH3AKIMIA?

1) SHA-256

2) RSA
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3) DES
4)  MD5

45. Kakoii Tnn mu@poBaHHUA  HCHOJb3YyeTCs IS  Mepeaadu
KOH(PUICHUHAJIBHBIX JAHHBIX B MPHJIOKEHUAX C UCIOJIb30BAHHEM MYOJIMYHOIO
KJIo4a?

1) RSA
2)  AES
3) SHA
4)  DES

Kuarou Kk Tecrty:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1

10.3 114 12.1 13.3 14.2 15.3 16.1 17.2 18.2

19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3

28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1

371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

Illkana oneHUBAHUS Pe3yJIbTATOB TECTUPOBAHMS

% BEpHBIX pPelIcHUH (OTBETOR) [IIxama oneHUBaHUSA
85-100 OTITUIHO
70 - 84 XOPOIIIO
50- 69 YAOBJIETBOPUTEIHHO
0-49 HEYIOBIIETBOPHUTEIHLHO

6.2.4. Ilpumepsl 32124 NPU pa3dope KOHKPETHBIX CUTyAIMI

Tema 1. OcHnoguvie nonwsamus u onpeoenerusi. Mcmounuku, pucku u gopmoi
amax Ha ungopmayuro. Ilonumuka u cmanoapmei be3onacHocmu

IIK-1.

1. Hanucate 0030p OCHOBHBIX NOHSTHH 3allUTHl WMH(OpPMANUuU, BKIHOYas
KOH(UJIEHIUATBHOCTh, LENOCTHOCTh W JocTynHocTh (CIA). IlpuBectn mnpumepsl,

WUTIOCTPUPYIOIINE KaXA0€ MOHSITHE.

2. PazpabotaTh mMoOJUTHUKY O€30MACHOCTH JJis BBIMBIIUICHHON OpraHu3alluu,
BKJTFOYAIOIIYIO ONMKMCAaHNUE UCTOYHUKOB YTPO3 U MEPhI IO MX MUHUMU3AIIUU.

3. OueHuTh pUCKU 11 MHOOPMAIMOHHOW CHCTEMbI, UCIONb3YS METOIAUKY
OLIEHKH PUCKOB, U MPEIOKUTHh MEPBI JJIs1 CHUKEHHUSI 3TUX PUCKOB.

IIK-3.

4. IlpoaHanu3upoBaTh pEANbHBIA Ciydaid YTEUYKH JaHHBIX B KOMIIAHUH,
OTHCHIBASI, KAK MPOU30IILIA aTaKa U KaKue OBLIIN TIOCIIEICTBUA.

5. IloAroTOBUTH MPE3CHTAIMIO O MEXAYHAPOJHBIX CTaHAApTax OE30MacHOCTH
(mampumep, ISO/IEC 27001), o0bsicHsIS UX 3HaYECHUE U IPUMEHEHHE B OPraHU3aIINH.
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6. Coznate Tabnuily, B KOTOpOH OyAyT MepeurcieHbl pa3indHbie POPMBI aTak
Ha MHGOPMAIINIO, UX OMTUCAHUE U CIIOCOOBI 3aIIUTHI OT HUX.

Tema 2. Kpunmoecpaguueckue moodenu. Ancopummsl  wugpposanus.
Aneopummvl aymenmuguxayuu nonvszoeameneu. Mooenu be3onacnocmu OCHOGHbIX
ONepayUoOHHbIX CUCHIEM.

IK-1.

I. Onucarb OCHOBHBIE KpuUNTOrpauueckue MOJACIH: CHUMMETPUYHBIE U
ACHMMETPHUYHBIC aJITOPUTMBI IIU(PPOBAHUS, UX TPEUMYIIECTBA U HEIOCTATKHU.

2. TlpoBectn aHanu3 anropuTMoB mudpoBanus (Hanpumep, AES u RSA):
MPUHIIUI PabOThI U 00JIACTH TPUMEHEHHUSI.

3. Onucath pa3iaudHble METOJIbI ayTeHTU(UKAIIMU OJIb30BaTeNel (Hanpumep,
NapoJik, TOKEHBI, OMOMeTpHs) U UX d3HPEKTUBHOCTS.

IK-3.

4. Peanu3oBaTh nMpuMep MCHOIB30BaHUS aJIrOpUTMa UG pOoBaHUs (Hampumep,
AES) Ha BBIOpaHHOM $I3BIKE MPOTPAMMUPOBAHUSA, C OOBSICHEHHUEM HCIOIB3YEMbIX
OuOIMOTEK M UX (PYHKITUH.

5. TlpoBectu wucciaenoBaHue Mojeneil 0€30MmacHOCTH B OJHOM U3
omepanuoHHbIX cucteM (Hampumep, Windows wmimu Linux), omuchkiBas, KaKk OHH
peanu3yIoT 3aluTy HHPOopMaIIH.

6. HccrnenoBaTh COBpPEMEHHBIE YIpO3bl ISl KPUNTOrpa)UuecKHX METOOB
3alUThl UHPOPMAIIUU U MPEJIOKUTH CIIOCOOBI UX YCTPAHECHMUS.

Tema 3. AOmunucmpuposanue cemeu. 3awuma uHopmayuu 6 cemsx.
MHnoeoypoenesas sawuma Kopnopamueuvix cemel.

MK-1.

1. Onucarh OCHOBHBIC NPUHIMIBI ATMUHUCTPUPOBAHMS CETEH, BKIIIOYAS
3a/layu ¥ OTBETCTBEHHOCTh CETEBOT0 aJIMUHUCTPATOPA.

2. IlpuBectu mpuMepbl METOJOB 3aIUTHI WH(OpPMAIMU B KOPIMOPATUBHBIX
CETSX, TAKMX KaK (HaepBOJIbI U CUCTEMBI OOHAPYKEHHUST BTOPKCHHM.

3. Pa3paborarh KOHUEMIMIO MHOTOYPOBHEBOW 3alllUThI ISl KOPHOPATUBHOM
CETH, BKJIIOYAs BCE YPOBHHU 3alIUTHI ((PU3UUECKUM, CETEBOM, MPUKIATHOMN).

IK-3.

4. TIpoBecTr MpaKTUYECKOE UCCIIETOBAHNE 110 HACTPOUKE (haepBOJia U CUCTEMBI
0oOHapy>KeHHs BTOP’KEHUI B TECTOBOM CETEBOM CpEJie, OMUCHIBAs MPOLIECC HACTPOUKH
U pe3yJIbTATHI.

5. Co3gath Tmpe3eHTalui0 O Hauboliee PacIpOCTPAHEHHBIX — Yyrpo3ax
0€30MacHOCTH B CETSIX U MPEAJIOKEHHBIX MEPax MO UX MPEIOTBPAIICHHUIO.

6. Pa3zpaboraTh pyKOBOACTBO MO MPOBEACHUIO ayauTa OE30MaCHOCTH CETEBOM
UH(GPACTPYKTYPBI, BKJIFOYasi OCHOBHBIE 3TAMbl U METOJIBI.

Tema 4. Tpebosanus Kk cucmemam 3awumsl UHGOpMAYUU U HANPABIEHUS

paseumusi  cpeocme Oe30nacHocCmu  npeonpusimusl. IIpasosvie nocneocmeus
HeCaHKYUOHUPOBAHHO20 OOCMYNA K UHGopMayuu
IIK-1.

1. Omucate OCHOBHBIE TpeOOBaHUS K CHUCTEMaM 3alUThl HH(OpPMAIHH,
BKJTIFOYasi GyHKIIMOHATIbHBIE U HEPYHKIIMOHAIBHBIE ACTIEKTHI.
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2. UccnenoBaTh HampaBieHUS Pa3BUTHS CPEICTB OE30MAaCHOCTH, BKIIIOYas
HOBBIE TEXHOJIOTUU U MOJAXOAbI K 3alUTe HH(POPMALIHH.

3. PaccMmoTperh mnpaBOBBIE AacleKThl 3allUThl WHGOpPMAIMU: 3aKOHBI U
HOPMATHUBHBIE aKThl, PETYJIHPYIOLIIUE O€30IaCHOCTh JaHHBIX.

IIK-3.

4. IIpoBecTH UCCIIEIOBAHUE O MOCIEACTBUAX HECAHKIIMOHUPOBAHHOIO JOCTYyIa
K HH(OpMaLuu, TPUBO/IS IPUMEPHI U3 PEaTbHON NPAKTUKU.

5. IloAroToBUTh OTYET O POJU PETYIATOPOB B OOECHEYEHUM 3aLUTHI
uH(pOpMAaIMK: KaK OHU BIUSAIOT HAa MPAKTUKU U CTaHAAPThI 0€30MMaCHOCTH.

6. Omnucarb NpaKkTHUYECKME PEKOMEHJALUWHU IO BHEIPEHUIO IOJIUTUKU
0€30MacCHOCTH Ha YPOBHE NMPEANPUATHUS, BKIKOYAs IPUMEPHI YCIIEIIHbIX peaIn3alui.

[IIxana oneHuBaHUusA

[ITkana oreHUBaHUS Kputepuu orneHUBaHUS
«OTnuyHO» o0yyaromuiics ICHO M3JI0KHJI YCJIOBHE 331a4H, pelIeHue 000CHOBA
«XopouIo o0yyaromuiics sICHO M3JI0KWII YCIIOBHE 3a[laui, HO B 0OOCHOBAaHUM PELLCHUS
MMEIOTCS] COMHEHHS,
«Y 1OBIIETBOPUTEIHEHO» oOydaromuiics ~ HM3JI0XKWI peIleHHe  3aJaud, HO  OOOCHOBAll €ro

(hopMyITUPOBKaMHU OOBIJICHHOTO MBIIILICHUS;

«HeyioBneTBOpUTEITHLHOY oOyyvaromuiics He YsSCHHJ YCIOBHE 33JauHl, pelicHue He 000CHOBAN MO0 He
cnan paboTy Ha TIPOBEpPKY (B ciydae MPOBENCHUS pEIICHHS 3a7a4 B
MUCBMEHHOH (opme).

6.2.5. Tembl n1 pedepaTon

Tewma (pazmen) Bomnpocsr

Tema 1. OcHoBuble nonstus u | I11K-1

onpenernenus. IcTouHnKy, 1. OcHOBHBIE TIOHATHS 3aLIUTH HH()OPMAIIMH: OTIPE/ICIICHUE, LN U
[PUCKU 1 q)OpMLI aTaK Ha IIPUHIHAIIBL.
uH(bopmaro. [omnrika 1 2. Bupl HICTOYHUKOB yTpo3 0e30MacHOCTH HH(OPMAIH: BHYTPEHHUE

CTaHAAPTHI 0E30MTACHOCTH BHEIIHNE.

3. OcHoBHBIE GOpPMBI aTak Ha HHOPMAIHIO: BUPYCHI, (pummHr, DDoS-
aTaku v JpyTHe.

4. ITonutrka 6€30MacHOCTH: pa3padoTKa 1 BHeApeHUe () (HEeKTUBHON
MOJUTUKH O€30MaCHOCTH B OPTaHU3aLIUH.

I1K-3

5. O1eHKa pUCKOB B 00JIACTH 3aLIUTHI HH()OPMAIHH: METOBI 1
MOJXO/IBI.

6. Ctannmaptsl 6e30MacHOCTH WH(POPMAIIUU: MEKIYHAPOIHBIE U
HalroHaabHBIe cTaHaapThl (Hampumep, ISO/TEC 27001).

7. Ponb yenoBeueckoro akropa B 6e30macHOCTH MHPOPMALIUH: KaK
OLIMOKH NOJIb30BaTENEeH MOTYT IPUBECTH K yT€UKaM JaHHBIX.

8. IIpumepsl peanbHbIX aTaK Ha HHPOPMAIIMOHHBIE CHCTEMBI U aHAJIH3
HUX IOCIENCTBUIA.

Tewma 2. Kpunrorpaduueckue | T1K-1

MOJIEIH. AJITOPUTMBI 1. OcHoBHBIE KpunTorpaduyeckre MoJesIu: CUMMETPUYHbIE U
i poBaHHs. AITOPUTMEI ACHMMETPUYHBIEC aITOPUTMBI ITU(PPOBAHHUS.
Ay TEHTU(UKAIIH
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moab3oBaTenel. Moaenu
0€30I1aCHOCTHA OCHOBHBIX
OTICPAIIHOHHBIX CUCTEM.

2. Anroputmel mdposanus: AES, DES, RSA: npuniuns! paboTs 1
00J1aCcTH IPUMEHEHUSI.

3. AnroputMBbl ayTeHTH()UKALIUY TTOJIb30BATENIEH: TAPOIIH, TOKEHBI,
OMOMeTpHs U MX HCIOJIb30BaHHE.

4. Mozenu 0e30MacHOCTH B ONEPAMOHHBIX CUCTEMAaX: KaK OHU
peaNn3yIoT 3auTy HHQOPMALUH U YIPABICHHE JOCTYTIOM.

I1K-3

5. Ilpumenenune kpunTorpauueckux METOI0B B 3alIUTE HHPOPMALIUU:
IIPUMEPBI U CLIEHAPHH.

6. CoBpeMeHHbIE yTpO3bl UL KPUITOTPaPUUECKUX METOI0B 3AIUTHI
nH(popMaIuu: aTaku Ha MUQPHI U YI3BUMOCTH.

7. VHTerpanust KpunTorpapuuecKux TeXHOJIOTHH B IPOTpaMMHOE
o0ecreyeHue  armnapaTHbIe peIIeHus.

8. bynymiee kpunrorpadguu u Mojienet 6€30MacCHOCTU: HOBBIE
HalpaBJICHUs U TEXHOJIOTUU.

Tema 3. ArMUHUCTPpUPOBaHKE
ceTeit. 3amuTa HHpOpMAaITUU B
ceTsiX. MHOTOYpOBHEBas 3aluTa
KOPITOPATUBHBIX CETEH.

IK-1

1. OCHOBHBIE MPUHITUITIBI AAMUHUCTPUPOBAHUS CETEH: 3a1aUu U
OTBETCTBEHHOCTh CETEBOI'0 aIMUHUCTPATOPA.

2. Meto/ibl 3a1IMThl HHQOPMALIUK B KOPIIOPATUBHBIX CETAX: (pacpBOIIbI,
CHCTEeMbl OOHApY>KEHHsI BTOPKEHUN U IPyTHe CPEICTBA.

3. MHOroypoBHEBas 3aluTa ceTeBor HHMPACTPYKTYPHI: TIOJAXOIBI U
TEXHOJIOTHUH.

4. Pons VPN u mmudpoBanus B 3anute nHGOPMAIIH TIPH TIepeaade
JAaHHBIX I10 CETAM.

[1K-3

5. Ilpumepsl ycnenHol peain3aiii MHOIOYPOBHEBOM 3aIUTHI B
KPYIIHBIX OpraHU3alugX.

6. YTrpo3bl 0€30MaCHOCTH B CETAX: aHAIM3 U CIIOCOOBI X
MPEAOTBPALLICHHUS.

7. Ayaut 6€30macHOCTH CeTeBOM MH(PPACTPYKTYpPhI: METO/IBI U
IoAXOAbI.

8. IlpakTHueckre peKOMEHJAUH 110 YIyUllIeHHI0 0e3011acHOCTH
KOPIOPAaTUBHBIX CETEH.

Tema 4. TpeboBanus K
crcTeMaM 3aluThl HHQOpMauu
M HAIlPaBJICHUS PA3BUTHS
CpencTB 0€30MaCHOCTH
npeanpusarus. IIpaBosele
MOCIEACTBUS
HECAaHKLIMOHUPOBAHHOTO
ImocTyna K HHPOpMaIum

ITK-1

1. OcHOBHBIE TPEOOBaHMS K CUCTEMaM 3aIIUThl HHPOPMALIUU:
(bYHKIIMOHATIBHOCTh, HA/IEKHOCTh, YCTOWYHBOCTb.

2. HanpaBieHus pa3BUTHUS CPEACTB O€30MAaCHOCTU: HOBBIE TEXHOJIOTUU
¥ TTOJIXO/TBI B 3aIIUTE HH(OPMALIUH.

3. IIpaBoBBIE acMeKThI 3aIUTHI HH(POPMAIMU: 3aKOHBI 1 HOPMATHBHbIE
aKTbI, PETYIHpPYIOIIHe 0e30NacHOCTh JaHHBIX.

4. OTBETCTBEHHOCTh OpPraHU3alMi 3a YTEUKY NaHHBIX: IPABOBBIC
HOCJICACTBUS U MEPHI BO3ICHCTBHS.

[1K-3

5. Ilpumepsl HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MH()OPMAIH U X
MIPaBOBBIE TIOCIICICTBHSI.

6. Poib perynaropoB B o0ecrieueHur 3auThl UHGOPMAIIUU: KaK OHU
BJIMSIFOT HA MIPAKTUKU M CTAHAPTHI OE30MACHOCTH.

7. Pa3zpaboTka U BHEPEHUE MOJUTHUKH 0€30MIaCHOCTH HAa yPOBHE
NPENPUSITHS: TPUMEPHI K PEKOMEH/IAITNH.
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W3MEHEHMS MOBIUIIOT HAa CHCTEMBI 0€30ITaCHOCTH.

8. bynymiee 3amuThl HHGOPMAIIUK: KaK MPABOBBIC U TEXHOJIOTUYECKUE

Ixajga oneHNBaAaHHUA

ITTkana oreHMBaHUS Kpurepnn oneHuBaHUS

«OTnuHO» OOyyJarommiics TIyOOKO H COACPXKATCILHO pPACKPHIBACT TEMY
CaMOCTOSITENIbHON paboThl, HE MOMyCTUB OMIMOOK. OTBET HOCHUT
Pa3BEPHYTHIN U MCUEPIIBIBAKOLIMI XapaKTep.

«Xopouio» OOyyaromuiics B 1EJIOM pPAacKpbIBaeT TEMY CaMOCTOSITEIbHOM
paboOTBI, OJHAKO OTBET XOTSA OBl HA OJAWH W3 HUX HE HOCHUT
Pa3BEPHYTOTO M MCYEPIIBIBAIOIIIECTO XapaKTepa.

«Y IOBIIETBOPUTEIIBHO» OOyyaromuiics B IEJIOM PacKpbIBAET TEMY CaMOCTOSITENIbHON pabOThI
U JIONyCKaeT psAJ HETOYHOCTeH, (parMeHTapHO pPaCKpBIBAET
COZICpKAHNE TEOPETHMYECKUX BONPOCOB WM HUX PACKPBIBAET
COZIEPKATEIbHO, HO JNOIYCKAasi 3HAYUTEIIbHbIE HETOYHOCTH.

«HeynosnerBoputenbHo» | OOydvaroniuiicss He BIaJeeT BBIOPAHHON TEMOW CaMOCTOSTEIbLHOM
pabOThI

6.2.6. UnauBuayaibHbIE 3aJaHUS JAJI51 KYPCOBOM padoThl (IIPOEKTA)
KP u KII mo gucnuminune «3amnura uHGopMarum» padouyeid mporpamMmon u
y4€OHBIM TUIAHOM HE MIPETyCMOTPEHBI.

6.3. OLHEHOYHBIE CPEACTBA IHNPOMEXKYTOYHOI'O
KOHTPOJIsA
Bonpocs! Aj1s1 NOATOTOBKY K MPOMEKYTOYHOM aTTECTALMU 110 HTOr'aM OCBOCHMS
AUCHHUILIMHBI 3a1IMTa HH(POPMALMK:

IK-1.

1. Komnerorepnsie Bupycsl. X pa3HOBUIHOCTH.

2. AHTHUBUPYCHBIE CpeicTBa. [[puMepbl aHTUBUPYCHBIX MPOrPaMM.

3. [Tonsatue naOpMaIMOHHON 0€30MaCHOCTH.

4. [TonsiTne KoH(MUIEHIINATEHOCTH UHGOPMALIIH.

5. [TonsitTue pmoctyma K  uHOpManuu  (CAaHKIMOHUPOBAHHBIA |
HECAaHKIIMOHUPOBAHHBIN TOCTYM).

6. [TonsiTus naeHTUUKaIMs, ayTeHTU(PUKAIMSA U aBTOPHU3AIIHA.

7. [TonsaTue yrpo3a 6€301MacHOCTH.

8. [TousaTHE YSI3BUMOCTDH CUCTEMBI (CETH).

9 [TonsaTHe aTaku Ha KOMIIBIOTEPHYIO CUCTEMY.

10. OxapakrepuszyiiTe  moaXoApl K  OOECHEYEHUIO  KOMIIBIOTEPHOM
uHpopManum.

11. TIlepeuucnute OCHOBHBIE WU BCIOMOTATEIbHBIE CEPBHUCHI O€30MACHOCTH,
JalTe UX KIacCU(pUKAIUIO.

12.  JlaiiTe XapaKTepUCTUKY IPYII TPEOOBAHUI K CUCTEME 3ALTUTHI.

13. «®parMeHTapHbIi»  moaxon B oOecrieyeHUHM  O€30MACHOCTH
KOMIIBIOTEPHON CUCTEMBI.
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14. «KoMriekcHBIIN» oaAX0/ B obecriedeHur 0€301acHOCTH KOMITBIOTEPHOM
CHUCTEMBL.

15. B dem 3akirouaeTcs MOJUTHKA O€30MACHOCTA KOMITBIOTEPHOU CUCTEMBI?

16. Ha yeM ocHOBaHa «HU30UpaTeNbHAs» MOJIUTHKA 0€30MaCHOCTH?

17.  Ha uyeM ocHOBaHa «IIOJHOMOYHAs» MOJIUTHKA O€30MaCHOCTH?

18. Tlonstue kpunrtorpaduu. OCHOBHBIEC BUABI IU(POB.

19. OOoOmenHass cxema KpunrtocucteMbl. [lOHATHA CUMMETPUYHOU U
ACHUMMETPUYHOU KPUIITOCUCTEMBI.

20. Ilepeuuncnure OCHOBHBIE aJITrOPUTMBI KpUINTorpadguyeckux
npeoOpa3oBaHUM.

21. TIlepeuucnaute OCHOBHbIE METOJbl KPUNTOrpapUUEecKO  3allUThI
uH(pOpMAIMU B KOMITBIOTEPHBIX CUCTEMAX U CETSX.

22. Kak ximaccupuuupyroTcsi CpeiacTBa KpUNTOrpaduuecKkoi  3aliuThl
uHbopmarmn?

23. OcHOBHBIC JOCTOMHCTBA M HEIOCTaTKW aJIroput™Ma MU POBAHUS
IaHHBIX ¢ moMoiso DES.

24. Ilepeuucnaure  OCHOBHblE  KOMOWMHALIMM,  HWCIIOJb3yEMbIE  IPHU
mudpoBarnn anroputmom DES.

25. Ilepeuucnure OCHOBHBIE PEXUMBI pab0Thl asniroputma DES.

26. Kak oOecrieunBaercs KPHUIITOCTOMKOCTh ACUMMETPHUYHBIX
KpUINITOCUCTEM?

27. KakoBO OCHOBHOE€ Ha3Ha4€HHE XelI-PyHKIUU?

28.  KakoBbl OCHOBHbBIE IPUHIUIIBI POPMUPOBAHUS XeII-(DYHKIUHU?

29. OtnuuuTenbHblE OCOOEHHOCTH OTEUYECTBEHHOTO CTaHJapTa  Xelll-
¢bynkuuu (COCT P 34.11-94) ot anroputmoB xemupoBanust MDS u SHA.

30. Ilepeuucnure OCHOBHBIEC ANTOPUTMBI IEKTPOHHON HU(PPOBOI MOAMHUCH
U YKQKUTE HA UX TPUHIIUIHAIbHBIC OTIAYUSI.

31. Cospemennsie mpuioxeHus: kpunrorpaduu. [Ipumepsr.

32. TunuyHble aTakyu Ha ONIEPAIIUOHHYIO CUCTEMY.

33. TloHsTHE 3aIUIIECHHON OMEPAIIMOHHON CUCTEMBI.

34, AnmapatrHoe oOecreueHHe CPeCTB 3alUThI ONIEPAIIMOHHON CUCTEMBI.

35. IIpoGnemsr O6e3omacHocTH IP-ceTeii.

36. HawuOonee pacnpocTpaHEHHbIE BapUaHThl AaTaK Ha KOMIIbIOTEPHYIO
cucteMmy Ha ocHoBe npotokosa TCP/IP.

37.  CdopmynupyiiTe cCnucok (DYHKIIMOHATBHBIX J€(PEKTOB C TOUYKU 3PECHUS
3alUThI B UCTIOJIB3yeMo# oneparmonHoi cucteme (OC).

38. Kakue onsnementel  6e3omacHoctd  coaepxkur OC  Windows
2000/XP/Vista?

39. Hazosute anementsl 6e3onacHoct OC UNIX?

40. OcHOBHBIE MTPAKTUYECKHIE BOMPOCHI 3aIIUTH HHGOPMAIIHH.

41. IlporpamMmHBIE CpeACTBA 3AITUTHI U YHUUTOXKEHUS HH(MOPMAITUH.

42.  OCHOBHBIC TPHUHIUIBI TOCTPOCHHS TOJCUCTEMBI HH(POPMAIIMOHHOMN
0€30MaCHOCTH.

43. DTambl MOCTPOCHUS MOJCUCTEMBI HHPOPMAITMOHHOM 0€30MMacHOCTH.

44.  OOwmue NpuHIUIBI 0OecrieueHHs] THPOPMALIMOHHON 0€30MacHOCTH.
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45. CpenctBa obecriedeHUs1 KOHMOUICHIIUATLHOCTH TaHHBIX.

46. CpenctBa uneHTUPUKANY U ayTCHTHU(PUKAINH TTOJIH30BaTEIICH.

47. IlpuBenute OCHOBHBIE CXEMbl HUACHTU(GUKAINN W ayTeHTU(DUKAITUU
[10JIb30BATEIIS.

48. JlocrouHcTBa  OMOMETPUYECKHX  CIOCOOOB  HACGHTU(UKALUUA U
ayTEeHTHU(PUKALIUU 110 CPABHEHUIO C TPATULIMOHHBIMHU.

49. CpencrBa ayTeHTU(DHUKALUU HIEKTPOHHBIX JTAHHBIX.

50. IlpuHUMI MUHUMAaJBbHBIX IPUBUJIETHI B cUCTEME OE€30MACHOCTH.

51.  Yro Takoe MHOTOYpOBHEBAsi MOJIEIb O€30MaCHOCTU?

52.  OcHOBHBbIE 3TaMnbl aHAIU3a yIpo3 UHHOPMAIIMOHHON O€30aCHOCTH.

53.  Cpaaute npotokoiibl SSL u TLS ¢ Touku 3peHust 6e30nacHOCTH.

54. Yro Takoe «OpaHAMay’p» U Kak OH pabotaer?

55. Ilpumepsl peanu3zanuu MNOJIUTUK O€30MACHOCTH B KOPIIOPATUBHOM Cpejie.

56. IIpaBoBbie IIOCJIEACTBUSA HECAHKIIMOHUPOBAHHOIO ceemMa M
UCIIOJIb30BaHUs KOH(DUICHIINATEHON NHGOPMAIIHH.

IIK-3.

57. OcoOEHHOCTH NPUMEHEHHMS TEXHHUYECKHUX CpPEICTB YHUUYTOKEHHUS
uH(pOpMaIMU HA MATHUTHBIX U ONTUYECKUX HOCUTEIAX.

58. IlpuBenure  KiIacCUPUKALMIO  CUCTEM  3AIIUTBI  IPOrPAMMHOIO
oOecreyeHusl.

59. CpaBHUTE OCHOBHBIE TEXHUYECKHE METOAbl W CPEICTBA 3aIUTHI
IPOrpaMMHOT0 00eCTICUCHUSI.

60. HazoBuTe OTAMYMS CUCTEM 3aLIUTHI OT HECAHKIIMOHUPOBAHHOTO IOCTYyTMa
OT CHCTEM 3alllUThl OT HECAHKIIMOHUPOBAHHOT'O KOIMUPOBAHUSI.

61. IlpuBenure ompeneacHUE MOHITHI «ITPOTOKOJIUPOBAHUE» U «aYTUT.

62. Hasosute 3a1aun, peannu3yeMble IPOTOKOJUPOBAHUEM U ayIUTOM.

63. JlaiiTe XapakTEpUCTUKY 3a]]a4l aKTUBHOI'O ayIUTA.

64. Ilepeuncnure QyHKITMU 1 KOMIOHEHTHI ceTu VPN.

65. Kmaccudpumupyiite VPN mo cmoco0y TeXHHUYECKOW peanu3aiud |
APXUTEKTYPE TEXHUYECKOIO PEIICHMUS.

66. KakoBbl cmocoObl  3amuThl  UHGOpPMAMKM  OPU  MEKCETEBOM
B3aUMOJICCTBUN?

67. Kakue kpunrtorpaguyeckue MTPOTOKOJBI HCIOIB3YIOTCS MJIs 3al[UThI
TEXHOJIOTUU «KIIUEHT-CepBep»?

68. 3akoHoparenbHbIe aKThl PO, perynupyromue 3aimury uHdopmaiuu.

69. MexnayHapoaHble ~ CTaHAapThl B o0iacTd  MHGPOPMALMOHHOMN
6e3onacHoctu (ISO/IEC 27001).

70. OTBETCTBEHHOCTh 3a HapyUIEHUE TMOJUTHKA  HMHPOPMALUOHHOM
0€301MaCHOCTH.

71.  MexaHu3MBbl PE3EPBHOIO KOIMPOBAHUS U BOCCTAHOBJICHHSI IaHHBIX.

72.  Opranuzamusi KOHTPOJIS AOCTYIIA B JIOKAJIBHOM CETH.

73. HadopmannonHas 6€30MacHOCTh PH YAUIEHHON padoTe.

74.  Ilpunnumnel 6e30MacHOTO yAaaeHus] HHPOPMAIK B OpraHU3aIUsIX.

75. OcoOGeHHOCTH 3alMUThl HH()OPMAMU B MOOMIIBHBIX YCTPOUCTBAX.
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6.4. MeToanueckue MaTepuaJibl, ONpeaeJsIolKe NPoueIypbl OeHUBAHUSA

3HAHUM, YMEHUH, HABBIKOB M (WJIH) ONbITA AEATEJbHOCTH, XapPaKTEPHU3YIOLIUX

Tanbl GOPMUPOBAHUSA KOMIIETCHIIUA

OCHOBHOI 1I€JIBI0 TPOBEACHHUSI MPOMEXYTOUYHOM AaTTECTALMM  SIBISIETCS
ONpEJEICHUE CTENEHU JOCTHKEHUs Ieled 1o ydyeOHOM IUCUUIUIMHE WU €€
paznenam. OcCyILIECTBISETCA 3TO MPOBEPKOM M OLIEHKOW YPOBHSI TEOPETUUYECKOMN

3HAHUU,

IMPAKTUYCCKHUX

MOJIYYEHHBIX 00yYaroUuMuUcs,

3ajady,

YMCHHA TPUMCHATL HUX B PCHICHUU
CTCIICHHU OBJIAJACHUA O6y‘laIOIJ_[I/IMI/IC$I IMPaKTHYCCKNMU

HaBBIKAMH M YMEHHUSMH B 00beMe TpeOOBaHMA pabouell MporpaMMBbl 1O JUCITUTUIMHE,

a TaKKe X YMEHHUE CaMOCTOATEIHLHO paboTaTh ¢ yueOHOU JIUTEepaTypou.
Opranuzanusi MpoBEACHUS MPOMEKYTOUHON aTTECTAllMU pErjlaMeHTHpPOBaHA

«Ilonoxxennem 00 opraHuzanuu 00pa3oBaTEIBLHOTO IMpoiiecca B (eneparbHOM

rocyaapCTBEHHOM AaBTOHOMHOM 06p330BaTeJ'H>HOM YUYpPCIKIACHUN

MOJIMTEXHUYECKUN YHUBEPCUTET

«MOCKOBCKHU

6.4.1. Iloka3zarenu OIlCcHUBAaHUA KOMIIeTeH]_lI/Iﬁ Ha pa3s/iMYHbIX 3Tanmax Mx
(l)Ole/lpOBaHI/Iﬂ, HOCTHKCHHUE OﬁyqalOll_[I/IMl/ICﬂ INIAHUPYEMbBIX PpeE3yabTaToB

Oﬁy‘-leHI/Iﬂ o IMCIOMIIJIMHE

Kox m nammenoBanue kommerennun IIK-1. Cnoco0eH BbINOIHATH PadoThl M yNpaBJeHHE
paGoramu no co3nanno (Mogudukanum) u conposoxaeHuro UC, apToMaTH3Mpy0OIMX 3212491
OPraHHU3allMOHHOIO YIIPAaBJeHUs 1 OH3Hec-NPouecchl

Kpurtepun oueHuBanus

Jrtan

(yposenr) HeyHOBﬂeT::Op"TeﬂbH YI0BJICTBOPUTEJIBLHO XOpo1Io OTJINYHO

3HATH OO6yuarommiics OO0yuarommiicst OO6yuarommmiics OO0yJarommiicst
JEMOHCTPHPYET JEMOHCTPHUPYET JIEMOHCTPHPYET JIEMOHCTPUPYET
MOJIHOE OTCYTCTBUE | HEMOJIHOE 4aCTHUYHOE MOJTHOE
WM HEJJOCTATOYHOE | COOTBETCTBHE COOTBETCTBUE COOTBETCTBUE
COOTBETCTBUE CIIETYIOIIMX 3HAHUM: | CIETYIOIINX CJIe Ty OIINX
clenyrolux 3Hanuii: | PazpaboTka monienu | 3HaHUM: 3HAHUI:
Pa3paboTka Mogenu | Gu3HEC-TIPOIIECCOB Pa3zpaboTka Pa3zpaboTka
OM3HEC-TIPOIIECCOB 3aKa3yuKa Mojenu Ou3Hec- | Mojeu Ou3Hec-
3aKa3z4ymrKa MIPOLIECCOB MIPOLIECCOB

3aKa3yuKa 3aKa3yuKa

yMeThb OOyuaromuiicst He OOyuarommiicst OO0yuarommmiics OO0yuarommiics
yMEET WU B JEMOHCTPHUPYET JIEMOHCTPHPYET JEMOHCTPHUPYET
HEJ0CTaTOYHOM HEIOJTHOE YaCTHUYHOE MOJTHOE
CTCTICHH yMEeT COOTBETCTBHE COOTBETCTBUE COOTBETCTBHUE
BBITIOJTHSTH: CIEIYIOIMIMX YMEHUH | CIETyIOMIHNX CJIe Ty IOIINX
PazpaOatsiBaTh Oa3bl | Pa3zpabarbiBaTh 6a3bl | yMEHHIA: YMEHMH:
nagueix MC nagaeIx MC Pa3zpabareiBath Pa3pabarbeiBath

0a3bl ganubeix UC

0a3bl gagabeIx UC
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BJAA€CTh

OOyuaromuiics He
BJIAJICET WIH B
HEJI0CTaTOYHOH
CTETICHU BJI/ICET:
TEXHOJIOTUSIMU
MIPOrpaMMHUPOBAHMUS,
TEXHOJIOTUSIMU
MOJ1yJIbHOTO
tectupoBanus UC
(BepuduKarim)

OO0yuarommmiics
BJIAJICET B HETIOJTHOM
o0BbeMe U MPOSIBIISET
HEIOCTaTOYHOCTh
BJIaJICHUSI HABBIKAMH
paboThl
TEXHOJIOTHUSIMU
POTPaMMHUPOBAHUS
TEXHOJIOTHUSIMHU
MOJTyJTbHOTO
tectupoBanus UC
(BepuduKamm)

OObygarormmmcest
JIOITyCKAIOTCS
HE3HAYUTENIbHbIC
OIIINOKH,
HETOYHOCTH,
3aTpyIHEHUS,
YaCTUYHO
BIIaJICET
HaBBIKaMU
paboThl
TEXHOJIOTUSIMU
IPOrpaMMHUPOBaH
ust
TEXHOJIOTHUSIMU
MOJTyJIHOTO
TECTUPOBAHUS
nc
(Bepuduxarmm)

OO0yuarommmiics
¢BOOOIHO
MPUMECHSIET
MOJTyYEHHBIE
HABBIKH, B IIOJTHOM
o0BeMeE BIIaZIeeT
HaBBIKAMHU pabOTHI
TEXHOJIOTHUSIMU
POrpaMMHUPOBAHU
b

TEXHOJIOTHUSIMHU
MOJ1yJIbHOTO
tectupoBanus UC
(BepuduKarmm)

Koa u HauMeHoBaHMe KOMIETEHINH

NPOrpaMMHBIX NPOIYKTOB

IIK-3. Cnocoden pa3padaTbiBaTh KOMIIOHEHTHI CHCTEMHbBIX

3HATh OOyuatontmiics OObyuaronmiics OOyuatomtmiics OObyuaronuiics
JIEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET | IEMOHCTPHUPYET
MIOJTHOE OTCYTCTBHE | HETIOJIHOE YaCTUYHOE TIOJTHOE
WM HEZJOCTaTOYHOE | COOTBETCTBHUE COOTBETCTBHUE COOTBETCTBHUE

COOTBETCTBHE CJICIYIOUINX 3HAHUU: | CIIEIYIOLINX CJIETYIOIITNX
cnenyromux 3Hanuit: | Coznanue 3HAHMU: 3HAHUH:

Coznanne uHcTpyMeHTalbHbIe | Co3/manue Coznanne
MHCTPYMEHTAJbHBIE | CPEJICTBA WHCTPYMEHTAJIbH | HHCTPYMEHTAJIBHBI
cpeacTaa POTPaMMHUPOBAHUS | bIe CPEACTBA € cpencTBa
IpOrpaMMHUPOBAHHS NPOrpaMMHPOBAH | IPOrpPaMMHUPOBAHU

usi s
yMeThb OOyuatomiuiics He OO6yuatronuiics OOyuaromuiics OO0yuaronuiics
yMeeT WU B JeMOHCTPUPYET JIEMOHCTPHPYET | IEMOHCTPUPYET
HEJIOCTaTOYHON HETIOJTHOE JaCTHYHOE TIOJTHO®

CTETIeHU yMeeT COOTBETCTBUE COOTBETCTBHE COOTBETCTBHUE
BBITTOJTHSTE! CIIETYIOIIIUX CIIETYFOIIIIX [ 14%{011175:4
Pazpabotkd YMEHUH: YMEHHUI: YMEHUH:
KOMITHJIATOPBI, Pazpabotka Pa3zpaboTka Pa3zpaboTka
3arpy34mKH, KOMITHJISITOPBI, KOMITHJISITOPHI, KOMITHJISITODEI,
cOopIuKu 3arpy3uuKH, 3arpy3umKH, 3arpy34HKH,

COOPIIMKH COOPIIHNKH COOPIIMKH
Baagerb | OOyuwaromuiics He OO6yuaronmiics Oo6yuarommmces OO6yuatronuiics

BJIJICET WIH B BJIAJICET B HETIOJIHOM | JIOITyCKArOTCS CBOOOJTHO
HE/I0CTaTOYHOU o0bEeMe U MPOSBISACT | HE3HAUUTENIbHBIE | IPUMEHSET
CTETICHH BIIA/ICET: HEJIOCTaTOYHOCTh OINOKH, MIOJTyYCHHBIE
Pazpabotkoit BJIaJICHUS HAaBBIKAMU | HETOYHOCTH, HaBBIKH, B TIOJIHOM
CHCTEMHBIE YTHIIUTH | pabOTHI 3aTpyAHEHUS, o0BeMe BiIajieeT

Pazpabotkoit YaCTUYHO HaBBIKAMU pabOThI
CHUCTEMHBIE YTHIIUTHI | BIAACET Paspabotkoit
HaBBIKAMH CHUCTEMHbIE
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paboThI YTUIIUTBI
PazpaboTkoit
CHCTEMHBIC
YTUITUTHI

6.4.2. MeToauka OLlCHUBAHUSA Pe3yJIbTATOB IPOMEKYTOYHOM aTTEeCTALMU

[loka3aTensaMu OUEHUMBAHMS KOMIETEHIMH Ha JTane MIPOMEKYTOUYHON
aTTecTallMd 1O JUCUUIUIMHE «3amuTa WHOpManuu» SBISIOTCS PE3yJIbTaThl
0oOy4eHHs 0 JUCHUILIIMHE.

O1neHOYHBIH JUCT Pe3yJabTATOB 00y4YeHHsI M0 JUCIUTIIMHE

YpoBeHb
Kon c(hOpMUPOBAHHOCTH
KOMITETEHIHH 3HaHus YMeHusa Hasrpikn KOMIIETCHIINHY Ha
JaHHOM 3Tarne /
OIlEHKa

Ha ypOBHE Ha ypOBHE Ha ypOBHE
3HAHUM: YMEHUM: HABBIKOB:
3HATh YMETh 3J€MEHTaMU
CTaHJapTHbHIE MPUMEHSATD (GYHKIIMOHATILHOTO
3a/1a4n MaTE€MaTHYECKH | aHAJIM3a;
npodeccuoHalbH | € METOJIBI, OUOIMOTEYHO-
O IeSITeNIbHOCTH; | BRIYMCIUTEIbHY | OnOImorpaduueck
3HaTh 10 TEXHUKY JUISL | UMHU 3HAHUSIMU.

IIK-1. Criocoben | COBPEMCHHBIC peuIeHUs

BBITIOJHSATD TEHJEHLUN MPaKTUYECKHUX
paboTHI 1 pasBuTus 3a1ad4;
YIpaBJICHHUE UHPOPMATUKU U YMETh
paboTamu 1o BBIYMCIIMTENIBHON | aHAIM3UPOBATh
COSAAHMIO TEXHHKH, ¥ BBIOMpPATH
(MozuuKaun) KOMITHIOTEPHBIX METObI U
COHpOBOIiKI[eHI/IIO TEXHOJIOTHH U CpelcTBa
HC, ITyTH UX obecrnieyeHus
aproMatHsupyio | PHUMCHEHHUS B UH(GOPMaIMOHH
IMX 3a7124H poeCCHOHAIBH | OU

OpraHu3aIiOHHO on ACATCIIbHOCTH, 0€30IIacHOCTH.
ro yupasjieHus 1 | 3HaTb OCHOBBI
Om3Hec- UH()OpPMALIOHHO-

IponecCel KOMMYHUKAIMOH
HBIX TEXHOJIOTUH;
3HATh NOHATHUSA
KOH(UICHIHATBEH
oil nH(popmanuu,
IIEPCOHAJIBHBIX
JTAHHBIX U
rOCyJ1apCTBEHHOM
TANHBI.

[1K-3. Criocoben | Ha ypOBHE Ha YPOBHE Ha YPOBHE
paspabarbiBaTh | 3HAHUI: YMEHUM: HaBBIKOB:
KOMITOHCHTBI 3HATh CYIIHOCTh | YMETh BHIOMPATh | YUCICHHBIMU
CHUCTCMHBIX M 3HAUYCHUEC HEO0OXOIUMBIE METOTaMH
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MPOrpaMMHBIX
MIPOAYKTOB

uHpOpMaIUU B
pa3BUTUU B
pa3BUTUU
COBPEMEHHOT0
MH(POPMALIMOHHOT
0 00I1IeCTBA;
3HAaTh OCHOBBI
MaTeMaTHKU Ha
YPOBHE,
HE00XO0INMOM
JUTSL peIleHuUs
CTaHJIapPTHBIX
3amaqy
po¢eCCUOHAIIbH
OH JIEATEIbHOCTH;
3HATh BU/JIBI
yrpos,
BO3HHUKAIOIIHC B
nporecce
MH(OPMALIOHHO
i IeSITeTbHOCTH;
3HATh METOJIBI U
cpeacTBa
o0ecrnievyeHus
MH(POPMALIMOHHO
i1 6e30MacHOCTH
00BEKTOB
po¢eCCUOHAIIbH
Oif IESATEIILHOCTH.

UH(POPMALIMOHH
BI€ PECYPCHI U
UCTOYHUKHU
3HAaHUU B
JJIEKTPOHHOM
cpene

YMETbh BBISIBIISITH
yTpO3bI
UH(POPMALMOHH
oM
0€301acHOCTH.
yMETb
PUMCHSTh
MaTeMaTH4ecKu
€ METOJIBI,
BBIYHCIIUTEIILHY
10 TEXHUKY IS
pemeHus
MPaKTUYECKUX
3ajay;

yMETh
aHATU3UPOBATH
U BBIOMpATh
METOBI 1
CpelcTBa
obecrneyeHus
UH(POPMALIMOHH
on
0€301acHOCTH.

pEIIeHUs] CUCTEM
nuddepeHInaTbHbI
X"
anreOpanvdecKux
YPaBHEHUH,
MeTOJaMU
AHATUTUYECKOU
TE€OMETPHH, TEOPUU
BEPOSATHOCTEN U
MaTeMaTUYECKON
CTaTHCTHKH,
MaTeMaTUYECKON
JIOTUKHU, TEOPUH
rpadoB ¥ TEOPUU
AITOPUTMOB;
AIIEMEHTaMU
(YHKIIMOHATIBLHOTO
aHaIIN3a;
OUOIMOTEYHO-
o6ubamorpaduueck
WUMU 3HAHUSIMU;
METOJIaMHU 1
CpencTBa
obecrieueHus
UH(POPMALIMOHHOM
0€30MacHOCTH.

OreHka Mo JUCHUIUIMHE (CpeaHee apupMETHIECKOE)

O1eHKa «3a4TEHO» BBICTABJISACTCS, €CIIH CpeaHee apu(METHISCKOS HAXOIUTCS
B uHTepBasie oT 2,4 no 5,0. OueHka «HE 3a4TE€HO» BBICTABISIETCS, €CIU CpPEIHEe

apudpmeTnyeckoe HaxoauTcss B uHTEpBase ot 0 10 2.,4.

[IpomesxyTouHas aTTecTalusi oOydarlmuxcs B (popme 3adyera IpOBOJUTCS IO
pe3yibTaTaM BBIMOJHEHUS BCEX BHUAOB Y4YeOHOH palOTHI,
y4€OHBIM IJIAHOM MO AUCHUIUIMHE «3aumuTa nHpOpMaumn», TpU 3TOM YUYUTHIBAIOTCS
pe3yabTaThl TEKYLIEro KOHTPOJIA YCIEBAaeMOCTH B TedeHue cemectpa. OlleHka
CTENEHU JOCTI)KEHHs OOYyYaIOLMMUCS IJIAaHUPYEMBIX PE3YJIbTaTOB OOYy4YEHHs IO
JUCLUIUIMHE IPOBOJMTCS IPENOAABATENIEM, BEAYIIMM 3aHATUSA IO JUCLUIUIMHE
METOJIOM JKCIEpPTHOW OueHKu. [lo wuToraM npOMEXyTOYHOM arrecTaluy II0

JUCTUIITIMHC BBICTABIISCTCA OLCHKA «3a4TCHO», MJIM «HC 3a4TCHO).

Ixana
OIICHUBAHUA

Onucanue
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Brinonnens! Bce BUBI yueOHON paOOThI, MPeayCMOTPEHHbIE YUEOHBIM IJIAHOM.
CTyAeHT JeMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHUI, HABBIKOB IPUBE/ICHHBIM B
TabMUIaX T[OKa3aTeneil, onepupyeT NPHOOPETEHHbBIMU 3HAHHUSIMHU, YMEHMSIMHU,
3auTeHo HaBbIKaMU, IPUMEHSET UX B CUTYalUSX NOBBIIIEHHOMN CI0XHOCTH. [Ipu 3TOM MOTyT
ObITH JIOMYILIEHbl HE3HAYUTEIbHbIE OIIMOKH, HETOYHOCTH, 3aTPyIHEHHs IpH
QHAIUTUYECKUX  OMNepalusX, IMepeHoce 3HaHMW M yYMEHUH Ha  HOBBIE,
HECTaHJAPTHbHIE CUTYALIUH.

He BbimosiHeH oauH wiu Oosee BHJIOB y4yeOHOW paboThl, MPEeayCMOTPEHHBIX
y4eOHbIM IIaHOM. CTYJIEHT JAEMOHCTPUPYET HEIOJIHOE COOTBETCTBHE 3HAHUH,
YMEHHUH, HaBBIKOB IO 3TanmaMm (ypoBHSIM) C(OPMHUPOBAHHOCTH KOMIIETEHIIMH,

He 3aureno . .
JOITYCKAIOTC 3HAYUTCIbHBIC OHH/I6KI/I, MMPOABIACTCA OTCYTCTBUEC 3HAHHWU, YMCHHUMH,
HABBLIKOB IIO pAOY HOK&38.T€J'I€I>1, CTYACHT UCHBITHIBACT 3HAUYUTCIIbHBIC 3aTPYAHCHUA
Ipu ONICpUPOBAaHNU 3HAHUAMU U YMCHUAMMU IIPHU UX NICPEHOCC HA HOBBIC CUTyalluH.
7. JaeKkTpoHHast HHGOPMALIMUOHHO-00pa3oBaTe/IbHAsA cpeaa

Kaxapiii 00yuaroniuiics B TeU€HHUE BCETro nepuoga o0ydeHus: 00ecreynBaeTcs
WHJMBUIYaJbHBIM HEOTPAHUYEHHBIM JOCTYIIOM K 3JIEKTPOHHOW HH(POPMAIMOHHO-
obOpazoBatenbHOM cpene Yebokcapckoro wuHcTuTyTa (dunuana) MOCKOBCKOTO
MOJIMTEXHUYECKOTO YHUBEPCUTETA M3 JI0O0H TOYKH, B KOTOPOM MMEETCS JOCTYM K

UH(OPMAIIMOHHO-TEJIEKOMMYHHUKAIMOHHON cetn  «MHTepHeT» (mamee — ceTb
«HTepHeTY»), KaKk Ha TeppUTOpUM (Priinana, TaKk U BHE €e.
OnexkTpoHHas HWHGPOPMAIMOHHO-00pa3oBaTelbHasi Cpella — COBOKYITHOCTb

UHOOPMAITMOHHBIX M TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHM, COOTBETCTBYIOIIUX
TEXHOJIOTMYECKUX  CPEJCTB, O0OECNeYMBAIOIIMX  OCBOCHHE  OOYyYarOIIMMHCS
o0pa3oBaTeNbHBIX MPOTPAMM B MOJTHOM O0BEME HE3aBUCHUMO OT MECTa HAXOXKJICHUS
o0yyarommxcs.

DnekTpoHHas HH()OPMaIIMOHHO-00pa30oBaTeibHas cpeia 00eCIeUnBaET:

a) IOCTYI K y4eOHBIM IUIaHaM, pabOYMM MporpaMMaM JUCUUILIMH (MOIYJIEH),
NPaKTHK, SJICKTPOHHBIM Y4YeOHBIM H3IAHHUSIM U DIIEKTPOHHBIM 00pa30BaTeIbHBIM
pecypcaM, yKa3aHHBIM B pa0ouuX MporpaMmax AUCIUILINH (MOAYJIeH), TPaKTHK;

0) dopMupoBaHue >JIEKTPOHHOrO MOPTHOIUO OO0YUYAIOIIEroCs, B TOM YHCIIE
coxpaHeHue ero paboT U OLIEHOK 3a 3TU paboThI;

B) pukcanuio XoJ1a 00pa3oBaTenbHOTO npoiiecca, pe3yabTaToB
IPOMEKYTOYHOM aTTeCTAllMK U PE3YJIbTATOB OCBOCHHUS NMPOrpaMMBbl OaKkanaBpHuara;

I') MPOBEJICHUE YUYEOHBIX 3aHATHI, MPOLEIYp OLIEHKU PEe3yIbTaTOB OOy4YeHUS,
peann3zanys KOTOPBIX IPEIyCMOTPEHa C MPHUMEHEHUEM 3JIEKTPOHHOIO OO0Yy4YeHHUS,
JMCTAHITMOHHBIX 00pPa30BaTEIbHBIX TEXHOJIOTUIA;

1) B3aUMOJICHCTBUE MEXy YYaCTHHKaMH 0Opa30BaTeIbHOIO IMpoLecca, B TOM
YHClie CUHXPOHHOE M (WJIM) AaCHHXPOHHOE B3aUMOJIECHCTBUS IMOCPEICTBOM CETH

"Nutepuer".

OYHKIMOHUPOBAHUE DJIEKTPOHHOU MH(POPMALIMIOHHO-00pa30BaTEIbHON Cpeibl
obecnieunBaercs COOTBETCTBYIOIIMMHU CpelCTBAMHU MH(}OpPMAIMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTMA W  KBanuukanued  pabOTHHUKOB, €€

WCTIOJIB3YIOIINX U OAAEPKUBAIOIIHX.
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OYHKITMOHUPOBAHUE DIIEKTPOHHOU MHGOPMAIIMOHHO-00pa30BaTEIbHON CPeIbl
COOTBETCTBYET 3aKOHOAATENbCTBY Poccuiickon Penepanuu.

OcuHoBHbIME cocTaBisrommMu JNOC dunmana sBisrOTCS:

a) callT wuHcTUTYyTa B ceTH IHTepHET, pacHoJIOKEHHBIA 1O aJpecy
www.polytech21.ru, https://chebpolytech.ru/ kotopsrit o6ecrneunBaert:

- poctyn oOydarommxcsd K Yy4eOHbIM IUIaHaMm, padodyuM MOporpaMmmam
JTUCITUTUINH, TPAKTUK, K W3JaHUSAM DJICKTPOHHBIX OWOJMOTEYHBIX CHCTEM,
ANIEKTPOHHBIM HH(POPMAIIMOHHBIM W 00pa30BaTeIbHBIM pecypcaM, yKa3aHHBIX B
pabounx mporpammax (pazaenbl caiita «CBemeHuss 00 o0Opa3oBaTeIbHOU
OpraHu3alumn»);

- nH(opmMupoBaHre 00yUarOIUXCs 000 BCeX M3MEHEHUSIX Y4eOHOro Impoiiecca
(HOBOCTHAsI JIEHTA caiiTa, IEHTa aHOHCOB);

- B3aUMOJICUCTBME MEXJy YyYaCTHHKaMU 0O0pa3oBaTeIbHOrO Ipoiiecca
(mozpasnensl caiiTa «3a1aTh BOIPOC TUPEKTOPY»);

0) odwuimambHbIe SJICKTPOHHBIC ajapeca MOApPA3ICTICHUH W COTPYIHUKOB
UHCTUTYTa C SHAaekc-momeHoM (@polytech2l.ru (cnmMCOK KOHTAaKTHBIX JIAHHBIX
nojpasneneHuit Ounrana pasMmeneH Ha odunmaabHOM caiite Punmana B paszerne
«KOHTaKThI», CHOUCKA KOHTAKTHBIX OQUIIMATBHBIX  OJIEKTPOHHBIX  JTAHHBIX
npenoaaBareneid  pa3MemieHnsl B mnoapaszaenax «Kadeape») obecneumBaroT
B3aUMOJICHCTBUE MEXKYy YYaCTHUKAMH 00pa30BaTeIbHOTO MPOIIECCa;

B) JIMYHBIA KaOuHeT oOydaromierocs (moptdonuo) (BXOJ B JMYHBIA KaOWHET
pa3MelieH Ha oduuuanbHOM caiite @unuana B paszzaene «CTyIeHTy» mHojpasjene
«OnekTpoHHass uWHGOPMAIMOHHO-00pa3oBaTeNbHas Ccpela») BKIHOYAaeT B cedd
noptoano  CTyAeHTa, DJJICKTPOHHBbIE BEIOMOCTH, PEHUTHUHT CTYACHTOB W
00ecIeynBaeT:

- ¢ukcanuio xoaa o6pa3zoBaTEIHLHOTO Mpoliecca, pe3yIbTaTOB MIPOMEKYTOUHOMN
aTTECTAIlMU U Pe3yJIbTaTOB OCBOCHUS 00Pa30BATEIBHBIX IPOTPAMM 00yUaIOIIIUMHUCH,

- ¢dopMuUpOBaHUE SJIEKTPOHHOTO MOPT(OINO 00YUaIOIMIETOCS, B TOM YHCIE C
coxpaHeHHe paboT 00yJaroIIerocs, peleH3uid U OIEHOK Ha 3TH paboThI,

I) DJJEKTPOHHBIE OWUOJMOTEKH, BKIIOYAIOIIUE AJICKTPOHHBIE KaTaJloTH,
MOJIHOTEKCTOBBIE JJOKYMEHTBI U 00ECIEeUUBAIOIINE TOCTYI K Y4eOHO-METOAUYECKUM
MaTepHaliaM, BBITTYCKHBIM KBATH(DUKAITMOHHBIM padOTaM | T.J.:

YebOokcapckoro uucruryta (punnana) - « MPBUC»

1) 2JEKTPOHHO-0MOMMoTeunsie cuctembl (ObC), BKIIOUAIONIUE AIEKTPOHHBIN
KaTaJor ¥ MOJIHOTEKCTOBBIC JIOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenbHas mwiatdopma FOpaiit - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

€) wiargopma udpoBoro oOpa3oBaHuUs [TonuTexa -
https://Ims.mospolytech.ru/

K) cuctema « AnTuriaruar -https://www.antiplagiat.ru/

3) cucrtema dJeKTpoHHOro aokymeHtoobopora DIRECTUM Standard —
o0ecneunBaeT JOKYMEeHT0000poT Mexay dunuanom u Y HUBEPCUTETOM;

n) cucrema «1C Ynpasnenue BY3oM DnekrponHbiit nekaHat» (MoOCKOBCKUi
MOJIMTEXHUYECKUM YHUBEPCUTET) oOecriedynBaeT (pUKCaIuio XoJa 00pa3oBaTeIbHOTO
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nporecca, pe3yiabTaTOB IMPOMEKYTOUHOM aTTECTAlUd W pPE3yJbTaTOB OCBOCHHS
o0pa3oBaTeNnbHBIX MPOTrpaMM 00yJarOIITUMUCS;

k) cucrema «POLYTECH systems» obOecnednBaeTr WHGOPMAIIMOHHOE,
JOKYMEHTAIPHOE  aBTOMATH3WPOBAHHOE  COMPOBOXKICHHWE  00pa3oBaTEIHHOTO
npouecca;

1) cucTtemMa «AOUTYpUECHT o0OecrneunBaeT JTOKYMEHTAIIBHOE
ABTOMATU3UPOBAHHOE COMPOBOKACHUE PAOOTHI IPUEMHOM KOMUCCHH.

8. IlepeyeHb OCHOBHOW M [ONOJHUTEJBLHOH Y4YeOHOW JIUTEpPATypBhl,
HEe0O0XO0IUMOii 1JIs 0CBOEHUSI T CHHIJIHHBI

OcHOBHas aUTEpaTypa:

1. BuaykoB, A. A. 3ammura uHbOpManuM : yuyeOHUK I By30B / A. A.

BuykoB. — 3-e u3n., nepepab. u gpon. — Mocksa : U3garensctBo FOpaiit, 2025. —
161 c¢. — (Beiciiee obpaszoBanmue). — ISBN 978-5-534-07248-8. — Texkcr :
anekTpoHHbii  //  OOpa3oBarenpHast 1iatdopma IOpaiitr [caiit]. — URL:
https://urait.ru/bcode/561313.

2. TymOunckasi, M. B. 3ammura uadopmanumu Ha TPEANPUITHH © Y4eOHOE

nocobue g By30B / M. B. TymOunckas, M. B. [lerpoBckuii. — 2-e u3sn., crep. —
Canxrt-IletepOypr : Jlanb, 2025. — 184 c. — ISBN 978-5-507-52967-4. — TekcrT :

ANEKTPOHHBIN // JlaHb : dJIEeKTpOHHO-OMOnMotreunas cuctema. —  URL:
https://e.lanbook.com/book/463043. —  Pexum  pgoctyma: i aBTOPH3.
II0JIb30BAaTEIIEH.

3. [IpoxopoBa, O. B. WuadbopmanuoHHas O0€30MacCHOCTh U 3aluTa

uHpopmaimu : yueoHuk ais By3oB / O. B. [IpoxopoBa. — 6-e uzn., crep. — CaHKT-
[Terepbypr : Jlanb, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcT :

ANEKTPOHHBIN //  JlaHb : 3nexkTpoHHO-OMOMMoTeuHas cuctema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  jgocryma: IS aBTOPHS.
IIOJIb30BATEIIEH.

4. Basunmun, . A. WHdopManvoHHbIE TEXHOJOTUU B YIPABJICHUH

KauyecTBOM U 3amuTa uHbopManuu : ydyeoHoe mocodue ais By3oB / 1. A. Basunun,
B. I'. Conpnaros, U. I'. MankeBuu. — Cankt-IletepOypr : Jlaub, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — Tekcr: >1eKTpoHHBIA // JlaHb : 3JIEKTPOHHO-
oubmmoreunast cucrema. — URL: https://e.lanbook.com/book/447242. — Pexum
JOCTYyTIA: JUTSl aBTOPH3. TTOJIH30BATENCH.

JlonoJaHuTenbHAs JUTEpATYpA.

1. 3enkoB, A. B. Nudopmarnmonnas 0e30MMacHOCTh W 3alllUTa
uHpopmaluu : yueOHuk ais By30B / A. B. 3eHkoB. — 2-e u3a., nepepad. u 10m. —
Mocksa : UznarensctBo FOpaiit, 2025. — 107 c. — (Bricmiee oOpa3oBanue). —

ISBN 978-5-534-16388-9. — Texkcr : anekTpoHHbIi // OOpa3oBaTenbHas miaTdopma
IOpaiit [caiit]. — URL: https://urait.ru/bcode/567915.

2. Jloch, A. b. Kpuntorpadudeckue MeToabl 3alUThl UHPOPMAIIUN IS
U3y4YaOIIUX KOMITBIOTEPHYIO 0€30MacHOCTh : yueOHuK it By30B / A. b. Jlocs, A. O.
Hecrepenko, M. U. PoxxkoB. — 2-e u3n., ucnp. — Mocksa : U3narensctBo IOpair,
2025. — 424 c. — (Briciee o6pazoBanue). — ISBN 978-5-534-12474-3. — Tekcr :
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ANEeKTpOHHBIN //  OO6pa3oBaTenbHas

miatpopma FOpaittr  [caiit]. — URL:

https://urait.ru/bcode/560426.

Ilepuonuka:

1. UsBectuss TynbCcKOro TrOCyIapCTBEHHOIO YHHMBEpPCUTETA. TexHUYECKHe

HAyKH:

Hayunbri

pEeLEeH3UPyEMBII JKypHall.

https://tidings.tsu.tula.ru/tidings/index.php?id=technical&lang=ru&year=1.
- TekcT : PAEeKTPOHHBI.

2. HayuHplii nEepuOIMYECKHN KypHAI
rOCYJJapCTBEHHOIO  YHUBEPCUTETA.

uHpopMaThKa»
TeKCT : 3IEKTPOHHBIM.

3. HayuHblii TEpUOIUYECKUN >KypHAI
YHHUBEPCUTETA.
PaIUO3IIEKTPOHUKAY:

roCcyJ1IapCTBEHHOTO
yIpaBJ€HUE,

«BectHuk  HOHO-YpanbCKOro

Cepus

«Bectauk  HOxHO-Ypanbckoro
«KomnperorepHbie
Hayunebrii

Cepus
pELEH3UPYEMBIN

xKypHai. https://vestnik.susu.ru/ctcr - TekcT : 2JEKTPOHHBIN.

9. IIpodeccuonajbHbie 6a3bl JAHHBIX M HH(POPMALMOHHO-CIIPABOYHbIE

CHUCTEMbI

[Tpodeccuonanpuas 6a3a
JMAHHBIX ¥ UHOOPMAIIMOHHO-
CIPaBOYHBIC CHCTEMBI

Wudopmanus o mpaBe COOCTBEHHOCTH (PEKBU3UTHI JOTOBOPA)

YHuUBepcUTeTCKas
nH(pOopMalMOHHAas cucTeMa
POCCHUA
https://uisrussia.msu.ru/

Temaruueckas 3eKTpoHHas 6nbnnoTeka u 6asza s
HPHUKJIATHBIX HCCIECIOBaHUI B 00JaCTH SKOHOMHUKH,
yIPaBICHUS, COLMOIOT MY, IMHTBUCTHKH, (pUIocopum,
(uI0NI0T MM, MEXKTYHAPOHBIX OTHOILICHUH, TIpaBa. CBOOOIHBII
JOCTYII

Hay4Has JIEKTPOHHAS
6ubsnmoreka Elibrary
http://elibrary.ru/

Hayunas snektponnas 6uommoreka eLIBRARY.RU - 310
KPYIHEHIINI poccuiickuii ”HPOPMALMOHHO-aHAIUTHYECKUI
nopTan B 00J1aCTH HayKH, TEXHOJIOTUH, METULIUHBI U
oOpa3oBaHus, coaepxammuil pedepaTsl U OTHBIC TEKCTHI OoJiee
26 MJTH HAyYHBIX CTaTEeH U MyOJIMKAIUH, B TOM YHCIIE
aNIeKTpoHHBIE Bepcuu 6osee 5600 poccuiickux HayqHO-
TEXHUYECKUX KYPHAJIOB, U3 KOTOPBIX Oosiee 4800 >xypHAJIOB B
OTKPBITOM JIOCTYIIE CBOOOIHBII JOCTYII

caut MHcTuTyTa HAy4YHOR
nH(pOpMaILIUU O

oOmecTBeHHBIM Haykam PAH.

http://www.inion.ru

bubmuorpaduueckue 6a3nr nanusix MTHMOH PAH no
COLIMAJIbHBIM U TYMaHUTApHBIM HayKaM BeJyTcs ¢ Hadana 1980-
X rogoB. O0mm 00BEEM MaCCUBOB COCTABIISIET OoJiee 3 MIIH.
500 toic. 3anuceit (nanubie Ha 1 ssuBaps 2012 r.). Exxeroanbiit
npupocT — o0koJio 100 TeIC. 3anucei.

B 6a3bI 1aHHBIX BKIIOYAIOTCS aHHOTHPOBAHHBIC OMTUCAHVSI KHUT
W CTaTel U3 )KypHAJIOB U cOOpHUKOB Ha 140 s3bIKax,
noctynuBnx B @ynnamenranbayto oudmuoreky MHUOH
PAH.

Ornucanus crareil M KHUT B 0a3ax JaHHBIX CHAOXKEHBI H(PpPOM
XpaHEHUs U CCbUIKAMU Ha IMOJIHbIE TEKCThl HCTOYHUKOB U3
HayuHol 371eKTpOoHHOM OMOJINOTEKH.

denepanbHbIN TOpTAT
«Poccuickoe

®denepanbHbiil mopran «Poccuiickoe oOpazoBaHue» —
YHUKAIbHBIA MHTEPHET-pECypc B chepe 0Opa3oBaHUs M HAYKH.
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https://vestnik.susu.ru/cmi
https://vestnik.susu.ru/ctc
https://uisrussia.msu.ru/
http://elibrary.ru/
http://www.inion.ru/

oOpa3oBaHue» [DNEKTPOHHBIN
pecypc] — http:// www.edu.ru

EsxenqHeBHO MyOIMKyeT caMble aKTyaJbHbIE HOBOCTH, aHOHCHI
coObITHIA, HGOPMAITMOHHBIE MaTePHAJIbI ISl IIUPOKOT0 Kpyra
yurarelien. ExxeHenenbHo Ha nopTajie pa3MerarTcs
SKCKJIFO3UBHBIE MaTEPHUAJIbI, HHTEPBBIO C BEYILIUMHU
CHeUaIuCTaMy — IIEAaroraMu, ICUX0JI0raMu, YUYEHbIMH,
PENOPTAXKU U AHATTUTUYECKUE CTAThU.

YuraTenu noyydaroT J0CTyN K HOpPMaTHBHO-TIPaBOBO 6a3e
chepsl 00pa3zoBaHus, OHU MOTYT MOJIB30BATHCS CAMBIMH
Pa3IUYHBIMU MOJE3HBIMU CEPBUCAMU — TAKUMHU, KaK OHJIAH-
TECTUPOBAHUE, ONPOCHI 10 AKTYAJIbHBIM TEMAM H T.1.

WNudopmannonnsie
TEXHOJIOTHH — TIEPUOIUYECKOE
Hay4YHO-TEXHUYECKOE U3JaHue
B 00y1acTH MH(POPMAITMOHHBIX
TEXHOJIOT UM,
aBTOMATHU3HPOBAHHBIX CUCTEM
Y UCTIOJTb30BaHUS
MH(OPMATUKU B Pa3IMUHbIX
TIPHIIOKEHUSX

novtex.ru

N3narenbCcTBO BBITYCKAET TEOPETHUECKUE U IIPUKIIAIHbIE
HAYYHO-TEXHUYECKHE KypHaJIbI, 00eCIeunBaloNIfe HayYHOMH,
MPOU3BOCTBEHHOM, 0030pHO-aHATTUTUYECKON U
oOpa3oBaTenbHON HHPOpPMALIUEH PYKOBOAAIINX pAOOTHUKOB U
CHELHMATUCTOB MPOMBILIUIEHHBIX MPEAIPUATHH, HAyYHbBIX
aKaJeMUYECKHX M OTPACIEBBIX OpPraHU3aluid, a TaKXKe yu4eOHbBIX
3aBeJICHUI B 00JIaCTH IPUOPUTETHBIX HANIPABIECHUH Pa3BUTHS

HayKH U TEXHOJIOTUH.

Acconuanus ”H)XEHEPHOTO
obpa3oBanus Poccun
http://www.ac-raee.ru/

CoBepIieHCTBOBaHNE 00pa30BaHMs U HHKEHEPHOU
JeSITEIbHOCTH BO BCEX UX MPOSBICHUAX, OTHOCSIIUXCS K
y4eO0HOMY, HAYYHOMY M TEXHOJIOTHYECKOMY HAIIPABJICHUSM,
BKJII0Yasl [IPOLIECCHI ITPETNOIaBaHusl, KOHCYJIbTHUPOBAHUS,
UCCIIEIOBaHMS, Pa3pab0TKN MHKEHEPHBIX PEUICHUH, OKa3aHUs
HIMPOKOT'0 CIIEKTpa 00pa30BaTEeNIbHBIX YCIYT, 00ecredeHus
CBsi3ell C 00IIECTBEHHOCTHIO, TPOU3BOICTBOM, HAYKOH 1
MHTErpalliy B MEX/TyHapOAHOE HayuHO-00pa30BaTeIbHOE
MPOCTPAHCTBO. CBOOOHBINA TOCTYI

10. IIporpammuoe

ob0ecneyeHue  (JIMIEH3MOHHOE M CBOOOJHO
pacnpocTpaHsieMoe), HCHOJb3yeMoe MNMPH OCYLIeCTBJIEHUM 00pa3oBaTeIbHOI0

npomecca
WNndopmanus o mpase
COOCTBEHHOCTH (PEKBU3UTHI
AynuTtopus [IporpammuOe obecrieueHue @
JI0TOBOPA, HOMEp JIMIEH3UH U
T.J1.)
Ne 2196 VuebHad Windows 7 OLPNLAcdmc aorosop NeJ[03 or 30.05.2012) ¢

AyJAUTOpUs IJI1 MPOBCACHU A

norncornamreHusamu ot 29.04.14 1 01.09.16
(OeccpouHast TUIICH3HUA)

y4eOHBIX 3aHATUHN BCEX
BUJIOB, MPETYCMOTPEHHBIX
[IPOrpaMMOM CPETHETO
poheCCHOHATIBLHOTO

Kaspersky Endpoint Security mis 6usneca —
Pacmmpennsiit Russian Edition. 150-249 Node 2
year Educational Renewal License

CyOnUIIeH3HOHHBIH JJOTOBOP
Ne977 1049.EI1/25 ot 10.12.2025

obpasoBanus/0aKanaBpuara/lyandex Gpaysep

cnenuaaurera/
MarucTpaTyphl,
OCHAIllCHHAA

CB0OOIHOE pacrpocTpaHsieMoe
mporpaMMHOe obecrieueHne (beccpouHast
ITUTICH3WS )

o0opyI0BaHUEM U

MTC JIuak

ToroBop Ne2/2026 (091 _168.EI1/26) ot
27.03.2026

TEXHUYECKUMU CPEACTBAMU
00y4eHus1, COCTaB KOTOPBIX

Microsoft Office Standard 2007(Microsoft
DreamSpark Premium Electronic Software

ONpeNensAeTcs B pabouuX  |Delivery Academic (Microsoft Open License
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c gorcoriameHusMu ot 29.04.14 u
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http://www.edu.ru/
http://novtex.ru/IT/index.htm
http://www.ac-raee.ru/

MporpaMMax JTUCIUTUTHH
(Momyneit)
Kabuner cucrem

yrpasiaenus OO0 «HI1O
«Kackan-I'PYII»

Kaspersky Endpoint Security mist 6usneca —

year Educational Renewal License

Pacmmpennstit Russian Edition. 150-249 Node 2

CyONUIIeH3NOHHBII JOTOBOP
Ne977_1049.EI1/25 ot 10.12.2025

Windows 7 OLPNLAcdmc Windows Server 2012

moroBop NeJI03 ot 30.05.2012) ¢
gorcornamenusMu ot 29.04.14 u 01.09.16
(6eccpouHast JIUTICH3NSA)

MS Windows 10 Pro

nmoroBop Ne 392 469.223.3K/19 ot
17.12.19 (beccpouHast TUIICH3M)

Microsoft Office Standard 2019(Microsoft
DreamSpark Premium Electronic Software
Delivery Academic(Microsoft Open License

HOMep JHLEeH3uu-42661846 ot
30.08.2007) ¢ norncornameHusMu oT
29.04.14 1 01.09.16 (6eccpounas
JUTICH3HSA)

Ne 2066 YueOHnas
ayJIUTOpUs JJIs IPOBEICHUS
y4eOHBIX 3aHATUN BCEX
BUJIOB, PETYCMOTPEHHBIX
[IPOrpaMMOM CPETHETO
poheCCUOHATIBHOTO
oOpa3oBaHusi/0akaiaBpuaTa/
crienuanureTa/
MarucTpaTyphl,
OCHAIlIEHHAas
o0opyI0BaHUEM U
TEXHUYECKUMU CPEACTBAMU
00y4eHus1, COCTaB KOTOPBIX
orpeJiensercs B pabounx
MporpamMMax TUCIHILTHH
(Moymeit)

JlaGoparopus
«[IporpammupoBanus u 6a3
TAHHBIX)

JlaGopartopus
MHGOPMAIMOHHBIX

TEXHOJIOTUNA

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

IntelliJ IDEA.

CBOOOJHO paclpocTpaHsieMoe
nporpaMmHoe obecrieuenue (6eccpounas
JIULICH3H)

KOMIITAC-3D v20 u v21

Cy6nuneH3noHHbIH gorosop Ne Hm-22-
00044 ot 21.03.2022
(beccpouHast TUIIEH3Us)

MathCADv.15

Cyo6mnun.gorosop Ne39331/MOC2286 or
6.05.2013)

HOMep JHIIEeH3UN-42661846 ot
30.08.2007) (6eccpouHast JTUICH3HS)

SimInTech

OTedecTBEHHOE TPOTPaMMHOE
obecreucHue

AdobeReader cBOOOJTHO PACIPOCTPaAHIEMOE
mporpamMMHoOe obecrieuerne (beccpouHast
JIUTICH3MS)

AdobeFlashPlayer cBOOOJTHO PacCIpOCTpaHIEMOe

mporpamMMmHOe obecriedenne (Oeccpodnast
JIUTICH3HS)

Microsoft Visual Studio 2019

CBOOOJHO pacrpocTpaHseMoe
mporpamMMmHOe obecrieuenne (Oeccpodnast
JIUTICH3NS )

Python 3.7

CBOOOJHO pacrpocTpaHseMoe
mporpamMMmHOe obecrieuenne (Oeccpodnast
JTUTICH3NS)

PascalABC

CcBOOOIHO pacmpocTpaHseMoe
mporpamMMmHOe obecrieueHne (OeccpodnHast
JIUTICH3NS)

AIMP

0TE4eCTBEHHOE CBOOOIHO
pacrpocTpaHsIeMOe IPOrPaMMHOE
obecnieucHme (OeccpoyHast TUIICH3MUA)

Ne 1126 ITomemenue s

Kaspersky Endpoint Security ms 6usaeca —

CyOnuieH3nOHHBINA JOTOBOP
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CaMOCTOSITEIIbHOW PabOTHI
00yJaronuxcst

Pacumpennsiii Russian Edition. 150-249 Node 2
year Educational Renewal License

Ne977_1049.EI1/25 ot 10.12.2025

Windows 7 OLPNLAcdmc norosop NeJI03 ot 30.05.2012) ¢
Jorcornamenusmu ot 29.04.14 u
01.09.16
(6eccpouHast TUIIEH3HS)
AdobeReader CBOOOTHO pacIpoCTpaHsIeMoe

MPOTpaMMHOE O0ecTIeueHUE
(6eccpouHast IUIIEH3USA)

FapaHT— CIIpaBOYHO-IIpaBOBasi CUCTEMaA

Jorosop NeC-002-2025 ot 09.01.2025

Yandex Opay3ep

CBOOO/IHO pacrpocTpaHsieMoe
MporpaMMHOE 00ecTIcucHHE
(beccpouHnast TUIIEH3HS)

Microsoft Office Standard 2007(Microsoft
DreamSpark Premium Electronic Software
Delivery Academic (Microsoft Open License

HOMeEp JHUIeH3nn-42661846 ot
30.08.2007) ¢ morcornanieHusiMi OT
29.04.14 n 01.09.16 (6eccpounas
JIULIEH3US)

MTC Jlunk Jorosop No2/2026 (091 _168.EI1/26) ot
27.03.2026
AIMP OTEYECTBEHHOE CBOOOIHO

pacrpocTpaHsieMoe IIPorpaMMHOE

11. MaTepHaJibHO-TeXHHYECKOEe O0ecnedeHne JUCIUIIIUHbI

Tun u HOMep nomenieHus

[lepeyeHb OCHOBHOTO 00OPYIOBaHUS H
TEXHUYECKHUX CPEJICTB O0YUCHHUS

YueOHas ayTuTOpHS IJIs1 TPOBEACHUS YUSOHBIX
3aHATHUI BCEX BUJIOB, PEYCMOTPEHHBIX
MIpOTrpamMMOi cpetHero MpodhecCHOHAITBHOTO
oOpa3oBaHus/0akaiaBpuaTa/ crienuaInTeTa/
MarucTpaTyphbl, OCHAIIEHHAss 000pyIOBaHUEM H
TEXHUUYECKUMU CPEJICTBAMU O0yUEHUS, COCTaB
KOTOPBIX ONPEeNsieTcsl B pad04HX Mporpammax
JUCLUILIUH (MOJTyJIei)

Kabwunet cucrem ynpasnenus OO0 «HITO
«Kackan-I'PYID»

Ne 2196 (r. Yebokcapsr, yia. K.Mapkca, 60)

O6opynoBaHue: KOMILIEKT MEOEIH I y4eOHOTO
mpoliecca; 10cka yueOHas; CTeHIbI

Texuudgeckue cpencrpa o0y4YeHHS:
obopynoBanue (IPOEKTOP, IKpaH)

MYJIbTUMEIUITHOE

VYueOHast ayTUuTOpHS 111 IPOBEICHUS YIeOHBIX
3aHATUN BCEX BUJIOB, MPEIYyCMOTPEHHBIX
IPOrpamMMOil cpeiHero npodhecCuoHaIBHOTO
oOpasoBanus/OakanaBpuara/ crierpaauTeTa/
MarucTpaTyphbl, OCHaIlICHHAs] 000PYIOBaHHEM U
TEXHUYECKUMU CPEJICTBAMU O0yUYEHUSs, COCTaB
KOTOPBIX OTPEAEISETCS B pabounX MporpaMmax
JTUCITUTIINH (MOJTYJIEH )

Jlaboparopus nH(DOPMAIMOHHBIX TEXHOJIOTHH
Ne 2066 (r. Yebokcapsr, yi. K.Mapkca, 60)

O0opyIoBaHKE: KOMIUIEKT MeOeNn s y4eOHOro
npoliecca; 10cka yueOHasi; aBTOMaTU3UpOBaHHbIe pabouue
MecTa, aBTOMaTH3MPOBAaHHOE pabouee MecTo
IIpenoaaBaTes, IPOSKTOp M IKpaH; MapKepHast JOCKa;
Texundeckue cpeIcTBa 00yYeHHs: KOMIBIOTEPHAS
TeXHHKA

(mpoureccop Core i3, orepaTuBHas aMATh 00BEMOM HE
MmeHee 8 ['0); cepsep B mabopatopun (8-aaepHBIN
mporieccop ¢ 4yactoroii He menee 3 I'T'11, onepaTuBHas
nmamsaTh 00beMoM He MeHee 16 10, sxecTKre TUCKH OO0LINM
obbveMmoM He MeHee 1 TO;

MYyJIBTHMEIUITHOE 000pyHOBaHuE (TEIECBU30D)
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O06opynoBanye: KOMILIEKT MeOeH AJ1sl yueOHOro

ITomerienne s caMOCTOSATENBHOM paboThl | POHCcea

Texunueckue CpeACTBa O6y'~ICHI/I$I: KOMIIBIOTEpHAaA
00ydJarmuxcst

TEXHHKAa C BO3MOXHOCTHBIO IIOAK/JIHOYCHHA K CCTHU

Ne 1126 (r. Yebokcapsr, yi. K.Mapkcea, 60) «MHuTepHeT» M 00OeCeYeHHeM NOCTYNA B 3JIEKTPOHHYIO
MHPOPMAIIMOHHO-06pa30BaTebHYIO cpety Punuana

12. Meroauyeckue YyKazaHusi s OOyYAKOIIErocss IO OCBOCHHUIO
AUCIHUANIMHBI

Memoouueckue ykazanusa 0na 3aHAMUIL 1eKWUOHHO20 MUna

B Xxome JeKUMOHHBIX 3aHATUH O0O0ydaromiemycss HEOOXOJMMO BECTU
KOHCIIEKTUPOBaHUE Yy4yeOHOro Marepuana, oOpamaTh BHUMAaHUE Ha KaTEropHH,
(opMyIMPOBKH, PACKPHIBAIOIIUE COACPKAHUE TEX WM MHBIX SBJICHUN U MPOLECCOB,
HAy4YHBIE BBIBOJIBI M IPAKTUYECKUE PEKOMEHIALINH.

HeoOxomumo 3amaBaTh MpemnojaBaTeNl0 YTOUYHSIOIIUE BOMPOCHI C IIEIBIO
YSCHEHUST TEOPETHUYECKUX  IOJIOKEHUM, pa3pelieHus] CIOPHBIX  CUTyalui.
[lenecoobpa3zno  gopabarbiBaTh CBOM  KOHCIEKT JIEKIIMU, Jenas B HEM
COOTBETCTBYIOIIME 3allMCH M3 OCHOBHOW U JIONOJHUTEIBbHON JIUTEpaTYpHI,
PEKOMEHJIOBAaHHOM MpernojiaBareyieM M NpPelyCMOTPEHHOM y4eOHOM mporpamMmmon
JUCIUTUTNHBIL.

Memoouueckue ykazanus 0,14 3aHAMUIL 1A00PAMOPHO20 MUna.

Boimonnennio  n1abopaTOpHbIX  paOOT MPEAlIecTBYeT IMpOBEpKa 3HaHUMN
CTYJICHTOB — WX TEOPETHMYECKOM TOTOBHOCTM K BBHINOJHEHUIO 3adaHus. [IpoBepka
3HaHUU MPOBOAMUTCA B (OpME, KOTOPYIO ONPENENSeT IMpernofaBaTeslb JUCIUILINHBI
(TecTupoBaHue, OIpoc).

[Tpu npoBeneHuy 1abOpaTOPHBIX 3aHATHI BBIICIAIOT CISAYIOLINE Pa3eIbl:

—  o0mwme monoxxeHus (MepevueHb JIaA00PATOPHBIX HIIA MPAKTUYECKHIX

—  3aHATUH);

— 0001mue TpeOOBAHMS K BBIIIOJHEHUIO padoT;

— HMHCTPYKLHS 10 KaKJI0i pabore;

— CIpaBOYHBIE MATEpPUAJIbI U T. JI.

JlabGopaTopHble 3aHATHS MO3BOJSIOT Pa3BUBAaTh y 00y4arOUIErocs TBOPUYECKOE
TEOPETUYECKOE MBIIUICHHE, YMEHHUE CAMOCTOSITENbHO H3ydaThb JIUTEpaTypy,
aHAIM3UPOBATh MPAKTUKY; y4aT YETKO (OPMYIUPOBATH MBICIb, BECTH AUCKYCCHIO, TO
€CTh UMEIOT MCKIIOYUTEIBHO BAXKHOE 3HAUYEHHE B PAa3BUTUU CAMOCTOSITEIIBHOTO
MBIIILJICHUS.

l'oToBsCh K JMOKIaay WM BBICTYIUICHHIO B paMKaX HMHTEPAKTUBHOWU (POPMBI,
IpU He0OXOIUMOCTH, ClIeyeT 00paTUTHCA 3a MOMOIIBIO K IIPENOaBaTENO.

MemoouuecKkue yKazanusa K camocmoamenvHoil pabome.

CamocTtosTenbHast pabdoTa oOydaromerocss SBISETCS OCHOBHBIM CPEICTBOM
OBJIaJICHUSI YYEOHBIM MATEPHAIIOM BO BpeMsi, CBOOOJHOE OT 00s13aTENIbHBIX YUEOHBIX
3aHsTUi. CamocTosiTenbHass paboTa OO0Yy4YaroIIerocss Haja YCBOEGHHUEM Y4YeOHOTO
MaTepuaja 1o Yy4eOHOM JAWCIUIUIMHE MOYKET BBINOJIHATHCI B OMOIHMOTEKE
YHUBEPCUTETA, yUeOHBIX KaOMHETaX, KOMIIBIOTEPHBIX KJIACCaX, a TAKXKE B JIOMAUTHUX
ycinoBusx. CoaepkaHue M KOJIMYECTBO CaAMOCTOSITENIbHOM pPabOThl 00yYarolerocs
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ornpeaensercss yueOHOM mporpaMMoil JUCHMILIMHBL, METOAMYECKUMU MaTepuaiaMH,
NPAKTUYECKUMHU 33JJaHUSIMU U YKa3aHUSAMU ITPENOAaBaTEIs.

Camocmoamenvnan padoma ¢ ayoOumopHoe 6pems MoHcem GKAI0UAMb:

1) KoHcHEeKTUpOBaHME (COCTABICHUE TE3UCOB) JICKIIUI;

2) BBINOJIHEHHE KOHTPOIBHBIX PaboT;

3) peuieHue 3ajaady;

4) paboTy CcO CIIpaBOYHON U METOJUYECKON JTUTEPATYPOI;

5) paboTy ¢ HOpMATHUBHBIMH MPABOBBIMU AKTAMMU;

6) BBICTYIUICHHUA C JOKJIaJaMH, COOOLIEHUSIMHA Ha CEMUHAPCKUX 3aHITHUSX;

7) 3ammTy BBINOJHEHHBIX PadoT;

8) yuacTue B ONEpPaTUBHOM (TEKyIIEM) OIpPOCE IO OTIACIbHBIM TEMaM
U3y4aeMoU TMCUUILIUHBI;

9) yudactue B coOeceqoBaHUSX, JEIOBBIX (POJIEBBIX) HUIpPax, TUCKYCCHUSX,
KPYTJIBIX CTOJIaX, KOH(EepEeHIHIX;

10) yyactue B TECTUPOBAHUU U IP.

Camocmosamenvnan padboma 60 6HeAYOUMOPHOE 6PEMA MOICENM COCMOAMDb
u3:

1) moBTOpeHuUs JIEKIMOHHOI'O MaTepHaa;

2) MOATrOTOBKHU K NMPAKTHUYECKUM 3aHATHSM;

3) u3ydeHus yueOHOU U HaAyYHOU JTUTEPATYPHI;

4) w3yuyeHuss HOPMATUBHBIX NPABOBBIX AKTOB (B T.4. B 3JIEKTPOHHBIX 0Oazax
JAHHBIX);

5) peleHus 3a1a4, ¥ UHBIX MPAKTUYECKUX 3aJaHUI

6) TOATOTOBKHM K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T.1I.;

7) TOATOTOBKH K MPAKTUYECKUM 3aHATHUAM YCTHBIX JOKJIaI0B (COOOIICHMI);

8) moarotoBku pedepaTtoB, 3¢C€ U HHBIX WHIUBUIYAIbHBIX MTHUCHMEHHBIX
paboT Mo 3aJaHUIO0 IPEoIaBaTEes;

9) BBINOJHEHUS KYpPCOBBIX PaboT, MPETyCMOTPEHHBIX YUEOHBIM MJIAHOM;

10) BBITIOJTHEHUS BBIITYCKHBIX KBATU(DUKAITMOHHBIX padOT | JIp.

11) Bergeniennst HanboJiee CIOKHBIX W TIPOOJIEMHBIX BOMPOCOB IO M3ydaeMOM
TEME, IOJy4YEHHE Pa3bACHEHH M PEKOMEHJAUud 10 JaHHBIM BOIPOCaM C
penoJaBaTeasiMUA Ha KOHCYJIbTALMSIX.

12) mpoBeneHHsI CaMOKOHTPOJIE IyTEM OTBETOB Ha BOIPOCHl TEKYIIETO
KOHTPOJISl 3HAHUM, PEIICHUs] NPEACTaBICHHBIX B YU€OHO-METOJUUYECKUX MaTepuaax
kadeapsl 3amay, TECTOB, HaMHUCAaHUsS pedepaToB M 3CCE MO OTIEIBHBIM BOIPOCAM
M3y4a€MOU TEMBI.

Texymuii KOHTPOJb OCYIIECTBIAECTCS B (DOpME YCTHBIX, TECTOBBIX OIPOCOB,
JIOKJIa/I0B, TBOPUECKUX 3aaHH.

B ciiydae npomnyckoB 3aHATHH, HAIMYKS UHIUBUAYAIBHOTO Tpaduka o0ydeHus
W I 3aKpeIUieHUs TMPAKTUYECKUX HABBIKOB CTYJCHTaM MOTYT OBITh BBIJAHBI
TUTIOBbIC ~HWHAMBUAyaJbHBIC 3a7aHUsl, KOTOpPHIE JIOJDKHBI OBITh CHAHBI B
YCTaHOBJICHHBIN NIPETNOJABATEIEM CPOK.

13. OcoOeHHOCTH peajM3alui JAUCHUIUVIMHBI JJA WHBAJIUIOB U JHI C
OrpAaHNYEHHBIMHU BO3MOKHOCTSMU 310POBbS
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OOyueHue Mo JaHHOW IUCHMIUIMHE WHBAJIUAOB U JIMI C OTPAaHUYEHHBIMU
BO3MOKHOCTSIMU 310p0Bbs (Hanee OB3) ocymiecTBisieTcsl MPENnoJaBaTesieM ¢ Y4ETOM
0COOCHHOCTEN NCUXO(PU3NYECKOTO PA3BUTHUS, MHAMBHUIYAIbHBIX BO3MOXHOCTEH U
COCTOSIHUS 37J0POBbsI TAKMX 00YYarOIINXCSI.

JlJis CTYZIeHTOB C HapyUICHUSIMH OTIOPHO-ABUraTenbHol Qpynkuuu u ¢ OB3 no
CIIyXy NpelyCMaTpUBAETCS CONPOBOXKIECHUE JIEKIMI W MPAKTHYECKUX 3aHATHHA
MYJIbTUMEIUMHBIMU CPEACTBAMHU, Pa3AaTOYHBIM MATEPUAIIOM.

[nsa crygentoB ¢ OB3 1o 3peHHMIO MpeayCMaTpUBAECTCS IMPUMEHEHUE
TEXHUYECKUX CPEACTB YCHJIEHUS OCTAaTOYHOTO 3PEHHs, a TaKXKe MpeayCMOTpeHa
BO3MOXHOCTh pa3pabOTKU ayAMOMaTepUaoB.

[To panHOM nucuuIUIMHE OOyY€HHME WHBAJIUIOB W JIMI C OTrPaHUYEHHBIMU
BO3MOXHOCTSIMU 3J0POBbSI MOXET OCYLIECTBIIATBCA KaK B ayJIUTOPHM, TaK U C
UCTOJb30BAaHUEM  DJIEKTPOHHOM  MH(QOPMAIMOHHO-00pa30BaTENbHONM  CPEJBI,
00pa30BaTeNbHOr0 MOPTAJIA U AJIEKTPOHHOM MOYTHI.
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JINCT AOIIOJHEHUN U UI3SMEHEHNI

paboueit mporpaMMbl JUCITUTUTMHBI

PabGouass mporpamMma IHUCHMIUIMHBI PAacCMOTpPEHa, OOCYXJeHa M ojo0peHa i
ucnonnenust B 202 -202  yuyeOHOM Tozly Ha 3aceqaHuu Kadeapbl, IPOTOKoa No
OT «_ » 202 r.

Baecenbl JOITIOJIHCHUA 1 U3MCHCHUA

PaGouass mporpamma IUCHUIUIMHBI pPacCMOTpeHa, OOCYXKJIeHa MW oj00peHa s
ucrionHenus B 202 -202  ydeOHOM roay Ha 3aceqaHuu Kadeapbl, IPoTokos Ne
oT &« » 202 r.

BHecennl JOITIOJIHCHUA 1 U3MCHCHUA

PaGouass mporpamma IUCHUIUIMHBI pPAacCMOTpeHa, OOCYKJeHa W ojo0peHa st
ucnionHenus B 202 -202  y4eOHOM roay Ha 3aceqaHuu Kadeapbl, IPOTOKoJ No
OT & » 202 1.

Baecennl JOITOJIHCHUA 1 U3MCHCHUA

PabGouass mporpamMma JHCHMIUIMHBI PAacCMOTpPEHa, OOCYXJIeHa u ojo0peHa s
ucnonnenust B 202 -202  yuyeOHOM Tojly Ha 3aceqaHuu Kadeapbl, IPOTOKoa No
OT «_ » 202 r.

Baecennl JOITIOJIHCHUA 1 U3MCHCHUA
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